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VIRTUAL ACCESS POINT FOR 
CONFIGURATION OF A LAN 

TECHNICAL FIELD OF THE INVENTION 

This invention relates to connections between a Wireless 
local area network (WLAN) client device and a Wireless LAN 
access point (AP), and more particularly for setting up and 
con?guring WLAN systems and devices. 

BACKGROUND 

Wireless local area netWorks are most often provided in an 
AP/ Client arrangement. In order to provide proper data com 
munications betWeen the AP and the client device, a proper 
communication protocol must generally be setup and con?g 
ured betWeen the devices. The need for creating a secure 
communication channel has added to the complexity of the 
setup and con?guration of the communication channel 
betWeen the AP and the client device. Typical security pre 
cautions involve both the AP and the client device being 
provided With some matching con?gurations. The security 
mechanisms hinder the ease of setup of the AP and the client 
device for typical users and often require manual setup steps 
of both the AP and the client device. Further, once a secure 
netWork has been con?gured, modi?cations or changes to the 
netWork are additionally di?icult. For example, once a secure 
netWork is con?gured, modi?cations or changes may require 
making the netWork temporarily insecure and/ or unavailable 
for use. 

In order to ease the setup and con?guration process various 
techniques have been utilized in the past. One group of tech 
niques relates to out of band communication methods. In such 
techniques, communication channels outside the typical 
communication channel are utiliZed. For example, in Wireless 
LANs (WLAN) (such as for example communications under 
the IEEE 802.11 standards) techniques that utiliZe USB ?ash 
drive and/or cable technology, or RFID technology to com 
municate con?guration information betWeen the AP and the 
client device have been proposed. 

Other techniques have included in-band communication 
using the WLAN channel to exchange con?guration informa 
tion. Such techniques are knoWn, for example, the Broadcom 
SecureEZSetup or Athero JumpStart techniques. HoWever, 
such in band communication techniques still typically 
include certain dedicated hardWare such as buttons, sWitches, 
or LEDs that the user must evaluate or set. Additionally, the 
level of security afforded by such mechanisms may be loWer 
than desired. 

In general, it Would be desirable to provide a more cost 
e?icient, more secure and more user friendly method for 
setting up and con?guring communication channels betWeen 
AP and client devices, particularly for Wireless protocols. 
A Wide range of types of systems may bene?t from 

improved methods of setting up and con?guring communi 
cation channels betWeen anAP and client device. As the value 
and use of information continues to increase, individuals and 
businesses seek additional Ways to process and store infor 
mation. One option available to users is information handling 
systems. An information handling system generally pro 
cesses, compiles, stores, and/ or communicates information or 
data for business, personal, or other purposes thereby alloW 
ing users to take advantage of the value of the information. 
Because technology and information handling needs and 
requirements vary betWeen different users or applications, 
information handling systems may also vary regarding What 
information is handled, hoW the information is handled, hoW 
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2 
much information is processed, stored, or communicated, and 
hoW quickly and ef?ciently the information may be pro 
cessed, stored, or communicated. The variations in informa 
tion handling systems alloW for information handling sys 
tems to be general or con?gured for a speci?c user or speci?c 
use such as ?nancial transaction processing, airline reserva 
tions, enterprise data storage, or global communications. In 
addition, information handling systems may include a variety 
of hardWare and softWare components that may be con?gured 
to process, store, and communicate information and may 
include one or more computer systems, data storage systems, 
and netWorking systems. 

SUMMARY OF THE INVENTION 

A method and system are disclosed for setting up and 
con?guring a LAN. More particularly, secure communica 
tions may be con?gured betWeen an access point and a client 
device. Virtual AP technology is utiliZed to assist the con?gu 
ration of the netWork. In particular, at least tWo Wireless 
netWorks are provided in a single AP, a con?guration LAN 
and an operational LAN, by utiliZing virtual AP technology. 
The con?guration LAN is utiliZed to provide communication 
betWeen the AP and the client devices that is related to net 
Work setup, con?guration, modi?cation, etc. and the opera 
tional LAN provides normal LAN data communication. The 
con?guration LAN may be provided in a relatively open 
manner that eases setup of that communication channel and 
the operational LAN may be provided in a more fully secure 
communication channel. Different service set identi?ers 
(SSIDs) may be provided for con?guration LANs and opera 
tional LANs so as to more easily identify the type of LAN 
through its SSID. 

In one embodiment, a method of connecting a client device 
to an access point is provided. The method may include 
utiliZing a con?guration LAN to provide an initial connection 
betWeen the client device and the access point and sWitching 
to an operational LAN to provide a connection betWeen the 
client device and the access point after the con?guration LAN 
connection is established. The con?guration LAN and the 
operational LAN are con?gured as separate LANs and the 
operational LAN is more secure than the con?guration LAN. 

In another embodiment, a netWork access point is dis 
closed. The netWork access point may include a con?guration 
LAN interface Wherein the con?guration LAN interface com 
municates con?guration traf?c for establishing a connection 
With a client device, the con?guration tra?ic having limited 
logical boundaries to Which it may be transmitted. The net 
Work access point may further include an operational LAN 
interface, Wherein the operational LAN interface communi 
cates communication tra?ic of an operational LAN to the 
client device, the operational LAN and the con?guration 
LAN being separate LANs operating through the netWork 
access point. In addition the operational LAN may be a more 
secure LAN as compared to the con?guration LAN. 

In another embodiment, an information handling system is 
disclosed. The information handling system may include a 
Wireless access point, a con?guration LAN and an opera 
tional LAN. The con?guration LAN may process con?gura 
tion and setup settings for connecting the Wireless access 
point and a client device. The con?guration LAN and the 
operational LAN are both transmitted through the Wireless 
access point Wherein the operational LAN processes normal 
LAN tra?ic betWeen the Wireless access point and the client 
device. Further logical boundaries are provided Within the 
information handling system limiting the con?guration LAN 
traf?c to only a portion of the information handling system. 
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In still another embodiment, a LAN identi?er format is 
disclosed. The format may comprise a plurality of characters 
of Which a sub set of characters identify Whether the LAN is at 
least one of a con?guration LAN or an operational LAN. 

In still another embodiment, a method of identifying a 
Wireless LAN is disclosed. The method may include gener 
ating or receiving a multi-character service set identi?er value 
and utilizing at least a portion of the multi-character service 
set identi?er value to identify Whether the Wireless LAN is at 
least one of a con?guration LAN or an operational LAN. The 
method may be performed in either of an access point or a 
client device. 

DESCRIPTION OF THE DRAWINGS 

It is noted that the appended draWings illustrate only exem 
plary embodiments of the invention and are, therefore, not to 
be considered limiting of its scope, for the invention may 
admit to other equally effective embodiments. 

FIG. 1 illustrates a Wireless local area netWork. 
FIG. 2 illustrates an access point supporting both a con 

?guration LAN and an operational LAN. 
FIG. 3 illustrates an exemplary ?owchart for setup and 

con?guration of a LAN connection utiliZing both a con?gu 
ration LAN and an operational LAN. 

FIG. 4 illustrates an exemplary SSID format that includes 
a MODE ?eld to identify a LAN as a con?guration LAN or an 
operational LAN. 

DETAILED DESCRIPTION OF THE INVENTION 

As described in more detail beloW, a technique is disclosed 
herein for disclosed for setting up and con?guring a WLAN. 
More particularly, secure communications may be con?gured 
betWeen an AP and a client device by utiliZing Virtual Access 
Point (virtual AP) technology. Virtual AP technology is 
knoWn to alloW the creation of multiple service set identi?ers 
(SSID) on a single AP. For example, typical WLANs have a 
unique SSID for each basic service set (BSS) such that all 
access points and devices attempting to connect to the speci?c 
LAN utiliZe the same SSID. HoWever, virtual AP technology 
provides multiple SSIDs on a singleAP thus creating multiple 
Wireless virtual LANs (VLANs). Such techniques have been 
used to alloW multiple ISPs to share a single AP, and to 
address QoS, load balancing, and bandWidth allocation 
issues. Typically a client Will be provided access to only one 
VLAN and not the others 

According to the techniques described herein, virtual AP 
technology may be used to aid in the con?guration and setup 
of an AP and client device. In particular, at least tWo Wireless 
netWorks may be provided for in a single AP, a con?guration 
LAN and an operational LAN utiliZing virtual AP technology. 
The con?guration LAN is utiliZed to provide communication 
betWeen the AP and the client devices that is related to net 
Work setup, con?guration, modi?cation, etc. and the opera 
tional LAN provides normal LAN data communication. The 
con?guration LAN may be provided in a relatively insecure 
manner that eases setup of that communication channel and 
the operational LAN may be provided in a more fully secure 
communication channel. The techniques described herein 
bene?cially balance cost, security and ease of use variables. 
More particularly, the con?guration LAN and the opera 

tional LAN may each be provided With its oWn SSID and 
security settings. The creation of the virtual APs and VLANs 
may be accomplished in ?rmWare and as mentioned above 
may utiliZe a common AP, thus minimiZing the need for 
additional hardWare and the associated costs of such hard 
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4 
Ware. Though described herein With reference to an AP that is 
con?gured into tWo virtual netWorks, it Will be recogniZed 
that the techniques described herein may be utiliZed With 
regard to APs that are con?gured to support more than tWo 
netWorks. Further to aid in the understanding of the concepts 
described herein, the techniques described beloW are dis 
cussed With reference to a WLAN (such as the various com 
mon IEEE 802.1 1 standards), hoWever, With the bene?t of this 
disclosure it Will be recogniZed that the concepts described 
herein are not limited to WLAN applications and may be 
utiliZed in other LAN applications. 

In one embodiment, a con?guration WLAN may be uti 
liZed betWeen a Wireless AP and a Wireless client in Which the 
AP has SSID broadcasting open (or enabled) and no security 
protocols turned on. In this manner the con?guration WLAN 
Would be clearly visible and relatively easy to connect to even 
for users that are not technically savvy as the user Would not 
have to at this point negotiate through the typically more 
complex techniques, settings and the like. In this manner an 
initial association and authentication may occur betWeen the 
AP and the client device. At this point, the AP and the Wireless 
device may communicate the appropriate settings and secu 
rity parameters to implement connectivity betWeen the AP 
and the client device through the operational WLAN. When 
such data has been communicated, the con?guration WLAN 
connection betWeen the AP and the client device may be 
disassociated and the operational WLAN (With its increased 
security provisions) may be associated betWeen the AP and 
the client device. For example, the operational WLAN may 
have SSID broadcasting disabled, may utiliZe security 
encryption/key protocols, etc. In this manner initial commu 
nication may be established through the con?guration 
WLAN Which to a user provides an improved ease of use 
experience and then after the association of the client and the 
AP, communication may then be transferred to the opera 
tional WLAN. Firmware may automatically accomplish the 
transfer to from the con?guration WLAN to the operational 
WLAN in a manner that is seamless to the user. In this manner 
a client and an AP may be associated in a manner that alloWs 
even unsophisticated users a desirable ease of use experience 
yet results in a ?nal operating communication mode that is 
relatively secure. 
The con?guration WLAN is advantageous in that it is an 

in-band communication technique for initial setup and con 
?guration. Further, the con?guration WLAN may be avail 
able for both initial netWork con?guration and also for sub 
sequent netWork modi?cations, additions, etc. Thus, the 
con?guration WLAN may continue to be utiliZed to add 
additional clients. So as not to limit the available overall 
communication resources for normal data communications 
betWeen the AP and client devices, the con?guration WLAN 
may operate at relatively loW speeds. This reduces the system 
load imposed by the con?guration WLAN and maximiZes the 
bandWidth available for the operation WLAN. 

Because the con?guration WLAN is provided in a less 
secure manner that is more easily open and available to users 
(and thus potentially more open to abuses and security 
breaches), the con?guration WLAN is con?gured to have 
limited functionality for con?guration purposes only. For 
example, the con?guration WLAN may be provided so that 
all netWork tra?ic on the con?guration WLAN terminates at 
the AP. Thus, the con?guration WLAN can not be utiliZed to 
access the intemet, other backbone resources of the netWork 
that the AP is connected to, other clients that are connected to 
the AP, etc. In this manner, overall netWork security is main 
tained. Thus, the con?guration WLAN is relatively easy to 
“see” and connect to but because it has limited functional 
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capabilities the network is still relatively secure. Though 
described above with reference to the con?guration WLAN 
terminating at the AP, this is just one example of how the 
con?guration network may be limited to a logically bounded 
area. For example, the logically bounded area of the con?gu 
ration network could be broader and include a router, switch, 
or other network resource that is coupled to the AP. Thus, all 
network traf?c would be terminated at such router, switch or 
other network resource. In such an example, the network is 
constructed in a manner such that there are some logical 
boundaries at which con?guration WLAN tra?ic is termi 
nated, thus providing a level of security to the overall system 
outside the bounds of the logical boundaries of the con?gu 
ration WLAN. 

FIG. 1 illustrates an exemplary LAN 100 in which the 
techniques described herein may be utiliZed. Some or all the 
components of the LAN 100 may, in one example, be a part of 
an information handling system. For purposes of this disclo 
sure, an information handling system may include any instru 
mentality or aggregate of instrumentalities operable to com 
pute, classify, process, transmit, receive, retrieve, originate, 
switch, store, display, manifest, detect, record, reproduce, 
handle, or utiliZe any form of information, intelligence, or 
data for business, scienti?c, control, or other purposes. For 
example, an information handling system may be a personal 
computer, a network storage device, or any other suitable 
device and may vary in siZe, shape, performance, functional 
ity, and price. The information handling system may include 
random access memory (RAM), one or more processing 
resources such as a central processing unit (CPU) or hardware 
or software control logic, ROM, and/or other types of non 
volatile memory. Additional components of the information 
handling system may include one or more disk drives, one or 
more network ports for communicating with external devices 
as well as various input and output (I/O) devices, such as a 
keyboard, a mouse, and a video display. The information 
handling system may also include one or more buses operable 
to transmit communications between the various hardware 
components. 
As shown in FIG. 1 the LAN 100 may include an AP 110 

that is connected to network resources 120 which may include 
routers, switches, servers, network clients, computers, or any 
other network resources. The AP 110 may include one or 
more antennae 111 for communicating with one or more 

clients 112, 114, and 116. As mentioned above, although a 
WLAN is shown in FIG. 1 to aid the understanding of the 
techniques described herein, it will be recogniZed that the 
techniques will be applicable to a wide variety of types of 
LANs. 

FIG. 2 illustrates in more detail an AP 110 which supports 
both a con?guration WLAN and an operational WLAN. As 
shown in FIG. 2, the AP 110 may include logic and ?rmware 
210 for supporting both an operational WLAN interface 220 
and a con?guration WLAN interface 230. Both the opera 
tional interface WLAN 220 and the con?guration interface 
WLAN 230 may be coupled to the WLAN radio hardware 
240 of the AP 110. Communications received by the WLAN 
radio 240 may thus include both con?guration WLAN com 
munications and operational WLAN communications. As the 
con?guration WLAN and the operational WLAN utiliZe dif 
ferent SSlDs, communications for the con?guration WLAN 
may be processed through the con?guration WLAN interface 
and communications for the operational WLAN may be pro 
ces sed through the operational WLAN interface. Firmware or 
software may be provided within the access point so as to 
properly direct communication tra?ic to either the con?gu 
ration WLAN interface or the operation WLAN interface 
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6 
depending upon the type of communication traf?c. Opera 
tional WLAN communications may be provided to an Ether 
net interface 260 for further communication to the network 
resources 120. Though illustrated as an Ethernet connected 
AP, it will be recogniZed that the AP 110 may be connected to 
the other network resources through any of a wide range of 
communication protocols and the Ethernet connection is 
merely representative and not required to take advantage of 
the techniques described herein. For example, the AP could 
also be connected to other network resources through other 
connections such as power line networking, phone line net 
working, coaxial cable networking, ?ber, etc. 

FIG. 2 further illustrates an example of a LAN in which 
three client devices 112, 114 and 116 are communicating with 
the AP 110. More or fewer clients may be used as FIG. 2 is 
merely meant to illustrate the use of both an operational 
WLAN and a con?guration WLAN. As shown in FIG. 2, 
client devices 112 and 114 are communicating (as indicated 
by the dashed lines) in an operational WLAN mode through 
the WLAN radio hardware 240 and the operation WLAN 
interface 220. Client devices 112 and 114 would have previ 
ous been connected to the LAN through a setup and con?gu 
ration process (for example, using the con?guration WLAN) 
and have now been switched over to the operational WLAN. 
The client device 116 is shown as communicating with the 
con?guration WLAN mode through the WLAN radio hard 
ware 240 and the con?guration WLAN interface 230. Thus 
client device 116 is attempting to establish a connection with 
the LAN. As shown with respect to FIGS. 1 and 2 the AP may 
be a designated access point device. However, it will be 
recogniZed that the access point functionality may be embed 
ded in other devices of an information handling system, such 
as for example, routers, switches, servers, computers, etc. and 
the designation as an AP is not limited to stand alone AP 
devices. Furthermore, though shown in FIG. 2 has utiliZing 
common WLAN radio hardware, separate dedicated radio 
hardware could be provide for each of the operation LAN and 
the con?guration LAN. 

FIG. 3 illustrates an exemplary ?owchart of the setup and 
con?guration process utiliZing a con?guration WLAN and 
the ultimate establishment of communications over an opera 
tional WLAN. As shown in FIG. 3, the ?owchart illustrates 
the activity ?ow 405 in an AP and the activity ?ow 410 in 
client device. At the AP side, after power is turned on at step 
412, the AP initialiZes both the operational WLAN and the 
con?guration WLAN settings within the AP at steps 414 and 
416. The initialiZation of the con?guration WLAN settings at 
step 416 may include starting to broadcast the SSID for the 
con?guration WLAN. The AP is then merely waiting at a 
con?guration request step 418 for a client device to request 
connection to the LAN through a con?guration request. 
On the client side, after the client is powered on and is not 

already connected to an operational WLAN at step 420, the 
WLAN service within the client is activated by initialiZing the 
wireless con?guration service at step 422. At step 424, the 
client device is waiting to detect a broadcasted con?guration 
SSID. In one example, the detection of a broadcasted SSID 
may be performed as a background service of a client side 
operating system (for example a Microsoft Windows operat 
ing system) that activates whenever the wireless hardware is 
turned on. Alternatively, such functionality may be provided 
within the client side wireless software/hardware. When the 
client device detects a con?guration SSID provided by anAP, 
control in the client device then moves to step 426. At step 
426, a decision is made as to whether to con?gure the client 
device for the LAN associated with the detected con?guration 
SSID. If a decision is made not to associate with the detected 
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SSID (such as a user not selecting the detected LAN), control 
passes to step 427 in Which the detected SSID is ignored and 
control then returns to step 424 again as shoWn. When the 
decision is made at step 426 to connect to a detected LAN, 
control moves to step 428 at Which point the association With 
a con?guration WLAN that is identi?ed by the selected con 
?guration SSID is made. At this point, the client device ini 
tiates communication With the AP as indicated by communi 
cation line 430 to establish a connection With the AP 
according to the protocol for the communication standard that 
is being utiliZed. 
When a communication connection betWeen the AP and 

client device has been established, the AP device and client 
device may then communicate further as shoWn by commu 
nication line 432 to setup a temporary secure channel as 
shoWn by steps 434 and 436 (eg Dif?e-Hellman based pro 
tocol). When a secure channel is established further commu 
nication 438 may occur to complete the mutual authentication 
process as shoWn in steps 440 and 442 (eg PIN veri?cation). 
Steps 434, 436, 440 and 442 provide a mechanism to tempo 
rarily create and authenticate a temporarily secure communi 
cation channel even though the channel is initiated in an open 
environment. Any of a variety of methods may be used that 
alloW a software con?gurable secure channel to be tempo 
rarily established and authenticated and the techniques for the 
use of a con?guration WLAN and operational WLAN as 
described herein are not limited to any particular technique. 
One such technique that may be utiliZed is disclosed in pend 
ing US. patent application no. 2005/0160287 entitled 
METHOD TO DEPLOY WIRELESS ROUTER ?led Jul. 21, 
2005 by Mehta et al., the disclosure of Which is expressly 
incorporated herein by reference; hoWever, other techniques 
may be used. 

If the AP detects that the temporarily secure communica 
tion channel has been established and authenticated, control 
moves from AP step 444 to AP step 448. If the client device 
detects that the temporarily secure communication channel 
has been established and authenticated, control moves from 
client step 446 to AP step 452. If either the AP or client device 
determine that authentication Was not successful, then control 
returns to the AP step 418 and the client step 427 as shoWn and 
the process repeats as described above. 

After a secure and authenticated channel has been estab 
lished, the AP may then send to the client device the settings 
for the operational WLAN including the operation SSID and 
other associated security encryption codes/keys, and the like. 
This is indicated at the AP step 448, communication line 450 
and client device 452 in Which the settings for the operational 
WLAN are sent from and to the AP and client device respec 
tively. 

After the AP has sent the setting for the operational WLAN, 
the AP may then disassociate the con?guration WLAN from 
the client device as indicated in step 454. The AP con?gura 
tion WLAN of the AP device may then have control returned 
to step 418 to aWait the next con?guration request. At this 
point the AP device may aWait further communications from 
the client device over the operation WLAN. On the client 
side, after the operational WLAN settings are received at step 
452, control moves to step 454 Where con?guration WLAN 
disassociation communication 456 is provided from the AP. 
At this point the client device also disassociates from the 
con?guration WLAN. Next, at step 458 the settings for the 
con?guration WLAN are removed from the setting pro?les in 
the client and replaced With the settings for the operational 
WLAN. Finally, at step 460 the client device associates With 
the operational WLAN by providing the operation SSID and 
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8 
security settings to the AP according to the protocol of the 
standard under Which the AP and client device are operating. 
The techniques described herein may be utiliZed in a sys 

tem in Which the con?guration LAN and the operational LAN 
both communicate according to the same technology stan 
dard. Thus, in one example and operational WLAN and a 
con?guration WLAN may both communicate according to an 
802.1 1 standard. HoWever, the operational LAN and the con 
?guration LAN may communicate according to different 
technology protocols also. Thus, for example, the operational 
communications may occur according to one standard and the 
con?guration communication may occur according to 
another standard. In one example the con?guration commu 
nication may occur according to an 802.1 1 protocol While the 
operation LAN may communicate according to a Wi-Max or 
Cellular protocol. In such con?gurations, reference to “an 
access point” may refer to a single access point device that 
conforms to both standards or may refer to tWo separate 

devices (one for each standard) that operate together and 
together may be vieWed to form “an access point.” 
The SSID data formats that are utiliZed for the techniques 

described above may be formats such as knoWn in the current 
art. For example, the SSID may be a 32 character string such 
as commonly used in WLANs. When utiliZing an operational 
LAN and con?guration LAN, hoWever, it may be bene?cial to 
utiliZe the knowledge of such a system to de?ne a particular 
format for the SSID characters (this Would avoid potential 
duplicate SSIDs). For example, With a standard 32 character 
string SSID, the particular characters may include identi?ers 
that designate the SSID as a con?guration SSID or an opera 
tional SSID. In this manner, the SSID may be more readily 
identi?ed by client devices as a potential con?guration SSID. 
One example of such a technique is shoWn in FIG. 4. As 
shoWn in FIG. 4, the 32 characters available for use as an 
SSID 400 may be split into a MODE ?eld 402, a manufacturer 
?eld 404, and a serial number ?eld 406. In the MODE ?eld, 
the characters may be set to a designator value that such as 
either “con?g” or “op” to designate the SSID as belonging to 
a con?guration LAN or operational LAN respectively. In this 
manner, the type of LAN may be more readily identi?ed by 
the SSID data itself. Further Within the processes and steps 
described above, the client devices may be designed to auto 
matically only seek SSIDs having the con?guration SSID 
designation When initially searching for a con?guration SSID 
to begin the establishment of a netWork connection. Other 
processes may also take advantage of identifying Within the 
SSID itself Whether the SSID relates to an operational LAN or 
a con?guration LAN. Although described herein With refer 
ence to a mode ?eld located at the beginning of the SSID 
characters, it Will be recogniZed that the mode ?eld could be 
located in other portions of the SSID character string. In 
addition, in one alternative SSIDs may be considered to 
default to one type of SSID (con?guration or operational) and 
the MODE ?eld need only be populated for the other type of 
SSID. 
As described above the connection to an operational LAN 

is achieved through ?rst connecting to a con?guration LAN. 
It Will be recogniZed that such techniques may also be utiliZed 
in LAN systems that alloW a user to bypass the con?guration 
LAN steps. Thus, the systems described above may alloW for 
a client device to bypass the con?guration LAN step When the 
user knoWs the operational LAN settings. Alternatively, if a 
connection becomes disconnected, a client may re-connect to 
the operation LAN through use of the previously determined 
operation LAN settings Without having to perform the con 
?guration LAN steps described herein. 
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Further modi?cations and alternative embodiments of this 
invention Will be apparent to those skilled in the art in vieW of 
this description. It Will be recognized, therefore, that the 
present invention is not limited by these example arrange 
ments. Accordingly, this description is to be construed as 
illustrative only and is for the purpose of teaching those 
skilled in the art the manner of carrying out the invention. It is 
to be understood that the forms of the invention herein shoWn 
and described are to be taken as the presently preferred 
embodiments. Various changes may be made in the imple 
mentations and architectures. For example, equivalent ele 
ments may be substituted for those illustrated and described 
herein, and certain features of the invention may be utiliZed 
independently of the use of other features, all as Would be 
apparent to one skilled in the art after having the bene?t of this 
description of the invention. For example, the various com 
munication protocols described herein (such as 802.11a/b/g/ 
n, WPAN, 802.16 (or Wi-MAX), Cellular technologies, etc.) 
are merely exemplary and it Will be recogniZed that other 
current and future standards may equally utiliZed the tech 
niques described herein. Furthermore, the prioritiZation 
classes described herein are merely exemplary and other 
classes of tra?ic and/or other levels of priority may be utiliZed 
While still providing the bene?ts of the concepts disclosed 
herein. 
What is claimed is: 
1. A method of connecting a client device to an access 

point, comprising: 
utiliZing a Wireless con?guration LAN to provide an initial 

connection betWeen the client device and the access 
point; and 

switching to an operational LAN to provide a connection 
betWeen the client device and the access point after the 
con?guration LAN connection is established, 

Wherein the con?guration LAN and the operational LAN 
are con?gured as separate LANs and 

Wherein the operational LAN is more secure than the con 
?guration LAN. 

2. The method of claim 1 Wherein the con?guration LAN 
and the operational LAN have different identi?ers. 

3. The method of claim 2 Wherein the operational LAN is 
a Wireless LAN and the identi?ers are SSID values. 

4. The method of claim 1 Wherein the sWitching to an 
operation LAN comprises the transmitting operational set 
tings from the access point to the client device. 

5. The method of claim 4 further comprising disassociating 
the con?guration LAN connection betWeen client device and 
the access point. 

6. The method of claim 4 further comprising utiliZing the 
transmitted operational settings to connect the client device to 
the access point to establish the operational LAN connection. 

7. The method of claim 1 Wherein the con?guration LAN 
has terminated logical boundaries such that con?guration 
LAN connections have more limited boundaries as compared 
to operational LAN connections. 

8. The method of claim 1 Wherein the access point creates 
multiple identi?ers through the use of at least one virtual 
LAN. 

9. The method of claim 1 Wherein the con?guration LAN 
communicates according to a ?rst technology protocol and 
the operational LAN communicates according to a second 
technology protocol. 

10. The method of claim 9 Wherein the access point com 
prises a single device providing communication according to 
both the ?rst and second technology protocols. 

11. The method of claim 9 Wherein the access point is 
comprised of at least tWo separate devices, one providing 

20 

25 

30 

35 

40 

45 

50 

55 

60 

65 

10 
communication according to the ?rst protocol and one pro 
viding communication according to the second technology 
protocol. 

12. A netWork access point, comprising: 
a con?guration LAN interface, the con?guration LAN 

interface communicating con?guration tra?ic of a Wire 
less con?guration LAN for establishing a connection 
With a client device, the con?guration tra?ic having 
limited logical boundaries to Which it may be transmit 
ted; and 

an operational LAN interface, the operational LAN inter 
face communicating communication tra?ic of an opera 
tional LAN to the client device, the operational LAN and 
the con?guration LAN being separate LANs operating 
through the netWork access point, the operational LAN 
being a more secure LAN as compared to the con?gu 
ration LAN. 

13. The netWork access point of claim 12 Wherein the 
netWork access point is a Wireless access point, the netWork 
access point further comprising a Wireless LAN radio. 

14. The netWork access point of claim 12 Wherein both the 
con?guration LAN interface and the operational LAN inter 
face are both coupled to the Wireless LAN radio such that at 
least a portion of the Wireless LAN radio is utiliZed for both 
con?guration LAN communications and operational LAN 
communications. 

15. The netWork access point of claim 12 Wherein the 
con?guration LAN has a ?rst SSID and the operational LAN 
has a second SSID. 

16. The netWork access point of claim 15 Wherein at least 
one of the ?rst and second SSlDs has one or more characters 

identi?er the SSID as being associated With the con?guration 
LAN or the operational LAN. 

17. An information handling system, comprising: 
a Wireless access point; 
a Wireless con?guration LAN, the con?guration LAN pro 

cessing con?guration and setup settings for connecting 
the Wireless access point and a client device; 

an operational LAN, Wherein the con?guration LAN and 
the operational LAN are both transmitted through the 
Wireless access point, the operational LAN processing 
normal LAN tra?ic betWeen the Wireless access point 
and the client device; and 

logical boundaries Within the information handling system 
limiting the con?guration LAN tra?ic to only a portion 
of the information handling system. 

18. The information handling system of claim 17 Wherein 
the logical boundaries are limited to the Wireless access point. 

19. The information handling system of claim 17 Wherein 
the con?guration LAN broadcasts a ?rst LAN identi?er. 

20. The information handling system of claim 19 Wherein 
the operational LAN has a second identi?er that is not broad 
cast. 

21. The information handling system of claim 17 Wherein 
the Wireless access point may communicate through both the 
operational LAN and the con?guration LAN at the same time. 

22. The information handling system of claim 21 Wherein 
a bandWidth of the con?guration LAN is less than a band 
Width of the operational LAN. 

23. A LAN identi?er format, comprising: 
a plurality of characters; and 
a subset of characters of the plurality of characters, the 

subset of characters identifying Whether the LAN is at 
least one of a Wireless con?guration LAN or an opera 

tional LAN, 
Wherein the con?guration LAN provide an initial connec 

tion betWeen a client device and an access point and the 
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operational LAN provides a connection between the 
client device and the access point after the con?guration 
LAN connection is established, and 

Wherein the con?guration LAN and the operational LAN 
are con?gured as separate LANs. 

24. The LAN service set identi?er format of claim 23 
Wherein the subset of characters is a designated MODE ?eld. 

25. The LAN service set identi?er format of claim 24 
Wherein the MODE ?eld is at the beginning of the subset of 
characters. 

26. The LAN service set identi?er format of claim 23 
Wherein a designator value for both con?guration LANs and 
operational LANs is provided. 

27. A method of identifying a Wireless LAN comprising: 
providing at least one of a Wireless access point or a client 

device; 
generating or receiving a multi-character service set iden 

ti?er value With one of the Wireless access point or the 
client device and; 
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utiliZing at least a portion of the multi-character service set 

identi?er value to identify Whether the Wireless LAN is 
at least one of a Wireless con?guration LAN or an opera 
tional LAN, the con?guration LAN and the operational 
LAN being separate LANs. 

28. The method of claim 27, Wherein the utiliZing step is 
performed by a Wireless client device to identify the type of a 
received service set identi?er. 

29. The method of claim 27, Wherein the utiliZing step is 
performed by a Wireless access point device to identify the 
type of a service set identi?er generated and transmitted by 
the Wireless access point. 

3 0. The method of claim 27 Wherein the permitted values of 
the portion of the multi-character service set identi?er include 
both con?guration identi?er values and operational identi?er 
values. 


