
US007970823B2 

(12) Ulllted States Patent (10) Patent N0.: US 7,970,823 B2 
Moeller et al. (45) Date of Patent: *Jun. 28, 2011 

(54) SYSTEM FOR SHARING DATA OBJECTS 5,832,219 A * 11/1998 Pettus ......................... .. 709/203 
AMONG APPLICATIONS 6,047,284 A * 4/2000 Owens et a1. ....................... .. 1/1 

6,122,664 A 9/2000 Boukobza et a1. 
(75) Inventors: Tyler Moeller, NeW York, NY (US); 6,138,168 A 10/2000 Kelly et a1. 

Joshua Walsky, Brooklyn’ NY NOVlk et a1. 
6,298,455 B1 10/2001 Knapman et a1. 

(73) Assignee: Broadway Technology, LLC, NeW York, 6,367,034 B 1 4/2002 Novik et a1, 
NY S 6,442,565 B1 8/2002 T a et a1. (U ) Yr 

6,636,886 B1 10/2003 K t' t l. 
( * ) Notice: Subject to any disclaimer, the term of this 6,733,975 B1 5/2004 ygelzgf a 

patent is extended or adjusted under 35 6,826,557 B1 * 11/2004 Carter et a1. ........................ .. 1/1 

U'S'C' 154(1)) by 183 days' 29351151211) 5i * Z2885 garirret a1‘ 1 709/224 
- ~ ~ ~ ~ , , 1s :1 et a . ............... .. 

This patent is subject to a terminal d1s- 7,296,023 132* 110007 Geyer et a1‘ Clalmer- 7,546,335 B2 * 6/2009 Moeller et a1. .............. .. 709/201 

. 2003/0140058 A1 7/2003 Martin et a1. 
(21) ‘Afppl' NO" 12/479’998 2005/0240591 A1 10/2005 Marceau et a1. 
(22) Flled: Jun. 8, 2009 * Cited by examiner 

(65) Prior Publication Data 

Us 2009/0254601 A1 Oct. 8, 2009 Primary Exam/"er * Khanh Q Dmh _ 
_ _ (74) Attorney, Agent, or Firm * Leason Ellis LLP 

Related U.S. Appllcatlon Data 

(63) Continuation-in-part of application No. 11/218,819, (57) ABSTRACT 
?led on Sep. 2, 2005, noW Pat. No. 7,546,335. _ _ _ 

_ _ _ _ System and method for shar1ng data objects among applica 
(60) Provlslonal apphcatlon NO- 60/ 606,547, ?led On Sep- tions. A portion of the data messages includes data objects. A 

2, 2004- client library is coupled to a requesting application. A client 
(51) Int CL library requests data objects of a data-object set. Requests 

G06F 15/16 (200601) from the client library are received and parsed by a set of code 
(52) U 5 Cl 709/203, 709/220, 709/224, 707/1 (SOC) that performs tasks so as to retrieve any matching data 
(58) Field of tion sea’rch ’ 769/203 objects and cause the return of such matching data objects to 

709 707/1’ the client library. A registration module registers subscrip 
See a lication ?le for Com lete Search liisto ’ tions from or on behalf of the applications and an event 

pp p ry' noti?cation module compares a data object in an event mes 

(56) References Cited sage With the subscriptions and noti?es the subscribed appli 

U.S. PATENT DOCUMENTS 

5,257,369 A 10/1993 Skeen et 211. 
5,287,507 A 2/1994 Hamilton et a1. 

cations in response. The system can respond to requests in 
either a query or a procedure call format. 

39 Claims, 8 Drawing Sheets 

Broadcast‘, tozoissdom 

wamemHumans 

Enabieo‘rFalse 

Féiter?Seieot ‘from Human h 

BroadsastChannei=H umanBeas’: 

SUDSCUD’EiGi'II 1732083042 

Cfien’tLibrary=1 14 
SubslD=1 
Typens 

Ft1ter=8e|ect h from Human 11 where h.Age>30 

CHQntUbraryI‘r 18 
50031512 
Type=8 

Fi1ter=8elect from gubscription S /" 502” 

CEien1Libre1ry=1 16 
SubsED=3 
Ty peZB 

FiI’ter=SeEeet h from Human h 



US. Patent Jun. 28, 2011 Sheet 1 of8 US 7,970,823 B2 

H .UHm 

\\ f, 

V? Egg? \\ 

PII-lll’l/ 
$3M,“ Emma 

QM: aQEQZAW HQ 

.03 are 

f; Eggs \ ,/; 



US. Patent Jun. 28, 2011 Sheet 2 of8 US 7,970,823 B2 

a? 

N JUHHH 
NE gm.“ “Egg $3 

Ea g 2.,“ 
mwm 

Q, 

Q 

mm 3 

\; 

$92 $53 

N? 52,323,,“ 
WEE 

DE Egg 



US. Patent Jun. 28, 2011 Sheet 3 of8 US 7,970,823 B2 

W @Swmmnmm 

W mwmgemgmw? wgmougaa EQEQHE. m 
wgzua?ah Egg 

FEEFEEE. ; 

m :UHh 

w w gmwmsnmm . 

W M M m w M W 

FEM?“ 

E 
i 
i 
I 
E 

magma wan maamw 





US. Patent Jun. 28, 2011 Sheet 5 of8 US 7,970,823 B2 

mama? wnmmmgw 
@ W. wig?gggo 

m, zcwnzmmamm EEO? wummmmukmxi 

QEwmGHQ 
m . 

UHm 



US. Patent Jun. 28, 2011 Sheet 6 of8 US 7,970,823 B2 

mww E? Egg $8 

w .UHm 65 5% 



US. Patent Jun. 28,2011 Sheet 7 of8 US 7,970,823 B2 

700 
\ 

@Q 
‘l 

lnitialize data types by using bootstrap data /710 
type definitions within a management server 

‘ 720 

Access tables contained in a data store / 

rl 

Load complete data type de?nition system that /730 
maps data type objects and property obiects 

into the management server 

initialize a client library with a bootstrap data /740 
type deiinition 

Yei Load internal data types from the management /750 
server into the client library 

' l freo 
Create a subscription to obtain updates to the i No 

data type objects and property obiects. 

Has there been an update? 

770 

Fig. 7 



US. Patent 

800 

Jun. 28, 2011 Sheet 8 0f 8 

@D 
t 

US 7,970,823 B2 

Send request from first application to invoke 
a named service by a second application 

Produce a data set by the named service in 
response to the invocation 

V 

Create a subscription registration describing 
the data set on behalf ot the first application 

/ 825 

r 

Forward the data set to the first application / 830 

V 

Processing the invoked request in accordance 
with the subscription at predetermined and event 

driven intervals 

/850 

V 

Asynchronously forwarding a message to the 
first application indicating a change in status 
to the data set (addition, update or deletion) 

Fig. 8 



US 7,970,823 B2 
1 

SYSTEM FOR SHARING DATA OBJECTS 
AMONG APPLICATIONS 

This application is a continuation-in-part of US. applica 
tion Ser. No. 11/218,819, ?led on Sep. 2, 2005 now US. Pat. 
No. 7,546,335 and entitled, “System And Method ForA Data 
Protocol Layer And The Transfer Of Data Objects Using The 
Data Protocol Layer,” Which claims the bene?t of priority 
under 35 U.S.C. §119(e) of US. Provisional Application No. 
60/606,547, ?led Sep. 2, 2004 and titled “TRADE MAN 
AGEMENT SYSTEM,” each of Which is hereby incorpo 
rated by reference in its respective entirety. 

FIELD OF INVENTION 

The present invention relates to a distributed data and 
application management infrastructure, and particularly to a 
management infrastructure Which connects disparate appli 
cations so as to share data Without the applications being 
involved in delivering the data betWeen applications, nor 
being involved in propagating changes to the data among the 
disparate applications. 

BACKGROUND OF THE INVENTION 

As computer applications and systems have become more 
complicated, the number of individual components that make 
up an application or system have increased dramatically. As 
the number and complexity of individual components 
increases, there arises a need to run these components across 
multiple computers for various reasons, including distribut 
ing processing poWer, increasing reliability (by having mul 
tiple instances of a given component running in different 
physical locations), and alloWing access into the system by 
various users and external systems on multiple computers and 
in geographically dispersed locations. 
As the number of components and computers running 

those components in a system increases the ability to add neW 
components, reliably improve existing components, and 
effectively manage an operational system becomes increas 
ingly harder. In many complex systems various aspects of a 
system may have been Written by numerous programmers, 
With a commensurate number of differing communication 
paradigms betWeen various components of the system. Add 
ing a neW component into the system that must communicate 
With other existing components, or simply extending the 
capabilities of an existing component, often means a pro 
grammer must discover all the communication paradigms 
and data formats in use in the existing system, code against 
multiple schemes inuse, and rely on a generally poorly under 
stood vieW of the system as background for hoW the neW or 
improved component Will operate in the existing system. The 
effects of the changes are not often Well understood, and quite 
often their impact is not even recogniZed until the changes fail 
after being placed into a live system. 

Presently, numerous techniques exist for communicating 
betWeen components Within a system, including the folloW 
ing subset of generally established methodologies: database 
storage, publish/subscribe messaging, and remote procedure 
call (or request/reply) frameworks. A high-performance, 
Widely distributed system, Will likely have some form of all 
three of these communication methodologies in place, often 
in redundant forms (multiple publish/subscribe messaging 
layers, for example, may coexist in a single system). 

Relational databases alloW for the persisted storage of large 
volumes of regular data. Typically, data are stored in tables, 
With each table made up of a Well-de?ned roW/column for 
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2 
mat. Each roW in the table is a group of related data (such as 
a mailing address), and each column in the table is a property 
of the group of data (such as the street name of the mailing 
address). Databases typically provide complex querying 
capabilities, alloWing a user to Write a set of ?ltering criteria 
that retrieve data from the database that matches the given 
?lter. Multiple applications may connect to a single database 
simultaneously; most databases provide mechanisms to 
ensure that tWo applications Writing the same roWs of data do 
not con?ict With each other and see consistent results With 
each other. This mechanism alloWs a database to provide for 
sharing of data betWeen applications, as one application may 
Write a database roW that another application may later query. 
Using a database for sharing of data generally requires each 
application interested in receiving data from another applica 
tion to continuously query the database to see if neW data has 
been inserted into a table. Because of this, a database is 
generally referred to as a “pull” based technology that 
requires a consumer of data to actively query the database. 

Publish/subscribe messaging alloWs for more ef?cient 
high-frequency communication betWeen components Within 
a system. Generally, publish/subscribe messaging Works by 
producers of data (publishers) generating messages that are 
sent out over the messaging layer. These messages often 
consist of property/value pairs that contain the name of a 
property of the data and its corresponding value. Consumers 
of data, or subscribers, register a subscription indicating an 
interest in a given set of data, often by Writing criteria that 
indicate ?elds that must carry certain values. If an incoming 
message from a producer has the ?elds the subscriber is 
interested in, With the correct values, the subscriber Will 
receive the message and can act on it accordingly. Typically, 
publish/subscribe data is not persisted over time by a mes 
saging layer like data in a database. If an application registers 
an interest in a set of published data, it Will only receive neW 
messages meeting that criteria. Unlike a database, past data 
cannot be retrieved through a query mechanism. Publish/ 
subscribe can send a message from a single producer to a 
single consumer or from a producer to a large number of 
consumers. Often times, a publish/subscribe messaging sys 
tem is optimiZed such that only one message is sent on a 
netWork from a publisher to each subscriber that has regis 
tered an interest in that message. Because publish/subscribe 
alloWs a publisher to send data directly to interested subscrib 
ers, it is often referred to as a “push” technology that alloWs 
consumers to passively listen to data they are interested in. 
Publish/subscribe technologies are used When a producer of 
data has a set of updating data that a large number of consum 
ers might be interested in, homogeneously, each time the data 
changes. 
Remote procedure call or request/reply infrastructures pro 

vide a direct application-to-application communication 
mechanism like publish/subscribe, but are pull-based tech 
nologies. A consumer interested in a set of data may send a 
message to a producer that can provide that data, Which in turn 
Will reply With a message containing the relevant data. These 
technologies are often implemented When computing a set of 
data can only happen based on parameteriZed inputs knoWn 
only by the consumer of the data, When the data production is 
a very expensive operation, When a set of data Will be infre 
quently asked for, or When the sheer number of consumers 
interested in varying sets of data makes calculating all of the 
data continuously prohibitively expensive. Instead of con 
tinuously generating output data, the producer only must 
generate its output data When requested by a consumer. 

In a typical, large-scale, distributed environment, all three 
technologies are required. A database is needed to store data 
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that must be accessible across time, and Which is able to be 
backed up in case of failure. Databases can be too large to 
completely ?t Within a single application at one time. A 
publish/subscribe mechanism is needed to broadcast rapidly 
changing data that many applications Within the system are 
interested in receiving (“hearing”), in real-time, Without 
requiring the overhead and delay of every application con 
stantly querying an inherently sloW database technology. A 
request/reply mechanism is needed to distribute calculations 
Within an application across different machines or to provide 
shared and abstracted server resource capabilities to a variety 
of applications. For example, a single server may provide a 
price calculation service through a request/reply mechanism 
to user-facing graphical interface applications, to a Web 
server, and to stand-alone processing servers. 

Missing from the art is a unifying data system Where data is 
persisted over time across a distributed computer system. The 
present invention can satisfy these and other needs. 

SUMMARY OF THE INVENTION 

In accordance With one aspect of the invention, a system for 
sharing data objects among applications available on a net 
Work is presented. The system includes a data protocol layer 
that permits a How of data messages among applications on 
the netWork, Where a portion of the data messages include 
data objects Which are stored in a data store. A client library is 
coupled betWeen the applications and the data protocol layer. 
A data-type de?nition language de?nes one or more data 
types shareable among the applications, and a data-set de? 
nition language de?nes data-object sets. A data request mod 
ule associated With each client library requests data objects 
from the data stores that match a particular data-obj ect set. A 
management server receives the request, parses the request, 
retrieves any matching data objects, and causes the return of 
the any matching data objects to the data request module. 
Associated With the management server is a registration mod 
ule associated that accepts subscriptions from subscribing 
applications. An event noti?cation module associated With 
the management server receives a data message from the 
applications on the netWork, compares the data object in the 
data message With one or more of the subscriptions, and 
selectively noti?es the subscribing applications in response to 
the comparison. 

In a further aspect of the invention, the request and the 
subscription each have respective formats that are de?ned by 
the data-set de?nition language. 

In accordance With another aspect of the invention, a 
method for sharing data objects among applications available 
on a netWork is presented. 

These and other aspects, features, steps and advantages can 
be further appreciated from the accompanying draWing Fig 
ures and description of certain illustrative embodiments. 

BRIEF DESCRIPTION OF THE DRAWING 
FIGURES 

FIG. 1 illustrates a schematic con?guration for a system in 
accordance With one embodiment of the present invention; 

FIG. 2 illustrates a schematic con?guration for a system in 
accordance With another embodiment of the present inven 
tion; 

FIG. 3 depicts sample data object contents in accordance 
With an embodiment of the present invention; 

FIG. 4 depicts samples of user-type and bootstrap-type 
objects in accordance With an embodiment of the invention; 
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4 
FIG. 5 depicts a subscription object in accordance With one 

embodiment of the invention; 
FIG. 6 illustrates a detail of a portion of an embodiment in 

accordance With the system of FIGS. 1 and 2; 
FIG. 7 is a How diagram of a process in accordance With an 

aspect of the invention; and 
FIG. 8 is a How diagram of another process in accordance 

With an aspect of the invention. 

DETAILED DESCRIPTION OF ILLUSTRATIVE 
EMBODIMENTS 

By Way of introduction and overvieW, presented is a dis 
tributed data and application management infrastructure that 
rapidly and e?iciently connects together disparate applica 
tions so that they can communicate With each other, and With 
external applications through various data storage and trans 
mission mechanisms. 

FIG. 1 depicts a system 10 that connects together disparate 
applications 100, 102. System 10 includes a distributed com 
puter management infrastructure 15 that is in communication 
With each of applications 100 and 102. 
As Will be apparent to anyone of ordinary skill in the art, the 

distributed computer management infrastructure 15 and other 
components, modules and code referred to herein are con?g 
ured and/or operative to execute instructions Within a proces 
sor of one or more computers so as to provide the function 
ality described herein. Computational machines have a 
memory for storing code that is used by the processor in order 
to execute the instructions. 
A salient aspect of the management infrastructure 15 is the 

ability to enable distributed applications 100, 102 to share 
data over time With each other using a commonly understood 
and agreed upon data type de?nition. An abstraction layer is 
provided by Which the mechanics of hoW data objects and 
their modi?cations are propagated among various applica 
tions and data stores is abstracted aWay from the applications 
themselves. Multiple applications Within a distributed system 
share data Without concerning themselves With, or knoWing, 
the mechanics of delivering the data from one application to 
another. 

Data can be shared among the applications through the use 
of distributed data objects. A distributed data object is a data 
container With typed properties de?ned by the data type de? 
nition that lives across both space and time. Copies of a data 
object may exist simultaneously Within various applications 
and data stores (including, for example, memory caches, 
databases, and disk ?les) in a system. For example, Within 
application 100 is an instantiation of a data object 22A having 
an identi?er of OBJ01, Which is simultaneously existing as 
another instantiation 22B Within application 102, and having 
the same identi?er OBJ01. All existences, including instan 
tiations 22A, 22B, of OBJ01 are kept in synchronization With 
each other so as to maintain the object’s consistency across 
the system should any copy of the object be changed. Appli 
cations gather data objects from other applications and data 
stores by describing objects they are interested in using a 
common data set description language. 
The management infrastructure 15 includes mechanisms to 

discover and retrieve data that an application is interested in, 
described in the data set description language. These mecha 
nisms include point-to-point messaging, publish/subscribe 
messaging, and remote procedure calls. Data may live in 
other applications, in various data stores, or be generated on 
the ?y by various components Within the system. The man 
agement infrastructure 15 uses the best mechanism to effec 
tively move data objects and their updates among system 
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components, While managing them transparently such that 
each end application 100, 102 is abstracted aWay from the 
speci?cs of hoW the data it requires from other applications is 
retrieved and hoW the data it provides to other applications is 
sent. This technique alloWs applications to concern them 
selves only With describing data objects they are interested in 
obtaining from the system and publishing data objects back 
into the system While the underlying architecture of the man 
agement infrastructure 15 determines the appropriate tech 
nology With Which to propagate and persist the data objects. 

The management infrastructure compiles all of the data in 
the system that meets With the description provided by an 
application. The management infrastructure 15 passes the 
application a uni?ed data set meeting the description regard 
less of hoW or from Where the data arrived. The system main 
tains consistency across data such that if any application 
changes shared data that another application is interested in, 
the infrastructure ensures that all copies of the data are kept 
consistent throughout the system. This uni?ed consistency of 
data across the system is also managed transparent to the 
applications 100, 102. 

The management infrastructure 15 provides application 
independent approaches to con?gure hoW data can be trans 
mitted among components of the system (e.g., in a point-to 
point or broadcast mode, or via delta messages). 

The overall transparency of the management infrastructure 
15 stems from its common data set description language. This 
language provides the ability to describe sets of data based on 
a ?lter criteria that match given data object ?elds. Many 
portions of the infrastructure’s operation use the same data 
description language to retrieve data, establish subscriptions, 
de?ne data caches, search caches for matching data, establish 
communication channels, and con?gure various security 
mechanisms. 

The infrastructure 15 also provides a mechanism for set 
ting permissions for applications such that they can only Write 
and read speci?c data, arbitrarily described, in a manner 
independent of hoW and from Where the data is retrieved. The 
infrastructure monitors the health and statistics of the con 
nected applications, and alloWs the monitored information to 
be read by other applications to ensure the system as a Whole 
is operating successfully and optimally. 

To achieve the functionality described, in communication 
With the management infrastructure 15 is a management 
server 104. Management server 104 can be a set of code that 
monitors information about the simultaneously existing data 
object instantiations 22A, 22B Within the application 100, 
102. Each application that Wishes to share data registers a 
subscription With the management server 104 over the man 
agement infrastructure 15. As explained beloW, the manage 
ment server 104 is able to track the data object instantiations 
22A, 22B for changes. In response to the subscriptions, the 
management server 104 sends messages using the manage 
ment infrastructure 15 to the registered applications. 

FIG. 2 is a schematic representation of system 10, Which 
here connects together disparate applications 100, 102 and 
106. Associated With each application is a respective client 
library 114, 116 and 118. The client library acts as an adaptor 
betWeen the associated application and a data protocol layer 
122. The applications 100, 102, 106 each can have a different 
native language. The client library can be Written in the native 
language for its associated application. For example, if appli 
cation 100 is Written in Java, client library 114 is Written in 
Java. The client libraries 114, 116, 118 communicate With 
each other on the data protocol layer 122 and facilitate com 
munication and data accessibility betWeen the applications 
100,102,106. 
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6 
Management server 104 is also connected to the data pro 

tocol layer 122. The client libraries 114, 116, 118 provide 
their associated applications With connectivity to the manage 
ment server. A request for data from an application is made 
using a data de?nition language statement against a client 
library. The client library then forWards the request (or query) 
object to the management server 104. Connected to the man 
agement server is data store 120. 
The management server 104 translates the data set de?ni 

tion query into a query to be run against the data store, 
retrieves matching data from the data store, and translates 
data from the format of data store 120 into data objects 
de?ned Within the data type de?nition, so that the data Within 
the data store 120 can be sent on the data protocol layer 120 
back to the applications 100, 102, 106. 

Conversely, an application 100 can Write a data object to its 
client library, Which forWards the object to the management 
server 104. Management server 104 in turn translates the data 
object into the format of data store 120, so that the data 
contained Within the data object can be stored in the data 
store. Management server 104 also sends a message indicat 
ing that the data object Was updated to the applications 100, 
102, 106 that have indicated an interested in the object. Appli 
cations 100, 102, 106 do not knoW each other or a data store 
exist, but rather, just kneW they had various requests and 
interest in particular sets of objects. 
Embodiments of the present invention include multiple 

components. Representative embodiments of the compo 
nents are described in the folloWing subsections. Each 
embodiment of the invention contains various combinations 
of these components, and are not limited to merely the com 
ponent embodiments describedbeloW. Additionally, the com 
ponents are themselves not limited to the embodiments 
described beloW. 

System 
A used herein, the term “system” is considered to mean any 

number of applications running on any number of computers 
that are communicating With each other for the purpose of 
sharing data and/or services. The format of the shared data 
“objects” and the mechanisms of their communication are 
handled as described beloW. 

Distributed Data Objects 
In one embodiment, data is shared among applications 

through the use of distributed data objects. A distributed data 
object lives across both space and time. Copies of the same 
data object may live Within various applications and data 
stores. Changes made to a copy of the data object in one 
location are propagated to other copies of the object such that 
all copies are kept consistent and up-to-date With all other 
copies, as Well as alloWing objects to be stored across time in 
various data stores. A distributed data object may be created 
Within an application and transmitted to other applications 
that are interested in data objects meeting a certain criteria 
met by the neWly created object. Any application holding a 
reference to this object might modify the object, causing the 
changes to be propagated to other applications interested in 
the object. Similarly, the object may be stored in a data store 
120 and the data store updated With changes made to the 
distributed object such that the object can live beyond and be 
retrieved after the lifetime of the applications holding a copy 
of it. 

With reference to FIG. 3, a distributed data object 302, 304, 
306 is a globally, uniquely-identi?ed, encapsulated set of data 
consisting of ?elds, With each ?eld having a Well-knoWn 
name (e.g., legs, age, name), and a data value (e.g., 4, 30, 
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Acme, Inc.). Distributed data objects can be implemented as 
data containers having, by Way of example, the following 
features: 
A globally unique identi?er across all time and space. This 

identi?er (e.g., OBJ001, OBJ002, etc.) distinctly identi 
?es this speci?c data object 302, 304. This identi?er can 
be a string of characters that is automatically generated 
When a data object is ?rst created using various time and 
space attributes to guarantee uniqueness. For example, 
this identi?er can be constructed by creating a long 
binary stream of data formed from the concatenation of 
the current system time, the Media Access Control 
(MAC) address of the machine, the process id of the 
application creating the data object, and a counter that 
increments for each neW data object created. 

A revision number. The revision number of a data object is 
incremented each time the data object is modi?ed by any 
application. TWo copies of the data object anyWhere in 
the system With the same revision number are guaran 
teed to contain the exact same data. 

A modi?cation time. The modi?cation time is updated to 
the current time each time the data object is modi?ed by 
any application. 

A modi?cation user. The modi?cation user is set to the 
current user (see sections on login and authentication 
beloW) each time the data object is modi?ed by any 
application. 

Data?elds. The data ?elds contain the actual user data for 
the data object. Each pair has a ?eld name and value. The 
?eld name is a string name identifying What piece of data 
the ?eld is carrying. The value contains the actual data. 

Preferably, a data object is managed Within or by a particu 
lar application 100, 102, 106 as a pointer to an underlying 
portion of memory storing the data obj ect’s information. 
When applications create neW data objects or retrieve data 
objects as described beloW, they receive a pointer or handle to 
this portion of memory. This portion of memory can be 
cleaned up if the application is no longer interested in the data 
object through various mechanisms including the conven 
tional technique of reference counting. 

Typed Data Objects 
With reference to FIG. 4, data objects are strongly typed, 

meaning that each data object is de?ned by a Well-knoWn type 
de?nition. TWo de?nitions are User Types 201 and Bootstrap 
Types 203. HoWever the invention is not so limited, and other 
data types are Within the contemplation of the invention. A 
type de?nition describes the semantics (also referred to as the 
metadata) of an object. It contains a list of the ?elds that any 
objects of the given type Will contain. It also describes the 
type of data that can be placed in the value portion of each 
?eld. In one embodiment, ?eld types can be such common 
data types (e. g., “signed integer,” “unsigned integer,” 
“double,” “character,” “string,” “datetime,” “date,” and 
“time”). These types are called “native” types. 

Field value types can also be other data object types Within 
the type de?nition. In this case, the value portion of a ?eldWill 
actually contain a reference to a data object that is of the given 
?eld’s type. In one embodiment, these ?elds are called 
“linked” ?elds, because one data object references another 
data object, and the data reference is a copy of the referenced 
object’s globally unique identi?er. 

Arrays 
Data ?elds can be arrays of types, such as an array of 

integers, or an array of linked “Persons”. Arrays behave simi 
larly to the conventional concept of arrays in programming 
languages. Each array has a Well-ordered list of values of the 
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8 
given type and length. If values are added to the end of the 
array, the array’s length expands. 

Data Object Example 

An example of a data object is an object describing a 
person. A type de?nition is created, for example, to de?ne the 
?elds that are available for all person data objects. In one 
embodiment, this data de?nition appears as the folloWing: 
TypeName: “Person” 
Field1: Name:“Name”. TypeIString. 
Field2: Name:“Address”. TypeIString. 
Field3: Name:“BirthDate”. TypeIDate. 
Field4: Name:“Father”. TypeIPerson. 
Field5: Name:“NumberOfPets”. TypeIInteger. 
Field6: Name:“Company”. TypeICompany. 
The type de?nition gave the type a name (“Person”) and 

de?ned a number of ?elds on the type. Any data object created 
of this type Will have ?elds of the given names and types as 
described in the data de?nition. 
The majority of the ?elds can be native types, but tWo of the 

?elds, for example, “Father” and “Company” can be linked 
?elds. When a data object is instantiated of type “Person,” the 
?eld “Father” can be set to link to another data object that 
must be of type “Person.” LikeWise, the “Company” ?eld can 
link to a data object of type “Company.” 
A sample data object of the type shoWn above is illustrated 

beloW: 
Type: Person 
Globally Unique ID: HHF7 KH38J2KA90J 
Revision Number: 3 
Modi?cation Time: Dec. 13, 2004 13:15:16 
Modi?cation User: John Smith 
Fields: 

FirstNameIKate Smith 
Address:l00 Main St, AntoWn, N.Y. 
BirthDateIDec. 5, 1975. 
FatherIHG78SHDG3849JHHA 
NumberOfPets:2 
CompanyIUI8482HH 1 K4 8KLK43 

The data object shoWn above has a globally unique identi 
?er and revision number Which identi?es the speci?c object 
and What revision of data is being revieWed. The individual 
?elds contain valid values of the types speci?ed in the type 
de?nition. The tWo linked ?elds, “Father” and “Company,” 
contain as their value globally unique object identi?ers of 
other objects rather than native data. Object 
“HG78SHDG3849JHHA” pointed to by “Father” is a data 
object of type “Person” that contains the description of Kate 
Smith’s father. 

Inheritance 
Data object type de?nitions are able to inherit from other 

type de?nitions. Inheritance in this context is similar in nature 
to object inheritance in normal obj ect-oriented programming. 
If an object inherits from another object, it Will contain all of 
the ?elds of the parent object (and its parent’s parent, and so 
on), as Well as be able to add its oWn ?elds. 

Data objects, as embodied herein, take on the basic concept 
of obj ect oriented polymorphism. In this sense, if an applica 
tion expects to operate on an object of a given type, it Will be 
alloWed to operate on any object of an inherited type. For 
example, a type “Person” may exist in a system and have an 
inherited type “Carpenter” that has its oWn ?elds (as Well as 
inheriting all of Person’s ?elds). If the application has code 
that is programmed to read and set the ?elds of a Person type, 
then any Carpenter data object could be passed to that code. 
Because Carpenter contains all of the ?elds of Person, the 
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application code can operate on the Person ?elds of the Car 
penter Without having to knoW that it is actually operating on 
a Carpenter. 

Linked ?elds can point to any object that is inherited from 
the data type of the linked ?eld. A linked ?eld in the data 
object type de?nition speci?es an object type that instantia 
tions of that ?eld can point to. However, data objects that are 
of any type that are inherited from the linked ?eld’s type can 
be referenced by the ?eld. In the example above, the “Father” 
linked ?eld for a particular “Person” data object could point to 
either another Person object or to a Carpenter object. 

Shared, Global Type De?nitions 
The data object type de?nitions are globally knoWn and 

shared throughout a system. Using the example above, every 
application in the system Will knoW the type de?nitions for 
“Person” and “Carpenter.” This means that any application 
that creates a neW Person object Will guarantee that that 
speci?c object has the same ?elds as every other Person 
object in the system. This means that tWo disparate applica 
tions Will alWays agree on data that is communicated betWeen 
them, facilitating integration betWeen disparate components 
of a system. 

Data type de?nitions can be loaded by an application from, 
among other locations, a management server 104, a ?le, or 
can be compiled directly into the application. Data type de? 
nition versioning ensures that all applications 100, 102, no 
matter hoW they loaded their data type de?nition, use the 
same version of the type de?nition. Further, versioning 
ensures that the applications 100, 102 have the same descrip 
tions of data objects When they communicate among each 
other. 

Client Library 
In the preferred embodiment, a client library is used by 

each application that is to communicate shared data and ser 
vices With other applications and data stores. The client 
library can be Written in any softWare language, for any plat 
form, and provides several functions, described beloW. 
Because the client library for each application can be Written 
in a different language and operate on a different computing 
platform, each client library is preferably Written to interface 
With an application’s native language, e.g., Java, C++, .NET, 
etc. These libraries can all communicate With each other via a 
data protocol layer (described beloW) and facilitate, as an 
example, a C++ program to share data With a Java program, 
Whether they are on the same machine or on separate 
machines. 

The client library provides a common abstraction to all 
connected applications, and acts as an adaptor betWeen the 
applications and the data protocol layer. Regardless of lan 
guage, each client library alloWs an application to query for 
data, create and modify data, subscribe to data, call out to 
shared services, and do other tasks described beloW, using 
constructs most ef?cient for a given application language. In 
general, the client library abstraction is kept consistent across 
languages, so that a Java program that connects to the Java 
library does not have Wildly different semantics than a C++ 
program that connects to its C++ library. 

Each client library preferably provides the folloWing high 
level capabilities: 

Connectivity to other applications and management serv 
ers. The client library is responsible for connecting the 
application together With other applications and central 
management servers using the data protocol layer. 

Data creation and retrieval. The client library alloWs an 
application to create shared data, send it to other appli 
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cations, and request data from other applications or ser 
vices (including future changes to that data over time, as 
described beloW). 

Monitoring capabilities. The client library maintains a 
communication channel With the central management 
server 104 to provide status about the connected appli 
cation and its performance. 

In the preferred embodiment, applications link (as appro 
priately de?ned by the speci?c language the application and 
client library are Written in) against the client libraries to 
access the capabilities described above. The capabilities are 
exposed by the client library through an application pro gram 
mable interface (API). Alternatively, the client libraries can 
be accessed through any application interface technology, 
such as Web services, TCP/IP sockets, HTTP or HTTPS pro 
tocols, COM, DCOM, ActiveX, inter-process connection, 
through a Microsoft RealTimeData (RTD) interface, or other 
communication schemes. Importantly, the client library is not 
limited by the nature of the application interface technology 
to Which it is interfaced. By access through various commu 
nication schemes, the client library can provide an API to 
Which multiple applications can connect. An application run 
ning on a physically separate machine can connect to the 
client library using a netWork protocol, such as one of the 
protocols listed above, to access the client library’s function 
ality. Using this technique, hundreds or thousands of appli 
cations can connect to a single client library Without having to 
directly link against the library itself. 

Data Protocol Layer 
In accordance With a salient aspect of the invention, all 

communication betWeen client libraries 114, 116, 118 and 
management server 104 is handled by the data protocol layer 
122. The data protocol layer provides the mechanics for spe 
ci?c netWork communication betWeen applications. The data 
protocol layer is an abstraction that enables different netWork 
communication schemes to be sWapped in or out depending 
on the speci?c needs of the applications Wanting to commu 
nicate With each other. The data protocol layer resides 
betWeen a system’s messaging layer and the client library. 
The data protocol layer 122 can Wrap existing communi 

cation technologies, such as commercially available publish/ 
subscribe, TCP/IP socket, or other technologies as appropri 
ate for a given application 100, 102, 106. Each Wrapper maps 
the underlying technology to a common set of messaging 
services provided by all of the Wrappers. In this Way, a client 
library 114,116,118 for a given application 100,102,106 can 
be Written against a single messaging API, but the speci?c 
data protocol layer 122 (Which implements the API) can be 
chosen later. In this manner, the speci?c mechanism by Which 
messages are communicated betWeen client libraries is 
abstracted aWay from the applications themselves. 
The data protocol layer 122 is responsible for coupling the 

messaging-layer independent functions of the client library 
114, 116, 118 to the messaging-layer speci?c functionality of 
the underlying technology used to communicate betWeen 
client libraries 114, 116, 118 and management servers 104 (a 
protocol consumer). Examples of some or the abstracted ser 
vices that the data protocol layer provides to its protocol 
consumers folloWs: 

Listen to communication channel. The data protocol layer 
122 alloWs its protocol consumers to register interest in a 
speci?c communication channel. Any message sent by any 
other data protocol layer on the same netWork on this regis 
tered channel can be received by this data protocol layer and 
forWarded to the protocol consumer. A protocol consumer 
may listen to any number of channelsiWhen a message 
arrives at the layer for a speci?c channel, the consumer Will be 
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noti?ed (via commonly used techniques such as messaging 
queuing or callbacks) that a message has arrived on a channel 
of interest. Preferably, the channel is a string name. The data 
protocol layer Will use speci?c semantics of the underlying 
communication or messaging technology to implement the 
channel concept, Which is Well knoWn in the art of messaging. 

Send to communication channel. The data protocol layer 
122 alloWs its protocol consumers to send a message to a 
speci?c communication channel. This message can be 
received by all other protocol consumers in the netWork Who 
have registered an interest in the speci?c channel. 

Examples of the client library 114, 116, 118 use of a data 
protocol layer 122 include: send messages to other client 
libraries and management servers 104; inform management 
servers 104 that the client library has started and authenticate 
With a management server; register (that is to say, accept) 
subscriptions With a management server; send query requests 
to management servers and client libraries; and send object 
updates to a management server and client libraries When 
running in distributed post mode. Examples of the manage 
ment server 104 use of a data protocol layer 122 include: 
receive messages from client libraries; send responses to que 
rying client libraries; communicate With other management 
servers about client library registrations and subscription reg 
istrations; and send object updates When running in distrib 
uted post mode. 
A client library and management server registers interest in 

a channel that is unique to that library or server. When a client 
library sends a message to another client library or manage 
ment server, it indicates in the message its unique channel. If 
the other library or server Wishes to send a response, it Will 
send the response on the requesting library or server’ s unique 
channel, thus ensuring that the response is delivered only to 
the requesting library or client. When a client library or man 
agement server Wishes to establish an event subscription it 
speci?es its unique channel in the subscription so that any 
event mes sages in response to the subscription are sent only to 
the subscribing library or server. Broadcast posts use a chan 
nel name that is shared among servers and libraries so that an 
event message is received at multiple client libraries and 
servers, Which examines the data objects in the broadcast 
messages to determine if they are interested in the object 
themselves. 
When a client library or management server needs to send 

a data object to another client library or management server, 
the sending client library or management server Will create a 
data protocol layer message. A data protocol layer message 
consists of message ?elds, each of Which has an identi?er and 
a value. The data protocol layer Will copy each data object 
property into a message ?eld. The object’s property value is 
copied into the message ?eld’s value. If the property is a 
linked property, the linked object’s globally unique ID is 
placed into the message ?eld’s value. The message ?eld’s 
identi?er is set using one of at least four different schemes. 

In a ?rst message identi?er scheme, the message ?eld 
identi?er is set to be the string name of the data object prop 
erty. In a second message identi?er scheme, the message ?eld 
identi?er is set to be a globally unique integer number repre 
senting the data object property. When using this scheme, 
each time a neW data object property is created Within the data 
type de?nition, it must be assigned a unique integer among all 
of the data object properties in the data type de?nition lan 
guage across all data types. This unique integer is then used in 
all message ?elds pertaining to the data object property to 
identify that that message ?eld contains a value for that data 
object property. 
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12 
In a third message identi?er scheme, the message ?eld 

identi?er is set to be an integer number representing the data 
object property that is unique Within the data object’s data 
type and any parent data types. When using this scheme, each 
time a neW data object property is created Within the data type 
de?nition, it must be assigned a unique integer among all of 
the data object properties in the data type the property belongs 
to and its parent data types. This unique integer is then used in 
all message ?elds pertaining to the data object property to 
identify that that message ?eld contains a value for that data 
object property. 

In the fourth message identi?er scheme, properties are 
assigned a unique number using one of the numbering tech 
niques above, and message ?elds are not given any identi?er. 
Instead, the order in Which the ?elds are placed into the 
message indicates Which data object property they pertain to. 
Message ?elds are Written in the message by the client library 
in the order of their integer identi?er. 
When a client library or management server sends a mes 

sage containing a data object, it also indicates in the message 
the data object’s type and id. Occasionally, a message con 
tains multiple objects. In this case, a single master message is 
constructed With message ?elds that each contain a complete 
data object message themselves, one for the main object 
being sent, and one for each coupled object coupled to the 
main object. If a coupled object couples another object, then 
its coupled objects are also added to the main message, and so 
on, such that the main message has a message ?eld containing 
a message for each data object to be sent together. 
The client library informs the data protocol layer that it 

Wishes to send the data protocol message on a given channel, 
the channel determined by Where the client library Wishes to 
send the message. The folloWing is a description of one man 
ner of hoW a client library can ascertain the channels on Which 
to send its messages. 

This method assumes libraries only communicate With 
management servers for speci?c purposes (e. g., data retrieval, 
subscription registration, persist and post data, and send 
monitoring and statistics data), unless explicitly sending 
events as a distributed post client library. The client library is 
given a name for a channel that one or more management 
servers are listening to by its associated application during 
initialization. The client library sends a message on the chan 
nel indicating it Wishes to connect to the system. One man 
agement server, designated as the primary server, responds 
indicating Whether the client library is alloWed to join the 
system and provides, in priority order, the unique channel 
names for each management server the client library is 
alloWed to communicate With. The selection of Which man 
agement server is primary can occur through any number of 
Well-knoWn prioritization schemes. The client library 
attempts to communicate With the ?rst management server in 
its list. If that ?rst management server does not respond, it 
attempts communication With the next server in its list, and so 
on. All queries, persists, posts, subscription requests, and 
sending of monitor and statistics data occurs on the given 
management server’s channel. The management server 
replies on the supplied client library’s channel and sends 
event messages to clients based on their subscription record’ s 
channel. Client libraries that are to post messages in distrib 
uted post mode can have an in-memory cache populated With 
subscription records and knoW the channel names of all sub 
scribing client libraries When sending event messages. 
When the data protocol layer translates the data protocol 

message into a format native to the underlying communica 
tion or messaging technology, it Will read each message ?eld 
in the message and Write it out in the most appropriate manner 
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for the underlying technology. Various techniques exist that 
are commonly understood by those in the ?eld. 
When a data protocol layer receives a message from its 

underlying communication, or messaging technology, on a 
communication channel its protocol consumer has registered 
for, the data protocol layer translates the underlying message 
into a data protocol message for its consumer (i.e., the asso 
ciated application). Techniques to do so exist that are com 
monly understood by those in the ?eld. 
When a client library or management server receives a 

message that contains one or more data objects, the library 
creates a data object in memory for each data object that is 
encapsulated in the message (i.e., a single data object if the 
message contains one data object, or multiple data objects if 
the message contains message ?elds that themselves each 
contain a message encapsulating a data object). For each data 
object message, the client library creates a data object of the 
appropriate type as indicated in the data object message, and 
provides it With an object ID as indicated in the data object 
message. The client library populates its properties With the 
values in the message ?elds in the data object message. As 
each message ?eld is read off of the message, the appropriate 
data object property is located based on the scheme used to 
Write the identi?er of the message ?eld (e.g., locate by string 
name if the identi?ers are property names, locate by integer id 
if one of the integer id schemes Were used, or simply populate 
in order of id if the ?elds Were Written out in a Well-knoWn 

order). 
The client library can place the object into a data object 

pool or copy it into an existing object of the same ID in the 
pool.Alternatively to copying a neWly created data object into 
a data object in the pool, the client library can skip the inter 
mediate step of creating a data object from the data protocol 
message and simply copy ?elds out of a data protocol mes 
sage into the existing data object in the object pool. 
When a client library or server sends an event message as 

described in various sections, the event message contains the 
data object the event pertains to (or objects, if the object has 
coupled properties) as Well as message ?elds indicating the 
subscription ID of the subscription that the event pertains to 
for non-broadcast events, the type of action that caused the 
event (including, for example, object creation, object modi 
?cation, and object deletion) and the event’s scope. 

In another embodiment, all communication is handled 
directly by the client libraries themselves Without an interme 
diate data protocol layer. In this embodiment, the client librar 
ies eitheruse their oWn messaging scheme or use a third-party 
scheme directly Without an abstraction layer and an interme 
diate data protocol message. 

Because data protocol layers are abstractions, it is possible 
to bridge betWeen multiple data protocol layers, connecting 
several applications using one data protocol layer With several 
others using another layer, depending on Which layer is 
deemed most appropriate for the communication among 
those applications. Data objects and messages are kept con 
sistent betWeen the layers such that every given application 
can communicate through the data protocol layer With every 
other connected application independent of Which layer is in 
use. 

Management Server 
Applications that Wish to share data or services, as 

described beloW, can connect themselves together using vari 
ous con?gurations. In one embodiment, this connection is 
facilitated by a centraliZed set of management servers 104. In 
another embodiment, all client libraries 114, 116, 118 per 
form the function of a management server. As used herein, the 
term “management server” means a set of code (“SOC”) that 
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is performing the described tasks, Whether performed by a 
standalone server, or incorporated Within a client library that 
is itself performing the functions of a management server. 
SOC can perform such tasks Whether executing in a server or 
incorporated elseWhere such as Within the client library or 
another module, as understood by persons of ordinary skill in 
the art. 
Management server 104 connects to a data storage device 

120 to store and read persisted data that describes a system 
and its connected applications to manage the operation of the 
system. Multiple management servers 104 communicate With 
each other by sending messages over the data protocol layer 
122. These messages take on one of tWo forms. The ?rst form 
includes normal queries and data publication messages. The 
second form includes system monitoring messages. The over 
all purpose is for the management servers to share the folloW 
ing information With each other: 

Connected client libraries. Management servers share 
information about Which client libraries are connected to 
each management server such that if one management 
server fails, other servers can reconnect With the client 
library to ensure the library is alWays successfully part of 
the system. 

Subscriptions. Management servers share information 
about the subscriptions (see beloW) that presently exist 
for each client library such that any management server 
or client library that is posting data objects knoWs Which 
other client libraries are interested in the data object. 

A neW application that Wishes to share data and/ or services 
registers itself With a management server 104, preferably by 
sending a message over a data protocol layer 122 that is read 
by a management server. The management server 104 veri?es 
that the client library 114, 116, 118 is alloWed to connect into 
the system. If so, it creates a registration for the client library 
that can be propagated to other management servers. The 
registration is encapsulated in a data object of a client library 
registration data type. All management servers subscribe to 
events on this data type, storing the client library registration 
objects in an in-memory cache, and Will hear of the registra 
tion When it is persisted by the ?rst management server. Any 
subscriptions that need to be created for the client library Will 
be created, for example, by sending a message to the man 
agement server. Subscriptions themselves are also created as 
data objects of a subscription data type. All client libraries and 
management servers that can post events to subscribers create 
a subscription against this subscription data type, storing the 
subscription objects in an in-memory cache, to stay up to date 
on the full list of subscriptions. If the client library Wishes to 
post a data object update to the system Without having to 
directly send messages to other client libraries (see beloW), it 
can use the management server to do so. In one embodiment, 
the management server Will handle persistence of data to a 
disk-based data store, such as a database. In another embodi 
ment, the management server Will perform access control 
validation, system monitoring, and statistics gathering (all 
described beloW). 
By using central management servers, the system main 

tains coherency, as all connected applications and subscrip 
tions Within the system are Well knoWn at all times. Manage 
ment servers can be partitioned such that they can balance 
incoming requests from client libraries among each other and 
prevent one server from being overloaded and such that they 
can handle the failure of another management server by tak 
ing over that server’s client library connections. 

Data Store 
A data store 120 is a generic concept, and is any compo 

nent, application, or process that is able to receive data to be 
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persisted over time, store it in a reliable fashion into a physical 
storage device, and retrieve data based on ?lter criteria. The 
most common data stores used in the preferred embodiment 
are relational databases and memory-based caches, although 
object-databases, ?les, and other mechanisms may also be 
used as data stores Without loss of generality. The data store 
may be implemented in one of an optical storage device, a 
magnetic media storage device, a holographic storage device, 
a solid state memory device, or any other memory storage 
device. 

In one embodiment, the management server 104 is respon 
sible for translating data objects into a format that can be 
stored in an underlying database data store 120 and for trans 
lating data coming out of the underlying database into data 
objects. The management server also translates retrieval que 
ries (described beloW) into appropriate retrieval queries 
understood by the underlying data store. Data objects are 
mapped into roWs Within the database using Well-knoWn 
object to relational mapping (ORM) techniques. Alterna 
tively, a client library 114, 116, 118 can directly access a data 
store 120, performing the translation steps described above 
directly against a data store such as a database. 
As an example of memory being used as a data store 120, 

the management server 104 or client library 114, 116, 118 can 
use an in-memory data cache as a data store, alloWing queries 
to be run directly against cached objects in memory. Data 
store access techniques include data editing and data retrieval. 

Data Object Type De?nition Storage 
The data object type de?nition is itself stored Within spe 

ci?c data objects representing object types and their ?elds, 
creating a recursive de?nition scheme by Which data objects 
store data type de?nitions that in turn de?ne the very objects 
that stores the de?nition. Speci?c data object types Within the 
system are used to store each data object type and its associ 
ated ?elds. The type de?nitions that de?ne the objects that 
Will store type de?nitions and ?elds can be hard-coded into 
each client library so that each client library knoWs the basic 
type de?nitions of objects that Will subsequently contain the 
full type de?nitions for all data knoWn Within the system. In 
this embodiment, these basic type de?nitions are called 
“bootstrap” types 203. Using these type de?nitions, the client 
library can request, from a management server, the full type 
de?nitions for all data knoWn in the system. 

The elegance of this scheme is that the request for the full 
suite of type de?nitions, FIG. 3, canbe made using the normal 
data request mechanisms of the system. The management 
server 104 can retrieve the full type de?nitions from an under 
lying data store 120. Because the data type de?nitions are 
themselves stored as data objects using the bootstrap data 
type de?nitions 203, the management server 104 can use data 
retrieval mechanisms to retrieve the data type de?nitions from 
the data store 120 and place the retrieved data into data objects 
themselves. These data objects can then be returned to the 
client library that is requesting the full set of data type de? 
nitions. No additional code has to be Written to deal With the 
transmission and storage of the data type de?nitions, since the 
management server 104 already knoWs hoW to transmit and 
store regular data objects. 

Additionally, in this embodiment, the client libraries can 
subscribe to updates to the type de?nition data objects (sub 
scriptions are described beloW) just like any other data object. 
This means that the system can dynamically respond to 
changes to the type de?nitionsiie, any change Will be 
propagated to every client library as a normal data object 
change. When the client library hears an update to a type 
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de?nition data object, it can change its internal representation 
of the type de?nition on-the-?y, Without requiring an appli 
cation restart. 

In this embodiment, because the type de?nitions are them 
selves stored in data objects, the type de?nitions can be per 
sisted to permanent data storage just like any other data object 
so that neW management servers that start up can load the type 
de?nitions just like any other data objects. 
The type de?nitions, in addition to de?ning the ?elds avail 

able on each data type, also de?ne properties of each data type 
that the client libraries and management servers use to deter 
mine hoW to transmit and potentially store the object. Thus, 
data types can store several properties about objects of the 
given type, such as: 

Transient or persisted object. The type de?nition for an 
object type indicates if objects of the type are automati 
cally stored in a data store by management servers. 
When a “Persisted” object is saved by an application 
through a client library, the object Will be stored in a data 
store by a management server before any consumers 
Who might be interested in the object are noti?ed that it 
Was saved. Transient objects behave slightly differently 
in that an application can specify that a neW object or 
changes to an existing object are not to be stored in a data 
store, but should simply be forWarded to interested con 
sumers. This alloWs rapid dissemination of data that is 
transient in nature (i .e. is only valid for the brief moment 
When it Was created), or is to be produced in a high 
enough frequency, or that is required by consumers rap 
idly enough after production that the volume and delay 
of persisting object updates of the given type to a data 
store is not acceptable to the system. 

History enabled object. The type de?nition stores Whether 
every revision of an object should be stored in the data 
store for persisted objects, or just the latest revision. 
History enabled objects inherently have an audit trail of 
their history of edits, as each revision is stored in the data 
store and can be retrieved. Persisted objects Without 
history enabled simply overWrite the existing revision 
each time a neW revision is saved by an application. 

Versions of data object type de?nitions are tracked. Pref 
erably, a tWo part version number is maintained for the overall 
set of data de?nitions, With a “major” and a “minor” version 
number. 

Each time any data de?nition is modi?ed, the version num 
ber for the data type de?nitions is incremented automatically. 
If the modi?cation is considered a “backwards-compatible” 
change, Which includes additions of ?elds on a type, additions 
of type, and creation of history on a type, the minor number is 
incremented. If the modi?cation is not considered a back 
Wards-compatible change, the major number is incremented. 

Each application maintains a version number of the data 
de?nitions it knoWs it can operate against. When the data 
de?nitions are changed, and When the application ?rst starts 
up, it checks the neW data type de?nition version number 
against the version it knoWs it can operate against. If it detects 
that the data type de?nitions are on a different major number, 
the application has the knoWledge that it may not be able to 
successfully operate against the given data types, and can 
either inform a user or stop operating. A management server 
can also ensure that an application is only alloWed to start 
With a data type de?nition version compatible With the de? 
nition version shared among the system, and deny the appli 
cation permission to join the system if the versions are incom 
patible. 

Preferably, neW data types and data type properties are 
created Within the data type de?nition by an application 
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requesting a new data type or a new data type property against 
the client library. The client library informs the management 
server that a new data type or data type property is being 
created. The management server, in turn, can create a new 
table for the data type or new rows for the data type property 
in an underlying data store automatically to store persisted 
objects of the new type or values of the new property. The 
management server will add a new data type object or new 
data type property object into the data type de?nition and 
persist the new object. The persist will cause the object to be 
sent to all management servers and client libraries who have 
subscriptions against data types or data type properties, pass 
ing along the information that the data type de?nition was 
changed and how it was changed. 

Preferably, the data type de?nition is described in a ?le, 
such as an XML ?le, that can be loaded into a client library. 
The client library reads the type and property de?nitions out 
of the ?le and creates the types and properties in the data type 
de?nition using the process described above. 

Data Creation 
Data is created by an application for external use by other 

applications in the network through a client library. An appli 
cationuses a call in the client libraryAPI, providing it with the 
data type that should be used to create a new data object. In 
one embodiment, the call returns a clean, new, data object of 
the given type with a new unique id and a revision number of 
Zero. It should be understood that a given application’s inter 
nal use of its own data is not affected by the present invention. 

The application can then set properties on the data object. 
When the object is ready to be distributed to other applica 
tions, the application will call a method on the client library to 
send the object to interested consumers. 

In one embodiment, the application can call a method 
“Persist” which stores the data object in the data store and 
send updates to interested consumers or the application can 
call a method “Post” to send the updates to interested con 
sumers. The Post method can only be called on transient 
objects, whereas the Persist method can be called on either 
transient or persisted objects. The functionality of these meth 
ods is described in the section on data editing, below. 

Data Editing 
Any object that is loaded within a client library 114 can be 

edited by the associated application 100, although security 
rules de?ning write permissions can prevent writing to an 
object at the client library level if the connected application 
does not have adequate permission to edit the object. If the 
proper permission exists, a client library can edit an object 
208, 209 by retrieving a handle 402, 410 to the object 208, 209 
(for example, through the object pool 406 or by query) and 
setting the values of properties on the object. If the object is 
not “fully faulted”, then the object can be fully faulted auto 
matically prior to any values being set on the object. 
When an object is ?rst edited within an application (a 

“clean” object), its revision number can be automatically 
incremented by one. The object is also marked as “dirty.” If 
updates arrive into the client library for a dirty object, the 
client library does not apply the updates straight off. Instead, 
the client library signals the application that a newer version 
of the object exists elsewhere in the system and marks the 
dirty object as being a “revision con?ict.” The application 
may then choose to re-fault the dirty object such that the 
newer version known to the system is loaded within the client 
library as a clean object. Once the application is done editing 
the object, it is ready to be “Persisted” or “Posted” by the 
application through the client library. 

The Persist call causes the client library to forward the 
object to the management server to be stored in a data store. 
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18 
Appropriate event messages can be sent to any subscribers 
interested in the object’ s current values, or its previous values. 
The Post call causes the client library to forward the object to 
the management server 104 to only send event messages to 
subscribers. Preferably, Po st can only be called on objects that 
are allowed to be transient. Alternatively, the Post and Persist 
call causes the client library to directly store into a data store 
and/or into sent event messages. 
When a data object is posted or persisted, the client library 

sends the previous revision of the object along with the object 
itself. Subscription ?lters are available to verify whether the 
object is in-scope or out-of-scope when checking subscrip 
tion events against the data object by utiliZing both the 
object’ s current values and its previous values as stored in the 
obj ect’s previous revision. 
As an alternative to the application 100 editing the “mas 

ter” copy of an object 208 in the object pool 406, when an 
object 208 is ?rst edited by an application 100, the object can 
be copied by the client library 114. The copy is removed from 
the object pool, and the handle held by the editing module 
within the application is re-pointed at the new copy. In this 
way, the original object in the object pool still receives 
updates. The copy of the object can have its revision number 
incremented automatically, and can be safely edited by the 
application without affecting other components holding 
handles to the object pool copy. When the application calls 
“Persist” or “Post” as described above, the edited copy’s 
changes can be applied to the original copy of the object in the 
object pool, for example, as long as the original copy’s revi 
sion number is still one less than the edited copy’s revision 
number (indicating the original copy has not since received an 
update from elsewhere in the system). If the revision number 
of the original copy is one less than the revision number of the 
edited copy, then the edited copy’s values can be copied into 
the original copy, all handles pointing at the edited copy 
re-pointed to the original copy, and the original copy posted or 
persisted as described above. 

Alternatively, the system determines whether to Post or 
Persist an object automatically. Transient objects are posted 
and non-transient objects are persisted. Mechanisms can also 
exist for persisting transient objects to ensure a copy of a 
given revision is stored within a data store for longer term 
retrieval purposes than the lifetime of the posting application 
(eg to create template objects). An application may explic 
itly indicate that it wishes to persist a particular revision of a 
transient object, or the system may automatically persist cer 
tain transient objects when they are ?rst created. 
When an object that is not newly created is persisted, the 

persisting client library or management server performs a 
con?ict check to ensure that the underlying data store does not 
contain a revision of the data object newer than the revision 
being persisted. This can occur if another application also 
edited the data object and persisted a revision ?rst. If the data 
store contains a revision of the data object newer than the 
revision being persisted, the persist call fails and the persist 
ing application is noti?ed that the persist failed (“revision 
con?ict”). 

Data objects may be persisted in transactional-safe 
batches. If a group of objects need to be persisted together 
(such that the group is either successfully persisted or none 
are persisted), they may be placed into a batch by the appli 
cation and the entire batch persisted. The client library or 
management server performing the persist will ensure that all 
of the objects have a newer (or equal) revision number than 
the revision number in the data store. Only if all of the objects 
are newer or equal to the version in the data store can the 
entire batch be persisted. Otherwise, no member of the batch 
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is persisted and the application is noti?ed that the batch failed 
to persist (“revision con?ict’). 

The persist mechanisms described above require that the 
data store provides transactional capabilities to ensure objects 
can be read and Written Without intermediate changes. There 
are various Well-documented techniques that exist for the 
various data stores. The data objects can be converted into an 
appropriate native format for the data store. For a database 
data store, or a data store that acts like a database, the Well 
documented technique of object to relational mapping 
(ORM) is available. Each data object is stored as a roW 128, 
130 Within a table 124, 126 for the object’s data type. Each 
property of the data type is a column in the table 124, 126, 
With columns for storing the object’s ID, revision number, 
modi?cation user, and modi?cation time. For a data object of 
a data type that inherits from another data type, a roW could 
exist in each data type table Within the hierarchy and contains 
the respective properties of the object for each data type. 

Developing on an earlier example, a Person table could 
exist in the database With a roW for each Person object, and a 
Carpenter table Would exist in the database With a roW for 
each Carpenter object. A roW Would also exist in the Person 
table for each Carpenter object containing the Person ?elds 
for each such Carpenter object. The management server is 
responsible for persisting a Carpenter data object into both 
the Person and Carpenter tables. A number of other tech 
niques exist for storing hierarchical objects, such as creating 
a single table that contains both Person and Carpenter ?elds 
(and leaving the Person ?elds blank for objects that are just 
Persons and not Carpenters). 

The user that edited the object, the time the object Was 
modi?ed, the revision number of the object, and the obj ect’s 
ID are all stored With the object in the underlying data store 
during a persist call. When a “history enabled object” is 
persisted, the client library or management server performing 
the persist copies the current revision of the object in the data 
store into a backup location (e.g., a history table for a data 
base) Within the data store prior to Writing the neW revision of 
the data object to the data store. In this Way, every change 
made to an object that has history enabled is recorded Within 
the data store (along With information on Who made the 
change and When). 

Data objects may be deleted by an application by marking 
an object as deleted and persisting the object. Deletions may 
be placed Within batches With other deletions or normal 
object updates. If an object to be deleted is of the same 
revision in the data store as the version the application is 
attempting to delete, the object is removed from the data 
store; otherWise, there is a neWer revision in the data store and 
the application Will be informed that there Was a revision 
con?ict. If the object’s data type has history enabled, the last 
revision of the object is saved to the history location Within 
the data store prior to the object being deleted from the data 
store. 

Data objects may be edited by an application such that their 
data type is changed from one type to another. This is referred 
to as “casting.” When casting a data object of a data type to 
another data type the client library changes the data object 
into an object of the neW type. All ?elds from the data object 
that do not belong to the neW type are removed and ?elds are 
added to the data object that belong to the neW type (Where 
?eld is de?ned by the same name and property data type for a 
given property). In this fashion, ?elds on the data object of the 
same property name and data type as the neW object’s data 
type are not affected. The neW data object may be persisted or 
posted by the application. A persist causes the data type of the 
object in the underlying data store to be changed to the neW 
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data type. In a database type data store the old object is deleted 
from the old data type’s location in the data store (preserving 
history, if enabled) and a neW object (With the same object ID) 
is created in the neW data type’s location in the data store. If 
the object is persisted or posted, an event message can be sent 
to all interested subscribers indicating that the object changed 
type 

Data Set De?nition Language 
A data set de?nition language statement is Written to 

describe a set of objects meeting a given criteria. Preferably, 
this language is a modi?ed version of the popular SQL data 
base query language. An application that Wishes to describe 
data in the system does so by Writing a description of the data 
using the data set de?nition language. This language is used 
universally Within the management infrastructure 15 to 
retrieve data as a query or event subscription, describe sets of 
data objects to be sent in a broadcast mode instead of a 
point-to-point mode, and de?ne security groups. 

This SQL-modi?ed language is built around a statement 
that selects data objects With a ?lter set by the application. A 
data set de?nition statement indicates a data type and a list of 
?lter clauses. A ?lter clause is a logical combination of com 
parisons de?ned by Boolean operators, each logical combi 
nation contains the name of a ?eld on the data type, a com 
parison operator, and a value to compare the ?eld against. As 
is commonly understood in the art, the ?lter’s comparison 
operations can be run against a data object of the appropriate 
type to determine if the object “passes” or “matches” the 
?lter, thereby matching the data set de?nition and considered 
to be included in its described set. 

Aspects of the invention can use a statement in different 
Ways. When retrieving data as part of a query, for example, the 
system attempts to compare the ?lter clauses against data 
objects of the given type to determine if they should be 
included Within the set of objects to be returned as a result of 
the query. Further, When checking to see if a data object meets 
a data subscription, broadcast ?lter, or access control restric 
tion, the system compares the data object against all of the 
data set de?nitions de?ned as subscriptions, broadcast chan 
nels, or security rules for the given type to see if the data 
object “passes” the statement (i.e., is included in the set 
de?ned by the statement). 
By Way of example, a data set de?nition statement to 

describe all objects of the type Person Who have more than 
one pet could appear as the folloWing: 
“SELECT p FROM Person p WHERE p.NumberOf 

Pets >:l” 
If this statement Was used Within a query, Person objects in 

the system Would be searched to discover if the ?eld Num 
berOfPets is greater than or equal to one. Objects that match 
the given criteria Would be returned to the requesting appli 
cation. 
A data set de?nition statement alloWs a ?lter to be built not 

just to compare against ?elds Within a given data object, but 
also to compare against ?elds in any data objects linked to by 
the given data object (and any data objects the linked data 
object links to, and so on). For example, a data set de?nition 
statement Written to look for a Person Who’s father is John 
Doe might appear as folloWs: 
“SELECT p FROM 

p.Father.Name:‘John Doe’” 
In the example above, a query ran With the statement Would 

retrieve only Person data objects that have a Father ?eld that 
points to a Person data object With a Name ?eld of “John 
Doe.” When a client library or management server attempts to 
match a data set de?nition statement containing a linked 
property comparison against a data object, the client library or 

Person p WHERE 



US 7,970,823 B2 
21 

management server locates the appropriate linked object in an 
object pool or via query (as described elsewhere) and run the 
linked property comparison against that linked object. Linked 
comparisons can be nested any number of times (e.g. 
“SELECT p FROM Person p WHERE 
p.Father.Father.Name:‘John Doe Sr.”’). 

Data Retrieval 
Applications can consume data to describe the data they 

require abstractly Without knowledge of Where the data is 
located or hoW it is sent to them. The applications retrieve 
current values of the data they are interested in, future 
changes to the data they are interested in, or both, again 
Without knoWledge of the mechanisms used to retrieve the 
current values or propagate future changes. 

Data can be retrieved by an application in at least one of 
three Ways: by a query, by a subscription, or by a remote 
procedure call. Data is retrieved by an application from the 
system by using a data retrieval statement. A data retrieval 
statement can be a data set de?nition statement for a query or 

subscription, or a remote procedure call statement for a 
remote procedure call. 
A query causes a management server to retrieve matching 

data objects from a data store based on the data retrieval 
statement (in the form of a data set de?nition statement). The 
management server transforms the retrieved data into the 
appropriate data objects and forWards them on to the inter 
ested application’s client library. Only data objects that have 
been persisted to a data store Will be retrieved using a query. 
A subscription creates an event registration in the system 

such that any objects that are Posted or Persisted to the system 
matching the data set de?nition statement are forWarded onto 
the interested application. 
A remote procedure call sends parameters to a procedure 

provider to execute code and optionally return objects as a 
result of the code’s execution. 

Importantly, the language used to execute queries and set 
up ?lters for event subscriptions is the same data set de?nition 
language described above. A statement to retrieve a set of 
objects from a data store as a query may be used to set up a 
subscription to retrieve all changes (as a result of persist and 
post calls) to objects that are into-scope, in-scope, or out-of 
scope of the ?lter (see beloW). As a result, an application may 
simultaneously perform both a query and a subscription, a 
capability supported by the client library. In this case, not only 
can data objects in data stores matching the data set de?nition 
statement be returned to the interested application, but all 
future object changes in the system that match the data set 
de?nition statement can also be forWarded to the application 
as events. By performing both a query and a subscription, the 
application can load the current state of all objects it is inter 
ested in and ensure that each of those objects stay consistent 
With every other copy of the same object Within the rest of the 
system as modi?cations occur. This alloWs data objects to be 
managed in a distributed and shared fashion such that any 
application can discover all objects of interest and ensure that 
those objects are consistent With every other application in the 
system over time. 
The client library ensures that, When running a query and 

subscription at the same time, that the subscription is created 
prior to the query being run such that no events are missed 
betWeen When the queried objects are gathered from their data 
stores and event messages start being generated for such 
objects. In one embodiment, the client library Will not pass 
event messages received for objects being queried until the 
application has run through the recordset of returned objects 
from the query such that the application sees the query results 
and events in the order in Which they Were generated, prefer 
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ably by queuing the event messages until after the recordset 
has been processed and only passing those event messages 
containing neWer revisions of obj ects that Were in the query to 
the application. 

Data Object Pool 
With reference to FIG. 6, data objects are managed by the 

client library 114 through the use of object pools 406 Within 
the client library. When a data object 208, 209 is created by a 
client library or retrieved from the system through a client 
library, the data object Will be placed in an object pool. The 
data objected can be retrieved by query, by arriving as a result 
of an event subscription, by remote procedure call, by linked 
object faulting, or by any other method that brings an object 
from another aspect of the system into the client library. The 
client library can have any number of object poolsieach 
application can specify the number of pools to create and 
Which pool to use When creating an object or running a spe 
ci?c query or subscription. A data object pool contains a 
handle 402 to each data object Within the pool. As mentioned 
earlier, reference counting keeps track of hoW many handles 
the application 100 has to each data object in the pool. Pref 
erably, if the application stops pointing at the data object in 
the pool, the client library Will remove the object from the 
pool and free up the memory allocated to the object. 
When data objects arrive at a client library the data object 

pool 406 is checked for the object’s globally unique ID to 
determine if a copy of the object already exists Within the data 
object pool. If not, a copy of the object is created Within the 
pool. If a copy of the data object exists Within the pool, the 
client library checks to see if the incoming copy of the object 
has a neWer revision number than the copy in the object pool. 
If so, the object should be updated to be equal to the incoming 
object from the system. One Way to update a data object in the 
data pool is to have only a single copy of a given data object 
exist at any given time in a pool. When a neWer revision of the 
data object is retrieved, the single copy of the data object can 
be updated to the neW revision. Thus, all application handles 
to the data object Within the pool are automatically handles to 
the neW revision of the object because the object’s memory 
Was updated to the neW revision. Safety issues betWeen vari 
ous application threads that might have handles to the data 
object are handled through Well-documented thread safety 
techniques. 

Alternatively, a neW copy of the object can be created in the 
data object pool 406 for a neWer revision of the object arriving 
from the system. In this alternative mode, applications have 
tWo types of handles to data objects: a handle that Will alWays 
point to the neWest revision of a data object; or a handle that 
Will point to a given revision of a data object. If a component 
Within an application has one of the former handles, the client 
library Will ensure that the handle points to the neW revision of 
the obj ect if it is updated. If the component has one of the later 
handles, the client library Will not re-point the handle to the 
neW revision of the object. The component can indicate that it 
Wants to re-point itself to the neWest revision manually. Thus, 
not every application component needs to have its data 
changed behind the scenes When a neW revision of the object 
arrives, either through query or event message. 

Alternatively, objects do not have to be placed into an 
object pool. In this case, each time a neW object arrives from 
the system, a neW copy of the object is created in memory and 
passed to the component Within the application requesting the 
copy. For a query or remote procedure call, this is the com 
ponent that executed the call, Whereas for an event subscrip 
tion this is the component registered as a callback against the 
subscription. In this case, an object Would not be updated to 




























