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(57) ABSTRACT 

A system and method for detecting a next-hop dead gateway 
is disclosed. In one embodiment, a method for detecting the 
next-hop dead gateway includes sending an Internet Protocol 
(IP) packet by a host to a next-hop gateway associated with 
the host, receiving the IP packet by the host from the next-hop 
gateway upon reviewing a routing table and the destination 
?eld in the IP header associated with the IP packet, determin 
ing whether the IP packet is received from the next-hop gate 
way within a ?rst predetermined time interval, if so, declaring 
the next-hop gateway as alive, and if not, declaring the next 
hop gateway as dead. In some embodiments, source and des 
tination ?elds in IP header associated with the IP packet 
include IP address associated with the host. The method may 
further include encapsulating the IP packet with a data link 
layer protocol associated with the host and the next-hop gate 
way. 

11 Claims, 6 Drawing Sheets 
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SYSTEM AND METHOD FOR DEAD 
GATEWAY DETECTION 

RELATED APPLICATIONS 

Bene?t is claimed under 35 U.S.C. ll9(a)-(d) to Foreign 
application Serial No. ll2l/CHE/2008 entitled “SYSTEM 
AND METHOD FOR DEAD GATEWAY DETECTION” by 
Hewlett-Packard Development Company, LP, ?led on 7 
May, 2008, which is herein incorporated in its entirety by 
reference for all purposes. 

BACKGROUND 

Digital packets of information may be communicated 
between an organization’s internal network and the public 
Internet. Many organizations use Internet gateways, imple 
mented by computer workstations executing software, to pro 
vide a connection between the internal network and the Inter 
net. These Internet gateways can include ?rewall protection 
for the internal network, in addition, to providing connectiv 
ity between the internal network and the Internet. Where an 
organization uses more than one Internet gateway, each user 
on the organization’s internal network can, for example, be 
assigned to a designated Internet gateway. The users of the 
internal network are thereby provided access to the Internet 
through the designated Internet gateways. 

Information is generally transmitted over the Internet using 
transmission control protocol/Internet protocol (TCP/IP) 
suite. The base layer of the TCP/IP suite is a physical layer, 
which de?nes the mechanical, electrical, functional and pro 
cedural standards for the physical transmission of data over 
communications media. Overlying the physical layer is the 
data link layer that provides the function and protocols to 
transfer data, e. g., transfer of data between clients of different 
networks and to detect errors that may occur at the physical 
layer. 
Network layer protocols overlay the data link layer and 

provide the means for establishing connections between the 
networks. The standards of the network layer protocols pro 
vide operations control procedures for networking commu 
nications and routing information through multiple heteroge 
neous networks. Examples of the network layer protocols are 
the Internet protocol (IP) and Internet control message pro 
tocol (ICMP). Typically, the address resolution protocol 
(ARP) is used to obtain the corresponding medium access 
control (MAC) address for a known IP address. The ICMP is 
an internal protocol for passing control messages between 
hosts on various networks. The ICMP messages provide feed 
back about events in the network environment or can help 
determine if a path exists for a particular host in the network 
environment, which is generally referred to as “ping”. 

Typically, routing of digital packets of information may 
continue despite the fact that some routers are inoperative. If 
a host’s next-hop gateway, i.e., a ?rst gateway to the Internet 
host, becomes inoperative, the host may not adjust and may 
continue to transmit digital packets of information through a 
gateway that is inoperative. Hence, the host is effectively 
transmitting digital packets of information down a “black 
hole.” 
One prior art solution to the host to detect dead gateway 

uses the above described ICMP ping packet method of send 
ing to gateways. A ping response received from the gateways 
indicates that they are up and running. However, most ?re 
walls block ICMP packets, as ICMP packets can be used to 
probe the type of operating system, probe for the systems that 
are present and probe for weaknesses in a network. Further, 
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2 
the ICMP can serve as a launch pad for further attacks on a 

network and therefore they are generally blocked. 
Another prior art solution uses TCP to check for dead 

gateways. The transport layer of the TCP/IP suite provides for 
end-to-end transport service across multiple heterogeneous 
networks. Example protocols used in this layer include, TCP, 
user datagram protocol (UDP) and stream control transmis 
sion protocol (SCTP). Protocols like TCP and SCTP can infer 
if the transmission to a host is failing. However, protocols like 
UDP cannot infer if the transmission to a host is failing. 
Further, it is dif?cult to detect which one of the gateways in 
the end-to-end transport service is dead, as this information is 
not available because the TCP technique is based on end-to 
end transportation of traf?c. 

Yet another prior art solution uses unicast ARP request to 
detect dead gateways. However, this technique works only on 
the Ethemet-based networks and cannot be used for non 
Ethemet-based networks, such as integrated services digital 
network (ISDN), point-to-point protocol (PPP), asymmetric 
digital subscriber line (ADSL) and so on. Further, the ARP 
can be misused for ARP spoo?ng, ARP ?ooding, and ARP 
table poisoning attacks and hence this technique is generally 
not secure. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Example embodiments are illustrated by way of example 
and not limitation in the ?gures of the accompanying draw 
ings, in which like references indicate similar elements and in 
which: 

FIG. 1 illustrates a relationship diagram of layers of the 
transmission control protocol/Internet protocol (TCP/IP) 
protocol suite. 

FIG. 2 illustrates an Internet protocol (IP) packet format, 
according to one embodiment. 

FIG. 3 is an example table illustrating various ?elds of the 
dead gateway probe format shown in FIG. 2. 

FIG. 4 is a block diagram illustrating transferring of digital 
packets of information between a host on one network to a 
host on another network, according to one embodiment. 

FIG. 5 is a process ?ow of detecting a dead next-hop 
gateway, according to one embodiment. 

FIG. 6 is a diagrammatic system view of a data processing 
system in which any of the embodiments disclosed herein 
may be performed, according to one embodiment. 

Other features of the present embodiments will be apparent 
from the accompanying drawings and from the detailed 
description that follows. 

DETAILED DESCRIPTION 

A system and method for detecting a next-hop dead gate 
way is disclosed. In the following description, for purposes of 
explanation, numerous speci?c details are set forth in order to 
provide a thorough understanding of the various embodi 
ments. It will be evident, however, to one skilled in the art that 
the various embodiments may be practiced without these 
speci?c details. 
The terms “?rst-hop dead gateway”, “dead next-hop gate 

way and “next-hop dead gateway” are used interchangeably 
throughout the document. Also, the terms “IP packet” and 
“dead gateway probe” are used interchangeably throughout 
the document. 

FIG. 1 illustrates a relationship diagram of layers of the 
transmission control protocol/Internet protocol (TCP/IP) 
protocol suite 100. Particularly, FIG. 1 illustrates a physical 
layer 110, a data link layer 120, a network layer 130, a 
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transport layer 140, and an application layer 150. The physi 
cal layer 110 is a base layer ofthe TCP/IP protocol suite 100, 
which de?nes mechanical and electrical standards for physi 
cal transmission of Internet Protocol (IP) packets (e.g., the IP 
packet 200 illustrated in FIG. 2) over communications media. 
Further, overlying the physical layer 110 is the data link layer 
120, which provides function and/ or protocols to transfer the 
IP packets. For example, the data link layer 120 transfers the 
IP packets between clients of different networks (e.g., the 
networks 430A-B), and detects errors that may occur at the 
physical layer 110. Protocols operating at the data link layer 
120 may include standard network topologies such as IEEE 
802.3 Ethernet, IEEE 802.1 1 (Wireless LAN), integrated ser 
vices digital network (ISDN), point-to-point protocol (PPP), 
asymmetric digital subscriber line (ADSL), and the like. 

Further, the network layer 130 overlying the data link layer 
120 provides the means for establishing connections between 
the networks. The network layer 130 also provides opera 
tional control procedures for internet working communica 
tions and routing information through multiple heteroge 
neous networks. For example, the network layer 130 may 
include an Internet protocol (IP), an address resolution pro 
tocol (ARP), or an internet control message protocol (ICMP). 
The ARP is used to correlate an Internet address and a 
medium access control (MAC) address for a particular host 
(e. g., the hosts 410A-F). The ICMP is an internal protocol for 
passing control messages between hosts on various networks. 
The ICMP messages provide feedback about events in the 
network environment and/or can help determine if a path 
exists to a particular host in the network environment. The 
Internet Protocol (IP) provides a basic mechanism for routing 
packets of information over the Internet. 

The transport layer 140 provides end-to-end transport ser 
vices across multiple heterogeneous networks. For example, 
the transport layer 140 includes TCP, a user datagram proto 
col (U DP) and a stream control transmission protocol 
(SCTP). The application layer 150 contains application such 
as ?le transfer protocol (FTP), telnet, etc. The above-men 
tioned layers are used to transmit the digital IP packets of 
information over the Internet using the Internet protocol. 

FIG. 2 illustrates an IP packet format 200, according to one 
embodiment. Particularly, FIG. 2 illustrates a version ?eld 
205, a header length ?eld 210, a type of service ?eld 215, a 
packet length ?eld 220, a packet identi?er ?eld 225, a frag 
mentation data ?eld 230, a time to live ?eld 235, a protocol 
?eld 240, a header checksum ?eld 245, a source address ?eld 
250 and a destination address ?eld 255. 

The version ?eld 205 indicates a format of an Internet 
header. The present technique represents the format of the 
Internet header in 4 bit words as shown in FIG. 2. The header 
length ?eld 21 0 indicates length of the Internet header (e. g., in 
32 bit words), and thus points to the beginning of the data. In 
one example embodiment, a minimum value for a correct 
header is 5. The type of service ?eld 215 provides an indica 
tion of abstract parameters to achieve the desired quality of 
service. For example, the abstract parameters are used to 
guide selection of actual service parameters when transmit 
ting the IP packet 200 through a particular network (e.g., the 
networks 420A-B of FIG. 4). 

The packet length ?eld 220 refers to a length of the IP 
packet 200 that includes the Internet header and data. The 
packet identi?er ?eld 225 indicates a value assigned by a 
sender which aids in assembling various fragments of the IP 
packet 200. The fragmentation data ?eld 230 indicates where 
a particular fragment belongs, in the IP packet 200. The time 
to live ?eld 235 indicates maximum time the IP packet 200 is 
allowed to remain in the Internet network. For example, if the 
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4 
time to live ?eld 235 indicates a value zero, then the IP packet 
200 is destroyed. As some header ?elds (e.g., time to live) 
undergo frequent changes when the Internet header is pro 
cessed, the header checksum ?eld 245 is recomputed and 
veri?ed at each point during processing of the IP packet 200. 
The source address ?eld 250 indicates an IP address of a 

host, originating the IP packet 200. The destination address 
?eld 255 indicates an IP address of a destination or peer to 
which the IP packet 200 has to be ultimately sent to. The 
protocol ?eld 240 holds an identi?cation number of the trans 
port protocol to which the IP packet 200 is handed. The 
payload follows the IP header and contains the data handed 
down from the transport layer 140. 

In one example embodiment, an IP packet, henceforth 
referred to as a dead gateway probe is created in the following 
way. The source address ?eld 250 and the destination address 
?eld 255 of the IP header are ?lled with an IP address of a 
host, which sends the dead gateway probe. The protocol ?eld 
240 is set to 253/254 (i.e., experimentation/testing). The IP 
payload which uniquely identi?es this as a dead gateway 
probe can include a simple sequence like 0x123456789. 

In one embodiment, if this method is used over the Ethernet 
or any protocol encapsulating the IP packet 200 in a 
MAC frame (e. g., Point to Point Protocol over Ethernet 
(PPPoE)), the source MAC would be that of the host and 
the destination MAC would be that of the router. It can 
be noted that if this is used over any other data link layer 
120, the IP packet 200 is encapsulated in that protocol’s 
packet and sent to a gateway. For example, let us assume 
that IP packet 200 is sent on the Ethernet and the host 
410 has a MAC address 11:22:33z44155z66, MAC 
address of the router is aa:bb:cc:dd:ee:ff and the host IP 
address is 192.168.1.10, then IP packet, i.e., the dead 
gateway probe format is as shown in FIG. 3. 

FIG. 3 is an example table 300 illustrating various ?elds of 
the dead gateway probe format 200 shown in FIG. 2. Particu 
larly, the table 300 illustrates the source MAC, the destination 
MAC, the source address, the destination address and other 
?elds such as protocol ?eld, the other Ethernet ?elds and the 
other IP ?elds as described in FIG. 2. It canbe seen in the table 
300 that the dead gateway probe format includes the same 
source and the destination addresses, i.e., the addresses are set 
to the host IP address so that the IP packet is returned to the 
host 410 upon sending it to the next-hop gateway 420. 

FIG. 4 is a block diagram 400 illustrating transferring of 
digital IP packets of information between a host on one net 
work to a host on another network/internet, according to one 
embodiment. Particularly, FIG. 4 illustrates an embodiment 
of a network connected to another network through a plurality 
of gateways (e.g., the gateways (GW) 420A-B). FIG. 4 illus 
trates an embodiment of the present invention where, a net 
work 430A is connected to another network 430B (e. g., Inter 
net) through gateways 420A-B. As shown in FIG. 4, a 
plurality of hosts 410D-F are coupled to the network 430B. 

Hosts 410A-F may collectively or individually be referred 
hereinafter to as hosts 410 or host 410, respectively. Also, 
gateways 420A-B may collectively or individually be 
referred hereinafter to as gateways 420 or gateway 420, 
respectively. Further, networks 430A-B may collectively or 
individually be referred hereinafter to as networks 430 or 
network 430, respectively. It can be noted that any number of 
hosts 410 may be coupled to the networks 430. It can be 
further noted that one of the networks 430 may represent the 
Internet which is a collection of networks. 

Referring to FIG. 4, each of the plurality of hosts 410 A-C 
of the network 430A is con?gured to send a packet of data 
(e.g., TCP and non-TCP data) to any of the plurality of hosts 
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410D-F of the network 430B through one of the plurality of 
gateways 420A-B. Each of the plurality of hosts 410D-F of 
the network 430B is con?gured to send a packet of data (e. g., 
TCP and non-TCP data) to any of the plurality of hosts 
410A-C of the network 430A through one of the plurality of 
gateways 420A-B. For example, an application running on 
the host 410A may send a TCP or non-TCP packet of data to 
the host 410D, through the gateway 420A. A detailed descrip 
tion of the host 410 that is con?gured to detect a next-hop 
dead gateway and to ?nd an alternative route is described in 
more detail with reference to FIG. 5. 

FIG. 5 is a process ?ow 500 of detecting a dead next-hop 
gateway, according to one embodiment. In operation 505, an 
IP packet is sent by a host 410 to a next-hop gateway 420 
associated with the host 410. It is appreciated that the IP 
packet is encapsulated with a data link layer protocol 120 
associated with the ho st 41 0 and the next-hop gateway 420. In 
one embodiment, source and destination ?elds (e. g., the 
source address ?eld 250 and destination address ?eld 255 of 
FIG. 2) in an IP header associated with the IP packet include 
an IP address associated with the host 410. In some embodi 
ments, a protocol ?eld (e. g., the protocol ?eld 240 shown in 
FIG. 2) associated with the IP packet includes experimenta 
tion and testing code. In these embodiments, an IP payload 
associated with the IP packet includes a unique identi?er. The 
unique identi?er indicates that an IP packet was sent to detect 
the next-hop dead gateway 420. 

In operation 510, the IP packet is received by a host 410 
(e.g., the host 410 associated with another network 430B) 
from the next-hop gateway 420 upon reviewing a routing 
table and the destination ?eld 255 in the IP header associated 
with the IP packet. In operation 515, it is determined whether 
the IP packet is received from the next-hop gateway 420 
within a ?rst predetermined time interval. In one example 
embodiment, it is determined whether the protocol ?eld 240 
and the payload ?eld include experimentation and testing 
code, and the unique identi?er, respectively, by the host 410. 
If the determination is correct, then the IP packet is declared 
as a packet sent to detect a next-hop dead gateway 420 by the 
host 410. 

If it is determined that the IP packet is received from the 
next-hop gateway 420 within a ?rst predetermined time inter 
val, then the next-hop gateway 420 is declared as alive, in 
operation 520. The process 500 then goes to operation 505 
and repeats the steps of sending the dead gateway probe by the 
host 410, receiving the dead gateway probe by the host 410 
from the next-hop gateway 420, and determining, after a 
second predetermined time interval upon declaring the next 
hop gateway 420 as alive. 

In operation 525, an Internet control message protocol 
(ICMP) ping packet request is sent by the host 410 to the 
next-hop gateway 420, if the dead gateway probe is not 
received within the ?rst predetermined time interval. In 
operation 530, it is determined whether an ICMP ping packet 
response is received by the host 410 from the next-hop gate 
way 420 within a third predetermined time interval. In opera 
tion 535, the next-hop gateway 420 is declared as alive and 
then the process 500 goes to operation 505 and repeats the 
steps, if the ping response is received by the host 410 within 
the third predetermined time interval. If the ping response is 
not received by the host 410 within the third predetermined 
time interval, then the process 500 performs the operation 
540. In operation 540, a determination is made to check 
whether the underlying network is an Ethernet based network 
or not. If the underlying network is not Ethernet based net 
work, then the next-hop gateway 420 is declared as dead and 
the operating system associated with the host 410 is noti?ed 
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6 
accordingly. As shown in FIG. 5, the process 500 repeats the 
operation 500-565 to check if the previously dead next-hop 
gateway 420 is alive. 

If it is determined that the underlying network is the Eth 
ernet based network, then operation 550 is performed. In 
operation 550, a unicast address resolution protocol (ARP) 
request packet is sent by the host 410 to the next-hop gateway 
420. In operation 555, it is determined whether the unicast 
ARP response is received by the host 410 from the next-hop 
gateway 420 within a fourth predetermined time interval. If it 
is determined that the unicastARP response is not received by 
the ho st 410 from the next-hop gateway 420 within the fourth 
predetermined time interval, then the next-hop gateway is 
declared as dead and the operating system of the host 410 is 
noti?ed accordingly, else the next-hop gateway 420 is 
declared as alive in operation 565. Upon performing opera 
tion 560 or 565, the process 500 repeats the steps of sending 
the IP packet by the host 410, receiving the IP packet by the 
host 410, and determining after a second predetermined time 
interval. 

In some embodiments, the process 500 determines whether 
there is another next-hop gateway 420 associated with the 
host 410. The process 500 repeats the steps of sending the IP 
packet by the host 410, receiving the IP packet by the host 
410, and determining irrespective of the determination of 
whether or not, there is a next-hop gateway 420 associated 
with the host 410. In one example embodiment, if there is 
another next-hop gateway 420, then the process 500 repeats 
the above steps on the determined other next-hop gateway 
420 and if it is determined that there is no other next-hop 
gateway 420, the process 500 repeats itself after a pre-deter 
mined time on the dead next-hop gateway to determine if the 
next-hop dead gateway 420 is alive. 
One skilled in the art can envision that the above process 

500 can repeat itself by selecting an alternate next-hop gate 
way 420 associated with the host 410 (e.g., upon declaring the 
next-hop gateway 420 as dead) to send a packet of data from 
the host 410. 

FIG. 6 is a diagrammatic system view 600 of a data pro 
cessing in which any of the embodiments disclosed herein 
may be performed, according to one embodiment. Particu 
larly, the diagrammatic system view of FIG. 6 illustrates a 
processor 602, a main memory 604, a static memory 606, a 
bus 608, a video display 610, an alpha-numeric input device 
612, a cursor control device 614, a drive unit 616, a signal 
generation device 618, a network interface device 620, a 
machine readable medium 622, instructions 624 and a net 
work 626. 
The diagrammatic system view 600 may indicate a per 

sonal computer and/or a data processing system in which one 
or more operations disclosed herein are performed. The pro 
cessor 602 may be a microprocessor, a state machine, an 
application speci?c integrated circuit, a ?eld programmable 
gate array, etc. The main memory 604 may be a dynamic 
random access memory and/ or a primary memory of a com 

puter system. The static memory 606 may be a hard drive, a 
?ash drive, and/ or other memory information associated with 
the data processing system. 
The bus 608 may be an interconnection between various 

circuits and/or structures of the data processing system. The 
video display 610 may provide graphical representation of 
information on the data processing system. The alpha-nu 
meric input device 612 may be a keypad, keyboard and/or any 
other input device of text (e.g., a special device to aid the 
physically handicapped). The cursor control device 614 may 
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be a pointing device such as a mouse. The drive unit 616 may 
be a hard drive, a storage system, and/or other longer term 
storage subsystem. 
The signal generation device 618 may be a BIOS and/ or a 

functional operating system of the data processing system. 
The network interface device 620 may perform interface 
functions (e.g., code conversion, protocol conversion, and/or 
buffering) required for communications to and from the net 
work 626 between a number of independent devices (e.g., of 
varying protocols). The machine readable medium 622 may 
provide instructions on which any of the methods disclosed 
herein may be performed. The instructions 624 may provide 
source code and/or data code to the processor 602 to enable 
any one or more operations disclosed herein. 

For example, a storage medium having instructions, that 
when executed by a computing platform, result in execution 
of the method of detecting the next-hop dead gateway 420, 
including sending the IP packet by the host 410 to the next 
hop gateway 420 associated with the host 410, receiving the 
IP packet by the host 410 from the next-hop gateway 420 
upon reviewing a routing table and a destination ?eld in IP 
header associated with the IP packet, determining whether the 
IP packet is received from the next-hop gateway 420 within a 
?rst predetermined time interval, declaring the next-hop gate 
way 420 as alive if the IP packet is received within the ?rst 
predetermined time interval, and declaring the next-hop gate 
way 420 as dead if the IP packet is not received within the ?rst 
predetermined time interval. 

In some embodiments, determining whether the IP packet 
is received from the next-hop gateway 420 within the ?rst 
predetermined time interval includes determining whether 
the protocol ?eld and the payload ?eld include experimenta 
tion and testing code, and the unique identi?er, respectively, 
by the host 410, declaring the IP packet as a packet sent to 
detect a next-hop dead gateway by the host 410 if the protocol 
?eld and the payload ?eld include experimentation and test 
ing code, and the unique identi?er, respectively, determining 
whether the IP packet is received within the ?rst predeter 
mined time interval, and declaring the next-hop gateway 420 
as alive if the IP packet is received within the ?rst predeter 
mined time interval. 

Furthermore, a computer system includes a plurality of 
hosts, a plurality of gateways coupled to the plurality of hosts, 
and a memory coupled to one of the plurality of hosts, the 
memory having stored therein code which when decoded by 
the one of the plurality of hosts, the code causes the one of the 
plurality of hosts to perform a method for detecting a next 
hop dead gateway, the method includes sending an IP packet 
by a host (e.g., the host 410 associated with the ?rst network 
430A) to a next-hop gateway 420 associated with the host 410 
and in which source and destination ?elds in a IP header 
associated with the IP packet includes an IP address associ 
ated with the host 410, receiving the IP packet by the host 410 
from the next-hop gateway 420 upon reviewing a routing 
table and a destination ?eld in the IP header associated with 
the IP packet, determining whether the IP packet is received 
from the next-hop gateway 420 within a ?rst predetermined 
time interval, if so, declaring the next-hop gateway 420 as 
alive, and if not, declaring the next-hop gateway 420 as dead. 

In some embodiments, determining whether the IP packet 
is received from the next-hop gateway 420 within the ?rst 
predetermined time interval includes determining whether 
the protocol ?eld and the payload ?eld include experimenta 
tion and testing code, and the unique identi?er, respectively, 
by the host 410, declaring the IP packet as a packet sent to 
detect a next-hop dead gateway by the host 410 if the protocol 
?eld and the payload ?eld include experimentation and test 
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8 
ing code, and the unique identi?er, respectively, determining 
whether the IP packet is received within the ?rst predeter 
mined time interval, and declaring the next-hop gateway 420 
as alive if the IP packet is received within the ?rst predeter 
mined time interval. 
The above-described technique provides a mechanism for 

detecting a next-hop dead gateway. The above technique per 
forms at the network layer 130, i.e., at the IP level, and is 
therefore independent of the lower layer protocol require 
ments. The technique works on sending an IP packet to detect 
a next-hop dead gateway. It can be noted that any packet 
capturing tool can be used to analyze the received IP packets 
and detect the dead gateway probe. This technique can also be 
used for non Ethernet based networks such as wireless local 
area network (LAN), integrated services digital network 
(ISDN), point-to-point protocol (PPP), asymmetric digital 
subscriber line (ADSL) networks. The technique detects fail 
ure of a next-hop dead gateway that is listed in its route cache 
and selects an alternative next-hop gateway associated with 
the host. It is a reliable way of detecting next-hop dead gate 
ways, so as to prevent breakdown in transmission of data. 

Also, the method may be in a form of a machine-readable 
medium embodying a set of instructions that, when executed 
by a machine, cause the machine to perform any method 
disclosed herein. It will be appreciated that the various 
embodiments discussed herein may not be the same embodi 
ment, and may be grouped into various other embodiments 
not explicitly disclosed herein. 

In addition, it will be appreciated that the various opera 
tions, processes, and methods disclosed herein may be 
embodied in a machine-readable medium and/or a 
machine accessible medium compatible with a data pro 
cessing system (e.g., a computer system), and may be 
performed in any order (e. g., including using means for 
achieving the various operations). Accordingly, the 
speci?cation and drawings are to be regarded in an illus 
trative rather than a restrictive sense. 

What is claimed is: 
1. A method for detecting a next-hop dead gateway, com 

prising: 
sending an Internet Protocol (IP) packet by a host to a 

next-hop gateway associated with the host, and wherein 
source and destination ?elds in IP header associated 
with the IP packet includes IP address associated with 
the host, and wherein protocol ?eld associated with the 
IP packet includes experimentation and testing code, 
and wherein IP payload ?eld associated with the IP 
packet includes a unique identi?er that indicates an IP 
packet is sent to detect the next-hop dead gateway; 

receiving the IP packet by the host from the next-hop 
gateway upon reviewing a routing table and the destina 
tion ?eld in the IP header associated with the IP packet; 

determining whether the IP packet is received from the 
next-hop gateway within a ?rst predetermined time 
interval, wherein determining whether the IP packet is 
received from the next-hop gateway within the ?rst pre 
determined time interval comprises: 
determining whether the protocol ?eld and the IP pay 

load ?eld include the experimentation and testing 
code, and the unique identi?er, respectively, by the 
host; 

if so, then declaring the IP packet as a packet sent to 
detect a next-hop dead gateway by the host; and 

determining whether the IP packet is received within the 
?rst predetermined time interval; 

if so, declaring the next-hop gateway as alive; and 
if not, declaring the next-hop gateway as dead. 
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2. The method of claim 1, further comprising: 
encapsulating the IP packet with a data link layer protocol 

associated with the host and the next-hop gateway. 
3. The method of claim 1, further comprising: 
sending an Internet control message protocol (ICMP) ping 

packet request by the host to the next-hop gateway if the 
IP packet is not received within the ?rst predetermined 
time interval; 

determining whether a ICMP ping packet response is 
received by the ho st from the next-hop gateway within a 
third predetermined time interval; and 

declaring the next-hop gateway as alive if the ping response 
is received within the third predetermined time interval. 

4. The method of claim 3, further comprising: 
determining whether the underlying network is Ethernet 

based network if the ping response is not received within 
the third predetermined time interval; and 

if not, declaring the next-hop gateway as dead. 
5. The method of claim 4, further comprising: 
sending a unicast address resolution protocol (ARP) 

request packet by the host to the next-hop gateway if the 
underlying network is Ethernet based network; 

determining whether the unicast ARP response is received 
by the host from the next-hop gateway within a fourth 
predetermined time interval; 

if not, then declaring the next-hop gateway as dead and 
repeating sending the IP packet by the host, receiving the 
IP packet by the ho st, and determining steps after a 
second predetermined time interval; and 

if so, declaring the next-hop gateway as alive and repeating 
sending the IP packet by the ho st, receiving the IP packet 
by the host, and determining steps after a second prede 
termined time interval. 

6. The method of claim 1, further comprising: 
determining whether there is another next-hop gateway 

associated with the host; 
if not, repeating sending the IP packet by the host, receiv 

ing the IP packet by the host and the determining steps to 
determine if the next-hop dead gateway is alive; and 

if so, repeating sending the IP packet by the host, receiving 
the IP packet by the host, and the determining steps on 
the determined other next-hop gateway. 

7. The method of claim 1, further comprising: 
selecting an alternate next-hop gateway associated with the 

host upon declaring the next-hop gateway as dead to 
send a packet of data from the host. 

8. An article, comprising: 
a storage medium having instructions, that when executed 
by a computing platform, result in execution of method 
of detecting a next-hop dead gateway, comprising: 
sending an IP packet by a host to a next-hop gateway 

associated with the host and, wherein source and des 
tination ?elds in IP header associated with the IP 
packet includes IP address associated with the host, 
and wherein protocol ?eld associated with the IP 
packet includes experimentation and testing code, 
and wherein IP payload ?eld associated with the IP 
packet includes a unique identi?er that indicates an IP 
packet is sent to detect the next-hop dead gateway; 

receiving the IP packet by the host from the next-hop 
gateway upon reviewing a routing table and the des 
tination ?eld in the IP header associated with the IP 
packet; 
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10 
determining whether the IP packet is received from the 

next-hop gateway within a ?rst predetermined time 
interval, wherein determining whether the IP packet is 
received from the next-hop gateway within the ?rst 
predetermined time interval comprises: 
determining whether the protocol ?eld and the IP 

payload ?eld include the experimentation and test 
ing code, and the unique identi?er, respectively, by 
the host; 

if so, then declaring the IP packet as a packet sent to 
detect a next-hop dead gateway by the host; and 

determining whether the IP packet is received within 
the ?rst predetermined time interval; 

if so, declaring the next-hop gateway as alive; and 
if not, declaring the next-hop gateway as dead. 

9. The article of claim 8, further comprising: 
encapsulating the IP packet with a data link layer protocol 

associated with the host and the next-hop gateway. 
10. The article of claim 8, further comprising: 
selecting an alternate next-hop gateway associated with the 

host upon declaring the next-hop gateway as dead to 
send a packet of data from the host. 

11. A computer system comprising: 
a plurality of hosts; 
a plurality of gateways coupled to the plurality of hosts; 

and 
a memory coupled to one of the plurality of hosts, the 
memory having stored therein code which when 
decoded by the one of the plurality of hosts, the code 
causes the one of the plurality of hosts to perform a 
method for detecting a next-hop dead gateway, compris 
mg: 
sending an IP packet by a host to a next-hop gateway 

associated with the host, and wherein source and des 
tination ?elds in IP header associated with the IP 
packet includes IP address associated with the host, 
and wherein protocol ?eld associated with the IP 
packet includes experimentation and testing code, 
and wherein IP payload ?eld associated with the IP 
packet includes a unique identi?er that indicates an IP 
packet is sent to detect the next-hop dead gateway; 

receiving the IP packet by the host from the next-hop 
gateway upon reviewing a routing table and the des 
tination ?eld in the IP header associated with the IP 
packet; 

determining whether the IP packet is received from the 
next-hop gateway within a ?rst predetermined time 
interval, wherein determining whether the IP packet is 
received from the next-hop gateway within the ?rst 
predetermined time interval comprises: 
determining whether the protocol ?eld and the IP 

payload ?eld include the experimentation and test 
ing code, and the unique identi?er, respectively, by 
the host; 

if so, then declaring the IP packet as a packet sent to 
detect a next-hop dead gateway by the host; and 

determining whether the IP packet is received within 
the ?rst predetermined time interval; 

if so, declaring the next-hop gateway as alive; and 
if not, declaring the next-hop gateway as dead. 
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