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ENCODING A TCP OFFLOAD ENGINE 
WITHIN FCP 

CROSS-REFERENCE TO RELATED 
APPLICATION 

This application claims priority to US. Provisional Patent 
Application No. 60/548,766, entitled “Encoding a TCP Off 
load Engine Within FCP” and ?led on Feb. 27, 2004, which is 
hereby incorporated by reference in its entirety for all pur 
poses. 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The present invention relates to computer networks. More 

speci?cally, the present invention relates to methods and 
devices for communicating with a Transmission Control Pro 
tocol (“TCP”) o?load engine (“TOE”). 

2. Description of Related Art 
In recent years, the communication speed in networked 

systems has surpassed the growth of microprocessor perfor 
mance in many network devices. For example, Ethernet has 
become the most commonly-used networking protocol for 
local area networks. The increase in speed from 10 Mb/s 
Ethernet to 10 Gb/s Ethernet has not been matched by a 
commensurate increase in the performance of processors 
used in most network devices. 

This phenomenon has produced an input/output (I/O) 
bottleneck because network device processors cannot always 
keep up with the rate of data ?ow through a network. An 
important reason for the bottleneck is that the TCP/IP stack is 
processed at a rate slower than the speed of the network. The 
processing of TCP/IP has typically been performed by soft 
ware running on a central processor of a server. Reassembling 
out-of-order packets, processing interrupts and performing 
memory copies places a signi?cant load on the CPU. In 
high-speed networks, such a CPU may need more processing 
capability for network traf?c than for running other applica 
tions. 
A TCP/IP o?load engine (“TOE”) helps to relieve this I/O 

bottleneck by removing the burden (of?oading) of processing 
TCP/IP from the microprocessor(s) and I/O subsystem. A 
TOE has typically been implemented in a host bus adapter 
(“HBA”) or a network interface card (“NIC”). 
The growing popularity of network storage applications 

such as Internet Protocol storage (“IPS”) has placed even 
greater TCP/IP processing burdens on network devices. The 
iSCSI (Internet Small Computer Systems Interface) protocol 
is commonly used to establish and maintain connections 
between IP-based storage devices, hosts and clients. iSCSI 
employs an encapsulated SCSI protocol for mapping of 
block-oriented storage data over TCP/IP networks. Every 
TCP connection that is part of an iSCSI session includes TCP 
processing overhead for, e. g., setup/teardown of connections, 
window management, congestion control, checksum calcu 
lations, interrupts, memory copies, etc. Therefore, it is highly 
desirable to implement TCP o?load mechanisms to enhance 
network storage performance. 

In addition to placing a TCP/IP processing burden on net 
work devices, the implementation of IP storage using iSCSI 
(or similar protocols) is problematic for other reasons. For 
example, related iSCSI protocol data units (“PDUs”) may 
take varying paths through a network and arrive out of order. 
Sometimes an iSCSI header may not be received when 
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2 
expected because the TCP segment that it was part of was 
delivered out of order. In some instances, one or more PDUs 

may not arrive at all. 
Further complications are introduced when the network 

application involves accessing, via an IP network, storage 
devices that are part of a Fibre Channel (“FC”) network. The 
storage device may be, for example, a network attached stor 
age (“NAS”) device on an FC network that is accessed by a 
NAS client via an IP network. The two application protocols 
commonly used by NAS servers are the Network File System 
(“NFS”) and the Common Internet File System (“CIFS”). 
Many NAS systems also support Hypertext Transfer Protocol 
(“HTTP”), allowing a NAS client to download ?les using a 
Web browser from a NAS server that supports HTTP. 

Prior art TOEs do not provide satisfactory methods for 
processing traf?c from NAS clients on a TCP/IP network 
directed to a NAS server on an FC network. In such a system, 
there is no TCP connection to the NAS server. Prior art 
systems do not allow a NAS server to place data from a TOE 
in a speci?c memory location and require data coming from 
the IP network to be copied from various memory locations 
for reconstruction on the FC side. It would be desirable to 
develop systems and methods that address some or all of the 
limitations of the prior art. 

SUMMARY OF THE INVENTION 

The present invention de?nes a new protocol for commu 
nicating with an of?oad engine that provides Transmission 
Control Protocol (“TCP”) termination over a Fibre Channel 
(“FC”) fabric. The o?load engine will terminate all protocols 
up to and including TCP and performs processing associated 
with those layers. The of?oad protocol guarantees delivery 
and is encapsulated within FC-formatted frames. Thus, the 
TCP streams are reliably passed to the host. Additionally, 
using this scheme, the o?load engine can provide parsing of 
the TCP stream to further assist the host. The present inven 
tion also provides network devices (and components thereof) 
that are con?gured to perform the foregoing methods. The 
invention further de?nes how network attached storage 
(“NAS”) protocol data units (“PDUs”) are parsed and deliv 
ered. 
The present invention also provides devices, such as line 

cards (a/k/a “blades”), hosts, switches and routers, which are 
con?gured to perform, at least in part, the foregoing methods. 
The invention also encompasses networks over which such 
devices may be operated in order to perform some aspects of 
the invention. According to some implementations, the cen 
tral components are a host in communication with an o?load 
engine via an FC fabric. The o?load engine has access to the 
networking interface(s). Moreover, the invention includes 
business methods that may be implemented according to 
some aspects of the invention. 
Some aspects of the invention provide a method for imple 

menting network storage. The method includes the following 
steps: storing information received from a network attached 
storage (NAS) client on an Internet Protocol (IP) network; 
parsing the stored information; and transmitting results from 
the parsing step to a NAS device on a Fibre Channel (FC) 
network. The method may involve terminating all protocols 
up to and including Transmission Control Protocol (TCP) on 
the FC network. 

Alternative aspects of the invention provide other methods 
for implementing network storage. Some such methods 
include the following steps: storing a data read request 
received from a network attached storage (NAS) client on an 
Internet Protocol (IP) network, the data read request directed 
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to data stored in a storage device on a Fibre Channel (FC) 
network; parsing the stored information; and allocating a 
memory space of an of?oad engine that performs the parsing 
step, the allocating step being performed according to the 
results of the parsing step. 

Still other methods of the present invention include the 
following steps: 
providing an interface between a network attached storage 
(NAS) client on an Internet Protocol (IP) network and a NAS 
device on a Fibre Channel (FC) network; and 
terminating all protocols up to and including Transmission 
Control Protocol (TCP) on the FC network. 
Some embodiments of the invention provide a line card, 

including: a Fibre Channel (FC) interface; an Ethernet inter 
face; a memory; and an o?load engine. The o?load engine is 
con?gured to do the following: store information received 
from a network attached storage (NAS) client on an Internet 
Protocol (IP) network via the Ethernet interface; parse the 
stored information; and transmit results from the parsing step 
to a NAS device on a Fibre Channel network via the FC 
interface. Other embodiments of the invention provide a net 
work device that includes the line card. Yet other embodi 
ments of the invention provide a computer network that 
includes the network device and the NAS device. In some 
embodiments, the network device includes the line card and 
the NAS device. 
Some embodiments of the invention provide a network 

attached storage (NAS) device, including: a Fibre Channel 
(FC) interface; a memory; and one or more processors con 
?gured to allocate space in the memory according to NAS 
header information received from a Transmission Control 
Protocol (TCP) of?oad engine via the FC interface, the header 
information corresponding to a command from a NAS client 
on an Internet Protocol (IP) network. 

Still other embodiments of the invention provide a com 
puter program stored on a machine-readable medium. The 
computer program includes instructions to control a Trans 
mission Control Protocol (TCP) o?load engine to perform the 
following steps: store information received from a network 
attached storage (NAS) client on an Internet Protocol (IP) 
network; parse the stored information; and transmit results 
from the parsing step to a NAS device on a Fibre Channel 
(FC) network. 

Yet other implementations of the invention provide a 
method of reliably providing account information to a cus 
tomer. The method includes the following steps: storing a 
request for account information received from a network 
attached storage (NAS) client on an Internet Protocol (IP) 
network; parsing the stored request; transmitting results from 
the parsing step to a NAS device on a Fibre Channel (FC) 
network; allocating space in a memory of the NAS device 
according to the results; retrieving the requested account 
information from a storage device on the FC network; and 
storing the requested account information in the allocated 
memory space. 

These and other features and advantages of the present 
invention will be presented in more detail in the following 
speci?cation of the invention and the accompanying ?gures, 
which illustrate by way of example the principles of the 
invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The invention may best be understood by reference to the 
following description taken in conjunction with the accom 
panying drawings, which are illustrative of speci?c embodi 
ments of the present invention. 
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4 
FIGS. 1A and 1B are network diagrams that illustrate some 

contexts within which the present invention may be imple 
mented. 

FIG. 2 is a block diagram that depicts a blade that includes 
o?load engines according to an embodiment of the present 
invention. 

FIG. 3 is a block diagram that depicts software components 
of the blade of FIG. 2 according to an embodiment of the 
present invention. 

FIG. 4 is a block diagram that depicts a blade that includes 
components for implementing a NAS device according to an 
embodiment of the present invention. 

FIG. 5 is a diagram that illustrates a high-level view of 
command aggregation and parsing according to some imple 
mentations of the invention. 

FIG. 6 is a state diagram illustrating o?load socket states 
according to some implementations of the invention. 

FIG. 7 is a block diagram that indicates situations in which 
frames may be dropped. 

FIG. 8 is a ?ow diagram that illustrates direct data place 
ment according to some implementations of the invention. 

FIG. 9 is a block diagram that depicts software components 
of a NAS device according to an embodiment of the present 
invention. 

FIG. 10 illustrates direct placement of data into buffer 
caches according to some aspects of the present invention. 

DETAILED DESCRIPTION OF SPECIFIC 
EMBODIMENTS 

Reference will now be made in detail to some speci?c 
embodiments of the invention including the best modes con 
templated by the inventors for carrying out the invention. 
Examples of these speci?c embodiments are illustrated in the 
accompanying drawings. While the invention is described in 
conjunction with these speci?c embodiments, it will be 
understood that it is not intended to limit the invention to the 
described embodiments. On the contrary, it is intended to 
cover alternatives, modi?cations, and equivalents as may be 
included within the spirit and scope of the invention as 
de?ned by the appended claims. 

For example, it should be noted that the techniques of the 
present invention can be applied to a variety of different 
protocols and networks. In the following description, numer 
ous speci?c details are set forth in order to provide a thorough 
understanding of the present invention. The present invention 
may be practiced without some or all of these speci?c details. 
In other instances, well known process operations have not 
been described in detail in order to not obscure the present 
invention. 
Network storage has become increasingly popular and has 

become a vital service provided to various types of busi 
nesses, such as banks, credit card companies, brokerage 
?rms, manufacturing companies, research and development 
companies, government entities, academic institutions, con 
tent providers and many other public and private entities. In 
some applications, network storage is used to back up hosted 
customer data or content at a remote data center. As used 
herein, the term “data” will include what is generally referred 
to as “content.” The data may be, for example, customer 
account and transaction information that is maintained by a 
?nancial institution (e. g., a bank, a credit card company or a 
brokerage ?rm), an Internet service provider, a communica 
tions company, an airline, or any other entity in the private or 
public sector (e.g. the Internal Revenue Service). Those of 
skill in the art will realize that many other types of data may 
be involved. 
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In some such applications, the customer data are kept con 
tinuously synchronized across the network. Rapidly-chang 
ing or volatile data may be continuously replicated at a data 
center. Alternatively, in outsourced storage hosting applica 
tions, a customer’s network devices may access a data cen 
ter’s storage devices for primary data storage. The remote 
data center may be, for example, in the same city or in a 
different geographical region. All of the above applications 
(and more known by those of skill in the art) may be enhanced 
by implementing methods of the present invention. 

The present invention provides improved methods and 
devices for implementing network storage solutions. In par 
ticular, the present invention de?nes a new protocol (some 
times referred to herein as an “o?load protocol”) for commu 
nications involving a TOE. The o?load protocol is 
particularly advantageous when used for communications 
related to network storage applications. 

In preferred implementations, the TOE provides TCP ter 
mination over an EC fabric. The TOE will terminate all pro 
tocols up to and including TCP and will perform processing 
associated with those layers. For example, the TOE prefer 
ably provides TCP checksum handling, TCP retransmission, 
etc. The o?load protocol guarantees delivery and is encapsu 
lated within PCP-formatted frames. Thus, the TCP streams 
are reliably passed to the host. Additionally, using this 
scheme, the of?oad engine can provide parsing of, e.g., NAS 
protocols within the TCP stream to further assist the host. 

The present invention also provides network devices such 
as hosts, switches and routers (and components thereof), 
which are con?gured to perform, at least in part, the methods 
described herein. For example, in some implementations the 
TOE is implemented in a line card (a/k/a a “blade”) of a 
network device, sometimes referred to herein as an “IPS 
blade.” When the invention is used to implement network 
storage involving storage devices in an EC network, the net 
work device also includes an EC blade. 

Preferred implementations of the invention involve com 
munication between a TOE and a NAS device. In some 
embodiments of the invention, communications on the NAS 
device side are implemented by a blade (sometimes referred 
to herein as an “NSM blade”) within the same chassis that 
includes the IPS blade. For example, both blades may be 
incorporated within an MDS chassis manufactured by the 
present assignee. In such implementations, the NSM blade 
integrates a general purpose processing engine with the MDS 
Fibre Channel switching infrastructure. The IPS blade is used 
as a TCP/UDP o?load processor for software (e.g., NAS 
software) running on the NSM blade. Connectivity to storage 
devices may be provided through existing Fibre Channel line 
cards. However, in other embodiments of the invention, the 
NSM blade is part of another network device. 

The invention also encompasses networks over which 
devices may be operated in order to perform some aspects of 
the invention. According to some implementations, the cen 
tral components are a host in communication with an of?oad 
engine via an EC fabric. The o?load engine has access to the 
networking interface(s). Moreover, the invention includes 
business methods that may be implemented according to 
some aspects of the invention. 

FIG. 1A is a network diagram that illustrates one exem 
plary network con?guration for implementing some aspects 
of the present invention. Network con?guration 100 includes 
NAS client 105 in communication with NAS device 125 of 
network device 120 via TCP/IP network 110. In this example, 
NAS device 125 is a server that is con?gured to implement 
some aspects of the present invention, as will be described in 
detail below. As is well known by those of skill in the art, 
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6 
either the Network File System (“NFS”) application protocol 
or the Common Internet File System (“CIFS”) application 
protocol is commonly used for communication with NAS 
devices. NAS client 105 may be, for example, a device such as 
a laptop or desktop computer operated by a customer such as 
one of those described above. 

IPS blade 115 provides an interface between network 
device 120 and TCP/IP network 110 and, in this example, 
includes an o?load engine con?gured according to the 
present invention. Similarly, FC blade 130 provides an inter 
face between network device 120 and FC network 135. 
Therefore, network device 120 is an intermediary between 
TCP/IP network 110 and FC network 135. Accordingly, NAS 
device 125 can access storage devices 140 of FC network 135 
to provide network storage services for NAS client 105. 
NAS device 125 is in the same chassis as IPS blade 115 and 

FC blade 130. In this example, network device 120 is an MDS 
9000 Series Multilayer Switch that is produced by the present 
assignee. NAS device 125, IPS blade 115 and FC blade 130 
are interconnected via an internal FC network. These devices 
will be described in more detail below. 

FIG. 1B illustrates an alternative network con?guration 
150 for implementing the present invention. In network con 
?guration 150, NAS server 170 is in a separate chassis from 
network device 165, which includes of?oad engine 168. In 
network con?guration 150, NAS server 170 and storage 
devices 180 are part of FC network 175. Network device 165 
includes FC and IP devices (not shown) similar to blade 115 
and FC blade 130 for providing interfaces with IP-based 
network 160 and FC network 175. Accordingly, NAS client 
155 can access NAS server 170 over IP-based network 160 

via network device 165. 
FIG. 2 is a block diagram that illustrates some features of 

an EPS blade 200 according to some embodiments of the 
invention. In this example, IPS blade 200 includes a plurality 
of TOEs 225, also referred to herein as “of?oad cores” or 
“of?oad engines.” Each o?load core will be discovered dur 
ing the initialization process. In one exemplary embodiment, 
IPS blade 200 is an eight-port Ethernet line card. There are 
four other processors that are used to provide the Ethernet 
interfaces. Each processor has two processing cores. These 
cores are used to provide networking functionality such as 
TCP/IP, iSCSI, and FCIP. 
Each TOE 225 includes an EC interface 205. IPS blade 200 

will communicate with NAS device 210 (a server running 
NAS protocols) using of?oad connections 215. The o?load 
connections are analogous to socket-type interfaces. Thus, 
each TCP connection will have a distinct of?oad connection, 
including any listeners. Management messages and control 
information will be sent over the FC interfaces 205. The 
o?load cores will provide TCP termination for NAS device 
210. 
The NSM, IPS, and FC blades can be split amongst mul 

tiple interconnected chassis that are part of the same PC 
fabric. For example, NAS device 210 may be in the same 
chassis as the TOEs 225 (e.g., as shown in FIG. 1A) or 
elsewhere (e.g., on an EC network as shown in FIG. 1B). 

In many implementations of the present invention, a NAS 
client will access NAS device 210 from an IP network. 
Accordingly, each TOE 225 also includes an Ethernet inter 
face 220 and an Ethernet driver 235 for communication with 
an IP network. The o?load engines will terminate all proto 
cols up to and including TCP. TCP/IP module 240 performs 
processing associated with those layers and can provide pars 
ing of the TCP stream to further assist the NAS device. Some 
embodiments of the IPS blade ports are con?gurable for 
iSCSI, FCIP and TCP termination. Module 245 provides 
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processing related to management tasks such as creating the 
o?load connections 225 and retrieving statistics for those 
connections. 

According to methods of the present invention, a propri 
etary protocol will be used on top of FCP for communications 
between TOEs 225 and NAS device 210. Direct data place 
ment will be used to allow NAS device 210 to place the socket 
data at speci?c locations in local memory. This feature ben 
e?ts the buffer cache of NAS device 210. In preferred 
embodiments, one or more components of the TOEs 225 
(e.g., TCP/IP module 240) perform the following functions: 
TCP/IP of?oad; TCP termination; TCP checksum; handling 
aggregation of data on a per-socket basis; TCP retransmis 
sion; UDP o?load; and IP fragmentation handling. 
The TOEs 225 assist in the framing of NAS PDUs that are 

sent to the NAS server software. This feature helps to mini 
mize the movement of data on NAS device 210. 

FIG. 3 indicates some illustrative software components 
300 of IPS blade 200. Many of these software components 
may operate in much the same fashion as conventional soft 
ware components. For example, Ethernet driver 3 05 and TCP/ 
IP stack 310 may be of a type familiar to those of skill in the 
art. FCIP module 315 may provide FCIP encapsulation/de 
capsulation according to methods known to those of skill in 
the art, or may be proprietary software developed by the 
present assignee. US. patent application Ser. No. 10/351,167 
and Ser. No. 10/350,574, entitled “Methods And Devices For 
Transmitting Data Between Storage Area Networks” and 
?led Jan. 23, 2003, are hereby incorporated by reference. FC 
interface 320 may be a conventional interface for handling, 
e.g., low-level FC framing. FCP target 340 may be structured 
according to a standard PC protocol implementation. 

However, NAS o?load 335 provides novel functions 
according to the present invention. NAS o?load 335 takes 
NAS PDUs that are being received in a TCP/IP stream and 
frames them appropriately to complete FCP requests that are 
happening between the o?load engine and NAS device 210. 
Within the PCP protocol there are “initiators” that start trans 
actions with (i.e., request an operation of) a “target.”Accord 
ing to a novel protocol of this invention, the o?load engine 
will be an EC target. The NAS device 210 (e.g., a NAS server) 
will initiate a transaction to FCP target 340. NAS o?load 335 
receives NAS packets, parses them and responds appropri 
ately to such FCP requests. The NAS o?load 335 will utilize 
the PCP protocol to carry commands between NAS device 
210 and IPS blade 200. The process is more complex for data 
arriving in the Ethernet interface. These processes will be 
described in more detail below. 
NAS device 210 perceives NAS o?load 335 (and FC target 

340) to be a new SCSI device type, the function of which is to 
make a bridge between TCP/NAS to SCSI commands and 
data that go over an EC network. NAS o?load 335 performs 
this task and other tasks according to a command set such as 
that set forth herein, which was developed by the present 
inventors. Thus, preferred embodiments of IPS blade 200 will 
be capable of being used for iSCSI, FCIP and NAS, simulta 
neously. When used for NAS, the core will provide TCP 
termination functions for NAS device 210. 

FIG. 4 illustrates some components of an exemplary NSM 
blade according to some aspects of the invention. FIG. 4 
illustrates NSM blade 210 within the same chassis 401 as IPS 
blade 200 and supervisor 420. IPS blade 200 includes TOEs 
con?gured according to the present invention. The main com 
ponents of NSM blade 210 are CPU 405, processor module 
410 and fabric connectivity module 415. Although CPU 405 
and processor module 410 are con?gured to perform the 
methods of the present invention, CPU 405 and processor 
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module 410 may be any CPU and chipset, respectively, so 
con?gured. For example, CPU 405 may be a Pentium III 
microprocessor and processor module 410 may include 1 or 
more Xeon chipsets. 

Various functions of the NSM blade and its interplay with 
IPS blade 200 and supervisor 420 are set forth in the follow 
ing paragraphs. It will be appreciated by those of skill in the 
art that the speci?c details of the functions described herein 
are merely exemplary and that many other functions of a 
similar nature are within the scope of the present invention. 
CPU 405 will boot using a bootloader to load a module 

image from a ?ash memory. During the boot, processor mod 
ule 410 will be held in reset. CPU 405 will register with 
supervisor 420 at this time. If an image version mismatch is 
found during registration, new ?rmware for CPU 405 will be 
downloaded from supervisor 420 and the NSM blade will be 
reset. If the version matches, the processor module 410 reset 
line will be released after the fabric connectivity module 415 
has been initialized and the Processor Module Manager 425 is 
started. 

Processor module 410 will boot from boot code stored in its 
?ash memory. In this exemplary embodiment, processor 
module 410 has an Integrated Drive Electronics (“IDE”) disk 
and the boot code will load the previous ?rmware version 
from the IDE disk. As the ?rmware initializes, processor 
module 410 will initiate communication with CPU 405 and 
register with the Processor Module Manager 425. In this 
example, these communications take place over a 10/100 
Ethernet connection. Just after registration, Processor Mod 
ule Manager 425 will verify that processors of processor 
module 410 are running the proper version. If the active 
version isn’t correct, the processors will reload with the cor 
rect version. If the proper image version is not found on the 
IDE disk, the ?rmware will initiate a download of the image, 
e.g., using the 10/ 100 Ethernet connection to CPU 405. 

In this example, the ?rmware and con?guration data for 
NAS software 440 will be stored on processor module 410’s 
IDE disk. The NAS software 440 may be upgraded, if neces 
sary. For example, the upgrade may be performed via the 
internal Ethernet. 

In some embodiments of the invention, a user may con?g 
ure the NAS software 440 via Management Ethernet Port 430 
of supervisor 420. When the chassis 401 is an MDS, the user 
will then use the “attach” command of the MDS command 
line interface (“CLI”) to connect to the NAS CLI running on 
a particular NSM blade. The attach command internally uses 
telnet to connect to the appropriate NSM blade over the 
internal Ethernet. The telnet session will be extended to the 
NAS ?rmware running on the processor module 410. 

Drivers for the FC port and SCSI initiator 435 will be 
loaded with the NAS ?rmware on processor module 410. The 
NAS ?rmware will use SCSI initiator 435 to communicate 
with devices available in the FC fabric. The NAS ?rmware 
will also be used to communicate with the TCP o?load capa 
bility provided by IPS Blade 200. 

Various interactions between IPS blade 200 and NSM 
blade 210 will now be discussed. When an Ethernet interface 
is con?gured as a NAS termination engine, an additional 
worldwide port name (“WWPN”) will be allocated for the 
o?load connections during startup. This WWPN will be used 
for all o?load connections between the of?oad processor and 
NSM blade 210. The o?load processor will install the WWPN 
into the fabric’s name server. 
NSM blade 210 will behave like any fabric user, logging 

into the fabric and querying the name server to discover all 
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devices. The of?oad engines will be discovered in this manner 
and o?load connections can then be formed to each o?load 

processor. 
NSM blade 210 will initiate o?load connections to each 

o?load engine. In one embodiment, each of?oad core sup 
ports 64K connections. However, the connection identi?er 
may be sized (for example, to 32 bits) to allow the number of 
connections supported to increase, if necessary. Each of?oad 
connection can be thought of as a networking socket. Each 
connection will be uniquely identi?ed by its connection iden 
ti?er. The NAS software will also be con?gured for the IP 
addresses it will use. A Fibre Channel interface (e.g., Fibre 
Channel interface 205 shown in FIG. 2) may be used to 
transport messages, using FCP for the transport protocol. 

However, a given o?load core may support multiple IP 
addresses. There may be multiple IP addresses con?gured for 
a speci?c Ethernet interface. VLANs may be deployed, with 
each VLAN receiving its own IP address. 

After the NAS software discovers the o?load cores from 
the FC name server, it will open an of?oad connection to each 
core. Using management primitives, the NAS software will 
be able to retrieve all IP addresses that are con?gured at each 
core. 

O?load Protocol Overview 
In preferred embodiments, FCP information units will be 

used to carry the o?load protocol. This section provides an 
overview of one exemplary protocol for implementing the 
present invention. The main focus of this section will be on 
how the FCP_CMND, FCP_DATA, and FCP_RESP com 
mands are used in an MDS system. However, those of skill in 
the art will appreciate that variations of the speci?c com 
mands discussed herein are within the scope of the present 
invention. 
As noted above, connections will be formed between the 

o?load core and a NAS device, which may be a separate NAS 
server or an NSM blade within the same chassis. These con 

nections are analogous to a socket. Each connection will have 
a ProviderConnectionId and a UserConnectionId. When the 
connection is created, the NAS device will de?ne the User 
ConnectionId and the o?load core will de?ne the Provider 
ConnectionId. For the most part, data sent to the NAS device 
will contain the UserConnectionId and data sent to the o?load 
core will contain the Providerconnectionld. 

The FCP_CMND FCP_LUN will be set to all zeros. 
Some of the FCP_CMND FCP_CNTL ?elds will be 

allowed. The command reference number will be used to 
detect dropped frames; section 4.3 provides more detail in 
this area. The task code must be Simple_Q. The task manage 
ment ?ags will be supported with the exception of ClearACA, 
which must remain 0. The execution management codes will 
be used to indicate the direction of the data transfer. 

Proprietary command descriptor blocks (“CDBs”) form 
the basis of the protocol. In one implementation, the CDBs 
are 16 bytes with the FCP_DL ?eld following the CDB, as is 
standard with PCP. 

In one example, the FCP_CMND CDB is formatted as 
follows: 
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10 
The O?loadClass may be set to Mgthlass, SocketClass, 

TcpClass, or Udelass. Each of these will be discussed in the 
sections that follow. In preferred implementations, the Off 
loadClass values will all adhere to the group code as de?ned 
within the SCSI operation code. In some such implementa 
tions, this will be used to indicate that our CDBs will be 16 
bytes in length. 
The Of?oadTimeout value is used to limit the time the 

o?load engine has to respond to the command. Zero indicates 
that there isn’t a timeout associated with the command. This 
time value is speci?ed in seconds. 
FCP_RESP 
The FCP_RESP will be used to complete commands to the 

initiator, which will be the NAS device in preferred imple 
mentations of the invention. The validity ?ags in the 
FCP_STATUS will be used, along with the FCP_RESID, to 
indicate how much data are left that are pertinent to the 
command. These are most typically used with the data path 
traf?c. There are three common values. In the ?rst instance, 
neither FCP_RESID_UNDER nor FCP_RESID_OVER are 
set and FCP_RESID:0. This combination indicates that the 
command was processed completely, the requested data were 
returned and no further data are available (FCP_DL is the 
amount of data sent). 
The second combination is when FCP_RESID_UNDER is 

set and FCP_RESID>0. This combination indicates that not 
all data were available. The FCP_RESID will be set to the 
amount of data that was not returned with the requested 
command. In other words, this means that FCP_DL was 
larger than the amount of data that was actually returned. 

In a third scenario, FCP_RESID_OVER is set and 
FCP_RESID>0. This combination indicates that all data were 
returned and there is an additional FCP_RESID amount of 
data still available for the NAS device to read (FCP_DL was 
not suf?cient for the amount of data that is available). 

Values for the SCSI Status byte will be taken from the 
SAM-2 speci?cation. Error information will be provided in 
the sense data of the response. The SCSI status byte will be set 
to CHECK CONDITION (0x02) and a vendor speci?c value 
will de?ne the error in the ASC/ASCQ bytes. These 
errors include: STATUS_INVALID_CONNECTION, STA 
TUS_INVALID_PARAMETER, etc. 

Initiator Commands 
This section de?nes commands that can be issued by the 

NAS device to the of?oad engine. Under normal circum 
stances, none of the commands should timeout. When a 
request cannot be completed by the o?load engine, an 
FCP_RESP will be generated prior to the NAS device’ s com 
mand timeout value. The status will re?ect the state of the 
command. 

In this embodiment, management commands are initiated 
by the NAS device and are identi?ed by having the O?load 
Class ?eld in the CDB set to MgitClass. The NAS device will 
initiate an FCP_CMND with the CDB set to the speci?c type 
of management request. The FCP_CMND will be a read 
request, with the length set to the expected amount of data, 
based upon the response. The following commands are 
executed as an FCP Read Data command: 
Read IP Address RequestiThis command is used to read 

all IP addresses out of an o?load core by the NAS device. The 
FCP_DL will be set to a suf?ciently large enough value to 
read all of the IP addresses in the o?load core. 
Read Stats RequestiThis command is used to read all 

statistics out of an o?load core by the NAS device. These 
statistics will be relevant to the speci?c of?oad connection. 
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Socket Commands 
The following commands may be used for both TCP and 

UDP connections. These commands are all executed as an 
FCP Read Data command: 

SocketBindiThis command is used to setup a connection 
on an of?oad core by the NAS device. 

SocketCloseiThe SocketClose request is used to close an 
existing connection or prevent a newly-opened listener con 
nection from being created. 

SocketStatsiThis command is used to read all statistics 
for a connection. 
TCP Commands 
TCP commands are identi?ed with the O?loadClass set to 

TcpClass. These commands are used to create new connec 
tions, transfer data, and perform other tasks associated with a 
TCP connection. Unless otherwise noted, TCP commands are 
all executed as an FCP Read Data command: 

SocketConnectiThis command is used to setup a connec 
tion on an o?load core by the NAS device. 

SocketListeniThis command is used to wait for connec 
tions to arrive on a listener. Even if multiple listeners have 
been setup, a single SocketListen can be used since the Sock 
etClientConnectionId is provided in the response when a 
SYN packet is received. 

SocketAcceptiThis command is used to setup a connec 
tion on an of?oad core by the NAS device in response to a 
SocketListen. 

SocketNasPeekiSocketNasPeek is the starting point for 
retrieving data by the NAS device from the o?load engines. It 
is used to solicit parsed NAS commands from any TCP con 
nection that isn’t currently being “peeked” by the NAS 
device. Once data have been received on a connection, the 
NAS header will be returned with a SocketNasPeek 
FCP_RESP. In preferred implementations, connections will 
be processed in a FIFO manner. 

SocketReadiThis request is used to read data from a 
speci?c connection. This command is typically used in 
response to a SocketNasPeek, when the NAS device is 
already aware of how much data is on the socket. This com 
mand is used to read data from the socket and place it into a 
speci?c location on the NAS device. 

SocketWrite (FCP Write Data)iThis command is used to 
send data as well as NAS responses to the NAS clients on a 
TCP connection. All data will be placed into the connection. 
UDP Commands 
UDP commands are identi?ed with the O?loadClass set to 

Udelass. These commands are used to create new connec 
tions, transfer data, and perform other tasks associated with a 
UDP connection. Unless otherwise noted, these commands 
are all executed as an FCP Read Data command: 

SocketNasPeekiThis command is used to wait for data to 
arrive on a UDP connection. Even if multiple connections 
have been setup, a single SocketNasPeek can be used since 
the SocketClientConnectionId is provided in the response 
when a packet is received. 

SocketReadiThis request is used to read data from a 
speci?c connection. This command is typically used in 
response to a SocketNasPeek, when the NAS device is 
already aware of how much data is on the socket. This com 
mand is used to read data from the socket and place it into a 
speci?c location on the NAS device. 

SocketWrite (FCP Write Data)iThis command is used to 
send data on a UDP port. Preferably, all data will be placed 
into a single IP packet. 

It is possible that the NAS device could read UDP packets 
out of order. Initially, the packet header will be sent in order 
but it would be possible for the NAS device to read the 
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12 
remainder of the packet in any order. If desired, the o?load 
engine can queue packets from the same source and deliver 
one after the other. If that is the case, the RES_ID should 
re?ect the amount of data left for the active packet. 

Data Transfer Overview 
For both TCP and UDP, data may be sent with the appro 

priate write command. A good FCP_RESP lets the NSM 
know that the data were transmitted properly. Receiving data 
is more complex, because in preferred implementations the 
NAS device is the initiator and it is important to keep the 
number of outstanding requests to a minimum for e?iciency. 
Both TCP and UDP will use the common peek then read 
approach, as set forth in more detail below. 

Parsing 
A simpli?ed data transfer process 500 will now be 

described with reference to FIG. 5. The blocks on the “Off 
load Engine” side indicate commands and data that are 
received from a NAS client by an of?oad engine over an IP 
network. 

SocketNasPeek command 505 from a NAS device starts 
the receive process. The SocketNasPeek is intended to 
retrieve all of the control information associated with the 
NAS request. Typically the FCP_DL will be set to a value that 
is suf?cient to retrieve the largest command information. The 
o?load core will parse the receive stream and preferably will 
only return header information in SocketNasPeek response 
510. The header will remain in the socket. 

In the case of a NAS write request, the NAS device will 
then issue SocketRead 515 on the connection to retrieve the 
data associated with the command. SocketRead 515 prefer 
ably has a parameter that will allow a speci?ed amount of data 
to be dumped from the stream before beginning the transfer 
(SocketRead response 520). This mechanism prevents the 
header from being transferred multiple times. 

Thus, when multiple commands are in the receive buffer 
for a speci?c connection, they can be delivered to the NAS 
device together in a single SocketNasPeek response. In this 
implementation, the response is limited by the size of Sock 
etNasPeek FCP_DL value (no partial commands will be 
delivered to the NAS device) or the presence of a NAS write 
command. 

Data Retrieval 
An exemplary data retrieval process will now be described 

with reference to FIG. 6. FIG. 6 indicates various states of an 
o?load engine during the data retrieval process and related 
processes. 

With TCP, SocketNasPeek 605 is issued by the NAS 
device. Any number of SocketNasPeeks can be simulta 
neously issued, because they can receive data from any 
socket. When data are received on a TCP connection, a Sock 
etNasPeek will return the UserConnection along with the 
requested data in an FCP_DATA and FCP_RESP sequence 
(610) from the of?oad core. 

If the last NAS command is a write (615), the connection 
will then move to “Waiting for SocketRead” state 620. The 
connection will then be read sequentially via a series of Sock 
etReads 625. The SocketRead with a new command reference 
number also serves as an Ack for the data sent on a previous 
read and will allow the o?load engine to free the acknowl 
edged data. In the case of a NAS write, it is possible that the 
SocketRead may timeout prior to all of the data being deliv 
ered from the client. When this occurs, an under-run will be 
indicated and the NAS device must generate another Socket 
Read to gather the remainder of the write data. 

If the last command is anything else, the connection will 
stall until the data is acked by the NSM. Hence, it will move 
to a “Waiting for Peek Ack” state 630. A subsequent Socket 
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NasPeek command will provide the Ack for the data passed in 
the last SocketNasPeek FCP_RESP. 
UDP uses a very similar mechanism. A connection exists 

for each listener. When a UDP packet is received, some or all 
of the data are delivered in response to a SocketNasPeek. The 
SocketNasPeek response has a header that precedes these 
data, which will identify the remote client, the listener con 
nection id, and a tag which will be used to read the remainder 
of the packet. Like TCP, the remainder of a UDP packet will 
subsequently be read using one or more SocketReads. 

For both TCP and UDP, all NAS headers are delivered to 
the NAS device with an FCP_RESP to a SocketNasPeek. The 
subsequent SocketNasPeek will preferably also piggyback 
the acknowledgement, so that received data can be freed. In 
the case of a NAS write command, the remainder of the data 
are read using one or more SocketReads; eventually the last 
data are acknowledged with a SocketRead of zero length. 

Guaranteed Delivery 
The of?oad commands will be sent over FC class 3. There 

fore, it is possible that frames could be dropped without lower 
layer recovery. However, since this will most generally be 
across the internal switch, such frame dropping should be 
rare. 

One way to handle dropped frames is to detect the lost 
frames and simply drop the connection and let the client 
reconnect and reissue their requests. Alternatively, the of?oad 
protocol can recover and reissue the commands. 

The keys to detecting lost frames will be the FCP_CNTL 
command reference number and timers. In some implemen 
tations, command references numbers will cycle within the 
following categories: (a) Each TCP connection; (b) Each 
UDP listener; (c) Management Commands; (d) TCP Socket 
NasPeeks & SocketListens; and (e) UDP SocketNasPeeks. In 
one such implementation, the command reference number 
?eld is 8 bits wide. 

FIG. 7 depicts all of the possible phases wherein data 
frames can be lost when using this exemplary implementa 
tion. As noted in FIG. 7, frames may be dropped when an 
FCP_CMD (read data) command is sent to the of?oad engine 
(case 1), when an FCP_CMD (write data) command is sent to 
the o?load engine (case 4) or when an FCP_DATA command 
is sent to the o?load engine (case 5). Frames may also be 
dropped when an FCP_DATA command is sent to a NAS 
device (case 2) or when an FCP_RESP command is sent to 
NAS device (cases 3 and 6). 

The following table indicates how each of the lost frame 
conditions are handled for each command reference category 
and “lost frame” case, for one exemplary implementation of 
the invention. 

Cmd Ref 
Class 1 2 3 4 5 6 

TCP A C A A F G 
Connection 
UDP Listener A C A A F G 
Mgrnt B D B n/a n/a n/a 
TCP B E B n/a n/a n/a 
SocketNasPeek & 
SocketListen 
UDP B E B n/a n/a n/a 
SocketNasPeek 

Condition “A” is a command timeout, wherein the NAS 
device will issue an abort task command and reissue the 
command (with the same command reference number) once 
the abort has completed. Condition “B” is command timeout, 
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14 
wherein the NAS device will issue an abort task command 
and issue a new command (with a new command reference 

number). 
In conditions “C” through “E,” a command completes with 

missing data. For condition “C,” the command completion 
status of the NAS device’s FCP initiator (along with the 
FCP_RESP) will indicate that the o?load engine transmitted 
more data than were actually received by the NAS device. The 
NAS device will discard all data received and reissue the 
command with the same command reference number. For 
condition “D,” the NAS device will reissue the command with 
a new command reference number. 

Condition “E” indicates that the NAS device is not able to 
detect which connection received the data. Since a Socket 
NasPeek will not timeout under normal circumstances, the 
command will be aborted and issued with a new command 
reference number. The abort will trigger the o?load engine to 
return the data on another SocketNasPeek. In condition “F,” 
the FCP_RESP will indicate the quantity of data transferred. 
Since the data may have already been forwarded out the 
Ethernet interface, the NAS device will issue a new write 
beginning at the proper location. 

Condition “G” indicates a command timeout. Here, the 
NAS device will issue an abort task and reissue the command 
with the same command reference number once the abort task 
completes. The of?oad core will then discard all data and 
return a good FCP_RESP. 

If communication completely fails, the IPS blade will not 
receive any new commands. In preferred implementations, a 
timeout will occur that will drop all connections and discard 
the received data. The NAS device preferably has a similar 
timer. 

FCP Encapsulation Examples 

The FCP protocol will preferably be used to perform direct 
data placement from the o?load processor into a data cache 
on the NAS device. Custom CDBs de?ned above are encap 
sulated within FCP to perform the of?oad/NAS interaction. 
This section de?nes how the PCP commands are used 
together to perform direct data placement on the NAS device 
according to some implementations of the invention. 

TCP Examples 

The NAS device will operate as an initiator and the o?load 
processor will be the target. The NAS device will initiate a 
?xed number of SocketNasPeeks; these commands will be 
pending until data is received over any existing socket. The 
data length requested will be set to the typical amount of 
header data plus enough to cover the select response header. 
The FCP_DATA returned on a select will have the response 
header (which will at least include the connection identi?er) 
followed by the typical amount of header data. The resulting 
FCP_RESP will be used to indicate the quantity of data that 
was actually transferred and how much data remains in the 
socket. 
The above process describes how NAS commands are 

received. Data on a NAS write will be placed into the buffer 
cache much the same way it is when read from a SCSI disk. 
The select process gives the NAS device the knowledge of 
which connection has data, along with the NAS command. 
The subsequent SocketRead will be given to the NAS 
device’s FC driver, along with details of where to place the 
data. 












