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METHOD, APPARATUS, AND PROGRAM 
PRODUCT FOR PROVISIONING SECURE 

WIRELESS SENSORS 

RELATED APPLICATIONS 

This application claims bene?t of US. Provisional Patent 
Application 60/480,909 ?led 24 Jun. 2003, entitled “Method 
And Apparatus For Establishing And Using A Secure Cre 
dential Infrastructure” with inventors Smetters, BalfanZ, Dur 
fee, Grinter, Stewart, Hao-and Wong hereby incorporated by 
reference in its entirety herein. This application is a continu 
ation-in-part of US. patent application Ser. No. 11/395,274 
?led 3 Apr. 2006, entitled “Systems and Methods for Authen 
ticating Communications in a Network Medium,” which is a 
continuation of US. patent application Ser. No. 10/066,699 
?led on 6 Feb. 2002. 

This application is related to: 
US. patent application Ser. No. 10/ 656,494 entitled 

“Method. Apparatus, and Program Product for Automatically 
Provisioning Secure Network Elements” ?led concurrently 
herewith, with the same inventors. 
US. patent application Ser. No. 10/ 656,550 entitled 

“Method and Apparatus for Establishing and Using a Secure 
Credential Infrastructure” ?led concurrently herewith, with 
the same inventors. 
US. patent application Ser. No. 10/ 656,439 entitled 

“Method. Apparatus, and Program Product for Securely Pre 
senting Situation Information” ?led concurrently herewith, 
with the same inventors. 
US. patent application Ser. No. 10/066,699 entitled “Sys 

tems And Methods For Authenticating Communications InA 
Network Medium” ?led Feb. 6, 2002 with inventors BalfanZ, 
Lopes, Smetters, Stewart, and Wong. 

BACKGROUND 

1. Field 
Embodiments of this invention relate to the ?eld of cryp 

tography. 
2. Background 
Adoption of public key cryptography has been tremen 

dously limited by the “key management problem”that is, the 
problem of allowing users to reliably identify the public keys 
of their intended communication partners. One approach 
used to address this problem is to construct a Public Key 
Infrastructure (PKI). This approach designates one or more 
trusted public keys known by the members of the PKI. The 
computer system that has the trusted public keys can sign 
digital certi?cates containing the public keys of users and 
devices in the PKI. This process authenticates the public keys 
of the PKI members. 

The primary dif?culty addressed by PKI is the problem of 
key management and distribution. That is, of deciding how to 
get authenticated copies of particular individuals’ or devices’ 
public keys to those individuals and devices that need to rely 
on these keys. A PKI is a system of well-known trusted public 
keys, possibly hierarchically organiZed. In PKI the owner of 
a trusted key is usually termed a “Certi?cation Authority”, or 
CA. Those trusted keys are used to authenticate the keys of 
other members (users and devices) in the PKI by signing the 
keys for the members, thus creating a “digital certi?cate”. 
Such a certi?cate typically uses this trusted signature to link 
a public key to information indicating who owns the key (an 
identity certi?cate), or what the key is allowed to be used for 
(an attribute certi?cate), or at very minimum, just that the 
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2 
bearer of the corresponding private key is a valid member of 
this particular PKI or other trust system. 

Such a PKI simpli?es the key management problem, as the 
number of keys that must be exchanged a priori goes from 
many down to the number of the trusted public keys. As long 
as the information contained in a member’s certi?cate is 
suf?cient to indicate to the veri?er of that certi?cate that they 
are communicating with their intended party, the signature on 
that certi?cate is enough to let them know that the public key 
contained therein belongs to a trusted entity. 

Unfortunately, creation and management of PKIs, as well 
as distribution of certi?cates, has turned out to be incredibly 
dif?cult and complex. Even establishment of small special 
purpose PKIs to support the use of public key cryptography 
for one application within one organiZation is generally con 
sidered to be too expensive and dif?cult. One reason for this 
is that the available software is complicated, expensive, and 
requires deep knowledge of standards and cryptography to be 
con?gured to be effective. As a result, in spite of the fact that 
the use of public key cryptography can dramatically increase 
the security of many communications protocols (as com 
pared, for example, to password-based alternatives), protocol 
designers are forced to move to less secure alternatives that do 
not require the “burden” of PKI establishment. Similarly, this 
cost of setting up a PKI keeps individuals from considering 
larger-scale use of public key cryptography in embedded 
devices (eg cell phones, printers, etc), as each of these 
devices would have to be “provisioned” with a certi?cate 
before use. 

Furthermore, the key management and distribution prob 
lem described above in the PKI context exists with any secure 
credential infrastructure that has a credential issuing author 
ity to issue credentials. 
A derivative problem exists for wireless networks. These 

networks have proved notoriously dif?cult for even knowl 
edgeable corporate IT departments to con?gure securely. 
This has led to many deployed networks exposing informa 
tion and network resources to strangers thus, leaving client 
machines vulnerable to attack. While standards bodies have 
begun to specify technologies capable of securing these net 
works, these new security technologies are complex, and even 
more dif?cult to con?gure and manage than the existing tech 
nologies. In many environments (for example home or small 
business wireless networks), it will be dif?cult, if not impos 
sible, for network users to effectively con?gure and manage 
these networks to make them secure (many current wireless 
users ?nd that 802.11b WEP is dif?cult to con?gure). 
The standards body responsible for improving the security 

of the 802.11 standard are adapting the 802.1x standard for 
use on 802.11 networks. 

In 802.1X’s most secure con?guration, clients and authen 
tication servers authenticate each other and secure their com 
munications using Transport Layer Security (TLS), which 
requires both the client and server to have a digital certi?cate 
with which they authenticate to each other. To distribute such 
certi?cates requires the deployment of a PKI (or other secure 
credential infrastructure) and the installation of a unique cli 
ent certi?cate on each network client. This is a notoriously 
dif?cult task and subject to incorrect con?gurations that can 
leave clients vulnerable to rogue machines who can gain 
access to the shared wireless medium; those rogue machines 
can then use those vulnerable (but authenticated) clients as a 
base from which to attack the corporate LAN. Again, in 
situations where this approach is successful, it is either di?i 
cult to con?gure and manage, expensive, or totally out of the 
reach of small network users. 
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Similar problems also exist for simple Wired networks. For 
example, if providing static IP addresses or adding a com 
puter to a domain, currently an employee often must have 
their computer con?gured by an IT professional responsible 
for maintaining the addresses. 

Another problem exists in the medical ?eld. Security for 
patient data in the hospital setting has alWays been important, 
but With the advent of neW HIPAA guidelines, it has become 
legally mandatory. At the same time, sensors or devices that 
gather patient data must be highly usable by a community of 
doctors and nurses Who may not be experts in computer 
technology. 

Today, nurses’ assistants manually measure and record 
temperature and blood pressure. These measurements are 
available through a physical chart, providing no ability for 
graphing of data over time, etc. There are some facilities for 
automatic monitoring of patients (e. g. EKG machines), 
Which can be connected to alarm facilities at nurses stations, 
but these facilities are expensive, and don’t alloW the integra 
tion of arbitrary sensors, and they all require the use of cables, 
Wires or tubes betWeen the sensor and the patients. These 
cables, Wires and tubes cause signi?cant room clutter and are 
a trip and snag danger to the patient and the medical staff. 
Some companies are beginning to commoditiZe the auto 

mation of patient monitoring by attaching Wireless sensors to 
patients The patent data can be transmitted over an 802.11, 
other Wireless, or Wired netWork to a patient database. Such a 
system, hoWever, requires securing of the links betWeen the 
sensors and the patient database. This security must not only 
prevent eavesdropping by arbitrary attackers, but in order to 
comply With HIPAA, must enforce access control betWeen 
legitimate members of the hospital community. There are no 
good solutions on the market for this problem, and traditional 
approaches, such as passWords, do not translate Well to 
embedded devices such as sensors. 

In yet another situation, patients using sensors at home face 
similar problems With securing data transmission to their 
doctors (or even con?guring the monitoring devices to appro 
priately communicate data to their doctors). Some sensor 
devices use phone-based data transmission to handle both 
getting the data to the right place, and limiting access to the 
data in transit. HoWever, the use of Wireless sensors and the 
use of the intemet or cellular phone netWorks to transmit such 
data is expected to increase as Will the need to keep the data 
secure. 

Turning to yet another problem, today, Emergency Opera 
tions Centers (EOC) communicate With the public largely 
using broadcast and telephony media. During an emergency 
EOC can use computer assisted dedicated sWitching systems 
to program speci?c messages for either the entire citizenry or 
a subset of those people Who can be reached (for example, by 
specifying a location, type of building, or area of affect). The 
computer system in turn generates an automatic message that 
is played When a telephone is ansWered. The computer system 
then initiates calls to the targeted citizenry. The EOC can also 
communicate With the public by requesting that television 
and radio stations broadcast informational announcements. 
EOC commanders recogniZe that neither approach reaches all 
members of the public. In addition, the telephone calling 
system is easy for criminals to abuse. 

It Would be advantageous to provide a simpler Way to 
create a secure credential infrastructure such as a PKI. It 

Would also be advantageous to simplify the con?guration 
(including the security aspects) of Wireless access points 
(WAP) as Well as simplifying the process of con?guring a 
netWork even for Wired netWorks. Furthermore, it Would be 
advantageous to simplify the provisioning of sensors that 
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4 
provide data that needs to be secure. It Would be still further 
advantageous to provide a secure means for providing public 
service notices. 

DESCRIPTION OF THE DRAWINGS 

FIG. 1 illustrates a netWorked computer system in accor 
dance With one embodiment; 

FIG. 2 illustrates a secure credential infrastructure con 

struction process in accordance With one embodiment; 
FIG. 3 illustrates a credential issuing authority con?gura 

tion process in accordance With one embodiment; 
FIG. 4 illustrates a process that can be used by a credential 

issuing device to pre-authenticate a prospective member 
device over a preferred channel in accordance With one 

embodiment; 
FIG. 5 illustrates a process that can be used by a prospec 

tive member device to pre-authenticate a credential issuing 
device over a preferred channel in accordance With one 

embodiment; 
FIG. 6 illustrates an automatic prospective member device 

credential provisioning process in accordance With one 
embodiment; 

FIG. 7 illustrates one embodiment of the prospective mem 
ber device provisioning process; 

FIG. 8 illustrates one embodiment of a Wireless access 
point secure credential infrastructure system; 

FIG. 9 illustrates an enrollment station based con?guration 
system in accordance With one embodiment; 

FIG. 10 illustrates an automatic netWork device con?gu 
ration process in accordance With one embodiment; 

FIG. 11 illustrates a secure Wireless sensor system 
deployed in a medical setting in accordance With one embodi 
ment; and 

FIG. 12 illustrates one embodiment of a secure community 
alert system. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

One aspect of the embodiments disclosed herein is tech 
nology for creating a simple-to-use secure credential infra 
structure. Such an infrastructure could be, for example, an 
“Instant PKI”. That is, a PKI that is simple to establish, 
con?gure and use Without diminishing the security provided 
by the PKI. 

Another aspect is technology for automatically provision 
ing devices using a location-limited channel and of using this 
technology in exemplary systems such as for medical sensors 
and household alarms. 

Still another aspect of the disclosed embodiments includes 
easily provisioned sensors that can securely send sensor data 
to a destination. Such sensors can be used in a Wide variety of 
applications. 

Yet another aspect of the disclosed embodiments includes 
secure situation noti?cation devices that can be used to 
securely receive and present information directed to a speci?c 
receiver. 

FIG. 1 illustrates a netWorked computer system 100 that 
incorporates one embodiment of the invention. The net 
Worked computer system 100 includes a computer 101 that 
incorporates a CPU 103, a memory 105, and a netWork inter 
face 107. The netWork interface 107 provides the computer 
101 With access to a netWork 109 over a netWork connection 

108. The computer 101 also includes an I/O interface 111 that 
can be connected to a user interface device(s) 113, a storage 
system 115, and a removable-media data device 117. The 
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removable-media data device 117 can read a non-transitory 
computer readable media 119 that typically contains a pro 
gram product 121. The storage system 115 (along With the 
removable media data device 117) and the computer readable 
media 119 comprise a ?le storage mechanism. The program 
product 121 on the computer readable media 119 is generally 
read into the memory 105 as a program 123. In addition, the 
program product 121, or updates to same, can be provided 
from the netWork as computer instruction signals embodied 
in a transmission medium (With or Without a carrier Wave 
upon Which the signals are modulated or other data transport 
ing technologyiincluding light, radio, and electronic signal 
ing) through the netWork interface 107. One skilled in the art 
Will understand that a device in communication With the 
computer 101 can also be connected to the netWork 109 
through the netWork interface 107 using the computer 101. 
A member device 125 can also communicate over the 

netWork 109 over a netWork connection 127. The member 
device 125 can also communicate With the computer 101 over 
a preferred channel 129 through the netWork interface 107 or 
the I/O interface 111 (not shoWn). 
One skilled in the art Will understand that not all of the 

displayed features of the netWorked computer system 100 nor 
the computer 101 need to be present for all embodiments of 
the invention. Further, such a one Will understand that the 
netWorked computer system 100 can be a netWorked appli 
ance or device and need not include a general-purpose com 
puter. The netWork connection 127, the netWork connection 
108, and the preferred channel 129 can include both Wired 
and Wireless communication. In addition, such a one Will 
understand that the user interface device(s) 113 can be virtual 
devices that instead of interfacing to the I/O interface 111, 
interface across the netWork interface 107. 

Further, one skilled in the art Will understand that a proce 
dure can be a self-consistent sequence of computerized steps 
that lead to a desired result. These steps can be de?ned by one 
or more computer instructions. These steps can be performed 
by a computer executing the instructions that de?ne the steps. 
Thus, the term “procedure” can refer (for example, but With 
out limitation) to a sequence of instructions, a sequence of 
instructions organiZed Within a programmed-procedure or 
programmed-function, or a sequence of instructions orga 
niZed Within programmed-processes executing in one or 
more computers. Such a procedure can also be implemented 
directly in circuitry that performs the steps. Further, com 
puter-controlled methods can be performed by a computer 
executing an appropriate program(s), by special purpose 
hardWare designed to perform the steps of the method, or any 
combination thereof. 100431 One embodiment is directed to 
the construction of a secure credential infrastructure. Such 
secure credential infrastructures include Wired and Wireless 
netWorks that use keys (for example, secret keys, or public 
private key pairs) to encrypt information sent over a netWork 
such that the data representing the encrypted information 
only carries meaning to those computers that have the correct 
key, or a credential infrastructure that alloWs devices to use 
credentials to authenticate to other members, or to use cre 
dentials to authenticate to other members or service providers 
(for example, logging onto a WindoWs domain using a smart 
card that has a credential stored Within it). This embodiment 
applies to secure credential infrastructures such as a public 
key infrastructure, to Wireless netWorks (for example those 
using WEP encryption, or other Wireless encryption stan 
dard), to Wired netWorks, and to hybrid netWorks. One 
embodiment of the invention canbe used to add target devices 
to a public key infrastructure (PKI) and thus, construct a PKI 
having member devices. Although much of the folloWing is 
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6 
directed toWards a secure credential infrastructure, one 
skilled in the art Will understand that the inventive aspects 
apply as Well to a PKI. 

FIG. 2 illustrates a ‘secure credential infrastructure con 
struction’ process 200 that is invoked When poWer is ?rst 
applied to a credential issuing device, or When the credential 
issuing device is reset. The ‘secure credential infrastructure 
construction’ process 200 initiates at a ‘start’ terminal 201 and 
continues to a ‘credential issuing authority con?guration’ 
procedure 203 that con?gures a credential issuing authority 
(for example a certi?cation authority for a PKI) as is subse 
quently described With respect to FIG. 3. 
Once the certi?cation authority is con?gured, the ‘secure 

credential infrastructure construction’ process 200 continues 
to a ‘prospective member device pre-authentication’ proce 
dure 205 that detects When a prospective member device is 
available to communicate to the credential issuing device 
over a preferred channel, optionally provides netWork con 
?guration information to the prospective member device to 
enable it to communicate With the credential issuing device 
over some netWork other than the preferred channel, and 
pre-authenticates the prospective member device. The ‘pro 
spective member device pre-authentication ’ procedure 205 is 
subsequently described With respect to FIG. 4. 
Once the prospective member device is pre-authenticated, 

an ‘automatically provision prospective member device With 
credential’ procedure 207 provisions the prospective member 
device by providing the prospective member device With a 
credential (in the PKI case, a public key certi?cate) for the 
prospective member device as Well as the credential issuing 
device’s public key certi?cate and any other information that 
is requested by the prospective member device, or automati 
cally provided by the or enrollment station. Once provi 
sioned, the prospective member device becomes a member 
device of the secure credential infrastructure. The ‘automati 
cally provision prospective member device With credential’ 
procedure 207 is subsequently described With respect to FIG. 
6. 
The ‘secure credential infrastructure construction’ process 

200 repeats back to the ‘prospectibe member device pre 
authentication’ procedure 205 for each prospective member 
device be added to the secure credential infrastructure. 
A credential can include a X509 certi?cate, a WTLS cer 

ti?cate, a SPKI certi?cate, an attribute certi?cate, or any other 
association of a key or secret With trust, access, or identity. 
Once the prospective member device is provisioned it 

becomes a member device and can use its credential as is 
knoWn in the art. This includes using the credential to enable 
secure communications across a netWork, to use credential to 

provide access to devices, netWorks, services, containers, 
o?ice space, or other device, area, or service that requires 
authentication and/ or authorization or a credential to access. 

Any device that performs the ‘secure credential infrastruc 
ture construction’ process 200 as Well as any device that 
performs provisioning services for other secure netWorks is 
contemplated as a credential issuing device. Often, the cre 
dential issuing device includes a credential issuing authority 
(in the context of a PKI, a certi?cation authority (CA)). One 
skilled in the art Will understand that a public key infrastruc 
ture is but one instance of a secure credential infrastructure 
that includes a credential issuing authority (such as a certi? 
cation authority) that provides a credential (such as a public 
key certi?cate) through a credential issuing device to the 
prospective member device. Possession of the credential by 
the prospective member device makes the device a member 
device of the secure credential infrastructure. Possession of 
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the credential provides the member device With the ability to 
authenticate and/ or authorize, or to access. 

The preferred channel can be a location-limited channel or 
any other channel that has both a demonstrative identi?cation 
property and an authenticity property. 

The demonstrative identi?cation property requires that 
identi?cation be based on a physical context (for example but 
Without limitation, “the printer in front of me,” “all PDA’ s in 
the room,” or “this device that I am touching”). The preferred 
channel uses communication technologies that have inherent 
physical limitations on their transmissions. Examples (but 
Without limitation) of such technologies include visible or 
invisible electromagnetic radiation communication such as 
infrared communications, communications through a short 
run of Wires, audio (both audible, and inaudible (for example 
ultrasonic)), communication by passing information from 
one device to another device using a physical computer 
readable media (such as a removable media or drive (for 
example, a ?oppy disk, a removable disk, a USB storage 
device (such as a ?ash memory pen or disk drive) or other 
tangible data carrier)), physical electrical contact, near-?eld 
signaling across the body, and short range RF, as Well as 
embodiments that require an operator to enter a code (other 
examples can be found in the discussion With respect to FIG. 
8). The demonstrative identi?cation property of the preferred 
channel means that human operators are aWare of Which 
devices are communicating With each other over the preferred 
channel and that the human operators can easily detect When 
an attack is being made on the preferred channel. 

The authenticity property of the preferred channel means 
that it is impossible or dif?cult for an attacker to transmit over 
the preferred channel or tamper With messages sent over the 
preferred channel Without detection by the legitimate parties 
to the communication. 

The preferred channel does not require secrecy (that is, an 
attacker can monitor the transmissions on the preferred chan 
nel) so long as the attacker cannot transmit on the preferred 
channel Without detection. Because of the location-limited 
nature of the preferred channel, it is dif?cult for an attacker to 
monitor the channel, let alone transmit on the channel Without 
detection. Further, detection only requires that the human 
participants knoW the number of the participants (devices) 
Who are communicating over the preferred channel. 
As is subsequently described, the use of the preferred chan 

nel to pre-authenticate the participants’ keys alloWs the 
administrator of the secure credential infrastructure to be 
assured that the keys are only provided to prospective mem 
ber devices that have access to the preferred channel. Thus, 
establishing “trust” because the user of the prospective mem 
ber device must have had physical access to the preferred 
channel (for example, When the user is an employee and has 
had access to the building Where the preferred channel is 

located). 
During the pre-authentication process, commitments 

(commitments are subsequently described) to each partici 
pant’s public keys are exchanged over the preferred channel. 
Once the commitments are exchanged, the devices can per 
form a key exchange protocol or procedure and establish 
further secure communication using any method knoWn in the 
art. To illustrate, once a key is received, it is veri?ed by 
checking that the received key matches the commitment that 
Was provided via the preferred channel. Once the keys are 
veri?ed, Well-knoWn techniques can be used to commence 
communication using the keys (and in addition, in the case of 
a public key, also verifying that the other device holds the 
private key corresponding to the provided public key). Once 
the public keys are veri?ed and the provider of the public key 
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8 
proves possession of the private key that corresponds to the 
public key, the credential issuing authority can provide a 
credential to the prospective member device for its use such 
that the prospective member device becomes an actual mem 
ber device of the PKI. 
A commitment to a piece of information X is a piece of 

information C that can be veri?ed to match X. A commitment 
is “binding,” When it is cryptographically dif?cult for an 
attacker, even knoWing X and C, to produce a different piece 
of infor'mationY that C Will also match. 
A commitment is “hiding” When it cryptographically dif 

?cult for an attacker knoWing C to extract even partial infor 
mation about X. 
An example of a binding and hiding commitment to X can 

be H(X) Where H can be a cryptographically secure hash 
function. One skilled in the art Will understand from the 
context Whether the commitment used needs to be binding, 
hiding, or both. 
A commitment can be used to establish trust if it is received 

over a preferred channel or endoWed With a digital signature 
from a party the recipient trusts. A trusted commitment alloWs 
the level of trust of a matching piece of information (possibly 
received over an untrusted channel, or unsigned) to be 
elevated to the same level of trust as the commitment. 

FIG. 3 illustrates a ‘credential issuing authority con?gura 
tion’ process 300 that can be used by the ‘credential issuing 
authority con?guration’ procedure 203 of FIG. 2. This pro 
cess can be used to initialiZe the credential issuing device so 
that it has a trusted credential. The ‘credential issuing author 
ity con?guration’ process 300 initiates at a ‘ start’ terminal 301 
and continues to a ‘create trusted key pair’ procedure 303 that 
generates public and private keys using Well-knoWn tech 
niques. Once the trusted key pair is generated, a ‘ store trusted 
key pair’ procedure 305 stores the trusted key pair on a storage 
device (for example, but Without limitation, a disk, a crypto 
graphic token, netWork device, netWork storage, memory 
card, etc.). Once the trusted key pair is generated, the ‘cre 
dential issuing authority con?guration’ process 300 continues 
to a ‘create issuing authority credential’ procedure 307. One 
skilled in the art Will understand that there are other types of 
credential systems other than certi?cation systems that can be 
provisioned as described herein. 

The ‘create issuing authority credential’ procedure 307 can 
create a self-signed credential (a “root” credential). The ‘cre 
ate issuing authority credential’ procedure 307 can also 
access a parent certi?cation authority to obtain a chained 
credential and to import the chained credential back to the 
credential issuing device. Once the credential is created or 
obtained, a ‘store issuing authority credential’ procedure 309 
stores the credential in some available storage for subsequent 
use. 

Other services or features can be initialiZed by an ‘other 
initialiZation’ procedure 311. These services and/or features 
can include directory services, generation of certi?cate revo 
cation lists (CRLs) or credential status processing as Well as 
other services. In addition, these services can include, for 
example, key-pair generation services, 802.1la/b/g provi 
sioning services, netWork address provisioning services etc. 
The ‘credential issuing authority con?guration’ process 300 
completes through an ‘end’ terminal 313. 

FIG. 4 illustrates a pre-authentication process for a creden 
tial issuing device 400 that can be used by the ‘prospective 
member device pre-authentication’ procedure 205 of FIG. 2. 
The pre-authentication process for a credential issuing 

device 400 can be used to establish trust betWeen the creden 
tial issuing device and the prospective member device such 
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that the prospective member device can be provisioned With a 
credential and become a member device of the secure creden 
tial infrastructure. 

The pre-authentication process for a credential issuing 
device 400 initiates at a ‘start’ terminal 401 and continues to 
an ‘initialize location-limited ports’ procedure 403 that acti 
vates one or more I/O ports of the credential issuing device 
that Will be used to establish a preferred channel With the 
prospective member device. 
A preferred channel can be established using any location 

limited communication mechanism such as those described 
With respect to FIG. 8. Once the preferred channel ports are 
initialiZed, the pre-authentication process for a credential 
issuing device 400 continues to an ‘establish communication 
over preferred channel’ procedure 405 that establishes com 
munication over the preferred channel betWeen the credential 
issuing device and the prospective member device using one 
of the location limited ports initialiZed by the ‘initialiZe loca 
tion-limited ports’ procedure 403. Once communication is 
established betWeen the prospective member device and the 
credential issuing device (for example by aligning IR ports on 
the devices), the pre-authentication process for a credential 
issuing device 400 continues to an ‘exchange commitment 
information’ procedure 407 that generates a commitment for 
the public key. The commitment Will be sent to the prospec 
tive member device over the preferred channel. The commit 
ment can be a portion of the public key, the public key itself, 
an encoding of the public key, a mathematical function of the 
public key or other function of the key generated by any 
commitment technique. The credential issuing device also 
receives a commitment from the prospective member device 
for the key or secret that the prospective member device Will 
send to the credential issuing device. 

Next a ‘provide communication enablement information’ 
procedure 409 can provide the prospective member device 
With netWork con?guration information required for the cre 
dential issuing device to communicate to the prospective 
member device over the desired communication media (as 
compared to the preferred channel). For example, Where the 
credential issuing device is a WAP, it could specify the SSID 
and possibly a Wireless channel selection and/or a WEP key; 
for a Wired netWork, the credential issuing device could 
specify a speci?c MAC address and/or static IP address. One 
skilled in the art Will understand that the ‘provide communi 
cation enablement information’ procedure 409 is optional in 
many embodiments and that the prospective member device 
can be pre-con?gured for netWork communication. HoWever, 
one advantage of the ‘provide communication enablement 
information’ procedure 409 is that it simpli?es the netWork 
con?guration process for the prospective member device. For 
example, but Without limitation, the credential issuing device 
can automatically assign a ?xed netWork address to the pro 
spective member device (as compared to a DHCP address), 
specify a SSID, specify a WEP key, a domain name, an IP 
address, a VPN address, gateWay address, Bluetooth address, 
security settings, security policies, bit lengths, or other infor 
mation needed to establish communication betWeen the cre 
dential issuing device and the prospective member device 
over a channel other than the preferred channel. In addition, 
other information can be provided beyond just netWork con 
?guration information. Furthermore, the communication 
enablement information can be used to bootstrap a secure 
communication channel that can be used to further provision 
the prospective member device, for example as is subse 
quently described With respect to FIG. 6. In addition, similar 
information can be provided during subsequent provisioning 
using a secure channel. 
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Once the commitments are exchanged, an ‘key exchange’ 

procedure 411 exchanges keys (for example using any key 
exchange protocol knoWn in the art) such that the credential 
issuing device and the prospective member device Will be 
able to perform communication over a netWork that is not the 
preferred channel. The ‘key exchange’ procedure 411 need 
not use the preferred channel or an encrypted data path to 
exchange public keys. HoWever, if secret keys are being 
exchanged secure communication are required (such as using 
the committed-to keys to establish secure communication 
over a non-preferred netWork; and using the established 
secure communication channel to negotiate exchange of a 
secret key). Furthermore, the preferred channel can be used 
With the ‘key exchange’ procedure 411 so long as any secret 
data is encrypted (and preferably using a protocol such as 
SSL). This can be useful Where the preferred channel has 
suf?cient bandWidth to timely carry the protocol. 
Once the keys are exchanged, a ‘verify keys With commit 

ment’ procedure 413 veri?es that the received key matches 
the commitment (this can be done both by the credential 
issuing device and the prospective member device With the 
commitments and keys they have received respectively). For 
example, verifying that a received key matches a commitment 
can be performed by computing a cryptographic hash of the 
key and verifying that this hash is equal to the commitment. 
Once the public keys are veri?ed by the commitment infor 
mation, a ‘verify possession of private key’ procedure 414 
establishes proof that the device providing the veri?ed public 
key also has possession of the corresponding private key (for 
example using a key-pair validation mechanism that uses 
techniques Well knoWn in the art). Finally, the pre-authenti 
cation process for a credential issuing device 400 completes 
through an ‘end’ terminal 415. 

In one embodiment of the invention, the actual key can be 
provided as the commitment. Then When keys are exchanged, 
verifying that the received key matches the previously 
received commitment can be done simply by verifying that 
they are equal. 

FIG. 5 illustrates a pre-authentication process for a pro 
spective member device 500 that is very similar to the pre 
authentication process for a credential issuing device 400 of 
FIG. 4. The pre-authentication process for a prospective 
member device 500 includes a ‘start’ terminal 501, an ‘ini 
tialiZe location-limited ports’ procedure 503, an ‘establish 
communication over a preferred channel’ procedure 505, an 
‘exchange commitment information’ procedure 507, a 
‘receive communication enablement information’ procedure 
509, an ‘key exchange’ procedure 511, a ‘verify keys With 
commitment’ procedure 513, a ‘verify possession of private 
key’ procedure 514, and an ‘end’ terminal 515. These proce 
dures are substantially the same as the corresponding proce 
dure shoWn in FIG. 4 With the exception of the ‘receive 
communication enablement information’ procedure 509. 
The ‘receive communication enablement information’ pro 

cedure 509 receives the information provided by the creden 
tial issuing device at the ‘provide communication enablement 
information’ procedure 409 and conditions the prospective 
member device so that it can communicate over one or more 

netWorks, or otherWise processes the communication enable 
ment-speci?c information as appropriate. 

With regards to the ‘establish communication over pre 
ferred channel’ procedure 405 and the ‘establish communi 
cation over a preferred channel’ procedure 505, there are at 
least tWo modes for establishing communication over the 
preferred channel. These modes differ in hoW the communi 
cation is established. In a ?rst mode, the prospective member 
device can explicitly initiate the connection to the credential 
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issuing device over the preferred channel and request a cre 
dential (either as part of an initial auto-con?guration of the 
client, in request to stimuli from the environmentifor 
example, detection of a neW Wireless netWorki, as a result of 
input from the user, or by an automated discovery process). 
This can be accomplished by having the prospective member 
device initiate the exchange of credentials With the designated 
the credential issuing device. One example of establishing a 
preferred channel is by aligning infrared or visible light ports 
of the prospective member device and the credential issuing 
device. Additional examples of connection examples are sub 
sequently described With respect to FIG. 8. 

Designation of the credential issuing device can be explicit 
(for example, “this device to Which I have established an 
electrical connection”, “this device I touch,” “this device that 
is aligned With a speci?c IR port,”) or implicit (for example, 
“any device that can receive audible signals issued from my 
device”). 

In the second mode, the communication over the preferred 
channel can be initiated by the credential issuing device in 
response to an action such as a user placing the prospective 
member device in a cradle attached to the credential issuing 
device by a serial port, or USB port or by having the prospec 
tive member device respond to a credential-granting token 
associated With the secure credential infrastructure. Using 
this approach, the prospective member device generally can 
be con?gured to be able to accept the pre-authentication 
requests from the credential issuing device. The prospective 
member device in this con?guration, for example, can be 
executing an application that receives credentials and deter 
mines and processes the received credentials. In another 
example, the prospective member device can support a back 
ground program (for example, a UNIX daemon) that receives 
the credential and makes it available to other registered appli 
cations (With optional user con?rmation or other feedback). 
Note that the cradle should not be a Wireless cradle (that is, a 
cradle that Wirelessly sends information to the credential 
issuing device) unless the communication betWeen the cradle 
and the credential issuing device is secure. 
A credential-granting token can include portable credential 

issuing devices (like a JAVA card), smart cards that can create 
credentials and directly provision prospective member 
devices. Other devices can, for example, serve as storage 
devices for accumulating and storing commitments betWeen 
a group of prospective member devices that are to belong to a 
secure credential infrastructure. Finally, the credential issu 
ing device can require identi?cation of a key to enable the 
credential issuing function of the credential issuing device 
(for example, such a key can be a USB storage or biometric 
sensor that must be accessed prior to the credential issuing 
device provisioning a credential). 
One skilled in the art Will understand that the commitment 

to the key is transferred over the preferred channel because 
the preferred channel is assumed to be resistant to undetected 
active attacks and to thereby endoW data transferred across it 
With the authenticity property. A channel does not need to be 
resistant to eavesdroppers to be used as a preferred channel 
because only public information (eg a public key, or a com 
mitment to a public key) is sent over that channel; a pair of 
devices authenticating themselves to each other by sending 
such key or commitment information over the preferred chan 
nel are able to set up a secure communication With each other 
because they can demonstrate possession of the private keys 
corresponding to the public keys committed to or exchanged 
over the preferred channel (using any technique knoWn in the 
art, such as a key exchange protocol like SSL/TLS). An eaves 
dropper that detects the commitment or keys sent across the 
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12 
preferred channel is not able to demonstrate possession of the 
corresponding private key, and therefore is unable to affect 
communication betWeen the legitimate parties. Further, one 
skilled in the art Will understand that the preferred channel 
can be a very loW bandWidth channel as only needs to carry 
the key commitment (and possibly essential communication 
parameters for the non-preferred channelisuch as a LAN, or 
Internet). The provisioning of the credential and other infor 
mation to the prospective member device can be accom 

plished using the non-preferred channel(s). 
Example protocols for exchanging commitments folloW: 
Pre-authentication for tWo keys, taking place over the pre 

ferred channel: 
1. AQB: addrA, h(PKA) 
2. BQA: addrB, h(PKB) 

Authentication continues over a non-preferred (Wireless) 
channel With any standard key exchange protocol to exchange 
PK A and PKB to establish secure communications, e.g.: 

l .AQB: TLS CLIENT HELLO 
2. . . . and so on. 

The various symbols denote: 
addrA, addrB: A’s (resp. B’s) address in Wireless space, 

provided strictly for convenience; 
PK A, PKB: the public key belonging to A (resp. B), either a 

long-lived key or an ephemeral key used only in this 
exchange; 

h(PKA): a commitment to PK A, e.g., a one-Way hash of an 
encoding of the key. 

Pre-authentication for one key, taking place over the pre 
ferred channel: 

1. AQB: addrA, h(PKA) 
2. BQA: addrB, h(SB) 

Authentication continues over a non-preferred (Wireless) 
channel With any standard key exchange protocol to exchange 
PK A and a secret, e.g.: 

2. BQA: EPKA(SB) 
The various symbols denote: 

addrA, addrB: A’s (resp. B’s) address in Wireless space, 
provided strictly for convenience; 

PK A: the public key belonging to A either a long-lived key 
or an ephemeral key used only in this exchange; 

S B: a secret belonging to B; 
h(PKA): a commitment to PK A, e.g., a one-Way hash of an 

encoding of the key; 
h(SB): a commitment to S B 
E PKA(S B): the encryption of S B Under PK A 
FIG. 6 illustrates an automatic prospective member device 

credential provisioning process 600 that can be used by the 
‘automatically provision prospective member device With 
credential’ procedure 207 of FIG. 2. The automatic prospec 
tive member device credential provisioning process 600 pro 
visions the prospective member device With the credential. It 
also sends the prospective member device other provisioning 
information (for example, information requested by the pro 
spective member device or that is automatically provided by 
the credential issuing device. 
The automatic prospective member device credential pro 

visioning process 600 initiates at a ‘start’ terminal 601 and 
continues to an ‘acquire provisioning information request’ 
procedure 603. The ‘acquire provisioning information 
request’ procedure 603 can receive a request for provisioning 
information from the prospective member device. In addition, 
the ‘acquire provisioning information request’ procedure 603 
can detect a condition that triggers the credential issuing 
device to provide pre-determined or user selected provision 














