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SYSTEM AND METHOD FOR EXTENDING 
SECURE AUTHENTICATION USING UNIQUE 
SESSION KEYS DERIVED FROM ENTROPY 

GENERATED BY AUTHENTICATION 
METHOD 

PRIORITY CLAIM AND RELATED 
APPLICATION 

This application claims priority of provisional applications 
entitled “SYSTEM AND METHOD FOR GPRS AUTHEN 
TICATION IN A RADIUS ACCESS CONTROL ENVI 
RONMENT” and “SYSTEM AND METHOD FOR 
RADIUS BILLING FOR WIRELESS COMMUNICATION 
NETWORKS,” both of Which Were ?led on Apr. 11, 2003, 
commonly assigned, and incorporated herein by reference in 
their entirety. In addition, this application is related to US. 
application Ser. No. 09/851,681, ?led on May 8, 2001, Which 
is commonly assigned and incorporated herein by reference 
in its entirety. 

BACKGROUND 

The present invention relates generally to communications 
systems and more particularly, to a system and method for 
utilizing existing communications networks. 

With the advancement of telecommunication technologies, 
subscriber identity modules (SIMs), also knoWn as a type of 
smart cards, are becoming increasingly prevalent for Wireless 
customers. HoWever, legacy communications netWorks, such 
as a public Wireless local area netWork (PWLAN), may be 
unable to provide netWork access to customers based on their 
SIMs. 

Accordingly, it is desired to provide a means for SIM users 
to access the PWLANs in a secured environment and to alloW 
an uni?ed accounting scheme. 

It is also desired to provide a cost effective solution, so that 
extensive modi?cations Will not be required for the existing 
PWLANs. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 illustrates a simpli?ed communications system 
according to one embodiment of the present disclosure. 

FIG. 2 illustrates a method for utilizing existing commu 
nications netWorks according to one embodiment of the 
present disclosure. 

FIG. 3 illustrates a system for implementing the method of 
FIG. 2 according to one embodiment of the present disclo 
sure. 

FIGS. 4A-4B illustrate one form of accounting informa 
tion according to one embodiment of the present disclosure. 

FIG. 5 illustrates a message How system according to one 
embodiment of the present disclosure. 

DETAILED DESCRIPTION 

For the purposes of promoting an understanding of the 
principles of the invention, references Will noW be made to the 
embodiments, or examples, illustrated in the draWings and 
speci?c languages Will be used to describe the same. It Will 
nevertheless be understood that no limitation of the scope of 
the invention is thereby intended. Any alterations and further 
modi?cations in the described embodiments, and any further 
applications of the principles of the invention as described 
herein, are contemplated as Would normally occur to one 
skilled in the art to Which the invention relates. 
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2 
The present disclosure relates generally to the ?eld of 

communications systems, and more particularly, to a system 
and method for utilizing existing communications networks. 
The current disclosure may be utilized in the folloWing 

example: a laptop equipped With a subscriber identity module 
(SIM) attempts to access a traditional public Wireless local 
area netWork (PWLAN). HoWever, since the PWLAN 
includes a typical remote authentication dial-in client ser 
vices (RADIUS) authentication, authorization, and account 
ing (AAA) server that is unable to authenticate the laptop 
based on the SIM, the laptop is unable to access the PWLAN. 
Therefore, it is desired to provide an adapter system that 
facilitates the communication betWeen the laptop and the 
PWLAN. 

Referring noW to FIG. 1, shoWn therein are selected com 
ponents of a communications system 10 according to one 
embodiment of the present disclosure. In this example, a 
client 20, Which may be a laptop computer equipped With a 
device 22, Which may contain an international mobile sub 
scriber identity (IMSI), may attempt to access a server 24, 
Which may be a RADIUS AAA server. HoWever, the server 24 
is unable to authenticate the client 20 based on the IMSI. 
Accordingly, the present disclosure provides an adapter 26, 
Which may be used to facilitate the communication betWeen 
the client 20 and the server 24. 

Referring noW to FIG. 2, shoWn therein is a method 100 for 
facilitating the communication betWeen the client 20 and the 
server 24 according to one embodiment of the present disclo 
sure. In this embodiment, the method 100 may assist the 
authentication and/or billing of the client 20 in the PWLAN 
environment. Step 102 of the method 100 creates a passWord 
for the client 20, step 104 of the method 100 utilizes the 
passWord and a client id to authenticate the client, and step 
106 of the method modi?es accounting data of the client 20. 
The method 100 Will be further described beloW in connec 
tions With FIG. 3. 

Referring noW to FIG. 3, shoWn therein is an implementa 
tion of the methods 100 according to one embodiment of the 
present disclosure. In this embodiment, a netWork 200 may 
include the client 20, Which may comprise or may be con 
nected to the device 22, an access controller 202, the server 
24, the adapter 26, a signaling gateWay 206, and a home 
location register (HLR) 208. 

Here, the client 20 may comprise a computing device such 
as a personal computer, personal digital assistant, pager, cel 
lular telephone, and the like. For the sake of example, the 
client 20 may include a central processing unit (CPU), a 
memory unit, an input/output (I/O) device, and an external 
interface. The external interface may be, for example, a 
modem, a Wireless transceiver, and/or one or more netWork 
interface cards (N Cs). It is understood that the client 20 may 
be differently con?gured and that each of the listed compo 
nents may actually represent several different components. 
For example, the CPU may represent a multi-processor or a 
distributed processing system; the memory unit may include 
different levels of cache memory, main memory, hard disks, 
and remote storage locations; and the I/O device may include 
monitors, keyboards, and the like. 

In furtherance of the example, the device 22 may include a 
Subscriber Identity Module (SIM) card, universal SIM card, 
any other smart card, or any other means for identifying the 
client 20. In one example, the SIM card may include an IMSI 
or other identi?cation devices. The SIM card is included in 
each mobile phone that conforms to the global system for 
mobile communications (GSM) and many personal commu 
nications services (PCS) handsets. Each SIM card contains a 
microchip that houses a microprocessor With on-board 
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memory. The SIM card also identi?es the caller to the mobile 
network as being a legitimate caller. The SIM card may 
resemble a credit card that can be inserted into the client 20, 
or it may be an integral part of the client 20. 

The access controller 202 may be a system that provides 
secure access to services, resources, data, telephone sWitches 
or LANs. It may provide access control and routing function 
ality to a device, such as the client 20, through access points 
(not shoWn) and other netWork routing devices. 
The server 24 may provide authentication services to deter 

mine the identity of a client attempting to access the PWLAN. 
It may comprise a Remote Authentication Dial-In User Ser 
vice (RADIUS) server or any other servers. RADIUS is an 
authentication and accounting system used by many internet 
service providers (ISP) and end user organiZations to provide 
secure Internet access, especially in a Virtual Private Net 
Works (VPN) application. When the ISP is dialed, user name 
and passWord must be entered and passed to a RADIUS 
server, Which veri?es the information, and then authoriZes 
access to the ISP systems and netWork. RADIUS is a client/ 
server-based authentication softWare system that centraliZes 
the administration of user pro?les maintained in authentica 
tion databases. 

The adapter 26 may comprise one or more software pro 
grams Written in a high-level and/or standard programming 
language, such as C, C++, or Java. It may be utiliZed to 
authenticate the client 20, provide PWLAN access to the 
client 20, and/or manage and deliver accounting data. In one 
example, the adapter 26 may include one or more of the 
folloWing application programs, each of Which may be Writ 
ten in a high-level and/or standard language, such as C, C++, 
Java, or other languages: 

General Packed Radio Server (GPRS)/Global System for 
Mobile Communications (GSM) AuthenticationApplication: 
it may manage client authentication based on GPRS or GSM. 

Extensible Authentication Protocal (EAP)-SIM Authenti 
cationApplication: it may manage client authentication based 
on EAP-SIM. 

PassWord Application: it may generate a passWord for the 
client. 

Mobile Application Part (MAP) over Internet Protocol (IP) 
Inter-Working: it may communicate With the HLR 208 to 
fetch subscriber information. 

Database: it may store identi?cation information and a 
passWord for the client 20. 

Transport for SIM Based Application: it may serve as a 
transport for authentication messages betWeen the client 20 
and the adapter 26. 

Accounting Application: it may manage call detail record 
ing (CDR) based accounting upon receiving RADIUS 
accounting messages. 
SIM GateWay Application: When the adapter 26 is con?g 

ured as a gateWay server, it may transfer the EAP-SIM 
authentication messages received on the transport layer to the 
remote AAA EAP-SIM server in the client 20’s home net 
Work. 

The signaling gateWay 206 may provide signaling system 7 
(SS7) or SS7 over IP standard for communication betWeen 
the adapter 26 and the HLR 208. SS7 typically employs a 
dedicated 64 kilobit data circuit to carry packetiZed machine 
language messages about each call connected betWeen and 
among machines of a netWork to achieve connection control. 
The signaling gate Way 206 may provide the folloWing func 
tions: supervisingiit may monitor the status of a line or 
circuit to see if it is busy, idle or requesting services; alert 
ingiit may indicate the arrival of an incoming call by signals 
such as bells, buZZers, Whoofers, tones, strobes and lights; and 
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4 
addressingiit may transmit routing and destination signals 
in the form of dial pulses, tone pulses or data pulses over 
loops, trunks and signaling netWorks. 

The HLR 208 may comprise a database that holds sub 
scription information and authentication triples of every sub 
scriber in the netWork. The HLR 208 may be a permanent SS7 
database used in cellular netWorks, such as Advanced Mobile 
Phone system (AMPS), GSM and PCS. The HLR 208 may be 
located on the Signal Control Point (SCP) of the cellular 
provider of record, and may be used to identify/verify a sub 
scriber, and/or store subscriber data related to features and 
services. In a roaming scenario, the local service provider 
queries the HLR 208 via a SS7 link. Once veri?ed, client data 
is transferred via SS7 to and maintained at the Visitor Loca 
tion Register (V LR) during the period of roaming activity 
Within the coverage area of the provider. 

The method 100 Will noW be further described. Referring 
to FIGS. 2 and 3, in an exemplary operation of the method 
100, the client 20 may comprise an application program (not 
shoWn), Which may be Written in any standard language, such 
as C, C++, or Java. According to methods knoWn in the art, the 
application program may enable the client 20 to search for 
and identify the adapter 26 and initiate an authentication 
request through the access controller 202 by providing its 
identi?cation information, Which may be an IMSI, contained 
in the device 22. As a result, the access controller 202 may 
forWard the identi?cation information to the adapter 26, 
Which may in turn convey the identi?cation information to the 
HLR 208 for authentication. 

In furtherance of the example, once the HLR 208 has 
authenticated the identi?cation information supplied by the 
client 22, it may send a success message to the adapter 26, 
Which may notify the client 20 of the successful completion of 
the authentication. Then, an application program (not shoWn) 
residing on the adapter 26 may generate an one-time pass 
Word for use in connection With the RADIUS authentication 
described beloW. Independently, an application program (not 
shoWn) residing on the client may also generate an identical 
passWord for the client 20. 

The process of generating the passWord for the client 20 is 
noW further described. In one embodiment, the pas sWord may 
be generated based on information that identi?es the client 
20, such as the IMSI, a pseudonym, or any other information 
that identi?es the client 20. In one example, the pas sWord may 
be derived as folloWs: 

passWord:F(generating a hash value 

(US6IH3IH6 In *Value l‘is‘im direct”)) 

Usemame: comprises the identi?cation information of the 
client 20, such as a pseudonym, a permanent identity 
(Which may be IMSI), or any other information that is 
associated With the client 20. 

n: a digital number. 

Value: comprises Kc, Which is a 64-bit ciphering key 
knoWn in the art; MicroSoft-Microsoft Point-to-Point 
Encryption (MS-MPPE)-Send-Key; MS-MPPE-Recv 
Key; or any other value that is suitable for generating the 
passWord. 

n*Value: represents concatenating n number of Values 
together. 

sim direct: comprises the character string of “sim direct”. 

F: represents a function that converts a hash value into an 
alpha-numeric string. 
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For example, the following octet values may be used: 
H'30-H'39 (decimal 48-57), which may be represented by 

the values of 0 to 9. 
H'41-H'5A (decimal 65-90), which may be represented by 

the values of A to Z. 
H'61-H'7A (decimal 97-122), which may be represented 
by the values of a to Z. 

The F function may be used to convert other values into the 
value ranges listed above. For example, F may perform the 
following functions: 

if an octet value ranges from 0 through 23, add 65 to the 
octet value; 

if an octet value ranges from 24 through 47, add 41 to the 
octet value; 

if an octet value ranges from 58 through 64, add 10 to the 
octet value; 

if an octet value ranges from 91 through 96, add 6 to the 
octet value; 

if an octet value ranges from 123 through 144, subtract 26; 
if an octet value ranges from 145 through 165, subtract 46; 
if an octet value ranges from 166 through 185, subtract 66; 
if an octet value ranges from 186 through 205, subtract 86; 
if an octet value ranges from 206 through 225, subtract 106; 
if an octet value ranges from 226 through 245; subtract 

126; 
if an octet value ranges from 246 through 25 5; subtract 146. 
The resulting stream may be used as the password for the 

client 20. 
In the above descriptions, the hash value may be generated 

pursuant to hashing techniques. However, it is understood 
that any other value that is capable of uniquely identifying the 
client may also be utilized. The hash value may be generated 
using any of a variety of high entropy, less colliding tech 
niques, such as a Secure Hash Algorithm (e.g., SHA-l), a 
Message Digest Algorithm (e.g., MDS), or a variation of the 
RACE Integrity Primitives Evaluation (e.g., RIPEMD-160) 
techniques. The various standards for the hashing methods 
are known in the art. For example, the standard for SHA-l is 
described in the Federal Information Processing Standards 
Publication 180-1 (FIPS PUB 180-1) datedApr. 17, 1995, and 
issued by the National Institute of Standards and Technology, 
which is hereby incorporated by reference. 

It is contemplated that many variations of the above 
example may be applied to derive the password. In one 
example, the string “sim direct” may not be utiliZed or may be 
replaced by another string. In a second example, n may not be 
utiliZed. In a third example, Value may not be utiliZed. In a 
fourth example, instead of generating a hash value, other 
algorithms or methods may be adopted to create the pass 
word. In a fourth example, the function F may not be utiliZed, 
or may be modi?ed. Accordingly, a variety of means may be 
utiliZed for generating the password for the client 20. 

In furtherance of the example, once the application pro 
gram residing on the adapter 26 has successfully generated 
the password, the application program (or another program) 
may transfer the Usemame and the password of the client 20 
to the server 24. As a result, the server 24 may store the 
information in a database or on a list. Then, the adapter 26 
may notify the client 20 of the generation of the password, and 
may convey any suitable information (such as the pseudonym 
of the client 20) to the client 20. Since the client 20 may access 
identical algorithms or methods for generating the pas sword, 
an application program residing on the client 20 may proceed 
to generate an identical password, using the procedures 
described above. Then, the application program (or another 
program) residing on the client 20 may initiate an authenti 
cation process with the server 24 through the access controller 
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6 
202, utiliZing the Usemame and the password of the client 20. 
Since the Usemame and the password have already been 
stored on the server 24, the server 24 is able to complete the 
authentication of the client 20 by matching the Usemame and 
the password with what have been stored on the server 24. 

In furtherance of the example, upon the successful comple 
tion of the authentication process, the access controller 202 
will allow the client to access the PWLAN according to 
methods known in the art. Later, when the access between the 
client 20 and the PWLAN is terminated by conventional 
methods, the adapter 26 may intercept the termination mes 
sage. As a result, an application program residing on the 
adapter 26 may extract accounting data from the server 24, 
and modify the data to conform to general standard account 
ing records for Global System for Mobile Communications 
(GSM), General Packet Radio Service (GPRS) (for example, 
Call Detail Records (CDR)), or other systems. Referring now 
to FIGS. 4A and 4B, shown therein is a table comprising 
additional ?elds that may be inserted into RADIUS based 
accounting data for converting them into GPRS based 
accounting data according to one embodiment of the present 
disclosure. In that example, a Charging Data Record (CDR) 
?led 212 may represent ?elds that may be inserted into 
RADIUS based accounting data, a Presence column 214 may 
represent the conditions for the corresponding CDR ?elds, a 
Description column 216 may describe the corresponding 
CDR ?elds, and a Source column 218 may identify the source 
for the corresponding CDR ?elds. Also the following abbre 
viations are also used in connections with FIGS. 4A and 4B: 
GGSN: represents Gateway GPRS Support Node. 
SGSN: represents Gateway Serving GPRS Support Node. 
PDP: represents Gateway Packet Data Protocol. 
APN: represents Gateway Access Point Name. 
NI: represents Gateway Network Identi?er. 
AP: represents Gateway Access Point. 
In addition, upon the termination of the access, both the 

server 24 and the adapter 26 may erase the stored Usemame 
and the password of the client 20. 

It is contemplated that may variations of the above example 
may be utiliZed for the present disclosure. In one example, 
instead of an adapter 26 that is utiliZed for both the initial 
authentication of the client 20 and the sub sequent generation 
of the password for the client 20, separate entities may be 
utiliZed to perform the functions. In a second example, an 
existing device may be utiliZed to authenticate the client 20 
through the HLR 208, and a separate device may be utiliZed to 
interact with the existing device and generate the password 
for the client 20. 

Referring now to FIG. 5, shown therein is a message ?ow 
system for implementing the method 100 according to 
another embodiment of the present disclosure. As many of the 
details have already be described in the previous embodiment 
in connections with FIGS. 3, 4A and 4B, only brief descrip 
tions will be provided herein. In this example, the adapter 26 
may comprise a wireless access internet node (WAIN) server, 
and the authentication system may comprise extensible 
authentication protocol (EAP)-SIM authentication. 

In furtherance of the example, the client 20 may initiate the 
EAP-SIM authentication using a transport protocol, such as 
radius link adaptation (RLA) in the visited network. The 
client 20 may utiliZe a usemame, such as imsi@realm, or 
pseudonym@realm. Then, the WAIN server 302 may recog 
niZe that the authentication request should be ful?lled by the 
remote EAP-SIM server 304, which may be another WAIN 
server or a third-party EAP-SIM server. Upon the successful 
authentication by the remote EAP-SIM server 304 pursuant 
to methods known in the art, the remote EAP-SIM server 304 
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may send Access Accept packet With EAP-Success and WEP 
keys (MS-MPPE-Send-Key, and MS-MPPE-Recv-Key), 
Which are known in the art, to the WAIN server 302. Then, the 
WAIN server 302 may generate a password using the folloW 
ing algorithm: 

PassWord:F(SHA—l (Username ln*MS—MPPE-Send— 
Keyl‘is‘im gateWay”)) 

Username: it may be identical to the client identity used in 
the authentication procedure, and may comprise a 
pseudonym, or a permanent identity, such as IMSI, of 
the client 20. 

n*MS-MPPE-Send-Key: it may comprise n number of 
MS-MPPE-Send-Key values concatenated together; 
While n may be determined during the authentication 
procedure. 

sim gateWay: it may comprise the character string “sim 
gateWay”. 

F: it may represent a function of converting a hash value 
into an alpha-numeric string, Which has been described 
in connections With FIG. 3. 

In furtherance of the example, once the passWord is gen 
erated, the WAIN server 302 may store Username and the 
passWord of the client 20 in a RADIUS database residing on 
the RADIU server 24. Then, an EAP-Succss message may be 
sent to the client 20, Which may generate an identical pass 
Word. During the process, MS-MPPE-Send-Key and MS 
MPPE-Recv-Key may both be generated at the client 20, 
using key materials exchanged during the EAP-SIM authen 
tication. Once the passWord is generated by an application 
program residing on the client 20, the client 20 may perform 
a http post to log in to the access controller 202 With User 
name and the passWord. Thereafter, the access controller 202 
may send RADIUS Access Request packet to the RADIUS 
server 24, Which in turn may authenticate the client 20. 

Although only a feW exemplary embodiments of this 
invention have been described in detail above, those skilled in 
the art Will readily appreciate that many modi?cations are 
possible in the exemplary embodiments Without materially 
departing from the novel teachings and advantages of this 
invention. Also, features illustrated and discussed above With 
respect to some embodiments can be combined With features 
illustrated and discussed above With respect to other embodi 
ments. Accordingly, all such modi?cations are intended to be 
included Within the scope of this invention. 

The invention claimed is: 
1. A method for utiliZing a public Wireless local area net 

Work (WPAN) for a client With a smart card, comprising: 
creating a one-time entropy generated passWord for a client 

including: combining an identi?cation information of 
the client, an encryption key provided by the WPAN, and 
a predetermined text character string to create client 
identifying information; calculating a hash value of the 
created client identifying information, Wherein the cal 
culated hash value includes a plurality of octet values; 
and converting any non-alphanumeric octet values of the 
plurality of octet values of the calculated hash value into 
an alphanumeric octet value; 

storing the one-time entropy generated pas sWord and iden 
ti?cation information of the client on a public Wireless 
local area netWork; and 

utiliZing the one-time entropy generated passWord and 
identity information of the client to authenticate the 
client in the public Wireless local area netWork. 
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8 
2. The method of claim 1 Wherein the authentication is 

provided by a Remote Authentication Dial-In User Service 
(RADIUS) server. 

3. The method of claim 1 further comprising authenticating 
the client by a server associated With said WPAN based on a 
smart card. 

4. The method of claim 1 further comprising authenticating 
the client by a server associated With said WPAN based on a 
universal subscriber identity module card. 

5. The method of claim 1 further comprising authenticating 
the client by a server associated With said WPAN based on a 
subscriber identity module card. 

6. The method of claim 1 further comprising modifying 
accounting data from the public Wireless local area netWork to 
include charging data record ?elds for the client. 

7. The method of claim 1 Wherein the creating is indepen 
dently performed by each of tWo entities. 

8. The method of claim 1 Wherein the creating comprises 
utiliZing international mobile subscriber identity (IMSI) of 
the client. 

9. The method of claim 1 Wherein the creating comprises 
utiliZing a pseudonym of the client. 

10. The method of claim 1 Wherein the creating comprises 
utiliZing Point-to-Point Encryption Send-Key. 

11. The method of claim 1 Wherein the creating comprises 
utiliZing Point-to-Point Encryption Recv-Key. 

12. The method of claim 1 Wherein the creating comprises; 
calculating a hash value using a SHA-l hashing process, the 
hash value comprising a plurality of octet values; and con 
verting any non-alphanumeric octet values of the plurality of 
octet values into an alphanumeric octet value. 

13. A system for utilizing a public Wireless local area 
netWork for a client With a smart card, comprising: 

a smart card for a client; and 
a ?rst adapter arranged to generate a one-time use pass 
Word for the client, Wherein the one-time use passWord 
is generated by: 
combining an identi?cation information of the client, an 

encryption key provided by the WPAN to create client 
identifying information; 

calculating a hash value of the created client identifying 
information, Wherein the calculated hash value 
includes a plurality of octet values; and 

converting any non-alphanumeric octet values of the 
plurality of octet values of the calculated hash value 
into an alphanumeric octet value, 

Wherein the passWord is used for authenticating the client 
by a Remote Authentication Dial-In User Service (RA 
DIUS) server. 

14. The system of claim 13 further comprising a second 
adapter for authenticating the client by a second server based 
on the smart card. 

15. The system of claim 14 Wherein the ?rst and second 
adapters reside on separate devices. 

16. The system of claim 14 further comprising a third 
adapter for modifying RADIUS based accounting data to 
generate General Packed Radio Server (GPRS) based 
accounting data. 

17. The system of claim 16 further comprising a fourth 
adapter for generating the passWord for the client. 

18. A method for adapting a public Wireless local area 
netWork for a client With a smart card, comprising: 

creating a one-time use passWord for a client including: 
combining information of the client, an encryption key 
provided by the WPAN, and a text character string to 
create client identifying information; calculating a hash 
value of the created client identifying information, 
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wherein the calculated hash value includes a plurality of modifying RADIUS based accounting data to generate 
octet values; and converting any non-alphanumeric octet General Packed Radio Server (GPRS) based accounting 
values of the plurality of octet values of the calculated data for the client. 
hash value into an alphanumeric octet value; 19. The method of claim 18 Wherein the encryption key 

storing the passWord and the identi?cation information on 5 provided by the WPAN is selected from the group consisting 
a Remote Authentication Dial-In User Service (RA- of: Kc, Which is a 64 bit ciphering key knoWn in the art; 
DIUS) server; Point-to-Point Encryption Send-Key; and Point-to-Point 

utiliZing the created passWord and the identi?cation infor- Encryption Recv-Key. 
mation to authenticate the client on the RADIUS server; 
and * * * * * 


