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(57) ABSTRACT 

Described is a technology including an evaluation methodol 
ogy by Which a set of privileged code such as a platform’s API 
method may be marked as being security critical and/ or safe 
for being called by untrusted code. The set of code is evalu 
ated to determine Whether the code is security critical code, 
and if so, it is identi?ed as security critical. Such code is 
further evaluated to determine Whether the code is safe With 
respect to being called by untrusted code, and if so, is marked 
as safe. To determine Whether the code is safe, a determina 
tion is made as to Whether the ?rst set of code leaks criticality, 
including by evaluating one or more code paths correspond 
ing to one or more callers of the ?rst set of code, and by 
evaluating one or more code paths corresponding to one or 
more callees of the ?rst set of code. 

14 Claims, 7 Drawing Sheets 
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USING SECURITY-RELATED ATTRIBUTES 

BACKGROUND 

In contemporary computing, computer application pro 
grams and other code may be downloaded and installed from 
the Internet. This leads to potential problems in that untrusted 
sources such as the Internet often provide code that is inten 
tionally malicious or otherwise capable of harming or pro 
viding unauthoriZed access to important data. However, 
because there are many situations in which computer users 
bene?t from the ability to download code and execute code 
without prompting, completely preventing downloading is 
not a practical solution to this problem. 
One solution to this problem is referred to as sandboxing, a 

generic security term that applies to any environment that 
reduces the privileges under which an application runs. It is 
particularly valuable to sandbox applications downloaded 
from the Internet, as they tend to come from unknown or 
untrusted sources. 

Some environments, such as one based on Microsoft Cor 
poration’s Windows® Presentation Foundation and .NET 
technologies, attempt to solve the problems of running 
untrusted code via a sandbox-model that limits what the 
untrusted code has permission to do. For example, the under 
lying platform can require that its callers have speci?c per 
missions, and while code can request the permissions it needs 
for the execution, the runtime will only grant permission 
based on policy that evaluates how much the code is trusted. 
Such permissions include things like the ability to access ?les 
and databases, connect to the Internet, interact with the user 
via a user interface, call into unmanaged code, and so forth. 
One policy-based solution is to prompt the user when code 
requests such permissions, however this solution is not very 
desirable because a typical user is often not equipped to make 
a correct security decision when prompted. 
As can be readily appreciated, writing secure code for 

platforms that enable applications to be downloaded and 
installed from the Internet without prompting is an extremely 
dif?cult problem. This is because the platform itself needs to 
have elevated privileges to properly operate. Security ?aws 
can exist if any part of the platform code is written such that 
it inadvertently exposes an internal way to run untrusted code 
with elevated permissions/privileges, (that is, allow the 
untrusted code to do something beyond what would other 
wise be allowed via its reduced permission set), because this 
would allow the untrusted code to perform unsafe operations. 
By way of example, the platform code needs to be able to call 
unmanaged code for operating system services, such as to 
render text on a window, while untrusted code is not allowed 
to do so; however if the platform code is inadvertently written 
such that the untrusted code can call unmanaged code via a 
call to a internal method of the platform code, a security ?aw 
exists. 
One solution that increases the likelihood that platform 

code is securely written is to allow the developer to mark (e.g., 
using metadata) any part of the platform code that requires 
elevated permissions to run, or mark code that controls 
whether elevated permissions can be run. In general, the 
metadata indicates that the marked set of platform code is 
“critical” code that performs a dangerous operation. Security 
teams and static code analysis tools (e.g., FxCop is one such 
code analysis tool that checks .NET managed code assem 
blies) then recogniZe the metadata, whereby platform fea 
tures can be developed so that the likelihood of platform code 
running with elevated privileges being exposed to untrusted 
code is dramatically reduced. 
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2 
However, while highly valuable, the marking of such code 

and data as critical results in a complex code-review process 
that burdens a security team with many critical methods that 
need to be code reviewed. 

SUMMARY 

This Summary is provided to introduce a selection of rep 
resentative concepts in a simpli?ed form that are further 
described below in the Detailed Description. This Summary 
is not intended to identify key features or essential features of 
the claimed subject matter, nor is it intended to be used in any 
way that would limit the scope of the claimed subject matter. 

Brie?y, various aspects of the subject matter described 
herein are directed towards a technology by which a set of 
privileged code such as a platform’s API method may be 
marked as being security critical and/or safe for being called 
by untrusted code; (which, for example may include code that 
the user has not explicitly trusted to run and have access to the 

user’s machine, e.g., a random site on the internet that does 
not require a prompt. Trusted code comprises code that the 
user has explicitly, e.g., through a prompt for that speci?c 
application, or publisher, or the like, given permission to 
run/install on the machine). The set of code is evaluated to 
determine whether the code is security critical code, and if so, 
it is identi?ed as security critical. Such code is further evalu 
ated to determine whether the code is safe with respect to 
being called by untrusted code, and if so, is marked as safe. 
For example, method code may be considered safe when its 
inputs may be considered safe, when its returned values are 
not unsafe values (e.g., are non-critical data), and when the 
API is otherwise safe (e.g., does not perform operations 
known to be unsafe). 

To determine whether the code is safe with respect to being 
called by untrusted code, a determination is made as to 
whether that code leaks criticality, including by evaluating 
one or more code paths corresponding to one or more callers 

of the ?rst set of code, and by evaluating one or more code 
paths corresponding to one or more callees of the ?rst set of 
code. For example, criticality may be leaked by passing or 
otherwise providing access to critical data to a callee of the 
method, when that callee in turn stores or leaks critical data, 
without safely brokering access to the critical data. 

Other advantages may become apparent from the follow 
ing detailed description when taken in conjunction with the 
drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention is illustrated by way of example and 
not limited in the accompanying ?gures in which like refer 
ence numerals indicate similar elements and in which: 

FIG. 1 shows an illustrative example of a general-purpose 
computing environment into which various aspects of the 
present invention may be incorporated. 

FIG. 2 is a block diagram representing a code evaluation 
methodology analyZing platform code to provide security 
related results. 

FIG. 3 is a block diagram representing untrusted code that 
may call a method (e.g., API) of compiled platform code 
when the method has been deemed safe via code analysis. 

FIG. 4 is a representation of a critical method that is evalu 
ated for whether it can be treated as safe for being called by 
unknown code based on its own code, other code (callers) that 
may call the method, and other code (callees) that the method 
may call. 
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FIGS. 5A and 5B comprise representations of a critical 
method that is deemed unsafe for being called by unknown 
code based on leaking its criticality to other callers or callees. 

FIG. 6 is a How diagram representing revieWing a set of 
code (e. g., a method) to determine Whether that code is criti 
cal, and if so, Whether it can be treated as safe for being called 
by untrusted code. 

FIG. 7 is a How diagram representing revieWing the callers 
of a method to determine Whether the method leaks criticality 
to the callers. 

FIG. 8 is a How diagram representing revieWing the callees 
of a method to determine Whether the method leaks criticality 
to the callees. 

DETAILED DESCRIPTION 

Exemplary Operating Environment 
FIG. 1 illustrates an example of a suitable computing sys 

tem environment 100 on Which the invention may be imple 
mented. The computing system environment 100 is only one 
example of a suitable computing environment and is not 
intended to suggest any limitation as to the scope of use or 
functionality of the invention. Neither should the computing 
environment 100 be interpreted as having any dependency or 
requirement relating to any one or combination of compo 
nents illustrated in the exemplary operating environment 1 00. 

The invention is operational With numerous other general 
purpose or special purpose computing system environments 
or con?gurations. Examples of Well knoWn computing sys 
tems, environments, and/or con?gurations that may be suit 
able for use With the invention include, but are not limited to: 
personal computers, server computers, hand-held or laptop 
devices, tablet devices, multiprocessor systems, micropro 
cessor-based systems, set top boxes, programmable con 
sumer electronics, netWork PCs, minicomputers, mainframe 
computers, distributed computing environments that include 
any of the above systems or devices, and the like. 

The invention may be described in the general context of 
computer-executable instructions, such as program modules, 
being executed by a computer. Generally, program modules 
include routines, programs, objects, components, data struc 
tures, and so forth, Which perform particular tasks or imple 
ment particular abstract data types. The invention may also be 
practiced in distributed computing environments Where tasks 
are performed by remote processing devices that are linked 
through a communications netWork. In a distributed comput 
ing environment, program modules may be located in local 
and/ or remote computer storage media including memory 
storage devices. 

With reference to FIG. 1, an exemplary system for imple 
menting the invention includes a general purpose computing 
device in the form of a computer 110. Components of the 
computer 110 may include, but are not limited to, a process 
ing unit 120, a system memory 130, and a system bus 121 that 
couples various system components including the system 
memory to the processing unit 120. The system bus 121 may 
be any of several types of bus structures including a memory 
bus or memory controller, a peripheral bus, and a local bus 
using any of a variety of bus architectures. By Way of 
example, and not limitation, such architectures include Indus 
try Standard Architecture (ISA) bus, Micro Channel Archi 
tecture (MCA) bus, Enhanced ISA (EISA) bus, Video Elec 
tronics Standards Association (VESA) local bus, and 
Peripheral Component Interconnect (PCI) bus also knoWn as 
MeZZanine bus. 

The computer 110 typically includes a variety of computer 
readable media. Computer-readable media can be any avail 
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4 
able media that can be accessed by the computer 110 and 
includes both volatile and nonvolatile media, and removable 
and non-removable media. By Way of example, and not limi 
tation, computer-readable media may comprise computer 
storage media and communication media. Computer storage 
media includes volatile and nonvolatile, removable and non 
removable media implemented in any method or technology 
for storage of information such as computer-readable instruc 
tions, data structures, program modules or other data. Com 
puter storage media includes, but is not limited to, RAM, 
ROM, EEPROM, ?ash memory or other memory technology, 
CD-ROM, digital versatile disks (DVD) or other optical disk 
storage, magnetic cassettes, magnetic tape, magnetic disk 
storage or other magnetic storage devices, or any other 
medium Which can be used to store the desired information 
and Which can accessed by the computer 110. Communica 
tion media typically embodies computer-readable instruc 
tions, data structures, program modules or other data in a 
modulated data signal such as a carrier Wave or other transport 
mechanism and includes any information delivery media. The 
term “modulated data signal” means a signal that has one or 
more of its characteristics set or changed in such a manner as 
to encode information in the signal. By Way of example, and 
not limitation, communication media includes Wired media 
such as a Wired netWork or direct-Wired connection, and 
Wireless media such as acoustic, RF, infrared and other Wire 
less media. Combinations of the any of the above should also 
be included Within the scope of computer-readable media. 
The system memory 130 includes computer storage media 

in the form of volatile and/ or nonvolatile memory such as read 
only memory (ROM) 131 and random access memory 
(RAM) 132. A basic input/output system 133 (BIOS), con 
taining the basic routines that help to transfer information 
betWeen elements Within computer 110, such as during start 
up, is typically stored in ROM 131. RAM 132 typically con 
tains data and/ or program modules that are immediately 
accessible to and/or presently being operated on by process 
ing unit 120. By Way of example, and not limitation, FIG. 1 
illustrates operating system 134, application programs 135, 
other program modules 136 and program data 137. 
The computer 110 may also include other removable/non 

removable, volatile/nonvolatile computer storage media. By 
Way of example only, FIG. 1 illustrates a hard disk drive 141 
that reads from or Writes to non-removable, nonvolatile mag 
netic media, a magnetic disk drive 151 that reads from or 
Writes to a removable, nonvolatile magnetic disk 152, and an 
optical disk drive 155 that reads from or Writes to a remov 
able, nonvolatile optical disk 156 such as a CD ROM or other 
optical media. Other removable/non-removable, volatile/ 
nonvolatile computer storage media that can be used in the 
exemplary operating environment include, but are not limited 
to, magnetic tape cassettes, ?ash memory cards, digital ver 
satile disks, digital video tape, solid state RAM, solid state 
ROM, and the like. The hard disk drive 141 is typically 
connected to the system bus 121 through a non-removable 
memory interface such as interface 140, and magnetic disk 
drive 151 and optical disk drive 155 are typically connected to 
the system bus 121 by a removable memory interface, such as 
interface 150. 
The drives and their associated computer storage media, 

described above and illustrated in FIG. 1, provide storage of 
computer-readable instructions, data structures, program 
modules and other data for the computer 110. In FIG. 1, for 
example, hard disk drive 141 is illustrated as storing operating 
system 144, application programs 145, other program mod 
ules 146 and program data 147. Note that these components 
can either be the same as or different from operating system 
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134, application programs 135, other program modules 136, 
and program data 137. Operating system 144, application 
programs 145, other program modules 146, and program data 
147 are given different numbers herein to illustrate that, at a 
minimum, they are different copies. A user may enter com 
mands and information into the computer 110 through input 
devices such as a tablet, or electronic digitiZer, 164, a micro 
phone 163, a keyboard 162 and pointing device 161, com 
monly referred to as mouse, trackball or touch pad. Other 
input devices not shoWn in FIG. 1 may include a joystick, 
game pad, satellite dish, scanner, or the like. These and other 
input devices are often connected to the processing unit 120 
through a user input interface 160 that is coupled to the 
system bus, but may be connected by other interface and bus 
structures, such as a parallel port, game port or a universal 
serial bus (USB). A monitor 191 or other type of display 
device is also connected to the system bus 121 via an inter 
face, such as a video interface 190. The monitor 191 may also 
be integrated With a touch-screen panel or the like. Note that 
the monitor and/or touch screen panel can be physically 
coupled to a housing in Which the computing device 110 is 
incorporated, such as in a tablet-type personal computer. In 
addition, computers such as the computing device 110 may 
also include other peripheral output devices such as speakers 
195 and printer 196, Which may be connected through an 
output peripheral interface 194 or the like. 

The computer 110 may operate in a netWorked environ 
ment using logical connections to one or more remote com 
puters, such as a remote computer 180. The remote computer 
180 may be a personal computer, a server, a router, a netWork 
PC, a peer device or other common netWork node, and typi 
cally includes many or all of the elements described above 
relative to the computer 110, although only a memory storage 
device 181 has been illustrated in FIG. 1. The logical connec 
tions depicted in FIG. 1 include a local area netWork (LAN) 
171 and a Wide area netWork (WAN) 173, but may also 
include other netWorks. Such netWorking environments are 
commonplace in of?ces, enterprise-Wide computer netWorks, 
intranets and the Internet. 
When used in a LAN netWorking environment, the com 

puter 110 is connected to the LAN 171 through a netWork 
interface or adapter 170. When used in a WAN netWorking 
environment, the computer 110 typically includes a modem 
172 or other means for establishing communications over the 
WAN 173, such as the Internet. The modem 172, Which may 
be internal or external, may be connected to the system bus 
121 via the user input interface 160 or other appropriate 
mechanism. In a netWorked environment, program modules 
depicted relative to the computer 110, or portions thereof, 
may be stored in the remote memory storage device. By Way 
of example, and not limitation, FIG. 1 illustrates remote 
application programs 185 as residing on memory device 181. 
It may be appreciated that the netWork connections shoWn are 
exemplary and other means of establishing a communications 
link betWeen the computers may be used. 
Using Security-Related Attributes 

In general, a codebase such as platform code can be parti 
tioned into a critical “core” that reduces the burden of security 
auditing, and increase the probability that a platform is 
secure. The technology described herein is generally directed 
toWards a technology by Which a set of code (e.g., a given 
method/API) and its code paths (e.g., other methods that call 
the set of code or other methods that the set of code calls) may 
be evaluated to determine Whether the code is critical, and if 
so, Whether the set of code can be treated as safe With respect 
to alloWing its being called by untrusted code. For example, 
code corresponding to an application programming interface 
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6 
(API) may be deemed by an evaluation methodology (possi 
bly using an analysis/ auditing tool) to be transparent, 
Whereby the code need not be heavily audited and can be 
called by an untrusted caller. In general, the only interfaces 
called by untrusted code are those marked public; hoWever 
other code that is trusted but unaudited also may be called. 
Such unaudited code should be considered by developers as 
being untrusted, and thus as used herein, untrusted code also 
refers to unaudited code. 

Alternatively, a method is deemed critical When it elevates 
(privileges) and/or performs certain operations such as those 
that return, store or provide access to critical data, in Which 
event the code may be tagged (With metadata) as needing to be 
heavily audited. A method is also deemed critical at times 
When it makes decisions about a behavioral difference from a 
security standpoint. In general, the metadata indicates that the 
marked set of platform code is “critical” code that performs a 
dangerous operation or calls into something that performs a 
dangerous operation and is not marked TreatAsSafe. 

This is done to ensure that any changes to this code are also 
audited. Although critical, there is still a possibility that such 
a method may be treated as safe, including safe for being 
called by an untrusted caller, if the method does not have 
unsafe (or validates) inputs (e.g., dealing With critical param 
eters), does not Work With unsafe values (e.g., return or store 
critical data), and is otherWise safe. In other Words, a critical 
method may be safe in the event that its criticality does not 
“leak out or up” to transparent code and/or untrusted callers. 
One Way criticality can be leaked is by providing access to 
data that required an elevation of permissions to obtain. 

In general, the technology described herein is primarily 
described With reference to an example WindoWs® Presen 
tation Foundation managed code environment, including 
code access security, a .NET frameWork, and a common 
language runtime that provide a secure execution environ 
ment for untrusted or partially trusted code, (such as Web 
BroWser Applications, e.g., having a .xbap extension). This 
technology also extends to XPSDocuments and .XAML ?les. 
As Will be understood, hoWever, such technology may be 
implemented in other sandbox-type environments, and thus 
may be used various Ways that provide bene?ts and advan 
tages in computing in general. 

FIG. 2 shoWs an example code evaluation methodology 
202 (e.g., a manual analysis and/or a softWare-based analysis 
tool or tools) evaluating some method 204 such as an API of 
the platform code to ensure that any critical code is marked as 
such, and also to mark code as to Whether it may be treated as 
safe for being called by untrusted code. The results 206 may 
be revieWed by a security team and/ or one or more developers 
(possibly using further analysis tools) to eliminate any secu 
rity ?aWs in the method 204. In a typical scenario, the initial 
safe/unsafe categoriZation is done by a combination of tools, 
developer revieW, and is based upon a set of guidelines. 

FIG. 3 shoWs the compiled method 304 in operation With 
untrusted code 310. Whether or not the method can be called 
by the untrusted code 310 (as indicated by the dashed line) 
depends on What the method 304 does, as evaluated in the 
previous analysis of FIG. 2. In the event the method 304 is not 
safe, the untrusted code 310 Will not be able to use the func 
tionality of the method 304, that is, a sandbox is set up that 
prevents its usage. Note that it is feasible to perform runtime 
checks for untrusted or transparent code calling critical, non 
marked as safe methods, e. g., by maintaining attributes or the 
like With the compiled method code 304 that indicates When 
code, data and/or methods are critical. In general, code is 
critical When it performs an operation that is an elevation, 
calls a critical method, and/or stores data obtained under an 
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elevation. Note that a platform may be built on top of an 
existing platform, Which needs to be evaluated When deter 
mining the initial criticality of an operation. 
As mentioned above, it is possible that critical code may be 

called by untrusted code as long as the critical code has 
certain characteristics by Which the critical code may be 
deemed safe. Among these characteristics is that the overall 
functionality of the critical code is itself safe. Another char 
acteristic is that any caller (untrusted or otherWise) can safely 
call the critical method, e.g., so that the called method’s 
criticality cannot leak out to such callers. Still another char 
acteristic is that the critical code does not call any other code 
(any “callee”) to Which the calling code passes critical data 
and to Which it in turn leaks out that data to untrusted/non 
critical callers. If these characteristics are not present, the 
method cannot be deemed safe. 

FIG. 4 provides a visual representation of these character 
istics, Where some method 404 that is critical (elevates) is 
evaluated for Whether it can be tagged as safe (e.g., With a 
TreatAsSafe security attribute). For example, the method 404 
may be critical When an operation is performed that is outside 
the set of things alloWed in the prede?ned sandbox, e.g., a call 
to unmanaged code on a CAS platform (Where in a CAS, or 
Code Access Security model, a program runs With full trust (a 
full set of rights and privileges) or With partial trust (some 
lesser subset of rights and privileges). 

Other methods that are represented in FIG. 4 include call 
ers A()-J() that form code paths that need to be revieWed, 
including direct callers l() and J O, that may need to be evalu 
ated to determine Whether any one of them causes a criticality 
violation that Would prevent the method 404 from being 
marked as safe, and callees X() and Y() that also need to be 
evaluated along With any code paths to Which they belong. 

In general and as described beloW, the method 404 has its 
oWn code evaluated for criticality and for Whether it can be 
treated as safe for being called by untrusted callers. If so, then 
the method 404 may be marked as safe (e.g., tagged With a 
TreatAsSafe attribute). To determine this, the code path(s) of 
the method 404 are revieWed, e.g., those of callers l() and J O. 
This is generally referred to as revieWing up, Where the 
upWard direction is arbitrarily de?ned as in FIG. 4 such that 
callers are “above” callees; revieWing up determines the criti 
cality of the callers and helps determine a neW treat as safe 
boundary if the current method cannot be one. Similarly, the 
doWnWard code path(s) to the callees of the method 404 are 
revieWed; revieWing doWn determines the criticality of the 
callees to ensure that no critical data is leaked out. 

While evaluating its callers and callees, if a trust boundary 
is reached in that a caller or callee is already marked as 
TreatAsSafe, then that code path is considered safe and need 
not be evaluated further. For example, in FIG. 4, the E() 
method is marked TreatAsSafe (TAS), and thus a trust bound 
ary is reached on this path, Whereby methods A() and B() (and 
any other higher methods that call them) need not be evalu 
ated, as that particular code path is knoWn safe. Note that 
some methods that are marked TreatAsSafe are because they 
Will throW a security exception if the appropriate permissions 
are not available. This is also a viable TreatAsSafeBoundary. 

In addition, the code developer may mark a certain func 
tion/method as speci?cally not being enabled in a sandbox 
environment, e.g., via a demand attribute or a link demand or 
an explicit demand in the code, as represented in FIG. 4 by the 
method C(). In such a situation, there is no reason to evaluate 
that path since this calling path Will otherWise not be alloWed, 
and thus its callers need not be evaluated. This function can 
essentially be considered treat as safe from the perspective of 
the method 404. 
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8 
FIG. 5A shoWs an example of a method 504 that cannot be 

marked treat as safe, because it stores (e. g., in some variable) 
critical data, shoWn as the shaded box marked C1, and/or has 
at least one caller to Which it leaks critical data C2. Note that 
other Ways of leaking criticality are feasible, but are not 
represented in FIG. 5A. 

FIG. 5B shoWs another example method 505 that cannot be 
treated as safe because it passes critical data C4 to a callee Z() 
that leaks the data to an unsafe method W(), (Wherein W() 
stores critical data in such a Way that it is leaked to untrusted 
code). Note that other Ways of leaking criticality are feasible, 
but are not represented in FIG. 5B. 

Turning to an explanation of the operation of such technol 
ogy in one example implementation, FIG. 6 shoWs the 
revieWing of code folloWing the initial security exception that 
that is throWn When some code attempts to do something that 
it does not have the required permission to do. For example, in 
a Windows@ Presentation Foundation environment, When 
such a situation occurs, the demand fails and the .NET Frame 
Work runtime throWs a SecurityException. 

To locate such potential security ?aWs, a developer of a 
platform method may intentionally request some action be 
taken through the method that a requesting (sandboxed) pro 
gram does not have permission to do, such as to Write some 
thing to the ?le system, and thus cause a security exception. In 
general, this Will start the analysis logic of FIG. 6. Note that in 
addition to attempted ?le system reads or Writes by some 
code, other examples of actions that Will cause a security 
exception may include attempted reads or Writes to a system 
registry, or attempts to call native operating system (e. g., 
Win32) functions. 

Step 602 of FIG. 6 represents revieWing the method, 
including revieWing it to determine (as represented via step 
606) Whether the code corresponds to an added elevation. 
Note that step 604 represents determining via a helper class 
Whether the piece of code being evaluated may be refactored 
into smaller pieces, (e.g., functions), such as to break danger 
ous operations into smaller isolated functions, and determine 
Whether those functions are able to contain the criticality and 
return safe data, Whereby those smaller pieces may be marked 
treat as safe. HoWever, for purposes of this example, this step 
604 may be considered optional or already performed With 
respect to the code being evaluated. 

In the event that there is no elevation being performed, step 
606 branches to step 608 Where the method (API in this 
example) can be considered not part of this sandbox. This 
situation may be documented, e.g., in a sandbox speci?cation. 

If the method elevates, step 606 branches to step 610 Where 
the API is considered part of the sandbox, and is marked With 
a security critical (e.g., SecurityCritical attribute) tag at step 
610. The method is then further evaluated to determine 
Whether it is safe, that is, Whether it contains its criticality (is 
safe) or leaks any of its criticality (is not safe) to other meth 
ods. 

Step 612 evaluates the method, including Whether its 
inputs (e.g., params, class ?elds, and so forth) may be con 
sidered safe, Whether its returned values are non-critical, and 
Whether the API is otherWise safe. If so, step 612 branches to 
step 614, Where the method is marked as safe, e.g., via a 
TreatAsSafe tag. Note that the evaluation process may con 
tinue to evaluate its callees, as represented via FIG. 8. 

If not safe at FIG. 612 because it may leak its criticality, the 
process branches to step 702 of FIG. 7 to evaluate the criti 
cality of this method’s callers. Essentially this branch corre 
sponds to the “revieWing up” part of the evaluation, Wherein 
each upWard code path (the method’s callers and any caller’ s 
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callers and so forth) may be exploded into it various callers, 
With each caller recursively evaluated for safety. 

FIG. 7 represents the reviewing up process of the callers’ 
code paths, in Which each method in the code path is evalu 
ated as to Whether it is safe or leaks criticality. FIG. 8 repre 
sents the reviewing doWn process of the callees’ code paths, in 
Which each method in the code path is evaluated as to Whether 
it is safe or leaks criticality. Note that there is no particular 
order for selecting a caller or callee to evaluate, as long as 
each is evaluated. Also, FIGS. 7 and 8 shoW only general 
example steps, and as mentioned above additional steps may 
exist for ef?ciency, e.g., a developer may put a demand on a 
method that ends the need to evaluate further in a given code 
path if that method is not going to be enabled for a sandbox, 
and a method already marked treat as safe need not be further 
exploded into its code paths. 

In general, step 702 represents determining each of the 
primary method-under-test (API’s) direct callers, With step 
704 representing the test that ends this revieWing up process 
When all callers have been examined. Step 706 selects an 
unexamined caller as a currently selected caller, and adds the 
security critical tag to the currently selected caller, (as this 
caller is calling a security critical method (as previously 
determined at step 606 of FIG. 6). 

Steps 708, 710, 712 and 714 perform an analysis on the 
caller similar to that described With reference to FIG. 6, and 
indeed can recursively reuse at least part of the evaluation 
process described With reference to FIG. 6. Note that step 714 
recursively reuses the code of FIG. 7 so that each of the 
currently selected caller’s callers are likeWise examined. In 
this manner, each code path is evaluated in a reviewing up 
process, that is, each caller and its callers are examined and 
tagged as appropriate (unless a code path is stopped via a 
caller having a demand or treat as safe tag already present). In 
the event that the callers can not be marked as treat as safe, the 
API is not available in this sandbox. 

FIG. 8 represents the revieWing doWn process of the 
callees, Whether that callee is called by the API under test, by 
a direct or indirect caller of that API, or by another callee. 
Again, a general purpose of FIG. 8 is to determine Whether 
criticality is leaked to any callee, to any caller of each callee, 
or to any callee of that callee. More particularly, this part of 
the process examines Whether any critical data passed to a 
currently-selected callee is stored, e.g., in a variable, or 
leaked, that is passed to another method or methods. 

To this end, FIG. 8 evaluates for each callee (step 802) 
Whether that callee receives or accesses critical data (step 
804), and if so, Whether the critical data is stored or leaked by 
the callee (step 806). Note that critical data is tagged as such 
by the developer, and thus is readily identi?able. In the event 
that the critical data is not stored or leaked, step 808 is per 
formed to con?rm that this callee’s usage of the critical data 
is indeed innocuous, Which may include identifying the callee 
code for further audit. 

Returning to step 806, if the critical data is stored or leaked, 
step 810 is instead executed, Which represents encapsulating 
the data (e. g., in a security critical data container as described 
in US. patent application Ser. No. 11/051,808, ?led Feb. 4, 
2005, assigned to the assignee of the present invention and 
hereby incorporated by reference), and refactoring. Step 812 
represents con?rming safe usage, e.g., via an audit, and step 
814 adds a security critical tag to this current callee being 
evaluated. 

Step 816 evaluates the API may be marked With the 
TreatAsSafe tag, and if not, the process explodes this callee’ s 
callers and evaluates them using the process described above 
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With respect to FIG. 7. In any event, this callee’s callees are 
also evaluated, e.g., recursively via the code of FIG. 8, as 
represented via step 818. 

In this manner, a decision process as to When to mark a set 
of code (e.g., a method) as SecurityCritical and/or Securi 
tyTreatAsSafe is realiZed. The process thus helps in develop 
ing secure code, including by identifying potential or actual 
security ?aWs. 
While the invention is susceptible to various modi?cations 

and alternative constructions, certain illustrated embodi 
ments thereof are shoWn in the draWings and have been 
described above in detail. It should be understood, hoWever, 
that there is no intention to limit the invention to the speci?c 
forms disclosed, but on the contrary, the intention is to cover 
all modi?cations, alternative constructions, and equivalents 
falling Within the spirit and scope of the invention. 
What is claimed is: 
1. A method for determining Whether code is safe to be 

called by an untrusted program, the method comprising: 
accessing a set of code stored in at least one computer 

readable medium of a computing system having a pro 
cessor communicatively coupled to the at least one com 
puter-readable medium; 

evaluating a plurality of code paths corresponding to one or 
more callers of the set of code, Wherein evaluating the 
one or more callers of the set of code comprises: 
identifying direct callers of the set of code; 
evaluating all direct callers of the set of code and deter 

mining Whether the set of code leaks critical data to 
such direct callers; 

after identifying direct callers of the set of code, recur 
sively identifying all indirect callers of the set of code 
by using the set of code, Wherein indirect callers are 
identi?ed as being distinguished from direct callers 
and includes any callers that: (a) call direct callers; or 
(b) call other indirect callers; 

evaluating indirect callers of the set of code and deter 
mining Whether the set of code leaks critical data to 
such indirect callers; and 

determining that at least one direct caller or indirect 
caller is marked With a TreatAsSafe or Demand 
attribute and, in response, abstaining from further 
recursive evaluation of indirect callers above such at 
least one direct caller or indirect caller; and 

evaluating at least one code path corresponding to one or 
more callees of the set of code, Wherein evaluating the at 
least one code path corresponding to the one or more 
callees of the set of code includes determining Whether 
the set of code leaks critical data to the one or more 
callees of the set of code. 

2. The method of claim 1, further comprising: 
adding metadata that indicates that the set of code is safe to 

be called by untrusted code only When it is determined 
that none of the direct callers, indirect callers, and 
callees of the set of code are leaked critical data. 

3. The method of claim 2, Wherein adding metadata com 
prises tagging the set of code With a TreatAsSafe attribute. 

4. The method of claim 1, further comprising: 
adding metadata that indicates that the set of data is secu 

rity critical and unsafe to be called by untrusted code. 
5. The method of claim 4, Wherein the metadata is added 

after determining that one or more of the direct callers, indi 
rect callers, or indirect callees is passed critical data. 

6. The method of claim 1, Wherein evaluating a plurality of 
code paths comprises determining Whether a direct or indirect 
caller in a code path corresponding to a caller of the set of 
code has unsafe inputs. 
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7. The method of claim 1, wherein evaluating a plurality of 
code paths comprises determining Whether a direct or indirect 
caller in a code path corresponding to a caller of the code 
performs an unsafe operation. 

8. The method of claim 1, Wherein evaluating a plurality of 
code paths comprises determining Whether a callee of the set 
of code stores critical data corresponding to the set of code. 

9. The method of claim 1, Wherein evaluating the plurality 
of code paths to one or more callers further comprises: 

determining Whether the set of code elevates. 
10. The method of claim 1, further comprising auditing the 

set of code, Wherein auditing the set of code comprises deter 
mining Whether the set of code itself returns unsafe data. 

11. One or more computer storage devices having stored 
thereon computer-executable instructions that, When 
executed by a processor of a computing system, perform a 
method for determining Whether code is safe to be called by 
an untrusted program, the method comprising: 

accessing a set of code of the computing system; 
evaluating a plurality of code paths corresponding to one or 
more callers of the set of code, Wherein evaluating the 
one or more callers of the set of code comprises: 

identifying all direct callers of the set of code; 
evaluating all direct callers of the set of code and determin 

ing Whether the set of code leaks critical data to such 
direct callers; 

after identifying all direct callers of the set of code, recur 
sively identifying all indirect callers of the set of code by 
using the set of code, Wherein indirect callers are iden 
ti?ed as being distinguished from direct callers and 
includes any callers that: (a) call direct callers; or (b) call 
other indirect callers; 

evaluating indirect callers of the set of code and determin 
ing Whether the set of code leaks critical data to such 
indirect callers; and 

determining that at least one direct caller or indirect caller 
is marked With a TreatAsSafe or Demand attribute and, 
in response, ab staining from further recursive evaluation 
of indirect callers above such at least one direct caller or 
indirect caller; and 

evaluating at least one code path corresponding to one or 
more callees of the set of code, Wherein evaluating the at 
least one code path corresponding to the one or more 
callees of the set of code includes determining Whether 
the set of code leaks critical data to the one or more 
callees of the set of code. 

12. A method for determining Whether code is safe to be 
called by an untrusted program, the method comprising: 

at a computing system that includes a processor commu 
nicatively coupled to computer-readable media having 
thereon a set of code and an untrusted program that has 
been sandboxed to limit its ability to request actions With 
respect to the set of code: 
intentionally requesting an action be taken on the set of 

code that the sandboxed, untrusted program does not 
have permission to request; 

throWing a security exception upon determining that the 
untrusted program does not have permission to 
request the action; 

after throWing the security exception, revieWing the set 
of code to determine Whether the set of code corre 
sponds to an added elevation, Wherein revieWing the 
set of code comprises: 
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using a helper class and refactoring the set of code into 

smaller functions, including breaking dangerous 
operations into smaller, isolated functions; 

determining Whether the smaller functions are able to 
contain criticality and avoid leaking critical data; 
and 

marking smaller functions that are able to contain 
criticality and avoid leaking critical data as safe; 

considering an application programming interface 
(API) as part of the sandbox and marking theAPl With 
a security critical tag; and 

evaluating the set of code to determine Whether the set of 
code is safe by determining Whether it leaks any of its 
criticality, Wherein evaluating the set of code com 
prises: 
determining Whether parameters and class ?eld inputs 

are considered safe; 
determining Whether returned values are non-critical; 
marking the set of code as safe only When inputs are 

considered safe and returned values are non-criti 

cal; 
When parameters or class ?eld inputs are not consid 

ered safe, or When returned values are critical, 
evaluating callers of the set of code, Which com 
prises: 
recursively determining all callers, Wherein all call 

ers include all direct callers and all callers of 
other callers, of the set of code; 

upon accessing a caller that is yet unexamined, 
adding a security critical tag to such caller; 

determining Whether parameters and class ?eld 
inputs are considered safe for each caller; 

determining Whether returned values are non-criti 
cal for each caller; 

stopping evaluation of any code path once a 
demand or TreatAsSafe tag is encountered; and 

marking the set of code as safe only When inputs are 
considered safe and returned values are non 
critical, or When a demand or TreatAsSafe tag is 
encountered. 

13. The method of claim 12, further comprising: 
evaluating all callees of the set of code, Which comprises: 

recursively determining all callees, including all callees 
of other callees of the set of code; 

for each callee: 
determining Whether critical data is passed to the 

callee; 
only When the callee receives critical data, determin 

ing Whether critical data is stored or leaked by the 
callee and, When the callee does not leak or store 
critical data, identifying use by the callee of the 
critical data as innocuous; and 

When the callee does receive critical data and does 
leak or store critical data, adding a security critical 
tag to the API. 

14. The method of claim 13, further comprising: 
after adding a security critical tag to the API, determining 

Whether the API can be made safe; and 
When the API can be made safe, evaluating all callers of the 

callee for criticality. 


