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TECHNIQUE FOR RELIABLE MESSAGE 
CONFIRMATION 

DESCRIPTION OF THE INVENTION 

1. Field of the Invention 
The invention relates to the exchange of messages in a 

computer network. More speci?cally, the invention relates to 
a message choreography (or message transfer protocol) that 
includes the exchange of request and con?rmation messages. 

2. Background of the Invention 
With the advent of powerful computer networks, novel 

forms of utilizing computers have evolved. Whereas conven 
tionally tasks were performed only on a single computer, 
collaborative and network-based work?ows involving a plu 
rality of different computers have become ubiquitous. 

Typical characteristics of many collaborative work?ows 
include request and con?rmation processes. That is, one 
requesting computer sends a request message via a computer 
network to a message recipient asking for con?rmation of the 
message content. The message recipient subjects the message 
content to an internal con?rmation process to generate a 
con?rmation result (e. g., an approval or rejection). The con 
?rmation result is then inserted in a con?rmation message 
which is sent back to the computer that requested con?rma 
tion. 
One example of such a request and con?rmation process is 

an automated invoicing work?ow typically involving a bill 
ing computer of a ?rst computer system that is coupled via the 
Internet or any other (usually public) network with a customer 
computer of a second computer system. An internal or exter 
nal event triggers the billing computer of the ?rst system to 
send an invoice request message including invoice data that 
has to be con?rmed by the customer computer of the second 
system. There, the invoice data is processed to determine 
whether to reject or approve the invoice data for payment. In 
a next step, an invoice con?rmation message indicating rej ec 
tion, approval (or pending approval) of the invoice data is 
generated and sent back to the billing computer of the ?rst 
system. 

In this example, the request message and the con?rmation 
message are interdependent and re?ective of a prede?ned 
message transfer protocol. This means that a con?rmation 
message is only sent if there has been a preceding request 
message, and each request message requires a subsequent 
con?rmation message. 

The processes involved in collaborative work?ow sce 
narios of the above type can be divided in two categories. 
Processes that are internal to a particular system (or com 
puter) are called private processes, while processes that 
involve interactions with another system (or computer) via 
the Internet or any other public or non-public network are 
known as public processes. 

Private processes, such as the generation of invoice data, 
are performed by local applications that generally utilize 
application-speci?c data structures. Unlike private processes, 
public processes are interface processes that are visible 
between the communicating systems. In general, public pro 
cesses involve standardized data structures and standardized 
message transfer protocols. This approach insures a high 
interoperability between the interfacing systems. 

There have been various attempts to provide industry-wide 
standards for public processes to facilitate collaborative 
work?ows involving several computers or several computer 
systems. One of these attempts is the RosettaNet speci?ca 
tions (see www.rosettanet.org). Provided that the data for 
mats and sequence of message exchanges (i.e., the message 
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2 
transfer protocol) as executed by the public processes all 
conform to the RosettaNet speci?cations, a high interoper 
ability and messaging reliability is achieved. 

It has been found that the RosettaNet speci?cations, or 
similar speci?cations, if implemented by all computer sys 
tems (or computers) participating in a collaborative, network 
based work?ow, greatly accelerate and facilitate the work 
?ow from a technical point of view. However, in many cases 
opposite public processes, or the interface processes between 
public processes and corresponding private processes, do not 
or not completely conform to one and the same speci?cation. 
This lack of uniform adoption is particularly true for work 
?ows that involve non-homogeneous computer networks like 
the Internet or loosely coupled computer systems of cooper 
ating organizations that rely on different application provid 
ers. 

As a result, information that is to be transferred between 
two private processes (e.g., internal applications) via two 
public processes interfacing each other via a computer net 
work may get lost or corrupted. For example, the receiving 
public process may not be familiar with the format of a 
received message or the receiving private process may only 
partially support a particular format of data extracted from a 
received message. Due to data loss and data corruption, con 
?rmation processes become unreliable and untrustworthy. 
The object underlying the invention is to improve the reli 

ability, trustworthiness and accuracy of con?rmation pro 
cesses performed in a non-homogeneous computer network 
or by loosely coupled computers or computer systems. 

SUMMARY OF THE INVENTION 

According to a ?rst aspect of the invention, a method for 
exchanging messages in a computer network using a public 
data template and a message transfer protocol with request 
and con?rmation messages is provided, comprising the steps 
of receiving a request message via the computer network, the 
request message including a ?rst data structure obtained by 
packing application data that requires con?rmation in the 
public data template, unpacking the application data included 
in the ?rst data structure, providing the unpacked application 
data to a con?rmation process and to a packing process, the 
packing process including packing the unpacked application 
data in the public data template to generate a second data 
structure, creating a con?rmation message responsive to the 
request message, the con?rmation mes sage including the sec 
ond data structure, and transmitting the con?rmation mes sage 
via the computer network to a message recipient. 

According to a further aspect of the invention that may 
synergistically be combined with the ?rst aspect, the inven 
tion provides a method for exchanging messages in a com 
puter network using a public data template and a message 
transfer protocol with request and con?rmation messages 
relating to application data that requires con?rmation, com 
prising the steps of providing a ?rst data structure obtained by 
packing the application data in the public data template, cre 
ating a request message including the ?rst data structure, 
transmitting the request message via the computer network to 
a message recipient, receiving a con?rmation message 
responsive to the request message via the computer network, 
the con?rmation message including a second data structure 
with the application data that was provided to a con?rmation 
process packed in the public data template, and comparing the 
content of the ?rst data structure with the content of the 
second data structure to determine inconsistencies degrading 
the reliability, accuracy or trustworthiness of the con?rmation 
process. 
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The step of packing the application data in the public data 
template may involve a formatting step. The formatting step 
may include converting the application data from a (typically 
application-speci?c) ?rst format in a second format speci?ed 
by the public data template. Likewise, the step of unpacking 
the application data may involve converting the application 
data from the second format speci?ed by the public data 
template back in the ?rst format or in a third format different 
from the ?rst format. Accordingly, each individual packing 
and unpacking step may comprise one or more formatting 
operations. The formatting operations may, for example, 
include mapping processes. 

The data template utiliZed in the exchange of the request 
and con?rmation messages is public in that both sides 
involved in the con?rmation process that takes place via the 
computer network have knowledge thereof. The reliability, 
accuracy and trustworthiness of the con?rmation process is 
improved by utiliZing the public data template not only for 
packing the application data sent with the request message, 
but by additionally returning the unpacked application data as 
subjected to the con?rmation process in the public data tem 
plate. An automatic comparison of the content of the public 
data template packed by the requesting system with the con 
tent of the public data template packed by the con?rming 
system allows for a fast and reliable detection of technical 
errors or formatting problems that may have occurred in a 
path between a ?rst application generating the application 
data that require con?rmation and a second application in 
charge of con?rming the application data. 

Data inconsistencies or semantical inconsistencies 
detected by the comparison are indicative of a loss or an 
(intentional or technically induced) corruption of the appli 
cation data after their generation. Accordingly, such incon 
sistencies result in a diminished reliability, accuracy and 
trustworthiness of a con?rmation result obtained by the con 
?rmation process because the con?rmation result might have 
been derived on the basis of incorrect or incomplete applica 
tion data. 

Detection of inconsistencies may trigger an automatic dis 
pute management routine. The automatic dispute manage 
ment routine may include a retransmission of the application 
data, an automatic noti?cation of the con?rming side that the 
con?rmation is not accepted, the generation of an error mes 
sage on the requesting side, or further measures dependent on 
system settings. 
The con?rmation result generated during the con?rmation 

process, such as an approval, a rejection or a pending (or 
partial) approval of the application data, may be inserted in 
the con?rmation message in addition to the application data 
provided to the con?rmation process. In one embodiment of 
the invention, multiple con?rmation messages are transmit 
ted. A ?rst con?rmation message includes the data structure 
with the application data provided to the con?rmation process 
and a second con?rmation message additionally or only 
includes the con?rmation result. Such an approach is advan 
tageous because depending on the nature of the con?rmation 
process, generation of the con?rmation result may take some 
time and may even require human interaction (although the 
con?rmation process will in general run automatically). By 
using multiple con?rmation messages the ?rst con?rmation 
message including the application data (as provided to the 
con?rmation process) can be generated and transmitted 
immediately after receipt of the request message. This 
approach provides an early assessment of the reliability, accu 
racy and trustworthiness of the anticipated con?rmation 
result, even if the con?rmation result has not yet been gener 
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4 
ated or if the second con?rmation message including the 
con?rmation result has not yet been sent. 

In one embodiment of the invention, the request and con 
?rmation messages are exchanged in context with a pre 
de?ned collaborative network-based work?ow involving a 
plurality of computers or computer systems. A plurality of 
such work?ows may be performed in parallel. This approach 
means that an individual computer or computer system may 
simultaneously participate in a plurality of work?ows that 
each involve an exchange of request and con?rmation mes 
sages. Thus, a particular computer or computer system may 
have transmitted a plurality of request messages relating to 
different work?ows and will wait for one or more correspond 
ing con?rmation messages, or it may have received a plurality 
of request messages (in context with different work?ows) and 
will generate a corresponding plurality of con?rmation mes 
sages. It should be noted that in principal, each individual 
con?rmation process, and thus each individual work?ow, 
may include more than one request message and more than 
one con?rmation message. Such a multiplicity of messages of 
a particular type within a single work?ow may give rise to 
further problems. Solutions to those problems will be dis 
cussed in more detail later. 
At least one of the request messages and the con?rmation 

messages may be queued in one or more message queues. In 
the case of a plurality of work?ows that are performed in 
parallel, a particular computer or computer system may queue 
the messages for each work?ow separately. Moreover, mes 
sages of different types may be queued in different queues. 
Such a queuing means, for example, that request messages 
can be queued separately from con?rmation messages. More 
over, outgoing messages may be queued separately from 
incoming messages. Such a differentiation of message queues 
ensures that the messages are processed in the right order, 
which is particularly useful in the case of multiple work?ows 
running in parallel and/or in the case of an individual work 
?ow involving more than one request message and/or more 
than con?rmation message. The necessity to send more than 
one con?rmation message may, for example, be the result of 
transmitting the application data provided to the con?rmation 
process independently from the con?rmation result obtained 
by the con?rmation process. 

In one implementation of the invention, the request and 
con?rmation messages are exchanged synchronously. That 
is, the application generating the application data to be con 
?rmed triggers a request message and refrains from further 
processing the application data until a (trustworthy) con?r 
mation message has been received. According to a further 
scenario, the request and con?rmation messages are 
exchanged asynchronously. In such a scenario, the applica 
tion that has generated the application data for con?rmation 
triggers a request message and continues processing the 
application data under the assumption of a positive con?rma 
tion result (and without suspending processing of the appli 
cation data until a trustworthy and positive con?rmation 
result has been received). 

Asynchronous message exchange may require the reset 
ting of the application processing the application data in the 
case a negative con?rmation result is received or a con?rma 
tion result that is not trustworthy is (or will be) received. Such 
resetting may include undoing all processing steps that have 
been performed since the request message has been triggered. 

According to one implementation of the invention, the 
application data packed in the data template includes a ?rst 
identi?cation code. The ?rst identi?cation code may be an 
application-speci?c identi?cation code characteristic of a 
particular set of application data that requires con?rmation. 
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The identi?cation code may denote a particular document, a 
particular Work?oW or a portion of a particular Work?oW. An 
example of such an identi?cation code Would be an invoice 
number or a delivery number. Preferably, the ?rst identi?ca 
tion code is not only included in the data structure transmitted 
in a request message, but also in the data structure transmitted 
in a con?rmation message responsive to this request message. 
In such a case, the ?rst identi?cation code cannot be utiliZed 
to differentiate different messages. Should such a differentia 
tion be required, a message-speci?c second identi?cation 
code may be assigned to at least one of the request message 
and the con?rmation message. The second identi?cation code 
can advantageously be used for referencing purposes in fol 
loWing messages Within a particular Work?oW. Each message 
may be attributed With a WorldWide unique second identi? 
cation code. 

At least one of the request message and the respondent 
con?rmation message may include a message header and a 
message payload. The message header may include a third 
identi?cation code required by the communications infra 
structure. The mes sage payload may include the second iden 
ti?cation code and the data structure With the application data 
comprising the ?rst identi?cation code. 

According to one variant of the invention, at least one of 
packing and unpacking of the application data includes a 
mapping operation. Such a mapping operation may comprise 
extracting data from individual ?elds of the data structure 
speci?ed by the data template and Writing the data in an 
application-speci?c (non-public) data template or vice versa. 
Any inconsistencies occurring during such mapping opera 
tions may be reliably detected by the inventive approach 
outlined above. The mapping may conform to the RosettaNet 
speci?cations. 
The public data template may be hierarchically structured. 

The hierarchical or any other structure of the public data 
template may be realiZed using tWo or more different data 
packages. Preferably, each individual data package speci?ed 
by the public data template includes semantically related 
data. The semantically related data included in each data 
package may be derived from one or more standardized data 
types. The use of data templates, data packages and standard 
iZed data types alloWs to achieve a high interoperability. 

The invention can be implemented as a hardWare solution, 
as softWare running on one or more components of a com 

puter netWork or as a combination thereof. Accordingly, the 
invention also relates to a computer program product com 
prising program code portions for performing the above steps 
When the computer program product is run on a computer 
system. The computer program product may be stored on a 
computer-readable recording medium. 

According to a further aspect of the invention, a netWork 
component for generating messages that are exchanged in a 
computer netWork using a public data template and a mes sage 
transfer protocol With request and con?rmation messages is 
provided. The netWork component comprises a ?rst interface 
for receiving a request message via the computer netWork, the 
request message including a ?rst data structure obtained by 
packing application data that requires con?rmation in the 
public data template, a ?rst unit for unpacking the application 
data included in the ?rst data structure, a second unit for 
providing the unpacked application data to a con?rmation 
process and for providing the unpacked application data to a 
packing process that packs the unpacked application data in 
the public data template to generate a second data structure, a 
third unit for creating a con?rmation message respondent to 
the request message, the con?rmation message including the 
second data structure, and a second interface for transmitting 
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6 
the con?rmation message via the computer netWork to mes 
sage recipient. The ?rst and the second interface may be one 
and the same interface. Alternatively, the ?rst interface could 
be separate from the second interface. 
The netWork component can at least partially be con?gured 

as an interfacing component that is arranged betWeen the 
computer netWork and an application component Which per 
forms the con?rmation process. Thus, the ?rst unit for sub 
jecting the unpacked application data to the con?rmation 
process may be coupled to (or constituted by) the application 
component and the ?rst interface, and the second interface of 
the interfacing component may be coupled to the computer 
netWork. 

According to a still further aspect of the invention, a net 
Work component is provided for generating messages that are 
exchanged in a computer netWork using a public data tem 
plate and a message transfer protocol With request and con 
?rmation messages relating to application data that requires 
con?rmation. The netWork component comprises a ?rst unit 
for providing a ?rst data structure obtained by packing the 
application data in the public data template, a second unit for 
creating a request message including the ?rst data structure, a 
?rst interface for transmitting the request message via the 
computer netWork to a message recipient, a second interface 
for receiving a con?rmation message responsive to the 
request message via the computer netWork, the con?rmation 
message including a second data structure With the applica 
tion data provided to the con?rmation process packed in the 
public data template, and a third unit for comparing the con 
tent of the ?rst data structure With the content of the second 
data structure to detect any inconsistencies degrading the 
trustworthiness of the con?rmation process. The ?rst inter 
face and the second interface may be one and the same inter 
face. Alternatively, the ?rst interface may be separate from the 
second interface. 
The netWork component may at least partially be con?g 

ured as an interfacing component coupled betWeen an appli 
cation component generating the application data and the 
computer netWork. Accordingly, the ?rst unit may be imple 
mented as a third interface coupled to the application com 
ponent. The ?rst interface and the second interface may be 
coupled to the computer netWork. 
The data structures exchanged in the request and con?r 

mation messages via the computer netWork may be XML 
(extended markup language) structures or structures de?ned 
by a similar language derived from SGML (standardized 
generaliZed markup language). The computer netWork may 
be the Internet, an intranet, or any other netWork. The inven 
tion can be implemented in a non-homogeneous netWork 
connecting different types of netWork systems and cooperat 
ing applications from different application providers 
The present invention can be practiced in any distributed 

system in Which con?rmation processes are performed in 
response to a con?rmation request. A typical implementation 
of the present invention could be a communications protocol 
as used to communicate via the Internet or via a Wireless 
communications netWork. According to a preferred imple 
mentation, the exchange of request and con?rmation mes 
sages is performed in a billing and/ or invoicing context. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Further details, embodiments, modi?cations and enhance 
ments of the present invention may be obtained from consid 
eration of the folloWing description of various illustrative 
embodiments of the invention in conjunction With the draW 
ings, in Which: 
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FIG. 1 is a schematic diagram illustrating a plurality of 
computer systems coupled via a computer network; 

FIG. 2 is a schematic diagram illustrating a three-tiered 
client/ server con?guration of an individual computer system; 

FIG. 3 is a schematic diagram illustrating the exchange of 
request and con?rmation messages between the computer 
systems shown in FIG. 1; 

FIG. 4 is a ?owchart illustrating a method for exchanging 
request and con?rmation messages; 

FIG. 5 is a schematic diagram illustrating a hierarchically 
structured public data template; 

FIG. 6 is a schematic diagram illustrating the generation 
and exchange of messages between two computer systems 
participating in a collaborative work?ow; 

FIGS. 7A and 7B are schematic diagrams illustrating syn 
chronous and asynchronous modes of operation; 

FIG. 8 is a schematic diagram illustrating a process involv 
ing two con?rmation messages; 

FIG. 9 is a schematic diagram illustrating a process involv 
ing two request messages and two con?rmation messages; 

FIG. 10 is a ?owchart illustrating the generation and trans 
mission of a request message using message queues; 

FIG. 11 is a schematic ?owchart illustrating an exemplary 
work?ow according to the present invention; and 

FIGS. 12A to 12E are schematic diagrams illustrating a 
public data template used in the work?ow of FIG. 11. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

In the following description, speci?c details are set forth, 
such as particular data formats and messaging protocols uti 
liZed in connection therewith, for purposes of explanation and 
not limitation, in order to provide a thorough understanding 
of the present invention. It will be apparent to one skilled in 
the art that the present invention may be practiced in other 
embodiments that depart from these speci?c details. In par 
ticular, while the different embodiments described herein 
below may be incorporated into or used in conjunction with 
particular work?ow types and particular types of request and 
con?rmation schemes, it will be appreciated by the skilled 
artisan that the present invention is applicable to a wide vari 
ety of work?ows and other request and con?rmation 
schemes. Where appropriate, the same reference numbers 
will be used throughout this detailed description in conjunc 
tion with the drawings to refer to the same or like parts. 

FIG. 1 illustrates a simpli?ed block diagram of a computer 
network according to the present invention having a plurality 
of computer systems that are coupled via the public Internet. 
The computer systems coupled via the Internet participate in 
a collaborative work?ow that incorporates a mes sage transfer 
protocol with interdependent request and con?guration mes 
sages as described in more detail below. 
Each of the computer systems participating in the work 

?ow is comprised of individual software and hardware com 
ponents that internally act in accordance with the client/ 
server concept as service providers, service requesters, or 
both. One possible client/ server con?guration (embodied in 
the individual computer systems shown in FIG. 1) is the 
so-called three-tiered architecture which separates a com 
puter system’ s components into three functional groups: pre 
sentation, application, and database (as illustrated in FIG. 2). 

With the three-tiered architecture shown in FIG. 2, each 
functional group can be set up to support demands of its 
services. A database server 10 contains one or more system 
databases. An application server 12 interfacing the database 
server 10 includes the system processing logic and provides 
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services such as spooling, dispatching user requests, and for 
matting data. Tasks related to data presentation are handled by 
the presentation server 14, which may be, for example, a 
personal computer or work station, enabling easy access to 
the system. If required, an additional message server 18 may 
be provided for controlling the communication between dif 
ferent application servers 12. Communication among the 
individual tiers can be accomplished with standard protocol 
services, such as those provided by TCP/IP or CPIC. CPIC 
stands for Common Programming Interface Communication 
(“CPIC”). CPIC includes standard functions and services for 
program-to-program communication. 
As becomes apparent from FIG. 2, the software compo 

nents used in context with the present invention include a 
Graphical User Interface (GUI) installed on each of the pre 
sentation server 14 and an application (not explicitly shown in 
FIG. 2) that runs on the application server 12. The application 
has interfaces to the database installed on the database server 
10, to the Internet and, via a messaging component installed 
on the message server 18, to the GUI. The main tasks of the 
message server 18 include the transfer of internal and control 
messages and the distribution of work load between indi 
vidual application servers 12. 
The application running on the application server 12 

includes a dispatcher 20 interfacing the message server 18 
and one or more presentation servers 14 on the one hand, and 
a plurality of parallel work processes 22 on the other hand. 
Each work process 22 has an interface to the database. Fur 
thermore, a gateway 24 is provided that may either be 
installed, from a hardware point of view, on the application 
server 12 or on a dedicated gateway server (not shown). The 
gateway service provided by the gateway 24 allows for com 
munication between different applications using the TCP/IP 
protocol. The function of the gateway 24 is to exchange large 
amounts of data between application servers, in contrast to 
the message server 18 which only exchanges brief internal 
and control messages. The application server 12 running on 
the application depicted in FIG. 2 further includes dispatcher 
queues 26, memory pipes 28 and an Internet Communication 
Manager (ICM) 30. The ICM 30 allows the direct processing 
of HTTP requests (or other protocols) received from the Inter 
net and/ or a browser running on a presentation server 14, and 
for sending HTTP requests as HTTP client requests to the 
Internet. The ICM 30, which may be con?gured as a dedi 
cated kernel process, uses threads to communicate as a server 

or as a client on the Internet. 

In the following the interrelation among the individual 
components depicted in FIG. 2 is described in more detail. 
As data is entered in the presentation server 14 (or other 

wise generated), the data is received by the GUI, converted to 
a standard format, and sent to the dispatcher 20. The connec 
tion between the GUI on the presentation server 14 and the 
dispatcher 20 is made with a protocol like DIAG, that allows 
to create small data packages. 
The dispatcher 20 checks whether there are available work 

processes 22 for processing the request received from the 
presentation server 14. A work process 22 is a program in 
charge of executing the application tasks of the present inven 
tion. A work?ow typically involves a plurality of such work 
processes 22. Each work process 22 acts as a specialiZed 
system service. From the point of view of an operating sys 
tem, a group of parallel work process 22 as depicted in FIG. 
2 makes up a runtime system. Each individual work process 
22 includes a task handler, a processor, and a database inter 

face (not shown). 
If no work processes are available, a processing request 

received directly from the presentation server 14 or via the 














