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(57) ABSTRACT 

A method and apparatus are provided for controlling services 
provided at a ?rst electronic device at a second electronic 
device. A plurality of electronic devices connected to a net 
Work provide services in the form of providing data to the 
network, or alloWing the data to be manipulated. Each service 
is represented as a manipulable data object created at the 
device providing the service. Each object contains suf?cient 
information to alloW the service the object represents to be 
controlled. The objects are transmitted over the network and 
are stored in an object list maintained by a master device. Any 
compatible device may then retrieve an object from the object 
list and use the information contained in it to fully control the 
service. 
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METHOD FOR CONTROLLING SERVICES 

FIELD OF THE INVENTION 

This invention relates to the networking of electronic 
devices, and in particular to the networking of multimedia 
electronic devices in a home entertainment system. 

BACKGROUND OF THE INVENTION 

The increase in popularity and sophistication of electronic 
devices, such as multimedia apparatus and the like, has 
increased dramatically over recent years. Such devices typi 
cally offer wide range of services to provide data, access data 
or manipulate data for the bene?t of a user. For example, a 

home entertainment system may include a television, set top 
box, DVD player, MP3 player and a digital camera. Tradi 
tionally, these devices have been used independently, or con 
nected together only in simple con?gurations, with the result 
that full exploitation of their services is limited. Several 
devices may provide compatible services so that potentially, 
one device could exploit the services of others, for example 
allowing digital TV to be recorded on the hard drive of a 
lap-top computer. 

Typically, devices are networked to overcome this limita 

tion using a gateway or server box acting as a master with 

each of the devices acting as slaves. However, such a system 
is prone to failure because when the master box fails, is 
switched off, or otherwise inoperative, the whole system 
loses functionality. In this case the functionality of an indi 
vidual slave device may be lost until the master is switched 
on, replaced or repaired. Additionally, such a system may also 
require signi?cant modi?cation of current hardware to imple 
ment with dif?cult and complex set-up procedures. 

In conventional networked systems, devices communicate 
with each other via the master which controls data routing 
between devices. This arrangement increases the complexity 
of data routing and may slow down the network. Additionally, 
while such a network may be capable of allowing transfer of 
data between devices, full manipulation of the services pro 
vided by one device, by another device, may not be possible. 
Furthermore, complete information relating to the full range 
of services available from within the network may not be 
easily accessible or even exist at all. This disadvantage 
reduces the accessibility and ?exibility of the system. 

We have appreciated that networking electronic devices, 
particularly multimedia devices in a home entertainment sys 
tem provides greater ?exibility and functionality of the ser 
vices provided by the devices. We have further appreciated 
the need to provide a network which is straightforward to set 
up requiring few modi?cations of existing hardware. We have 
further appreciated the need for a robust network which can 
function even following the failure of one or more of its 

constituent devices. We have also appreciated the need to 
provide each device within the network with easily accessible 
and complete information as to what services are available 
from within the network. We have further appreciated that 
allowing a device to fully manipulate the services of another 
device provides greater ?exibility to the network. We have 
also appreciated that allowing devices to communicate 
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2 
directly with each other without the need for an intermediate 
device provides for faster communication and a simpler net 
work. 

SUMMARY OF THE INVENTION 

The invention is de?ned in the independent claims to which 
reference may now be made. Advantageous features of the 
invention are set forth in the dependant claims. 

In an embodiment of the invention, a plurality of electronic 
devices are inter-connected by means of a network. Each 
device connected to the network may provide or utilise ser 
vices in the form of data, or perform actions by manipulating 
data. For example, the availability of a recorded ?lm on the 
hard drive of a lap-top computer is a service provided by the 
lap-top computer, and pausing a play-back of the recording is 
an action. The availability of data, and the ability to perform 
actions may be referred to generally as services available 
from a device within the network. The services offered by 
each device, such as providing data or performing actions are 
represented by data objects which contain suf?cient informa 
tion to allow the service to be utilised by other devices. In 
particular, the objects contain the location of the data from 
within the network, the state of the data, and any con?gura 
tion data necessary to process the data. 
As simple examples, a device may offer the service of 

playing a video to the other devices, and this service is rep 
resented by an object. A stopped recording service may also 
be represented by an object in the same manner. 

Each object is created by the device which provides the 
data, or which performs the action represented by the object. 
The objects are then stored within the network. Any other 
device may retrieve objects from the network and use the 
information contained in them to directly access and manipu 
late the data, and utilise the services that are available. In one 
embodiment, the objects are stored in a list maintained by one 
of the devices called a master device. The master device also 
maintains a user interface comprising a series of web pages 
through which a user may navigate to select and control 
services. Upon selecting a particular service, a copy of the 
corresponding object is retrieved from the list and transmitted 
to the device from which the selection was made. 
A device providing a service to the network periodically 

retransmits the object representing that service to recon?rm 
that the service remains available. The master device receives 
the transmitted objects and continually updates the list 
accordingly. If the master does not receive a recon?rmation of 
a service from a particular device then it deletes the corre 
sponding object from the list. This process ensures that 
unavailable services are removed automatically from the list 
when the device providing that service is removed from the 
network. 
A method and apparatus are provided to deal with the event 

that the master device fails. Each device within the network 
periodically transmits a query message to the master device, 
and the master device responds with a con?rmation signal 
transmitted over the network, to con?rm that the master is still 
functioning. If the devices do not receive a con?rmation sig 
nal then it is assumed that the master device is inoperative and 
a new master device is chosen. 

In one embodiment, the device with the lowest IP address 
and which is capable of performing the task of the master 
device is chosen as the new master. Each master capable 
device transmits its own unique IP address across the network 
and, accordingly, receives the transmitted IP addresses of the 
other devices. A device assumes the role of the new master 
device only if it does not receive an IP address that is lower 
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than its own. The new master device then transmits its IP 
address across the network to direct each device to associate 
that IP address with the master device. In this way, if the 
master device becomes inoperative, a new master device is 
chosen automatically thereby maintaining the functionality 
of the entire system. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a schematic diagram of a network embodying the 
invention. 

FIG. 2 is a schematic diagram of an object text string. 
FIG. 3 is a ?ow diagram of the process carried out by the 

service registration manager program. 
FIG. 4 is a ?ow diagram of the process carried out by the 

master locator program and the master alive program. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

A system embodying the invention comprises a plurality of 
electronic devices 3 inter-connected by means of a network 1. 
FIG. 1 is a schematic diagram of the system. Preferably, the 
network 1 contains at least one device capable of providing 
data 3d or of utilising data 3b. Data may be provided in the 
form of data streams, or blocks of data. The term data stream 
will be used herein to include blocks of data in addition to a 
continuous stream of data. The devices also allow actions to 
be performed to manipulate the data, and in particular, to 
modify the state of a data stream. A device capable of provid 
ing a data stream such as a VCR with access to a collection of 
recordings is known as a server device. A device capable of 
utilising a data stream such as a set-top box connected to a 
television set is known as a client device. The term device will 
be used herein to also include two or more related devices that 
are connected together and interact with each other. For 
example, a television and set-top box may be considered as 
two separate devices, or may be considered together as a 
single device. A device may have the capability of both a 
client and server device to both provide and utilise a data 
stream 3a, 30, 3e. In the preferred embodiment, the network 
1 consists of a plurality of client and server devices 3 for use 
in a multimedia or home entertainment system. 

The availability of a data stream, and the ability to perform 
actions to manipulate the data may be referred to generally as 
services available from within the network. The client and 
server devices 3, hereinafter referred to as devices, and asso 
ciated input and output streams provide various services to 
the network 1, such as providing data or performing actions. 
For example, services may be provided by a lap-top com 
puter, desktop PC, games console, television set, set-top box, 
DVD player, MP3 player, MJPEG camera or digital movie 
camera. Data may come in the form of video, audio or other 
data streams, or in the form of data blocks such as still images. 
The network 1 or any individual device 3 may also receive 
external data, via external connection 19, for example from 
satellite television, cable television, terrestrial digital televi 
sion, terrestrial television, cable, Telco data or Telco tele 
phone data. 
A plurality of devices may provide multiple instances of 

the same service. For example, a set-top box with a hard disc 
drive can be used as a video recorder, or to facilitate time- shift 
viewing and replay, all services which may be provided 
equally well by a typical home computer or lap-top computer. 
Conversely, an individual device may provide multiple ser 
vices to a user. For example, a games console may be used as 
either a games machine or a DVD player. 
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4 
The devices 3 may be networked by any means allowing 

the transfer of data such as video or audio and other network 
traf?c between the devices 3. In the preferred embodiment, 
the network 1 is an ethemet network with data being trans 
mitted through the network 1 in the form of ethemet packets. 
Alternatively, a local hard wired intranet network may be 
used, if for example the devices 3 are con?ned to a small 
locale such as in a home or of?ce. If the devices 3 are located 
remotely from each other, then a long distance broadcast 
network or intemet network may be used. The network 1 may 
be connected to one or more further networks, external sys 
tems or data streams and resources by means of an external 
gateway connection 19a. In this way, a much broader range of 
services and data may be made available to the network 1. The 
external gateway connection may be provided by any suitable 
one of the devices 3, or by any purpose built gateway device 
5. 

Each device 3 interfaces with the network 1 by means of a 
transceiver 7 operated by a suitable software driver. Each 
transceiver 7 may come in the form of PCI, or PCMCIA 
ethernet, or other networking interface plug-in card which ?ts 
into a suitable slot in each device 3. Alternatively, a device 30, 
3e may already contain an appropriate transceiver interface 
connection without requiring any additional hardware. Each 
transceiver 7 comprises a processor arranged to execute one 
or more computer programs during operation of the system, 
and a memory to store the programs executed by the proces 
sor. In one embodiment, each transceiver 7 stores and 
executes up to four programs, conveniently referred to as 
‘object creator’, ‘master locator’, ‘service registration man 
ager’ and ‘master alive’. Each of these programs performs a 
particular function in relation to the invention which are 
described in more detail hereinafter. 

Each transceiver 7 connects to the network 1 via data 
pathway 17 and provides an interface between its associated 
device 3 and the network 1 so that data may be transferred 
between the network 1 and the device 3. In one embodiment, 
the connection between at least one transceiver 7 and the 
network 1 is wireless 17d. It can be seen that the additional 
hardware and software requirements for connecting devices 3 
to a network 1 according to the present invention are minimal. 
This greatly reduces the cost and dif?culty in setting up the 
network. 
The devices 3 provide services to the network 1 including 

feeding data into the network 1, and allowing manipulation of 
the data. According to the present invention, each service 
available to a device in the network is represented as a 
manipulable data object 31 created at the device 3 providing 
the service. In the case of providing data, the object is created 
at the data providing device, and in the case of the service 
being an action, the object is created at the device which 
performed the action. In an alternative embodiment, objects 
representing actions may be created at the device providing 
the data stream. Each of the objects are transmitted to and 
stored within the network 1. These objects 31 then become 
available to the other devices 3 to retrieve from within the 
network 1 to access and control the service. In general, an 
object is a set of data, which de?ne a service, and a set of 
actions that can be performed on the object, which de?ne the 
ways in which a service can be manipulated. Any compatible 
device 3 may retrieve an object 31 and use the information 
contained in it to access the service, and manipulate the object 
31 to control the service. 

In this way, a ?rst device effectively acquires the capability 
to provide a user with services provided by a second device, 
even if the ?rst device, individually, is not capable of provid 
ing that service. For example, a satellite receiver provides a 
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service in the form of a satellite video data stream into the 
network 1. An object 31 is created which represents this 
service, and allows other devices to access that data stream. 
The object 31 contains su?icient information to allow a 
device to fully access and control the service. In this case, the 
object 31 contains information allowing a device 3 such as a 
television set to locate the source of the data stream from 
within the network 1 so that a user may watch satellite tele 
vision, even though the television set, locally, has no satellite 
receiving apparatus. By manipulating a copy of the object 31, 
the device may pause or record the satellite data remotely, 
causing the creation of new objects representing these 
actions. 

In a second example, the availability of an audio or video 
recording causes an object 31 to be created representing the 
recording. A ?rst device may retrieve a copy of this object, 
locate the source of the recording, and initiate a play-back. A 
corresponding ‘record’ object is created when any device 
initiates a recording, for example of a television broadcast. 
When an action is performed by the ?rst device such as 
pausing the play-back, a further object is created to represent 
the action. This additional object is similar to the original 
object except that it is modi?ed to indicate the change in 
status of the data stream resulting from the action. This 
‘pause’ object represents the audio recording paused at a 
speci?ed point. In addition, the original object may also be 
modi?ed to indicate the change in status. The objects 31 may 
be modi?ed to indicate the paused status of the data stream, 
and to indicate at which place in the data stream the recording 
has been paused. The modi?ed objects 31 become available 
for any other device 3 to manipulate. 
A second device 3 may retrieve and take ownership of the 

‘pause’ object 31 to resume the play-back from the point at 
which it was paused, even though this second device 3 may be 
in a different location to the ?rst device 3, and the source of 
the recording. When the play-back is resumed, the pause 
object is deleted. In an extension of this principle, a series of 
‘pause’ objects 31 may be continually created and deleted 
consecutively by a plurality of play-back devices 3 at differ 
ent locations according to the detection of motion of a person. 
In this way, the network 1 allows a play-back to automatically 
‘follow’ a person as he moves from room to room. Such a 

process may be referred to as space-shifting. 
Some devices allow ‘pausing’ of live television or other 

broadcasts by recording the live data stream when a pause is 
initiated, and then playing back the recording rather than the 
live data when viewing is resumed. This process is known as 
time-shift viewing. In this case, when a device performs a 
pause action to pause the broadcast, a record action is auto 
matically initiated by a selected device so that the data is 
recorded. In addition to the creation of the pause object by the 
device which performed the pause action, a further object 
representing the record action is also automatically created by 
the device which is recording the data. When any one of the 
devices connected to the network resumes the play-back, both 
the pause and record objects are retrieved. The record object 
may then be used to locate the recording from within the 
network and access the service. When the play-back is 
resumed, the pause object is deleted, but the record object is 
not because it is necessary to continue recording the data until 
real-time viewing is resumed. Preferably, the record object is 
not directly selectable by a user, but rather, the manipulation 
of the record object is automatically controlled as the pause 
object is manipulated. 
An object 31 may only be meaningfully owned and utilised 

by a device 3 if that particular device 3 is compatible with the 
service represented by the object 31. For example, an object 
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6 
31 representing a video play-back cannot be used by stereo 
equipment, but may be used by video apparatus or a lap-top 
computer. 
The creation of an object 31 representing a service is per 

formed by the object creator program executed by the trans 
ceiver 7 of the device 3 providing that service. The object 
creator analyses the data stream associated with the service, 
extracts information from the data stream, including the sta 
tus of the data stream, and generates an object 31 using this 
information. This information may consist of, for example, 
the type of service or the ?le format of the data stream. The 
object creator also collects information relating to the device 
3 providing the service, such as con?guration settings. The 
object creator forms the object 31 in a prede?ned format 
before converting it into ethemet packets and transmitting it 
via a communication link 17 over the network 1. In the pre 
ferred embodiment, the object 31 is periodically transmitted 
over the network 1 while the service remains available as a 
con?rmation. 

In the preferred embodiment, an object 31 comprises a text 
string containing su?icient information to fully de?ne the 
service that the object 31 represents. This information allows 
a device 3 to locate the device 3 providing the service within 
the network 1 and the source of the data stream. FIG. 2 is a 
schematic diagram of an object text string. The object text 
string 31 is a single line string containing various data ?elds, 
and is formed of two parts. The ?rst part 33 is created by 
transceiver 7 associated with the device 3 providing the ser 
vice, and the second part 35 is pre-appended to the ?rst part 33 
by a master device 9, which stores the object strings 31 in a 
data store. 
The ?rst part 33 of the object string 31 contains data ?elds 

‘CLASS’, ‘GROUP’, ‘NAME’ and ‘DATA’. The CLASS 
?eld contains information relating to the class of service that 
the object 31 represents. This may comprise ?le format or 
data storage medium information, and provide an indication 
of the compatibility of the service. For example, the CLASS 
?eld may contain a string identifying tuner, AVI ?le, or disc. 
The CLASS ?eld includes information extracted from the 
data stream by the object creator program. 
The GROUP ?eld identi?es the object 31 as belonging to a 

particular group of objects sharing a common property. For 
example, a group may be de?ned as video recordings made on 
a particular date or by a particular person. The entry in the 
GROUP ?eld may be user de?ned, automatically de?ned by 
the object creator program or a combination of both. In the 
case of an automatic entry, the GROUP ?eld may be used to 
group services provided by pay-television systems according 
to their cost. In the case of a user generated entry, the GROUP 
?eld may be used to facilitate the organisation of multiple 
objects 31 in an object database. For example a user may wish 
to allocate an object 31 to a group of object such as ‘Fred’s 
recordings’. The information contained in the GROUP ?eld 
may permit grouping of objects 31 extending beyond simple 
individual grouping. Objects may be grouped in alternative 
ways, or may be grouped in a hierarchical structure. 
The NAME ?eld contains a text string providing an indi 

cation of the service represented by the object 31 which is 
displayed to the user on a user interface. This may be for 
example the name of a recorded television program or the 
name of a pay-television channel. 

The DATA ?eld contains any further information required 
to suf?ciently de?ne the service such as a transceiver tran 
sponder number, a tuning frequency, or an internal ?le name 
for a video recorder. The DATA ?eld contains information 
relating to the status of the data stream represented by the 
object string. For example, the DATA ?eld may indicate that 
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the stream is in a paused state, and contain data relating to the 
place at Which the stream has been paused. Upon performing 
an action, this data may be modi?ed so that for example a 
paused play-back may be resumed. The DATA ?eld may also 
provide data Which is complementary to that contained in the 
CLASS ?eld. 

After the object creator has created the ?rst part of the 
object string 31, the master device 9 pre-appends tWo further 
data ?elds to the object string 31, ‘IP’ and ‘PORT’. These tWo 
?elds contain the IP address and port number of the device 3 
providing the service, to alloW the device 3 to be located from 
Within the netWork 1. For example, the entry in the PORT ?eld 
may be used to distinguish betWeen a tuner and a cable tuner 
in a single device. 
Once a device 3 has retrieved a copy of an object string 31 

from the netWork 1, then that device 3 may utilise the service 
de?ned by the object string 31. Since all necessary informa 
tion is contained in the object string 31, the device 3 need not 
refer further to the master device 9, or any other intermediate 
system, but rather access the service directly from the service 
provider. This simpli?es data communication across the net 
Work and provides for a faster netWork Which is less prone to 
data congestion. 

Objects 31 created in response to the availability of ser 
vices from the netWork 1 are stored by one of the devices 3 
called the master device 9. The master device 9 acts to collate 
available services, and to maintain a list of the corresponding 
objects 31 available to the netWork 1 for manipulation. An 
object 31 representing a service is partially created by the 
device 3 providing that service, and the object 31 is transmit 
ted over the netWork 1 to the master device 9 via netWork 
pathWay 11. The master device 9 completes the object string 
31 by pre-appending the IP and PORT data ?elds, and stores 
the complete object string 31 in a list. 

Not all of the devices 3 connected to the netWork 1 may be 
capable of performing the task of the master device 9. For 
example, a simple Web camera With limited circuitry may not 
be able to function as the master device 9. A master capable 
device must either contain an appropriate transceiver 7, or 
posses su?icient memory and processing capacity to main 
tain the list of object strings, and perform the other functions 
of the master device 9. In particular, the master device 9 must 
have stored in its associated transceiver 7, and be able to 
execute, the service registration manager program and the 
master alive program. The role of the master device 9 may 
also be taken by a purpose built device connected to the 
netWork 1, or a transceiver 7 not associated With any particu 
lar device 3. 

FIG. 3 is a ?oW diagram of the process carried out by the 
service registration manager program. The service registra 
tion manager initially Writes an empty object list 51 and Waits 
53 for incoming object strings 31 originating from any 
devices 3 Within the netWork 1. For example, an object string 
31 originating from a device 311 is created by its associated 
transceiver 7a, transmitted to the netWork 1 along data path 
Way 1711, through the netWork 1 via netWork pathWay 11, and 
to the master device 9 via data pathWay 170. 

Each object string 31 is periodically retransmitted by the 
device 3 at Which it Was created to recon?rm that the service 
remains available. In one embodiment, the object string 31 is 
retransmitted every four seconds. This period is chosen so 
that changes in status of services are quickly registered With 
the master device 9 so that they are available to users in a short 
time. If an object string 31 is received 55 by the master device 
9, the service registration manager determines Whether the 
object string 31 is neW or a recon?rmation 59. If the object 
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8 
string 31 is neW, it is added as a neW entry 61 to the object list. 
If the object string 31 is a recon?rmation, the object list is 
updated accordingly 63. 

The service registration manager de?nes a timeout period 
for each entry in the object list, indicating the time by Which 
a recon?rmation should be expected if a service remains 
available. When an object string 31 is received by the master 
device 9, the timeout period is updated, in the case of both 
neW strings 61 and recon?rmed strings 63. If an object string 
31 is not recon?rmed Within the predetermined timeout 
period 65, for example 20 seconds, the object string 31 is 
removed from the object list 67 by the service registration 
manager. This ensures that if a device 3 is removed from the 
netWork 1, or becomes inoperative, then the services offered 
by that device 1 are automatically removed from the object 
list. This provides the advantage that no explicit service 
removal commands are required if a service becomes unavail 
able. This is useful in cases Where devices 3 are removed 
accidentally, for example if a cable is pulled out or cut, in 
Which case the device 3 Would not be able to transmit any 
signal indicating its absence from the netWork 1. 
The timeout period is preferably chosen to be longer than 

the period betWeen retransmission of successive object 
strings 31 to avoid unnecessary deletion and re-addition of 
entries in the object list. It is also chosen to be suf?ciently 
long to alloW an accidental disconnection to be recti?ed With 
out disrupting the object list. The timeout period should, 
hoWever, be short enough so that changes in service availabil 
ity are quickly re?ected in the object list. In this Way, 
resources may be added to or removed from the netWork 
simply by plugging into, or disconnecting from the physical 
network 1. The retransmission of object strings 31 ensures 
that services are added to or removed from the list of available 
services automatically. This ‘plug and play’ arrangement 
greatly facilitates the addition of devices 3 to the netWork and 
simpli?es netWork set-up procedures. 
When a device 3 performs an action to modify the state of 

a data stream, for example pausing a play-back, in addition to 
the creation of a neW object, the object 31 representing the 
data stream stored in the object list may also be modi?ed to 
indicate the change in status of the data stream. The device 3 
Which performed the action transmits a signal over the net 
Work 1 to the master device 9, to instruct the service registra 
tion manager to modify the relevant object 31 in the object list 
to re?ect the action performed. In the case of a paused play 
back, the signal may instruct the service registration manager 
to alter a status ?ag in the DATA portion of the object string 
31. 
The service registration manager additionally comprises 

softWare to generate one or more Web pages from Which 
services may be accessed. In this Way, the service registration 
manager provides a user With a user interface from Which he 
may select various services by navigating through a sequence 
of Web pages. Preferably, the user interface is maintained 
using DHTML and JavaScript to alloW dynamic interaction 
With, and updating of the Web pages. When a neW object 
string 31 is added to the object list, the service registration 
manager adds a neW entry to the appropriate Web page so that 
the service represented by the object becomes selectable by 
the user. When an action is performed to manipulate a service, 
the service registration manager alters the appropriate Web 
page entry accordingly. The Web page may be automatically 
refreshed periodically to re?ect any recent changes, or the 
user may manually refresh the Web page at any time. In this 
Way, a dynamic user interface is created that is continually 
updated to re?ect changes in services available from the net 
Work 1. 
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In the preferred embodiment, the list of available services 
are distributed over several Web pages to facilitate location 
and selection of particular services. The service registration 
manager may organise the object strings according to entries 
in the GROUP ?eld of each object text string, and may use 
entries in the NAME or GROUP ?elds as display parameters. 

In an example, a user may select services that are available 
from Within the netWork 1 in the folloWing Way. The user 
doWnloads the netWork home page created by the service 
registration manager as a DHTML page. This page is dis 
played by any suitable apparatus using a standard internet 
broWser, such as the Ant Fresco (RTM) broWser. The master 
device 9 itself need not be capable of displaying the Web page, 
but only to create and maintain the Web page. For example, a 
digital camera may have the processing and memory capa 
bilities to maintain the Web page, but may have no means to 
display it to a user. In this case, a suitable device may access 
each Web page over the netWork 1 from the master device 9 
and present it to a user using its oWn broWser and display 
apparatus. 

The home page contains a menu of options comprising a 
series of hyperlinks corresponding to groups of objects 31 
representing various services. The grouping of the objects 31 
are de?ned in the GROUP ?eld of each object text string. The 
hyperlink may be presented using data from either the NAME 
or GROUP ?eld of the object text string 31. For example, the 
home page may display a list of hyperlinks reading ‘video’, 
‘audio’, ‘games’ etc. to alloW the user to select video, audio, 
or game related services. These groups may be user de?ned or 
may be created automatically by the service registration man 
ager. If the user Wishes to vieW a video recording of a ?lm for 
example, he selects the video hyperlink. Each hyperlink is 
associated With an underlying Web address to transfer the user 
to the relevant page upon selecting the hyperlink. If the user 
selects the video hyperlink, he is presented With a further Web 
page Which may contain further menus items represented as 
hyperlinks. An item in a menu may correspond directly to a 
service, or may transfer the user to a further sub menu. For 
example, one item in the video menu may alloW the user to 
vieW a particular pay-television channel. Another menu item 
may be a hyperlink to yet a further Web page from Which the 
user may select from a library of video recordings. 

The selection of a service from the user interface activates 
a JavaScript function to instruct the service registration man 
ager to retrieve a copy of the appropriate object string 31, and 
transmit it to the device 3 at Which the selection Was made. 
The object string 31 is converted into ethernet packets, trans 
mitted to the netWork 1 via data pathWay 170, over the net 
Work 1 via netWork pathWay 13, and to the device 3b via data 
pathWay 17b. The requesting device 3 may then use the object 
string 31 to utilise and manipulate the selected service. Once 
the object 31 has been retrieved, all information necessary to 
communicate With the device 3 providing the service is con 
tained in the object. A direct netWork pathWay 15 may then be 
selected to transfer data and control signals betWeen the 
device 3 providing the service and the device 3 requesting the 
service. The more convoluted pathWay 11, 13 betWeen 
devices 3a, 3b via the master device 9 is avoided and data 
transfer is simpli?ed. 

The control signals transmitted along direct netWork path 
Way 15 alloW one device to fully control the services of 
another device. For example, the device Which retrieved the 
object may transmit signals along netWork pathWay 15 to 
instruct the service providing device to transmit data from a 
data stream back along netWork pathWay 15 to the device. The 
device may also transmit signals along netWork pathWay 15 
instructing the service providing device to perform an action 
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10 
such as pausing the data stream. When an object string 31 is 
retrieved by a device 3, the service registration manager may 
modify the object string 31 contained in the object list to 
indicate that the object 31 is currently ‘oWned’ by a device 3 
and is unavailable to other devices 3. 
The user interface may be arranged to restrict the possible 

selection of services by a user. For example, a device 3 Which 
is an MP3 player may not alloW the user to select a video data 
stream. Some objects 31 may exist Within the system, but 
remain unavailable because for example they are currently 
oWned by other devices 3. For example, a play-back object 
may not be available to another device 1 until the play-back is 
paused. In another example, if a tuner is tuned into one par 
ticular channel, the other channels may be unavailable. 
Objects 31 Which exist, but are nevertheless currently 
unavailable may be hidden on the user interface, or they may 
be visible but unselectable. 

Using this method, a user is able to broWse the Web pages 
by selecting hyperlinks to select services. The hierarchical 
structure of the user interface facilitates organisation of the 
list of available services and alloWs a user to ?nd particular 
services more easily. In one embodiment, the user is able to 
organise the series of menus according to his oWn prefer 
ences. The services offered by the netWork 1 are managed by 
content of the data rather than by the provider or location of 
the service. This provides the advantage that if a user Wishes 
to vieW the list of available recordings, for example, all of the 
recordings Within the netWork 1 Will be presented, regardless 
of Whether they are on a set-top box, hard drive, a PC, or a 
DVD player. A user may not even need to be aWare of the 
location of a data stream or the source of a service. It may be 
preferable to hide such details from a user to simplify the user 
interface. Similarly, if a user Wishes to initiate a video record 
ing, it may not matter Which device 3 makes the recording. In 
this case, the user Will be presented With a single record option 
to select, and the registration manager Will choose the most 
appropriate device 3 to use automatically. HoWever, a user 
may Wish to deliberately choose to record data on one device 
3 rather than another, for example because he requires it to be 
permanent or portable. In this case, an option for each device 
3 may be presented. In this Way, it can be seen that a user may 
be relieved of the task of organising and keeping track of the 
recordings, or may have greater control if he chooses. In some 
cases, it may be appropriate for the selection of objects 31 
from the object list to be entirely automatic, for example in the 
case of time-shift vieWing. 

If the master device 9 becomes inoperative, or is otherWise 
unable to function as the master device 9, to avoid losing the 
functionality of the entire system, a neW device 3 is chosen to 
be the master device 9. The master device 9 may become 
inoperative for example by being damaged or disconnected 
from the netWork 1. The choice as to Which device 3 becomes 
the neW master device 9 may be made in several Ways. For 
example, a neW master device 9 may be chosen according to 
a prede?ned selection order, or may be chosen randomly. In 
the preferred embodiment, each device has at least one unique 
identi?er, for example the IP address of the device. In this 
embodiment, the device 3 With the loWest IP address capable 
of performing the task of a master device is chosen. 
The master locator program and master alive program 

respectively perform the tasks of checking and con?rming the 
operability of the master device 9. The master device 9 trans 
ceiver executes the master alive program, and each other 
device 3 transceiver executes the master locator program. 

FIG. 4 is a How diagram of the process carried out by the 
master locator program at each device 3 and the master alive 
program at the master device 9. In order to detect a failure of 
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the master device 9, the master locator causes the transceiver 
7 of each device 3 Within the network 1 to periodically broad 
cast 71 a query message 72 to the master device 9. When the 
master device 9 receives a query message 73, the master alive 
program causes the transceiver of the master device 7 to 
transmit 75 a response signal 74 over the netWork 1 to con?rm 
that the master device 9 remains operative. In one embodi 
ment, the response signal 74 is the IP address of the master 
device 9. If each of the devices 3 receives a valid response 
signal 77 then no change is made regarding the identity of the 
master device 9 and the process is repeated. A response signal 
74 is valid if it corresponds to the expected IP address of the 
master device 9 stored in each of the other devices 3. If, 
hoWever, the devices 3 do not receive a valid response signal 
74 Within a predetermined time after transmitting the query 
message 79, each device 3 assumes that the master device 9 is 
inoperative and a neW master device 9 is chosen. In one 
embodiment, a neW master device 9 is chosen if a response 
signal 74 is not received Within 20 seconds from transmitting 
a query message 72. 

In an alternative method to detect the failure of the master 
device 9, the master device 9 periodically transmits a signal 
con?rming its operability Without prompting by other devices 
3. 

When the system has determined that a neW master device 
9 is required, each device 3 in the netWork 1 capable of 
becoming the master device 9 transmits its IP address over the 
netWork 1 to each of the other devices 81. A device 3 is 
considered capable of becoming a master device 9 if either it 
possesses an appropriate transceiver 7, or is able to execute 
the programs necessary to perform the tasks of the master 
device. The master device 9 for example must be capable of 
hosting the service registration manager for creating and 
maintaining the user interface Web page. The IP addresses of 
each master capable device transmitted across the netWork 1 
are received by each device 83. A particular device 3 assumes 
the role of the master device 9 only if it does not receive an IP 
address Which is loWer than its oWn. This process ensures that 
the role of the master device is taken by the master capable 
device having the loWest IP address. The neW master device 9 
transmits 91 its IP address 90 over the netWork 1 to inform 
each other device 3 to associate that IP address With the 
master device 93. The neW master device 9 then begins to 
execute the process of the master alive program and the above 
process is repeated. 
When the role of the master device 9 is transferred from one 

device 3 to another, no transfer of program code across the 
netWork 1 is required. At any time, all master capable device 
transceivers contain the necessary program code and data to 
operate as the master device 9, but only one device Will be 
active as the master device 9. It is necessary for each master 
capable device to be pre-programmed for that purpose since if 
the program code Were instead transferred, if the master 
device 9 Were to become disabled, it Would not be able to 
transmit the program code at all. Similarly, if the master 
device 9 is disabled, it may be unable to transfer the object 
data contained in the object list. Rather, the old list is aban 
doned and a neW list is created completely by the neW master 
device. Since object strings 31 are transmitted periodically, 
for example every four seconds, the maximum time required 
for the neW master device 9 to rebuild the object list is equal 
to the period betWeen successive object string 31 transmis 
sions. Therefore, if the object strings 31 are retransmitted 
frequently, the maximum object list rebuild time Will be cor 
respondingly short. This prevents excessive delays in func 
tionality of the system When a neW master 9 is allocated. 
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12 
In an alternative embodiment, a ‘ shadoW’ object list may be 

maintained in all devices simultaneously so that When a neW 
master device 9 is chosen data transfer overhead is restricted 
to a minimum. In this embodiment, When the object list is 
updated by the active service registration manager, each 
shadoW object list is also updated in an identical manner. The 
master may transmit signals to the other devices to provide 
information relating to updating the object list. 

It is understood that the present invention is not limited to 
the networking of multimedia devices, but is also applicable 
to any devices Which may provide services, or perform 
actions in a more general sense. For example, a light sWitch 
provides a service of illumination, and sWitching the light on 
or off, or modifying the brightness are actions that may be 
performed. In further examples, an oven, Washing machine, 
or other household appliance provide services Which may be 
controlled by actions. By connecting these devices to a net 
Work, the present invention Would alloW a user to control the 
devices remotely, for example While at Work. 

GLOSSARY 

AVI Audio Video Interleaved 
DHTML Dynamic Hypertext Markup Language 
DVD Digital Versatile Disc 
IP Internet Protocol 
MJ PEG Motion Joint Photographic Experts Group 
MP3 MPEG-l Audio Layer-3 
MPEG Moving Picture Experts Group 
PC Personal Computer 
PCI Peripheral Component Interconnect 
PCMCIA PC Memory Card International Association 
VCR Video Cassette Recorder 
What is claimed is: 
1. A method for transferring control of a service provided 

over a netWork from a ?rst electronic device to a second 

electronic device, said method comprising the steps of: 
performing, by the ?rst electronic device, a ?rst action to 

control the service; 
in response to performing the ?rst action to control the 

service, creating, by the ?rst electronic device, a ?rst 
data object representing the ?rst action; 

transmitting the ?rst data object from the ?rst electronic 
device over the netWork to a third electronic device for 
storage in a data object list that is maintained by the third 
electronic device; and 

performing, by the second electronic device, a second 
action to control the service based on the ?rst data 
object, so as to transfer control of the service from the 
?rst electronic device to the second electronic device. 

2. The method according to claim 1, further comprising the 
steps of: 

creating, by a fourth electronic device, a second data object 
to represent the service in response to the fourth elec 
tronic device making the service available to the net 
Work; 

transmitting the second data object from the fourth elec 
tronic device over the netWork to the third electronic 
device for storage in the data object list that is main 
tained by the third electronic device; and 

performing, by the ?rst electronic device, a third action to 
control the service provided at the fourth electronic 
device from the ?rst electronic device based on the sec 
ond data object. 

3. The method according to claim 2, further comprising the 
steps of: 

retrieving the second data object from the data object list; 
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using the information contained in the second data object 
to locate the source of the service Within the netWork. 

4. The method according to claim 2, Wherein in the step of 
creating the second data object, the fourth electronic device 
creates the second data object in response to the availability of 
data. 

5. The method according to claim 4, Wherein the data is in 
the form of a video and/ or audio data stream, or a data block. 

6. The method according to claim 5, Wherein the step of 
performing a third action comprises the sub-steps of: 

retrieving, by the ?rst electronic device, the second data 
object from the data object list; and 

initiating a play-back of a data stream. 
7. The method according to claim 1, Wherein the ?rst action 

is pausing the play-back of a data stream. 
8. The method according to claim 7, Wherein the step of 

performing a second action comprises the sub-steps of: 
retrieving, by the second electronic device, the ?rst data 

object from the data object list; and 
resuming the play-back. 
9. The method according to claim 1, Wherein the ?rst and 

second electronic devices are at different locations. 
10. The method according to claim 1, Wherein the trans 

mitting step comprises the sub-step of periodically retrans 
mitting the ?rst data object to the third electronic device to 
con?rm that the ?rst data object remains available. 

11. The method according to claim 10, further comprising 
the step of removing, by the third electronic device, the ?rst 
data obj ect from the data obj ect list if the ?rst data object is not 
retransmitted Within a period of time. 

12. The method according to claim 1, further comprising 
the step of: 

in response to the ?rst electronic device performing the ?rst 
action to control the service, modifying a second data 
object in the data object list, 

Wherein the second data object represents the service. 
13. The method according to claim 12, further comprising 

the step of: 
in response to the second electronic device performing the 

second action, deleting the ?rst data object from the data 
object list. 

14. The method according to claim 1, further comprising 
the steps of: 

creating, by a fourth electronic device, a second data object 
to represent the service in response to the fourth elec 
tronic device making the service available to the net 
Work; and 

in response to the second electronic device performing the 
second action, performing, by the fourth electronic 
device, the service. 

15. The method according to claim 1, further comprising 
the step of appending, by the third electronic device, addi 
tional information to the ?rst data object before storing the 
?rst data object in the data object list that is maintained by the 
third electronic device. 

16. The method according to claim 1, further comprising 
the step of: 

in response to the third electronic device receiving the ?rst 
data object from the ?rst electronic device, modifying a 
second data object in the data object list so as to indicate 
that the second data object is oWned by the ?rst elec 
tronic device and is unavailable to other electronic 
devices, 

Wherein the second data object represents the service. 
17. An electronic device, the electronic device comprising 

a processor arranged to: 
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14 
perform a ?rst action to control a service available over a 

network; 
analyZe the ?rst action; 
extract information from the ?rst action; 
create a ?rst data object representing the ?rst action; 
transmit the ?rst data object over the netWork to a third 

electronic device for storage in a data object list that is 
maintained by the third electronic device; and 

in response to a second electronic device in the netWork 
performing a second action based on the ?rst data object, 
alloW the second electronic device to control the service 
based on the ?rst data object that Was transmitted, so as 
to transfer control of the service from the ?rst electronic 
device to the second electronic device. 

18. The electronic device according to claim 17, 
Wherein the electronic device is further capable of provid 

ing a service over the netWork, and 
the processor of the electronic device is further arranged to: 

analyZe the service; 
extract information from the service; 
create a second data object representing the service; 
transmit the second data object over the netWork to the 

third electronic device for storage in the data object 
list that is maintained by the third electronic device; 
and 

alloW at least one other electronic device in the netWork 
to control the service based on the second data object 
that Was transmitted. 

19. The electronic device according to claim 17, Wherein 
the ?rst action that the electronic device is capable of per 
forming is pausing or resuming a data stream. 

20. The electronic device according to claim 17, Wherein 
the processor of the electronic device is further arranged to: 

retrieve a second data object from the data object list; and 
control the service based on the second data object that Was 

retrieved. 
21. The electronic device according to claim 17, Wherein 

the processor of the electronic device is further arranged to 
periodically retransmit the ?rst data object over the netWork 
to the third electronic device. 

22. The electronic device according to claim 17, Wherein 
the processor of the electronic device is further arranged to: 

determine if one of the other electronic devices connected 
to the netWork having responsibility of execution of one 
or more computer programs is inoperative, and 

identify another electronic device for taking responsibility 
of execution of the one or more computer programs. 

23. The electronic device according to claim 17, Wherein 
the ?rst data object contains information alloWing the elec 
tronic device that performs the ?rst action to be determined. 

24. The electronic device according to claim 17, Wherein 
the ?rst data object is a text string. 

25. The electronic device according to claim 24, Wherein 
the text string contains a plurality of data ?elds. 

26. The electronic device according to claim 25, Wherein 
one of the data ?elds contains an indication of the status of the 
action. 

27. The electronic device according to claim 17, Wherein 
the electronic device comprises one of lap-top computer, 
desktop computer, games console, television set, set-top box, 
DVD player, MP3 player, MJPEG camera or digital movie 
camera. 

28. The electronic device according to claim 17, Wherein 
the netWork is connected to at least one external data source. 

29. The electronic device according to claim 28, Wherein 
the external data source includes at least one of satellite 
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television, cable television, terrestrial digital television, ter 
restrial television, cable, Telco data, Telco telephone data, or 
one or more further netWorks. 

30. A netWork comprising tWo or more electronic devices 
according to claim 17. 

31. A set-top-box comprising the electronic device accord 
ing to claim 17. 

32. The netWork according to claim 30, Wherein the pro 
cessor of the third electronic device is arranged to maintain 
the data object list for storing data objects transmitted over the 
netWork by executing a controlling program. 

33. The electronic device according to claim 32, Wherein 
the processor of the third electronic device is further arranged 
to maintain the data object list for presentation as one or more 
Web pages. 

34. The electronic device according to claim 32, Wherein 
the processor of the third electronic device is further arranged 
to delete one data object from the data object list if the one 
data object is not retransmitted Within a period of time. 
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35. A computer program product having stored thereon a 

computer program for transferring control of a service pro 
vided over a netWork from a ?rst electronic device to a second 

electronic device, the computer program comprising com 
puter executable instructions that When executed on a proces 
sor cause the processor to perform the steps of: 

performing, by the ?rst electronic device a ?rst action to 
control the service; 

in response to performing the ?rst action to control the 
service, creating, by the ?rst electronic device, a ?rst 
data object representing the ?rst action; 

transmitting the ?rst data object from the ?rst electronic 
device over the netWork to a third electronic device for 
storage in a data object list that is maintained by the third 
electronic device; and 

performing, by the second electronic device, a second 
action to control the service based on the ?rst data 
object, so as to transfer control of the service from the 
?rst electronic device to the second electronic device. 

* * * * * 


