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DETECTION OF SECURITY 
VULNERABILITIES IN COMPUTER 

PROGRAMS 

BACKGROUND 

It is generally desirable to correct defects in source code 
that adversely affect operation of software products. Source 
code defects that alter how information is stored during 
execution of a software product, such as defects that cause 
buffer over?ow errors, have the potential to disrupt secure 
operation of the software product. For example, third parties 
may exploit buffer over?ow errors to gain unauthorized 
access to a computer system or networkiaccessing con? 
dential data or introducing dangerous or disruptive programs 
such as virus programs, worm programs, and Trojan horse 
programs. 

Software developers have a wide variety tools and tech 
niques for analyZing, describing, or documenting the behav 
ior of software and for testing the integrity of source code 
throughout the product development process. Such tools and 
techniques are used, among other things, to identify source 
code defects, such as defects that cause buffer over?ow 
errors, some of which represent threats to the secure operation 
of software products. 

The siZe and complexity of most commercially valuable 
software products, however, makes detecting and reviewing 
every such source code defect impractical. Moreover, some 
programming languages (such as C and C++) have few built 
in provisions for managing buffers or buffer lengths, so that 
applying typical tools and techniques to ?nd source defects 
that result in buffer over?ow errors may result in the identi 
?cation of a generally inactionable number of source code 
defects. 

SUMMARY 

Methods and systems that use static and interprocedural 
analysis techniques to obtain information about the course of 
untrusted data through certain predetermined data processing 
operations (such as functions) within computer programs are 
presented. 
A set of data processing operations representing a signi? 

cant portion of the entry points of untrusted data into com 
puter programs is de?ned. A data entry point analyZer com 
pares a particular data processing operation within the 
computer program to the set of data processing operations, 
and assigns the particular data processing operation to an 
appropriate data entry point category. 

Examples of data entry point categories include categories 
associated with the following: local procedure call (“LPC”) 
and remote procedure call (“RPC”) dispatch table functions; 
COM virtual table functions; Internet server application pro 
gramming interface (“ISAPI”) dispatch table functions; ker 
nel-mode interrupt table functions; database access func 
tions, such as registry access functions; network/Internet 
access functions, such as Winsock network access functions; 
and ?le access functions such as run-time library routines 
associated with programming languages like C++. 

Analysis results include information about the modeling of 
the course of the untrusted data through the data processing 
operations that are found by the data entry point analyZer. For 
example, call stack information associated with the untrusted 
data, and references to locations in the source code where the 
untrusted data modi?es the call stack to produce a buffer 
over?ow, may be included in the analysis results. 
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2 
A particular attribute of the untrusted data is identi?ed 

(such as whether the untrusted data is an unbounded integer or 
a string), and the attribute is used to identify security vulner 
abilities within the computer program. The attribute may be 
used, for example, to identify security vulnerabilities repre 
sented by buffer over?ows caused by unbounded integers or 
strings. Such security vulnerabilities represent an actionable 
number of source code defects. 
The analysis results are made available for use in various 

ways. For example, software tools may use application pro 
gramming interfaces (“APIs”) that are based on the analysis 
results and/or the attributes of the untrusted data to provide 
graphical user interfaces (“GUIs”) to developers responsible 
for locating source code defects. Developers may use the 
GUIs to focus their attention on ?xing an actionable number 
of source code defects that have the potential to disrupt secure 
operation of the computer program. 

This Summary is provided to introduce a selection of con 
cepts in a simpli?ed form. The concepts are further described 
in the Detailed Description section. Elements or steps other 
than those described in this Summary are possible, and no 
element or step is necessarily required. This Summary is not 
intended to identify key features or essential features of the 
claimed subject matter, nor is it intended for use as an aid in 
determining the scope of the claimed subject matter. 

DRAWINGS 

FIG. 1 is a block diagram of a system usable for analyZing 
a computer program to identify security vulnerabilities of the 
computer program. 

FIG. 2 is a ?owchart of a method for analyzing a computer 
program to identify security vulnerabilities of the computer 
program. 

FIG. 3 is a block diagram of a general-purpose computing 
unit usable in connection with the system (or element(s) 
thereof), shown in FIG. 1. 

FIG. 4 is a block diagram of a con?guration of an operating 
environment in which the system shown in FIG. 1 may be 
implemented. 

DETAILED DESCRIPTION 

Turning now to the drawings, where like numerals desig 
nate like components, FIG. 1 is a block diagram of an exem 
plary system 10 usable for analyZing a computer program 12 
to identify security vulnerabilities of the computer program. 
Some security vulnerabilities are ?awsiprogramming 
errors, for exampleiwithin a computer program. Other secu 
rity vulnerabilities result from choices made about the design 
of a computer program. Sometimes, the strength of security 
features is only one factor to be considered when designing a 
computer program4other factors, such as simplicity of 
access, programming costs, and overhead costs, may also be 
considered. Certain security vulnerabilities make it possible 
for an attacker to gain unauthoriZed access to the computer 
program. For example, security vulnerabilities may make 
possible for an attacker to usurp privileges on the computer 
program user’s system, regulate operation of the computer 
program, or compromise data used by the computer program 
or data stored on the system. 
One type of security vulnerability results from the use of 

untrusted data within a particular data processing operation, 
such as a function, in a computer program. In one aspect, 
untrusted data includes any data receivable at a boundary 
between a trusted environment and an untrusted environment, 
such as data receivable from a source external to a computer 
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program. One external source of data is data received When a 
program module (discussed further below) interacts With one 
or more program modules associated With another computer 
program (such program modules may pass data to/from each 
other via functions, for example). Another external source of 
data is data retrieved from external storage, such as data 
retrieved from ?les, registries, and netWorks. 

In another aspect, data may become untrusted in certain 
contexts. For example, When violations of implicit or explicit 
contracts betWeen callees and callers in data processing 
operations such as functions occur, untrusted data may result. 
Explicit contracts include preconditions (conditions that 
must exist or be established before the execution of the com 
puter program can occur correctly) and po stconditions (state 
ments that are guaranteed to be true folloWing the successful 
completion of an action) speci?able using source code anno 
tation techniques or other features of a particular program 
ming. For example, a precondition of the statement 
y ::sqrt(x) is that x is greater than or equal to Zero. If this 
precondition is not met, a computer program implementing 
this function may malfunction. A postcondition of the state 
ment y ::sqrt(x) is that x:y2. 

Untrusted data may further have one or more attributesi 
such as Whether the untrusted data starts as an unbounded 
integer or a string, for example. Unbounded integers and 
strings are important because certain errors are recogniZed to 
occur When processing integers and strings. When processing 
integers, errors such as sign errors, truncation errors, and 
over?oW errors may occur. Sign errors occur When a function 
converts betWeen a signed and an unsigned integerithe bit 
pattern of the original integer is preserved, the value is sign 
extended and then converted, and the high-order bit loses its 
function as a sign bitiWhen the value of the signed integer is 
negative, the result is a large positive value. Truncation errors 
occur When an integer is converted to a smaller integer type, 
and the value of the original integer is outside the range of the 
smaller type. Integer over?oW errors occur When the result of 
an integer operation is above the maximum value for its type. 
When processing strings, certain errors are recogniZed to 
occur When using certain C library functions, such as 
“strcpy( )”, “strcat( )”, “getstr( )”, among others. Such errors 
often result from a failure to validate that input strings do not 
exceed the siZe of the memory in Which they Will be stored. 
Unbounded integers and strings are often exploited by 

malicious attackers to gain unauthorized access to a computer 
system or netWork, Where the attackers can access con?den 
tial information, or introduce dangerous or disruptive pro 
grams such as virus programs, Worm programs, or Trojan 
horse programs. Unbounded integers and strings may also 
inadvertently cause other problems With the secure execution 
of computer programs. 

The manner in Which unbounded integers and strings can 
disrupt secure operation of computer programs is Well 
knoWn. A ?xed amount of memory is generally allocated to 
store data representing a number or a string on a call stack 
during operation of a computer program (the allocated 
memory is usually based on the number of characters in the 
string, or on the type of number being stored). Call stacks are 
used to keep track of computer program execution and state 
by storing return addresses in the calling function, arguments 
to the functions, and temporary values of local variables. 
When data representing strings or numbers is Written to the 
call stack, the data is expected to be Written Within the bound 
aries of the memory allocated to the particular type of data 
being stored. 
When a function alloWs unbounded integers or strings to be 

Written to the call stack, data that is outside of the boundaries 
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4 
of the memory allocated to a particular data type may be 
Written to the call stack. The call stack may be modi?ed by the 
out-of-bounds data, and that modi?cation may change impor 
tant information on the call stack, potentially changing the 
behavior of the computer program. For example, variables or 
return addresses on the call stack may be over-Written, and the 
computer program may crash, or arbitrary or malicious code 
may be executed. 

Referring again to FIG. 1, system 10 for analyZing com 
puter program 12 to identify security vulnerabilities therein is 
arranged to receive a representation 14 of at least a portion of 
computer program 12 from syntax generator 16 (discussed 
further beloW) . A representation of a computer program is any 
description of the computer program. Examples of represen 
tations of a computer program include, but are not limited to, 
forms taken by the computer program in the compilation 
process as it is converted from source code to object code. 

Computer program 12 may be a single-module program, or 
may be composed of one or more program modules 30 that in 
turn include one or more data processing operations 32. An 
example of a computer program 12 composed of multiple 
linked program modules 30 is the Windows@ operating sys 
tem. WindoWs is either a registered trademark or trademark of 
Microsoft Corporation in the United States and/ or other coun 
tries. 

Program modules 30 associated With computer program 12 
may exist in one or more forms, such as in source code (a 
source code ?le 34 is shoWn), object code, or executable code, 
among other forms. Source code ?le 34 includes computer 
executable instructions Written by a programmer in a pro 
gramming language such as C, C++, or another programming 
language. 
A single program module 30 in any form generally 

includes at least one data processing operation 32, and may 
include multiple data processing operations 32. A data pro 
cessing operation 32 represents a set of computer-executable 
instructions con?gured to perform a predetermined operation 
on data (for example, any executable code is a data processing 
operation). A data processing operation may be referred to as 
a process, a task, a function, a routine, or by any other term 
noW knoWn or later adopted that designates the performance 
of predetermined operations on data. 

System 10 itself (discussed furtherbeloW) includes analyZ 
ers 18 (data entry point analyZer 40 and data How analyZer 50) 
and data repository 20. Data repository 20 stores certain data 
accessed or produced by analyZers 18, including certain pre 
determined functions 42 and/or data entry point categories 44 
associated With a data entry point model 41, reference infor 
mation 60, analysis information 62, and a validation result 70. 
Validation result 70 is associated With untrusted data 72, 
Which has certain attributes. System 10 provides analysis 
results 22 to access tools 24. Access tools include an API 80, 
user interface(s) 90, and softWare development tools 95. 

Syntax generator 16, Which includes a lexical analyZer 36 
and a parser 38, receives a portion of computer program 12, 
such as source code ?le 34 (although other forms of computer 
program 12 are possible) and creates a representation 14 of 
computer program 12 Which may be, for example, an abstract 
syntax tree (“AST”) representation .An abstract syntax tree is 
a data structure representing code that has been parsed, from 
Which code generation may be performed. A ?le (not shoWn) 
storing the AST representation may also be created. TheAST 
?le may be stored locally or remotely. 

lntemal arrangements, architectures and principles of 
operation of syntax generator 16 are Well knoWn. Lexical 
analyZer 36 produces a stream of tokens, and parser 38 
assembles the code, Which may be, for example, an abstract 
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syntax tree, from the stream of tokens, based on the overall 
structure and How of source code ?le 34. Syntax generator 16 
may be implemented in Whole or in part by a commercially 
available compiler, selected based on, among other things, the 
programming language in Which source code ?le 34 is Writ 
ten. Alternatively, syntax generator 16 may be designed and 
implemented speci?cally for operation With system 10. 

Analyzer block 18 includes the core analysis functions of 
system 10. Data entry point analyZer 40 and data How ana 
lyZer 50 are special-purpose analysis engines, Which are 
implemented by an arrangement of computer programs 306 
(shoWn and discussed further beloW, in connection With FIG. 
3) stored in one or more computer-readable media304 (also 
shoWn and discussed further beloW, in connection With FIG. 
3), that coordinate the overall function of analyZing a com 
puter program to identify security vulnerabilities therein. A 
?owchart of a method for analyZing a computer program, 
such as computer program 12, is discussed further beloW in 
connection With FIG. 2. 

Data repository 20 includes various types and arrange 
ments of computer-readable media 304 and information 
stored thereon, including but not limited to primary or sec 
ondary, volatile or non-volatile, mutable or immutable, block 
or ?le, data storage- or memory-type computer readable 
media 304. 

In operation, data entry point analyZer 40 uses static analy 
sis, Which is analysis of a computer program carried out 
Without executing the program, to automatically identify one 
or more data processing operations 32 Within representation 
14, and to determine Whether the identi?ed data processing 
operations represent potential sources for entry of untrusted 
data 72 into the computer program. 

Data entry point model 41, Which may be implemented 
using a database or another suitable data structure (such as an 
array, a hash table, and the like), de?nes predetermined func 
tions 42 and data entry point categories 44 that are likely to 
represent signi?cant portion of the entry points of untrusted 
data 72 into computer program 12. Data entry point analyZer 
40 compares a particular data processing operation 32 to a 
predetermined function 42, and assigns data processing 
operation 32 to an appropriate data entry point category 44. 

Examples of data entry point categories 44 include catego 
ries associated With the folloWing: local procedure call 
(“LPC”) and remote procedure call (“RPC”) dispatch table 
functions; COM virtual table functions; Internet server appli 
cation programming interface (“ISAPI”) dispatch table func 
tions associated With Web server products; kemel-mode inter 
rupt table functions; registry access functions; netWork/ 
Internet access functions, such as Winsock netWork access 
functions; and ?le access functions such as run-time library 
routines associated With programming languages like C++. 

To aid in comparison and assignment of data processing 
operation 32 associated With a source code ?le Written in C or 
C++, a list (not shoWn) of predetermined functions 42 corre 
sponding to each data entry point category 44 may be built 
and included in a ?le (not shoWn). In one example, for LPC 
and RPC dispatch table functions, the type of declaration may 
be analyZed, and if the type of declaration matches “PCSR_ 
API_ROUTINE”, then it is considered to be an LPC dispatch 
routine. If the type of declaration matches “SERVER_ ROU 
TINE”, then it is considered to be an RPC dispatch routine. In 
another example, a function is identi?ed as a COM function if 
it has a return type of type “HRESULT” and its class inherits 
from type “IUnknoWn”. In a further example, an ISAPI dis 
patch table function is a function Whose name matches any of 
the folloWing names: “GetExtensionVersion”, “GetFilterVer 
sion”, “HttpExtensionProc”, “HttpFilterProc”, “Terminate 
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6 
Extension”, or “TerminateFilter”, or any other ISAPI dis 
patch table function noW knoWn or later developed. With 
other functions, a list of functions corresponding to each data 
entry point type may be constructed by hand. Other untrusted 
data entry points or functions associated thereWith may be 
de?ned. For example, additional untrusted data entry points 
or functions may be annotatedusing a set of code annotations. 
Code annotations are explanatory notes or comments that 
may be added to source code ?les, either by a compiler or by 
a programmer. They do not affect the Working of the com 
puter program. 

After data entry point analyZer 40 identi?es certain data 
processing operations 32 Within representation 14 that corre 
spond to information in data entry point model 41, such as 
predetermined functions 42 or data entry point categories 44, 
the identi?ed data processing operations 32 are deemed to 
represent potential sources for entry of untrusted data 72 into 
the computer program. The course of untrusted data 72 
through the identi?ed data processing operations may then be 
modeled by data How analyZer 50. 

Data ?oW analyZer 50 (the detailed operation of Which is 
discussed further beloW, and also in connection With FIG. 2) 
accesses and/or produces analysis information 62 and certain 
reference information 60 stored in data repository 20; models 
a course of untrusted data 72 through particular data process 
ing operations 32; and produces validation result 70, Which is 
used to identify security vulnerabilities in representation 14. 

Access to validation result 70, and to other information 
such as analysis information 62 and reference information 60, 
is provided via analysis results 22 to access tools 24. For 
example, API 80, Which represents a set of de?nitions of the 
Ways system 10 may communicate With another system (such 
as a user interface 90 or softWare development tools 95), may 
be provided. Software development tools 95 that use API 80 
may also be provided. The Ways in Which validation result 70 
and other information may be used by both end users and 
other computer programs to identify security vulnerabilities 
in computer program 12 is discussed further beloW, in con 
nection With FIG. 2. 

Data ?oW analyZer 50 may be implemented by one or more 
aspects of various Well-knoWn interprocedural analysis tech 
niques such as data How analysis and pointer ?oW analysis. 
Data How and pointer ?oW analysis involve setting up data 
How equations for each node of a control How graph and 
solving the equations repeatedly, calculating the output from 
the input locally at each node until the Whole system reaches 
a ?xed point. The ?xed point can be reached using various 
Well-knoWn iterative algorithms. The ef?ciency of iteratively 
solving data-?oW equations is in?uenced by the order at 
Which local nodes are visited In postorder iteration, for 
example, a node is visited after all its successor nodes have 
been visited. Typically, the postorder iteration is implemented 
With the depth-?rst strategy The depth-?rst strategy involves 
selecting some node as the root node (e.g., the point at Which 
untrusted data enters a function), and exploring as far as 
possible along each branch of the call graph before backtrack 
ing. 
One tool that may be used to solve data How equations is 

syntactic analysis, and another tool is semantic analysis. Syn 
tactic analysis is the use of the syntactical structure of a 
computer program to solve data How equations Without simu 
lating the exact control How of the program. Semantic analy 
sis is use of certain checks to solve data How equations based 
on semantical information produced by a compiler. 

Analysis information 62 and reference information 60 rep 
resent information used or produced by data How analyZer 50. 
Such information may exist only temporarily (for example, as 
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an in-memory representation) during certain operations of 
system 10, or may be stored in Ways that enhance the scal 
ability of system 10, such as being stored in ?les, databases, 
or other structures that alloW the information to be re-used. 

Analysis information 62 includes information on the lexi 
cal location, call graph, and untrusted data contexts for each 
function Within the source code ?le. Untrusted data contexts 
refer to untrusted data 72 that is introduced When Violations of 
implicit or explicit contracts betWeen callees and callers in the 
functions of the source code ?le are possible. When stored, 
analysis information 62 may be stored using any type of 
format, ?le, or database, such as one or more text-based ?les 
implemented using extensible markup language (“XML”) (a 
spec .xml ?le for example). An example of a spec .xml ?le that 
stores sample analysis information 62 is shoWn beloW. 

Reference information 60 includes additional, optional 
information that may be stored about functions associated 
With computer program 12. Examples of reference informa 
tion 60 include catalog ?les, such as function catalog ?les and 
AST catalog ?les. 
A function catalog ?le includes information about each 

function processed and source code ?le information about the 
function, including the function name, or decorated name 
(“NAME”) and the name of the source code ?le (“FILE”) to 
Which the function belongs. A function catalog ?le may be a 
text ?le (an XML-type text ?le, for example), a database, or 
another type of data storage structure. An example of an 
XML-type text ?le function catalog ?le is shoWn beloW, fol 
loWing the sample spec.xml ?le. 
AnAST catalog ?le is a comma-separated text ?le in Which 

information about a source code ?le, such as the name of the 
source code ?le, is stored before the comma, and information 
about the AST representation, such as the name of a ?le that 
stores the AST representation to Which it belongs, is stored 
after the comma. An example of anAST catalog ?le is shoWn 
beloW, folloWing the sample function catalog ?le. 
An example of a spec.xml ?le that stores sample analysis 

information 62 is shoWn beloW. The spec.xml ?le (contents 
discussed further beloW) is associated With a source code ?le 
that includes a function having the name “CreateRetum 
Handle.” 

<FUNCTION> 
<NAME>? CreateRetumHandle @ @YGJPAXO PAPAX @Z</NAME> 
<DECORATEDNAME> 

7 CreateReturnHandle @ @YGJPAXOPAPAX @Z</ DEC ORATEDNAME> 
<FILE>d:\lh\saInple\</FILE> 
<LINE>9 74</LINE> 
<ATTRIBUTE>0 </ATTRIBUTE> 
<CALLERCONTEXT> 

<CXTiNAME>iLaunchRunAs S erver@ 84</CXTLNAME> 
<CXTiFILE>d:\lh\ saInple\</CXTiFILE> 
<CXTLLINE>399</CXTLLINE> 
<CXTiCALLiLINE>4 6 0</CXTiCALLiLINE> 
<PRECONDITION> 
<LOCATION>02i0 l i00</LOCATION> 
<INTRANGE>eUnBoundi0i0 </INTRANGE> 

</PRECONDITION> 
<POSTCONDITION> 
<LOCATION>02i0 l i00</LOCATION> 
<INTRANGE>eUnBoundi0i0 </INTRANGE> 
</POSTCONDITION> 

</CALLERCONTEXT> 
<CALLERCONTEXT> 

<CXTiNAME>iLaunchActivatorS erver@92 </CXTiNAME> 
<CXTiFILE>d:\lh\sarnple\</CXTiFILE> 
<CXTLLINE>3 2 3 </CXTLLINE> 
<CXTLCALLLLINE>3 87 </CXTLCALLLLINE> 
<PRECONDITION> 

<LOCATION>02i0 l i00</LOCATION> 
<INTRANGE>eUnB oundfOfO </INTRANGE> 
</PRECONDITION> 
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-continued 

<POSTCONDITION> 
<LOCATION>02i0 l i00</LOCATION> 
<INTRANGE>eUnB oundfOfO </INTRANGE> 

</POSTCONDITION> 
</CALLERCONTEXT> 
<CALLEECONTEXT> 

<CXTiNAME>GetCurrentProcess @0 </CXTiNAME> 
<CXTiFILE>d :\lh\com\sp iceiexternal . c</CXTLFILE> 
<CXTiLINE>l 6777215 </CXTLLINE> 
<CXTLCALLLLINE>9 7 6 </CXTLCALLLLINE> 

</CALLEEC ONTEXT> 
<CALLEECONTEXT> 
<CXTiNAME>DuplicateHandle@28</CXTiNAME> 
<CXTiFILE>d :\lh\com\sp iceiexternal . c</CXTLFILE> 
<CXTiLINE>l 6777215 </CXTiLINE> 
<CXTLCALLLLINE>9 7 6 </CXTLCALLLLINE> 
<PRECONDITION><LOCATION>03i0 li00</LOCATION> 
<INTRANGE>eUnB oundfOfO </INTRANGE> 

</PRECONDITION> 
<POSTCONDITION><LOCATION>03L0 li00</LOCATION> 
<INTRANGE>eUnB oundfOfO </INTRANGE> 

</POSTCONDITION> 
</CALLEEC ONTEXT> 
<CALLEECONTEXT> 

<CXTiNAME>GetLastError@0 </CXTLNAME> 
<CXTiFILE>d :\lh\com\sp iceiexternal . c</CXTLFILE> 
<CXTiLINE>l 6777215 </CXTLLINE> 
<CXTLCALLLLINE>9 85 </CXTLCALLLLINE> 

</CALLEEC ONTEXT> 
</FUNCTION> 

The above spec .xml ?le includes the name of the function 
(“NAME”); a decorated name of the function (“DECORAT 
EDNAME”); the name of the source code ?le in Which the 
function is located (“FILE”), and the line number inside the 
source code ?le at Which the function is located (“LINE”). 
The spec.xml ?le also includes Additional characteristics 
(“ATTRIBUTE”) of the function, such as Whether it is called 
from a thread. The functions from Which calls Were made to 
this function are labeled (“CALLERCONTEXT”) and their 
associated information includes names of the caller functions 
(“CXT_NAME”), ?les in Which the functions belong 
(“CXT_ FILE”), line numbers Where the calls are made 
(“CXT_ CALL_LINE”), the untrusted data contexts of the 
functions, including precondition (“PRECONDITION”) and 
postcondition (“POSTCONDITION”) information, and 
information about one or more attributes of untrusted data 72 
associated With the caller functions, such as Whether the 
untrusted data represents an unbounded integer (“IN 
TRANGE”) or a string. The function calls made inside this 
function are labeled “CALLEE CONTEXT”, and their asso 
ciated information includes names of the callee functions 
(“CXT_NAME”), ?les in Which the functions belong 
(“CXT_ FILE”), line numbers Where the calls are made 
(“CXT_ CALL_LINE”), the untrusted data contexts of the 
functions, including precondition (“PRECONDITION”) and 
postcondition (“POSTCONDITION”) information, and 
information about one or more attributes of untrusted data 72 
associated With the callee functions, such as Whether the 
untrusted data is an unbounded integer (“INTRANGE”) or a 
string. 
An example of an XML-type text ?le function catalog ?le 

is shoWn beloW. 
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An example of anAST catalog ?le follows. 

With continued reference to FIG. 1, FIG. 2 is a ?owchart of 
a method for analyzing a computer program, such as com 
puter program 12, to identify security vulnerabilities of the 
computer program. The method is implemented When one or 
more computer programs, such as computer programs 306 
(shoWn in FIG. 3 and discussed further beloW) are loaded into 
a processor, such as processor 302 (also shoWn in FIG. 3 and 
discussed further beloW), and executed. 

The method begins at block 200, and continues at block 
202, Where a data processing operation, such as a data pro 
cessing operation 32 (a function, for example), is automati 
cally identi?ed Within a representation, such as an AST rep 
resentation 14, of at least a portion of the computer program, 
such as source code ?le 34 associated With a programming 
module 30 of computer program 12. In operation of system 
10, for example, data entry point analyZer 40 may use static 
analysis to automatically identify a particular function Within 
representation 14. 

At block 204, it is determined Whether the identi?ed data 
processing operation represents a potential source for entry of 
untrusted data into the computer program. 

In the example herein, data entry point analyZer 40 is 
con?gured to compare the identi?ed function Within repre 
sentation 14 to information in data entry point model 41, such 
as predetermined functions 42 or predetermined data entry 
point categories 44. When data entry point model 41 includes 
a predetermined function 42 and/ or a predetermined data 
entry point category 44 corresponding to the identi?ed func 
tion, the identi?ed function is deemed to represent a potential 
source for entry of untrusted data into the computer program. 
An attribute of the untrusted data is identi?ed at block 206. 

One or more attributes of untrusted dataiWhether the 
untrusted data starts as a string or as an unbounded integer, for 
exampleiaid in the identi?cation of pro gramming situations 
related to handling of such untrusted data that result in vul 
nerabilities in the computer program that should be corrected. 

At block 208, a course of the untrusted data is modeled 
through the identi?ed data processing operation, to produce a 
validation result. 

The course of untrusted data 72 through the identi?ed 
function may be modeled by data How analyZer 50 using AST 
representation 14 and analysis information 62 associated With 
source code ?le 34. First, the strings and integers that start as 
untrusted data are identi?ed Within the identi?ed function. 
Analysis information 62, along With reference information 60 
such as function catalogs and the AST catalog, are used locate 
the identi?ed function, the functions that call and are called 
by the identi?ed function, and the untrusted data to be 
tracked. 

Next, the aliasing and validation of the untrusted data is 
tracked, using interprocedural analysis techniques, through 
the identi?ed function in a depth-?rst fashion starting from 
the entry point(s) identi?ed using data entry point analyZer 
40. Aliasing involves the identi?cation of memory locations, 
such as call stack locations, that may be accessed in more than 
one Way. Alias analysis computes pairs of expressions that 
may point to the same memory location. For the various 
contexts in Which untrusted data may arise in a function, such 
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10 
as callee and caller contexts, the content of memory locations 
that hold a given value of the untrusted data at a given point, 
along a given execution path, are monitored and recorded. 
Information about the data How, including records (for 
example, call stacks) of the content of memory locations that 
stored untrusted data, is stored as validation result 70 (into a 
spec.xml ?le, for example), at block 210. Validation result 70 
may be stored in the same manner and/or the same location or 
?le(s) as analysis information 62, or in other manners or 
locations. 

Based on the attribute identi?ed at block 206, it is deter 
mined, at block 212, Whether the stored validation result 
identi?es a security vulnerability of the computer program. 

For example, if the attribute of the untrusted data is an 
untrusted integer or a string, and if validation result 70 
includes a call stack that has a buffer over?oW associated With 
the untrusted data, then a security vulnerability may be iden 
ti?ed at a particular location in the source code ?le. Analysis 
information 62 or reference information 60 may be used to 
locate the particular data processing operation and untrusted 
data that caused the buffer over?oW, and locations, such as 
source code line numbers, may be identi?ed. 

Buffer over?oWs that occur as a result of the manipulation 
of untrusted data Within the functions de?ned and identi?ed 
by data entry point analyZer 40 have a high potential to disrupt 
secure operation of the computer program, and may therefore 
be deemed to be security vulnerabilities. 

Although the total number of buffer over?oWs in a com 
puter program may be generally large and inactionable, the 
number of buffer over?ows associated With functions that 
represent potential sources for entry of untrusted data is likely 
to be a more manageable number. The further identi?cation of 
buffer over?oWs associated With untrusted data having par 
ticular attributes (such as Whether the data is an unbounded 
integer or a string), may be an even smaller number. 

Access to validation result 70, and optionally to other infor 
mation such as analysis information 62 and reference infor 
mation 60, is provided at block 214. A user interface 90, such 
as a GUI, may be provided. The GUI may be made available, 
for example, by a softWare development tool, such as tool 95, 
that uses anAPI based on validation result 70, such as API 80, 
to provide a set of functions used to draW WindoWs or icons 
associated With the GUI. Developers may use the GUI to 
focus their attention on ?xing the actionable number of 
source code defects represented by the security vulnerabili 
ties. 
A GUI, for example, may present the source code associ 

ated With a computer program in a portion of the user inter 
face, such as a WindoW. Various queries that may be run 
during the code revieW may be presented to the developer in 
another portion of the user interface. One example of a query 
is “check all untrusted input.” When a developer runs the 
query “check all untrusted input,” the data processing opera 
tions that are deemed by data entry point analyZer 40 and/or 
data entry point model 41 to represent potential sources for 
entry of untrusted data into the computer program may be 
identi?ed in a further portion of the user interface. A still 
further portion of the user interface may indicate, based on an 
examination of validation result 70, When untrusted data With 
a particular attribute (for example, an unbounded integer or a 
string) caused a buffer over?oW on a call stack. Analysis 
information 62 or reference information 60 may be used to 
locate the particular data processing operation and untrusted 
data that caused the buffer over?oW (for example, locations, 
such as source code line numbers, may be provided.) 

Thus, methods and systems that use static and interproce 
dural analysis techniques to obtain information about the 
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course of untrusted data through certain predetermined data 
processing operations within computer programs have been 
described. Such systems and methods may be used alone or in 
combination with other techniques, such as source code anno 
tation techniques. An actionable number of security vulner 
abilities, such as programming errors, may be identi?ed by 
identifying a particular attribute of the untrusted data (such as 
whether the untrusted data is an unbounded integer) and 
considering that attribute when examining analysis results 
such as call stacks. The amount of intervention required to 
assess and ?x instances of source code defects resulting from 
buffer over?ows in computer programs can be reduced, and 
developers can focus their attention on ?xing source code 
defects that have the potential to disrupt secure operation of 
the computer program. 

FIG. 3 is a block diagram of a general-purpose computing 
unit 300, illustrating certain functional components that may 
be used to implement, may be accessed by, or may be 
included in, various elements shown in FIG. 1. For example, 
one or more components of computing unit 300 may be used 
to implement, be accessible by, or be included in, syntax 
generator 16, analyzers 18, data repository 20, or access tools 
24. 
A processor 302 is responsive to computer-readable stor 

age media 304 and to computer programs 306. Processor 302, 
which may be a real or a virtual processor, controls functions 
of an electronic device by executing computer-executable 
instructions. 

Computer-readable storage media 304 represents any 
number and combination of local or remote devices, in any 
form, now known or later developed, capable of recording or 
storing computer-readable data. In particular, computer-read 
able storage media 304 may be, or may include, a semicon 
ductor memory (such as a read only memory (“ROM”), any 
type of programmable ROM (“PROM”), a random access 
memory (“RAM”), or a ?ash memory, for example); a mag 
netic storage device (such as a ?oppy disk drive, a hard disk 
drive, a magnetic drum, a magnetic tape, or a magneto-optical 
disk); an optical storage device (such as any type of compact 
disk or digital versatile disk); a bubble memory; a cache 
memory; a core memory; a holographic memory; a memory 
stick; or any combination thereof. 
Computer programs 306 represent any signal processing 

methods or stored instructions that electronically control pre 
determined operations on data. In general, computer pro 
grams 306 are computer-executable instructions imple 
mented as software components according to well-known 
practices for component-based software development, and 
encoded in computer-readable media (such as computer 
readable media 304). Computer programs 306, however, may 
be implemented in software, hardware, ?rmware, or any com 
bination thereof. 

With continued reference to FIG. 3, FIG. 4 is a block 
diagram of an exemplary con?guration of an operating envi 
ronment 400 in which system 10 may be implemented. Oper 
ating environment 400 is generally indicative of a wide vari 
ety of general-purpose or special-purpose computing 
environments. Operating environment 400 is only one 
example of a suitable operating environment and is not 
intended to suggest any limitation as to the scope of use or 
functionality of the system(s) and methods described herein. 
For example, operating environment 400 may be a type of 
computer, such as a personal computer, a workstation, a 
server, a portable device, a laptop, a tablet, or any other type 
of computing device now known or later developed, or any 
aspect thereof. Operating environment 400 may also be a 
distributed computing network or a Web service, for example. 
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12 
A speci?c example of operating environment 400 is an envi 
ronment that implements an API, such as a WIN32 API, 
common to certain Windows® operating systems. 
As shown, operating environment 400 includes or accesses 

components of computing unit 300 (shown in FIG. 3), includ 
ing processor 302, computer-readable media 304, and com 
puter programs 306. Storage 404 includes additional or dif 
ferent computer-readable media associated speci?cally with 
operating environment 400. One or more internal buses 420, 
which are well-known and widely available elements, may be 
used to carry data, addresses, control signals and other infor 
mation within, to, or from computing environment 400 or 
elements thereof. 

Input interface(s) 402 provide input to computing environ 
ment 400. Input may be collected using any type of now 
known or later-developed interface, such as a user interface. 
User interfaces may be touch-input devices such as remote 
controls, displays, mice pens, styluses, trackballs or key 
boards. Additional types of input devices include micro 
phones, scanning devices, and all types of devices that output 
data. 

Output interface(s) 406 provide output from computing 
environment 400. Examples of output interface(s) 406 
include displays, printers, speakers, disk drives, and the like. 

External communication interface(s) 408 are available to 
enhance the ability of computing environment 400 to receive 
information from, or to transmit information to, another 
entity via a communication medium such as a computer 
readable storage medium. External communication 
interface(s) 408 may be, or may include, elements such as 
cable modems, data terminal equipment, media players, data 
storage devices, personal digital assistants, or any other 
device or component/combination thereof, along with asso 
ciated network support devices and/or software or interfaces. 

Exemplary con?gurations of system 10 and elements 
thereof have been described. It will be understood, however, 
system 10 may include fewer, more or different components 
or functions than those described herein. 

In one example, computing unit 300 may be used with a 
variety of general purpose or special purpose computers, 
devices, systems, or products, including but not limited to 
elements of system 10 (for example, one or more processors 
packaged together or with other elements of system 10 may 
implement functions described herein in a variety of ways), 
personal home or o?ice-based computers, networked com 
puters, personal communication devices, home entertainment 
devices, and the like. 

In another example, although reference information 60, 
analysis information 62, validation result 70, and data entry 
point model 41 are shown to exist within data repository 20, 
such data need not be disposed within, or accessed by every 
element of, system 104design choices may dictate the spe 
ci?c element(s) of system 10 that store or access particular 
data, or that store or execute particular computer-executable 
instructions. 

It will also be understood that functions described herein 
are not limited to implementation by any speci?c embodi 
ments of computer programs. Rather, functions are processes 
that convey or transform data, and may generally be imple 
mented by, or executed in, hardware, software, ?rmware, or 
any combination thereof, located at, or accessed by, any com 
bination of elements of system 10. Functionality imple 
mented by computer programs may be implemented by com 
puter programs that are combined or distributed in various 
ways. 

It will further be understood that when one element is 
indicated as being responsive to another element, the ele 
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ments may be directly or indirectly coupled. Connections 
depicted herein may be logical or physical in practice to 
achieve a coupling or communicative interface betWeen ele 
ments. Connections may be implemented as inter-process 
communications among softWare processes, or inter-machine 
communications among netWorked computers. 

The claimed subject matter is not limited to implementa 
tions that solve any or all of the disadvantages of other com 
puter program analysis tools or techniques. As it is under 
stood that embodiments other than the speci?c embodiments 
described above may be devised Without departing from the 
spirit and scope of the appended claims, it is intended that the 
scope of this invention Will be governed by the folloWing 
claims. 

The invention claimed is: 
1. A computer-readable storage medium encoded With 

computer-executable instructions Which, When executed by a 
processor, perform a method for analyZing source code of a 
computer program, comprising: 

generating an abstract syntax tree (“AST”) representation 
of the source code of the computer program; 

accessing a data entry point model, the data entry point 
model de?ning a plurality of predetermined function 
calls and a plurality of data entry point categories, at 
least some of the plurality of predetermined function 
calls associated With at least some of the plurality of data 
entry point categories; 

automatically identifying a plurality of data processing 
operations Within the AST representation; 

for each identi?ed data processing operation of the identi 
?ed plurality of data processing operations, 
determining Whether the identi?ed data processing 

operation represents a potential source for entry of 
untrusted data into the computer program, based on 
Whether the identi?ed data processing operation com 
prises one of the plurality of predetermined function 
calls Within at least one of the plurality of data entry 
point categories; 

identifying an attribute of the untrusted data; 
in a depth-?rst fashion, modeling a course of the 

untrusted data through the identi?ed data processing 
operation to produce a validation result; 

storing the validation result, Wherein the stored valida 
tion result comprises a call stack associated With the 
untrusted data; 

based on the identi?ed attribute, determining that the 
stored validation result identi?es a security vulner 
ability of the computer program When the call stack 
includes a buffer over?oW caused by the untrusted 
data; and providing access to the stored validation 
result, When the stored validation result identi?es a 
security vulnerability, the stored validation result 
usable to identify a corresponding programming error 
in the source code, a quantity of identi?ed security 
vulnerabilities, and an amount of intervention to 
assess and ?x the corresponding programming errors 
in the source code, able to be reduced based on a 
number of predetermined function calls Within the 
plurality of predetermined function calls, or a number 
of data entry point categories Within the plurality of 
data entry point categories, or both. 

2. The computer-readable storage medium according to 
claim 1, Wherein the untrusted data comprises data receivable 
at a boundary betWeen a trusted environment and an untrusted 
environment. 
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3. The computer-readable storage medium according to 

claim 1, Wherein the attribute comprises one of an unbounded 
integer status of the untrusted data and a string status of the 
untrusted data. 

4. The computer-readable storage medium according to 
claim 1, Wherein the step of providing access to the stored 
validation result comprises: 

providing access to an application programming interface 
(“API”) based on the stored validation result. 

5. The computer-readable storage medium according to 
claim 1, Wherein the step of providing access to the stored 
validation result comprises: 

providing access to a user interface, the user interface 
operable to receive the stored validation result and, 
based on the stored validation result, to identify a pro 
gramming error in the source code ?le from Which the 
security vulnerability of the computer program arises. 

6. A system for analyZing source code of a computer pro 
gram, comprising: 

a computer-readable storage medium; and 
a processor responsive to the computer-readable storage 
medium and to a computer program, the computer pro 
gram, When loaded into the processor, operable to per 
form a method comprising 

generating an abstract syntax tree (“AST”) representation 
of the source code of the computer program, 

accessing a data entry point model, the data entry point 
model de?ning a plurality of predetermined function 
calls and a plurality of data entry point categories, at 
least some of the plurality of predetermined function 
calls associated With at least some of the plurality of data 
entry point categories, 

automatically identifying a plurality of data processing 
operations Within a representation of at least a portion of 
the computer program Within the AST representation, 

for each identi?ed data processing operation of the identi 
?ed plurality of data processing operations, 
determining Whether the identi?ed data processing 

operation represents a potential source for entry of 
untrusted data into the computer program, based on 
Whether the identi?ed data processing operation com 
prises one of the plurality of predetermined function 
calls Within at least one of the plurality of data entry 
point categories, 

identifying an attribute of the untrusted data, 
in a depth-?rst fashion, modeling a course of the 

untrusted data through the identi?ed data processing 
operation to produce a validation result, Wherein the 
validation results comprises a call stack associated 
With the untrusted data, the call stack produced based 
on the modeled course of the untrusted data through 
the predetermined function, 

storing the validation result, 
based on the identi?ed attribute, determining that the 

stored validation result identi?es a security vulner 
ability of the computer program When the call stack 
includes a buffer over?oW caused by the untrusted 
data, and Wherein When the stored validation result 
identi?es a security vulnerability, the stored valida 
tion result usable to identify a corresponding pro 
gramming error in the source code, and 

providing access to the stored validation result, a quan 
tity of identi?ed security vulnerabilities, and an 
amount of intervention to assess and ?x the corre 
sponding programming errors in the source code, able 
to be reduced based on a number of predetermined 
function calls Within the plurality of predetermined 
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function calls, or a number of data entry point catego 
ries Within the plurality of data entry point categories, 
or both. 

7. The system according to claim 6, Wherein the attribute 
comprises one of an unbounded integer status of the untrusted 
data and a string status of the untrusted data. 

8. The system according to claim 6, Wherein the untrusted 
data comprises data receivable at a boundary betWeen a 
trusted environment and an untrusted environment. 

9. A computer-readable storage medium encoded With 
computer-executable instructions Which, When executed by a 
processor, perform a method for analyZing source code of a 
computer program, comprising: 

generating an abstract syntax tree (“AST”) representation 
of the source code of the computer program; 

accessing a data entry point model, the data entry point 
model de?ning a plurality of predetermined function 
calls and a plurality of data entry point categories, at 
least some of the plurality of predetermined function 
calls associated With at least some of the plurality of data 
entry point categories; 

automatically identifying a plurality of data processing 
operations Within a representation of at least a portion of 
the computer program Within the AST representation; 

for each identi?ed data processing operation of the identi 
?ed plurality of data processing operations, 
generating an extensible markup language (“XML”) 
model of the identi?ed data processing operation, the 
XML model including information comprising an 
indication of the identi?ed data processing operation, 
an indication of a source code ?le Within Which the 

identi?ed data processing operation is located, an 
indication of a location of the identi?ed data process 
ing operation Within the source code ?le, and an indi 
cation of call contexts; 

determining Whether the identi?ed data processing 
operation represents a potential source for entry of 
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untrusted data into the computer program, based on 
Whether the identi?ed data processing operation com 
prises one of the plurality of predetermined function 
calls Within at least one of the plurality of data entry 
point categories, and based on the indication of call 
contexts; 

identifying an attribute of the untrusted data; 
in a depth-?rst fashion, modeling a course of the 

untrusted data through the identi?ed data processing 
operation to produce a validation result by using the 
XML model to track aliasing of the untrusted data 
through the identi?ed data processing operation and 
by using the XML model to track validation of the 
untrusted data through the identi?ed data processing 
operation; 

storing the validation result, Wherein the stored valida 
tion result comprises a call stack associated With the 
untrusted data; 

based on the identi?ed attribute, determining that the 
stored validation result identi?es a security vulner 
ability of the computer program When the call stack 
includes a buffer over?oW caused by the untrusted 
data; and 

providing access to the stored validation result, When the 
stored validation result identi?es a security vulner 
ability, the stored validation result usable to identify a 
corresponding programming error in the source code, 
a quantity of identi?ed security vulnerabilities, and an 
amount of intervention to assess and ?x the corre 
sponding programming errors in the source code, able 
to be reduced based on a number of predetermined 
function calls Within the plurality of predetermined 
function calls, or a number of data entry point catego 
ries Within the plurality of data entry point categories, 
or both. 


