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(57) ABSTRACT 

A method of identifying at least one anomalous device in a 
con?guration of series-connected semiconductor devices, 
comprising: selecting a device in the con?guration; sending a 
command to the selected device, the command for placing the 
selected device into a recovery mode of operation; attempting 
to elicit identi?cation data from the selected device While in 
the recovery mode of operation; if the attempt is successful, 
selecting a next device in the con?guration of series-con 
nected semiconductor devices and repeating the sending and 
the attempting to elicit; and if the attempt is unsuccessful, 
concluding that the selected device is an anomalous device. 
Also, a method of recovering data from a con?guration of 

Misunas et 31' series-connected semiconductor memory devices having 
Fam_1Wa1d et 31' undergone a failure, comprising: placing an operable device 
Amhs et a1‘ of the con?guration into a recovery mode of operation; While 
Thomsen et 31' the operable device is in the recovery mode of operation, 
Norman et a1‘ retrieving data currently stored by the operable device; and 
McLauIy storing the retrieved data in an alternate memory facility. 
Thomsen et a1. 

Jeffries 25 Claims, 6 Drawing Sheets 
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METHODS AND SYSTEMS FOR FAILURE 
ISOLATION AND DATA RECOVERY IN A 

CONFIGURATION OF SERIES-CONNECTED 
SEMICONDUCTOR DEVICES 

BACKGROUND 

Computer-based systems typically contain semiconductor 
devices such as memory. The semiconductor devices are con 

trolled by a controller, Which may form part of the central 
processing unit (CPU) of the computer or may be separate 
therefrom. The controller has an interface for communicating 
information With the semiconductor devices. Known inter 
faces include interfaces that are “parallel” and interfaces that 
are “serial”. 

Interfaces that are parallel use a large number of pins to 
read and Write information. As the number of pins and Wires 
increases, so do a number of undesired effects, including 
inter-symbol interference, signal skeW and cross talk. These 
effects are exacerbated at high operating frequencies. Thus, 
an interface that is serial With a minimal number of input pins 
and Wires may be desirable. A plurality of semiconductor 
devices can be connected to one another in series via their 
interfaces in a point-to-point fashion, thereby forming a con 
?guration of series-connected semiconductor devices. 

In con?guration of series-connected semiconductor 
devices, one or more of the devices may fail, While leaving 
other ones of the devices in an operable state. The operable 
devices are still capable of functioning normally, although the 
functionality of the con?guration of series-connected semi 
conductor devices as a Whole Will have been impaired. Meth 
ods and systems providing the ability to identify one or more 
of the failed devices Would be useful. Also, methods and 
systems for recovering data from one or more of the still 
operable devices in the con?guration of series-connected 
semiconductor devices Would be desirable. 

SUMMARY OF THE INVENTION 

Thus, it Would be advantageous to improve methods and 
systems for failure isolation and data recovery in a con?gu 
ration of series-connected semiconductor devices. 

According to a ?rst broad aspect, the present invention 
seeks to provide a method of identifying at least one anoma 
lous device in a con?guration of series-connected semicon 
ductor devices. The method comprises selecting a device in 
the con?guration of series-connected semiconductor devices; 
sending a command to the selected device, the command for 
placing the selected device into a recovery mode of operation; 
attempting to elicit identi?cation data from the selected 
device While in the recovery mode of operation; if the attempt 
is successful, selecting a next device in the con?guration of 
series-connected semiconductor devices and repeating the 
sending and the attempting to elicit; and if the attempt is 
unsuccessful, concluding that the selected device is an 
anomalous device. 

According to a second broad aspect, the present invention 
seeks to provide a computer-readable medium comprising 
computer-readable program code Which, When interpreted by 
a controller, causes the controller to execute a method of 
recovering data from a con?guration of series-connected 
semiconductor memory devices having undergone a failure. 
The computer-readable program code comprises ?rst com 
puter-readable program code for causing the controller to 
select a device in the con?guration of series-connected semi 
conductor devices; second computer-readable program code 
for causing the controller to send a command to the selected 
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2 
device, the command for placing the selected device into a 
recovery mode of operation; third computer-readable pro 
gram code for causing the controller to attempt to elicit iden 
ti?cation data from the selected device While in the recovery 
mode of operation; fourth computer-readable program code 
for causing the controller to select a next device in the con 
?guration of series-connected semiconductor devices and 
repeat the sending and the attempting to elicit, if the attempt 
is successful; and ?fth computer-readable program code for 
causing the controller to conclude that the selected device is 
an anomalous device if the attempt is unsuccessful. 

According to a third broad aspect, the present invention 
seeks to provide a semiconductor device, comprising: an 
interface comprising a plurality of input ports and a plurality 
of output ports; an information storage medium; a control 
module operable to cause information to be stored in, or 
retrieved from, the information storage medium, the control 
module further operable to receive commands and data from 
a controller over the input ports in a doWnstream direction 
While in a normal mode of operation, the control module 
further operable to send commands and data to the controller 
over the output ports in the doWnstream direction While in the 
normal mode of operation, the control module further oper 
able to respond to a command from the controller to enter into 
a recovery mode of operation in Which the semiconductor 
device is operable to either (I) receive commands from the 
controller over at least one of the output ports or (II) send data 
to the controller over at least one of the input ports, in an 
upstream direction opposite to the doWnstream direction, 
depending on a directionality to be adopted by the semicon 
ductor device When in the recovery mode of operation. 

According to a fourth broad aspect, the present invention 
seeks to provide a method for execution by a semiconductor 
device in a con?guration of series-connected semiconductor 
devices operatively coupled to a controller. The method com 
prises communicating With the controller in a normal mode of 
operation by receiving commands and data from a controller 
over a set of input ports in a doWnstream direction and send 
ing commands and data to the controller over a set of output 
ports in the doWnstream direction; entering into a recovery 
mode of operation in response to receipt of a command from 
the controller to enter into the recovery mode of operation; 
communicating With the controller in the recovery mode of 
operation by either (I) receiving commands from the control 
ler over at least one of the output ports; or (II) sending data to 
the controller over at least one of the input ports, in an 
upstream direction opposite to the doWnstream direction, and 
depending on a directionality adopted by the semiconductor 
device When in the recovery mode of operation. 

According to a ?fth broad aspect, the present invention 
seeks to provide a system, comprising: a con?guration of 
series-connected semiconductor devices, having an input end 
and an output end; a controller electrically connected to the 
con?guration of series-connected semiconductor devices, the 
controller con?gured for: selecting a device in the con?gura 
tion of series-connected semiconductor devices; sending a 
command to the selected device, the command for placing the 
selected device into a recovery mode of operation; attempting 
to elicit identi?cation data from the selected device While in 
the recovery mode of operation; if the attempt is successful, 
selecting a next device in the con?guration of series-con 
nected semiconductor devices and repeating the sending and 
the attempting to elicit; and if the attempt is unsuccessful, 
concluding that the selected device is an anomalous device. 

According to a sixth broad aspect, the present invention 
seeks to provide a method of recovering data from a con?gu 
ration of series-connected memory devices having undergone 
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a failure. The method comprises placing an operable device of 
the con?guration of series-connected semiconductor 
memory devices into a recovery mode of operation; While the 
operable device is in the recovery mode of operation, retriev 
ing data currently stored by the operable device; and storing 
the retrieved data in an alternate memory facility. 

According to a seventh broad aspect, the present invention 
seeks to provide a computer-readable medium comprising 
computer-readable program code Which, When interpreted by 
a controller, causes the controller to execute a method of 
recovering data from a con?guration of series-connected 
semiconductor memory devices having undergone a failure. 
The computer-readable program code comprises ?rst com 
puter-readable program code for causing the controller to 
place an operable device of the con?guration of series-con 
nected semiconductor memory devices into a recovery mode 
of operation; second computer-readable program code for 
causing the controller to retrieve data currently stored by the 
operable device While the operable device is in the recovery 
mode of operation; and third computer-readable program 
code for causing the controller to store the retrieved data in an 
alternate memory facility. 

According to an eighth broad aspect, the present invention 
seeks to provide a system, comprising: a con?guration of 
series-connected semiconductor memory devices; an alter 
nate memory facility; and a controller electrically connected 
to the con?guration of series-connected semiconductor 
memory devices and to the alternate memory facility. The 
controller is con?gured for: issuing a particular command to 
place an operable device of the con?guration of series-con 
nected semiconductor memory devices into a recovery mode; 
While the operable device is in the recovery mode of opera 
tion, retrieving data currently stored by the operable device; 
and storing the retrieved data in the alternate memory facility. 

According to a ninth broad aspect, the present invention 
seeks to provide a system, comprising a con?guration of 
series-connected semiconductor memory devices; an alter 
nate memory facility; means forplacing an operable device of 
the con?guration of series-connected semiconductor 
memory devices into a recovery mode; means for retrieving 
data currently stored by the operable device While the oper 
able device is in the recovery mode of operation; and means 
for transferring the retrieved data in the alternate memory 
facility. 

According to a tenth broad aspect, the present invention 
seeks to provide a method of recovering data from a con?gu 
ration of series-connected semiconductor memory devices 
having undergone a failure. The method comprises selecting 
at least one operable device of the con?guration of series 
connected semiconductor memory devices; sending a com 
mand to the selected device; in response to receipt of the 
command, the selected device retrieving data currently stored 
by the selected device and outputting the retrieved data; 
receiving the data output by the operable device; storing the 
retrieved data in an alternate memory facility; Wherein the 
sending or the receiving involves the selected device commu 
nicating in a direction opposite to a direction in Which the 
selected device communicated prior to the failure. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Reference Will noW be made, by Way of example, to the 
accompanying draWings: 

FIG. 1 is a block diagram of a con?guration of series 
connected slave devices in communication With a master 
device, in accordance With a non-limiting embodiment; 
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4 
FIG. 2 is a block diagram of one of the slave devices of FIG. 

1, in accordance With a non-limiting embodiment; 
FIG. 3 is a block diagram shoWing further details of the 

master device of FIG. 1, in accordance With a non-limiting 
embodiment; 

FIG. 4 is a ?owchart shoWing steps in a failure detection 
and isolation function implemented by the master device, in 
accordance With a non-limiting embodiment; 

FIG. 5 is a block diagram of a system comprising the 
master device of FIG. 1 operatively coupled to a primary 
memory facility and an alternate memory facility, in accor 
dance With a non-limiting embodiment; and 

FIG. 6 is a ?owchart shoWing steps in a recovery function 
implemented by the master device of FIG. 5, in accordance 
With a non-limiting embodiment. 

DETAILED DESCRIPTION 

In the folloWing detailed description of embodiments of the 
present invention, reference is made to the accompanying 
draWings Which form a part hereof, and Which shoW by Way of 
illustration certain embodiments in Which the present inven 
tion may be practiced. These embodiments are described in 
suf?cient detail to enable those of ordinary skill in the art to 
practice those embodiments, and it is to be understood that 
other embodiments may be utiliZed and that logical, electri 
cal, and other changes may be made Without departing from 
the scope of the present invention. The folloWing detailed 
description is, therefore, not to be taken in a limiting sense, 
and the scope of the present invention is de?ned by the 
appended claims. 

Examples of semiconductor devices contemplated herein 
include devices With serial input bit stream control, i.e., Which 
perform actions in response to signals received at one or more 
input ports, such signals being sampled at “acquisition 
instants” that depend on the behavior of a clock signal. 
Accordingly, the semiconductor devices contemplated herein 
can be semiconductor integrated circuit (IC) devices such as 
memories (including volatile and/or non-volatile memories), 
central processing units, graphics processing units, display 
controller ICs, disk drive ICs, solid state drives and so on. 
Functionally, the semiconductor devices contemplated herein 
may be semiconductor memory devices, including those 
characterized as NAND Flash electrically erasable program 
mable read-only memory (EEPROM), NOR Flash EEPROM, 
AND Flash EEPROM, DiNOR Flash EEPROM, Serial Flash 
EEPROM, dynamic random access memory (DRAM), static 
random access memory (SRAM), read-only memory (ROM), 
electrically programmable read-only memory (EPROM), fer 
roelectric random access memory (FRAM), magnetoresistive 
random access memory (MRAM), phase change random 
access memory (PRAM or PCRAM), to name a feW non 
limiting possibilities. 

Examples of a con?guration of series-connected semicon 
ductor devices are provided in the following US. patent 
applications, the contents of Which are entirely incorporated 
herein by reference: 

Ser. No. 60/722,368, ?led Sep. 30, 2005; 
Ser. No. 11/324,023, ?led Dec. 30, 2005; 
Ser. No. 11/496,278, ?led Jul. 31, 2006; 
Ser. No. 11/521,734, ?led Sep. 15,2006; 
Ser. No. 11/606,407, ?led Nov. 29, 2006. 
Ser. No. 11/771,023 ?led Jun. 29, 2007; and 
Ser. No. 11/771,241 ?led Jun. 29, 2007. 
FIG. 1 shoWs an example of a con?guration of series 

connected semiconductor devices in communication With a 
controller 102. Speci?cally, there are N devices, including a 



US 7,836,340 B2 
5 

?rst device 1040 at an input end of the con?guration of series 
connected semiconductor devices, a j-l’h device 104j_l, a j”’ 
device 104], aj+lth device 104]-+1 and a last device 104N_l at 
an output end of the con?guration of series-connected semi 
conductor devices. The devices 1040 _ _ _ N_l can be semicon 

ductor devices, such as memory devices for example. In the 
case Where the devices 1040 _ _ _ N_l are indeed memory 

devices, the controller 102 can be implemented as a memory 
controller. It should be understood that the controller 102 can 
itself be a semiconductor device. In some examples, the con 
troller 102 can be an Application-Speci?c Integrated Circuit 

(ASIC). 
The controller 102 is hereinafter referred to as a “master 

device”, While the devices 1040 _ _ _ N_ l are hereinafter referred 

to as “slave devices”. Thus, slave device 104]- is in communi 
cation With a previous up stream device in the con?guration of 
series-connected semiconductor devices and a next doWn 
stream device in the con?guration of series-connected semi 
conductor devices. Where jIO, the previous upstream device 
is the master device 102 and the next doWnstream device is 
slave device 1041. Where 0<j<N-l, the previous upstream 
device is slave device 104]-_ 1 and the next doWnstream device 
is slave device 104j+l. Where jIN-l, the previous upstream 
device is 1 04 N_ 2 and the next doWnstream device is the master 
device 102. 

It should of course be apparent to those of ordinary skill in 
the art that the con?guration of series-connected semiconduc 
tor devices may include any number of slave devices. By Way 
of non-limiting example, the master device 102 and the slave 
devices 1040 _ _ _ N_l may be implemented in a single multi 

chip package (MCP) or as discrete units. 
It should also be appreciated that different types of slave 

devices can be utiliZed as long as they have compatible inter 
faces. For example, Where the slave devices 1040 _ _ _ N_l are 

memory devices, such memory devices may be of the same 
type (e.g., all having NAND Flash memory core), or they may 
be of different types (e.g., some having NAND Flash memory 
core and others having NOR Flash memory core). Other 
combinations of memory types and device types Will occur to 
those of skill in the art and are Within the scope of the present 
invention. 

With reference noW to FIG. 2, slave device 104]. includes a 
control module 206, an information storage medium 208 and 
an interface comprising a plurality of input ports and output 
ports. Slave device 104]- also includes a plurality of registers, 
including a con?guration register 210. 

Slave device 104]. selectively operates in a so-called “nor 
mal” mode of operation or a so-called “recovery” mode of 
operation. In the normal mode of operation, the control mod 
ule 206 is responsive to signals received from the master 
device 102 via the input ports of the interface of slave device 
1041-. Speci?cally, the control module 206 performs various 
control and processing functions With access to the informa 
tion storage medium 208 in response to signals arriving via 
the input ports, and provides signals to the next doWnstream 
device via the output ports. As mentioned above, the next 
doWnstream device can be another slave device or the master 
device 1 02, for example, depending on the relative position of 
slave device 104]- Within the con?guration of series-connected 
semiconductor devices. 

To be more speci?c, the interface of slave device 104]. 
includes a data input port (hereinafter, the “Dj port”) and a 
data output port (hereinafter, the “Q. port”). The D]. port is 
used to transfer information (e.g., address, command and data 
information) carried by an input information signal S D_]- into 
slave device 104], With some of this information being des 
tined for the control module 206 and some being destined for 
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the information storage medium 208. The Q port provides an 
output information signal S Q_j that carries information (e. g., 
address, command and data information) out of slave device 
104], With some of this information possibly having origi 
nated from the information storage medium 208. The Dj and 
Q ports may be con?gured to have multiple pins, although 
less than for an interface that is parallel. In some non-limiting 
example embodiments, each of the Dj and Q ports may be 
con?gured to have 1, 2, 4 or 8 pins. 

In addition, the interface of slave device 104]- includes a 
command strobe input port (hereinafter, the “CSI]- port”) and 
a command strobe echo output port (hereinafter, the “CSOJ 
port”). The CSIJ- port receives a command strobe signal SCSH. 
The command strobe signal S CSH is used by slave device 104]. 
to enable the Dj port such that When the command strobe 
signal S CSH is asserted, this alloWs the serial input of data to 
slave device 104]- via the Dj port for processing by the control 
module 206. Such data may include commands destined for 
slave device 104-j or another slave device further doWn 
stream. The command strobe signal SCSH is propagated 
through to a command strobe echo signal Scso?. at the CS0]. 
port of slave device 1041-. 

In addition, the interface of slave device 104]. includes a 
data strobe input port (hereinafter, the “DSIJ- port”) and a data 
strobe echo output port (hereinafter, the “DSOJ- port”). The 
DSIJ- port receives a data strobe signal S DSH. The data strobe 
signal SDSH is used by slave device 104]- to enable the Q port 
such that When the data strobe signal S DSH is asserted, this 
alloWs the serial output of data expected to be sent out by 
device 104]. via the Q]. port. The data strobe signal S DSH is also 
propagated through to a data strobe echo signal S DSO_]- at the 
BSD]. port of slave device 1041-. 

In addition, the interface of slave device 104]. includes a 
clock input port (hereinafter, the “RCKJ- port”). The RCKJ- port 
receives an input clock signal S R CK_]. from the master device 
102. The input clock signal S RCK_]- is received either directly 
from the master device 102 or is a propagated version 
received from the previous up stream device. The input clock 
signal S RCK_]- is used to control latching of the signals present 
at the D]. port into registers internal to slave device 104], as 
Well as to control latching of signals onto the Q port from 
registers internal to slave device 1041.. The input clock signal 
S RCK_]- is also used to control latching of the signals present at 
the CSI]- and DSIJ- ports into registers internal to slave device 
104]- and subsequently onto the CSOJ- and DSOJ- ports, respec 
tively. 

In addition, the interface of slave device 104]. may include 
a chip select port (not shoWn), Which receives a chip select 
signal from the master device 102 that enables operation of 
slave device 104]- and possibly other slave devices concur 
rently. A reset port (not shoWn) may also be provided, for the 
purposes of carrying a reset signal from the master device 102 
for resetting one or more functions of the slave device 1041-. 

It is noted that the aforementioned command and data 
strobe echo signals SCSO_]- and S DSO_]- are propagated ver 
sions of the command strobe signal SCSH and the data strobe 
signal S DSH, respectively, and, as such, Will have undergone 
a delay, referred to herein as an input-to-output latency (or 
“?ow-through” latency) and denoted T lob]. T lob], Which in 
one embodiment can be expressed in terms of a number of 
clock cycles, characteriZes the design of slave device 104]. 
and, more particularly, the control module 206 of slave device 
1040. T,OL_]. can be different for devices of different types and 
speci?cations. In a non-limiting embodiment, T 10b]- is 
designed to be as loW as possible for a nominal clock rate, 
While guaranteeing that the control module 206 has suf?cient 
time to process information carried by the input information 
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signal SD_]- at the Dj port and complete any requisite interac 
tions With the information storage medium 208. 

Speci?cally, upon assertion of the command strobe signal 
SCSH, it is expected that the data carried by the input infor 
mation signal S D_]- Will have been processed by slave device 
104]- after a delay of T,OL_]- clock cycles. Thus, one can vieW 
the state of the command strobe signal SCSH as establishing 
a time WindoW during Which the input information signal S D_ j 
carries data to be processed by slave device 1041.. Meanwhile, 
the current states of the command strobe signal SCSH, the 
data strobe signal S D S,_ j and the input information signal S D_ j 
are transferred out onto the command strobe echo signal 
SCSO_]-, the data strobe echo signal SDSO-j and the output 
information signal S Q_j, respectively, so that they appear 
thereon after the aforesaid delay of T lob]- clock cycles. Any 
relationship in terms of synchronism that may have existed 
among the input information signal S D_ j, the command strobe 
signal SCSH and the data strobe signal SDSH is therefore 
preserved for the bene?t of the next doWnstream device. 

The impact of assertion of the data strobe signal S DSH is 
slightly different. On the one hand, slave device 104]. may 
expect to send out data based on a previously received instruc 
tion (e.g., a READ command as Will be described beloW). 
Here, assertion of the data strobe signal S DSH Will cause such 
data to begin to appear in the output information signal S Q_j 
after a delay of T,OL_]- clock cycles. MeanWhile, the current 
states of the command strobe signal SCSH and the data strobe 
signal S DSH are transferred out onto the echo signals S cso?. 
and S D SO_ j, respectively, so that they appear thereon after the 
aforesaid delay of T lob]. clock cycles. Thus, Where slave 
device 104]- indeed expects to send out information, one can 
vieW the state of the data strobe echo signal S DSO_]- as estab 
lishing a time WindoW during Which the output information 
signal S Q_j validly carries data that has been output by slave 
device 1041.. 
On the other hand, Where slave device 104 j does not expect 

to send out information based on a previously received 
instruction (or in the absence of such instruction altogether), 
assertion of the data strobe signal S DSH is meaningless for 
slave device 1041.. In such cases, the current states of the 
command strobe signal SCSH, the data strobe signal S DSH 
and the input information signal S D_]. are simply transferred 
out onto the command strobe echo signal SCSO_]-, the data 
strobe echo signal S DSO_]- and the output information signal 
SQ_]-, respectively, so that they appear thereon after the afore 
said delay of T lob]- clock cycles. Any synchronism relation 
ship that may have existed among the input information sig 
nal S D_ j, the command strobe signal SCSH and the data strobe 
signal S DSH is therefore preserved for the bene?t of the next 
doWnstream device. 
As mentioned above, slave device 104]- can operate in a 

normal mode of operation or in a recovery mode of operation. 
The behaviour described above is characteristic of the normal 
mode of operation. To enable operation in the recovery mode 
of operation, slave device 104]- exhibits a certain degree of 
bidirectional functionality. Speci?cally, the CS0]. port is con 
?gured to be bidirectional, thereby to alloW back-propagated 
commands received from the next doWnstream device to be 
latched by slave device 104]- and processed. The control mod 
ule 206 of slave device 104]- is thus equipped With circuitry 
270 required to latch and process back-propagated com 
mands received over the CSOJ- port. As Will be described in 
further detail later on, the CS0]. port may be used to cause 
slave device 104]- to enter into the recovery mode of operation, 
and therefore it is Within the scope of the present invention for 
the control module 206 to be continually attentive to back 
propagated commands received over the CSOJ- port. When 
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8 
such back-propagated commands are destined for a device 
further upstream than slave device 104], then forWarding to 
the previous upstream device is appropriate, and to this end 
the CSI]- port is also con?gured to be bidirectional. 

In addition, one or more of the pins of the Dj port are 
con?gured to be bidirectional, in order to alloW data to be 
back-propagated to the previous upstream device When nec 
essary in the recovery mode of operation. In some cases, the 
data that is back-propagated to the previous upstream device 
via the bidirectional pin(s) of the Dj port may itself have been 
back-propagated to slave device 104]- by the next doWnstream 
device. Accordingly, one or more of the pins of the Q port are 
also con?gured to be bidirectional. The control module 206 of 
slave device 104]. is thus equipped With circuitry 280 required 
to latch and process data received over the bidirectional pin(s) 
of the Q]. port and to transfer this data over to the bidirectional 
pin(s) of the Dj port, leading toWards the previous upstream 
device. 

In other cases, the data that is back-propagated to the 
previous upstream device via the bidirectional pin(s) of the D] 
port may originate from the information storage medium 208 
of slave device 1041-. Accordingly, slave device 104]- is 
equipped With a sWitching element 212 that receives data 
from the information storage medium 208 at a sWitching 
element input port 214. The sWitching element 212 also has a 
?rst sWitching element output port 216 electrically connected 
to the Q port and a second sWitching element output port 218 
electrically connected to the bidirectional pin(s) of the D]. 
port. The sWitching element 212 is used to divert data 
received at the sWitching element input port 214 toWards 
either the ?rst sWitching element output port 216 or the sec 
ond switching element output port 218 (and therefore to 
either the Q]. port or the D]. port of slave device 104], respec 
tively), depending upon the value of a select signal received at 
a sWitching element select port 220. The select signal is 
received from the control module 206 and is controlled in a 
manner to be described later. In one non-limiting example, the 
sWitching element can be embodied as a demultiplexer. 

Additionally, and optionally, the DSIJ- port can also be 
con?gured to be bidirectional, to alloW the presence of data on 
the bidirectional pin(s) of the Dj port to be announced to the 
previous upstream device When such data either originates 
from the information storage medium 208 of slave device 
1 04 j or is being forWarded after having been received from the 
next doWnstream device. Indeed, in the latter case, a similar 
announcement made by the next doWnstream device Will 
appear at the DSO]. port and may need to be back-propagated 
by slave device 1041-; hence the DSOJ- port can also be con?g 
ured to be bidirectional. 

Those skilled in the art Will also appreciate that other 
components may be provided in slave device 104]- Without 
departing from the scope of the present invention, such as, for 
example, buffers, phase shifters, logic sub-circuits, depend 
ing on clock rate type (e.g., single data rate versus double data 
rate), clock response type (e.g., edge-aligned versus center 
aligned) and various other aspects of the functionality of slave 
device 1041-. For example, in the illustrated non-limiting 
embodiment, slave device 104 j includes a plurality of buffers 
250 electrically connected to the RCKj, Dj, DSIJ- and CSI] 
ports and a plurality of buffers 252 electrically connected to 
the Q], DSO]. and CS0]. ports. Where a particular one of the 
buffers 250, 252 is electrically connected to a bidirectional 
port or pin, the buffer exhibits buffering functionality in both 
directions of signal ?oW. 

Reference is noW made to FIG. 3, Which shoWs the master 
device 102 in greater detail. Functionality of the master 
device 102 may be implemented in softWare, hardWare, con 
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trol logic, or any combination thereof. In one non-limiting 
embodiment, the master device 102 may interact With a com 
puting system that provides various high-level functions and 
executes an operating system. The master device 102 com 
prises a clock generation module 302, an output port control 
ler 304 With a plurality of output ports and an input port 
controller 306 With a plurality of input ports. 

The clock generation module 302 generates the master 
output clock signal STCK, Which is distributed in a desired 
manner to the slave devices 1040 _ _ _ N_l, as Well as to the 

output port controller 304 and the input port controller 306. It 
should be noted that in the non-limiting embodiment shoWn 
in FIG. 3, the TCK port is electrically connected to the RCKO, 
RCKI, RCK2 and RCK3 ports in a multi-drop con?guration, 
thus alloWing the same master output clock signal STCK to be 
distributed simultaneously to the various slave devices 
1040 _ _ _ N_ 1. In other embodiments, the master output clock 

signal S TCK can instead be propagated from one slave device 
to the next. Still other clock distribution topologies are pos 
sible Without departing from the scope of the present inven 
tion. 

The output ports of the output port controller 304 carry a 
group of signals to the input end of the con?guration of 
series-connected semiconductor devices via the ?rst slave 
device 1040. Speci?cally, the output ports of the output port 
controller 3 04 include a master clock output port (hereinafter, 
the “TCK port”) over Which is output a master output clock 
signal STCK, a master serial output port (hereinafter, the “Q 
port”) over Which is provided a master serial output informa 
tion signal SQ, a master command strobe output port (here 
inafter, the “CSI port”) over Which is provided a master com 
mand strobe signal SCSI, and a master data strobe output port 
(hereinafter, the “DSI port”) over Which is provided a master 
data strobe signal SD51. The interface of the master device 102 
may further comprise various other output ports over Which 
can be provided the aforementioned chip select signal and 
reset signal, as Well as various other control and data infor 
mation destined for the slave devices 1040 _ _ _ N_l. In opera 

tion, the output port controller 304 issues commands, and 
asserts the master command strobe signal S CSI and the master 
data strobe signal S DSI at the appropriate instants. 

In one non-limiting embodiment, the signals output by the 
output port controller 304 are timed so that the intended 
acquisition instants are aligned With the falling edges of the 
master output clock signal STCK. In another non-limiting 
embodiment, the signals output by the output port controller 
304 are timed so that the intended acquisition instants are 
aligned With the rising edges of the master output clock signal 
STCK. In yet another non-limiting embodiment, the signals 
output by the output port controller 304 are timed so that the 
intended acquisition instants are intermediate the rising and 
falling edges of the master output clock signal S TCK. 

For its part, the input port controller 306 receives a group of 
signals from the output end of the con?guration of series 
connected semiconductor devices via last slave device 
104N_1. Speci?cally, the interface of the master device 102 
comprises a master serial input port (hereinafter, the “D port”) 
over Which is received a master serial input information signal 
S D from the last slave device 104N_l of the con?guration of 
series-connected semiconductor devices. In addition, the 
interface of the master device 102 further comprises a master 
data strobe echo input port (hereinafter, the “DSO” port) over 
Which is received a master data strobe echo signal S DSO from 
the last slave device 104N_l of the con?guration of series 
connected semiconductor devices. In addition, the interface 
of the master device 1 02 further comprises a master command 
strobe echo input port (hereinafter, the “CS0” port) over 
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Which is received a master command strobe echo signal SCSO 
from the last slave device 104 N_l of the con?guration of 
series-connected semiconductor devices. 
The output ports of the master device 102 (i.e., the Q, CSI 

and DSI ports) are electrically connected to the input ports of 
the ?rst slave device 1040 (i.e., the DO, CSIO and DSIO ports, 
respectively), Whose output ports (i.e., the Q0, CSOO and 
DSOO ports) are electrically connected to the input ports of 
slave device 1040 (i.e., the D1, CSIl and DSIl ports, respec 
tively), and so on. Finally, the output ports of slave device 
104N_2 (i.e., the QN_2, CSON_2 and DSON_2 ports) are elec 
trically connected to the input ports of slave device 104N_l 
(i.e., the DN_l, CSIN_l and DSIN_l ports, respectively). 
Finally, the Qwl port of slave device 104N_l is electrically 
connected to the D port of the master device 102 (alloWing 
delivery of the master serial input information signal S D to the 
master device 102), the CS0 _1 port ofslave device 104N_l is 
electrically connected to the CS0 port of the master device 
102 (alloWing delivery of the master command strobe echo 
signal SCSO to the master device 102), and the DSON_ 1 port of 
slave device 104N_l is electrically connected to the DSO port 
of the master device 102 (alloWing delivery of the master data 
strobe echo signal S DSO to the master device 102). 
As mentioned above, the slave devices 1040 _ _ _ N_l selec 

tively operate in either the normal mode of operation or the 
recovery mode of operation. Details of hoW to cause a par 
ticular slave device to enter one mode or the other Will be 
provided later on. For noW, it is su?icient to recogniZe that in 
order to cause a particular slave device to enter into the 
recovery mode of operation, and to subsequently communi 
cate With the particular slave device While it is in recovery 
mode, the master device 102 needs to establish communica 
tion With the particular device. In the case Where a portion of 
the con?guration of series-connected semiconductor devices 
has failed, only those slave devices that are on “either side” of 
the failed portion Will be reachable. It should thus be appre 
ciated that a particular slave device on either side of the failed 
portion Will be reachable either exclusively by the output port 
controller 304 or exclusively by the input port controller 306, 
and not in the ring-like manner that applies When the con?gu 
ration of series-connected semiconductor devices is fully 
operational. 

To alloW communication to be established With a particular 
slave device on either side of the failed portion of the con 
?guration of series-connected semiconductor devices, the 
input port controller 304 and the output port controller 306 
each exhibit a certain degree of bidirectional functionality. 
Speci?cally, the CS0 port and at least one pin of the D port of 
the input port controller 306 are con?gured to be bidirec 
tional, thereby to alloW commands to be back-propagated to 
slave device 104 N_l and other slave devices closer to the 
failed portion When approached from a ?rst side. Similarly, in 
order to receive and process back-propagated responses from 
slave device 1040 and other slave devices closer to the failed 
portion from the other side, the CSI port and at least one pin 
of the Q port of the output port controller 304 are also con 
?gured to be bidirectional. 

Additionally, and optionally, the DSI port can also be con 
?gured to be bidirectional so that the output port controller 
304 can be alerted to the presence of data arriving from slave 
device 1040 on the bidirectional pin(s) of the D port. Simi 
larly, the DSO port can be con?gured to be bidirectional to 
alloW the input port controller 306 to specify a time WindoW 
during Which it Would like to see slave device 104N_l back 
propagate data to the next upstream device on the bidirec 
tional pin(s) of the D _1 port. Let it noW be assumed that the 
slave devices 1040 _ _ _ N_l are all in the normal mode of 
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operation. This means that the switching element 212 in each 
of the slave devices 104]. (OéjéN-l) is con?gured to route 
data output from the respective information storage medium 
208 onto the respective Qj port via the ?rst sWitching element 
output port 216. Assume also that the master device 102 
Wishes to communicate With one or more “target” devices in 
the con?guration of series-connected semiconductor devices. 
This is done by the master device 102 issuing a command 
destined for the target device(s). The command identi?es the 
target device(s), Which can be one or more slave devices 
1040 _ _ _ N_ 1 in the con?guration of series-connected semicon 

ductor devices. 
In a non-limiting embodiment, commands may be issued in 

the form of packets Which form a higher-layer protocol of 
communication betWeen the master device 102 and the slave 
devices 1040 _ _ _ N_ 1. Non-limiting examples of a command 

that can be processed by slave device 104]- (Oéj éN-l) While 
in the normal mode of operation include: 

a READ command; 

a WRITE command; 

a WRITE CONFIGURATION REGISTER command. 

There Will noW be provided some detail, in accordance 
With some examples, regarding the generation and effect of 
the above commands. 

Read Command 
The READ command, Which is destined for a speci?c target 

device, is issued by the output port controller 304 and is 
encoded into the master serial output information signal SQ 
sent over the Q port. The output port controller 304 also 
ensures that the master command strobe signal SCSI is 
asserted While the master serial output information signal SQ 
is being transmitted. 

Having passed through Zero or more other slave devices 
further upstream, the READ command reaches slave device 
104]. at the latter’s D]. port in the form of the serial input 
information signal S D_]-, and the accompanying master com 
mand strobe signal S CSIis received by slave device 104]. at the 
latter’s CSIJ- port in the form of the command strobe signal 
SCSH. As Will noW be shoWn, the received READ command 
is interpreted by the control module 206 and translated into 
control signals fed to various elements of the information 
storage medium 208 and other circuitry (not shoWn) of slave 
device 1041-. 

In a non-limiting example embodiment, the READ command 
may have the folloWing encoded format. Of course, other 
formats for the READ command are possible, including a vari 
ety of other encoding schemes, arrangements of bits, and so 
on, Without departing from the scope of the present invention. 

1“ segment 2'” segment 3rd segment 

device address B lh read location 

The ?rst segment of the READ command (device address) 
represents a hexadecimal or other value that is an address of 
the target device, Which may or may not be slave device 104] 
or another slave device in the con?guration of series-con 
nected semiconductor devices. Slave device 104]. becomes 
aWare of its address during an initialiZation procedure, 
examples of Which Will be knoWn to those skilled in the art. If 
the control module 206 indeed recogniZes the address of slave 
device 104]- in the ?rst segment of the received command, the 
control module 206 Will enter a state Where it becomes atten 
tive to receipt of a further part of the received command 
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requiring processing (noting that the control module 206 does 
not yet knoW that the received command is a READ command). 
MeanWhile, the control module 206 serially transfers the ?rst 
segment of the received command out onto the OJ port after 
T,OL_]- clock cycles. 
The second segment of the READ command represents a 

hexadecimal or other value (in this example, Blh) that indi 
cates that the received command is indeed a READ command 
and not some other command. Of course, the precise value 
associated With the second segment of the READ command is a 
design parameter and does not have any signi?cance in this 
example other than to serve an illustrative purpose. By pro 
cessing the second segment of the received command (under 
the assumption that the control module 206 has determined 
from the ?rst segment of the command that it is indeed des 
tined for slave device 104]), the control module 206 recog 
niZes the received command as a READ command and Will 
therefore enter a state Where it becomes attentive to receipt of 
yet a further part of the command requiring processing. 
MeanWhile, the control module 206 serially transfers the 
second segment of the READ command (i.e., toWards the next 
doWnstream device) out onto the Q]. port after T,OL_]. clock 
cycles. 
The third segment of the READ command (read location) 

represents a hexadecimal or other value that speci?es one or 
more memory locations in the information storage medium 
208 Whose contents are to be read and subsequently output 
onto the OJ port via the ?rst sWitching element output port 
216. Accordingly, the control module 206 accesses the con 
tents of the one or more speci?ed memory locations. Mean 
While, the control module 206 serially transfers the third 
segment of the READ command out onto the Q]. port (i.e., 
toWards the next doWnstream device) after T,OL_]- clock 
cycles. 
The data accessed in response to the READ command is to 

be placed onto the OJ port, but at a later time and in depen 
dence upon the state of the data strobe signal S DSH, Which is 
a propagated version of the master data strobe signal SD51. 
Speci?cally, the master data strobe signal S DS, is asserted by 
the output port controller 304 after issuing the READ command 
as described above. The master data strobe signal SDS, is kept 
asserted for a suitable length of time commensurate With the 
amount of response data expected from the target device. 
The master data strobe signal SD51 reaches slave device 

104]. at the latter’s DSI]. port in the form of the data strobe 
signal S DSH. Once the control module 206 detects that the 
data strobe signal S DSH has been asserted, the control module 
206 places the data accessed from the information storage 
medium onto the OJ port via the ?rst sWitching element output 
port 216 after a further T,OL_]. clock cycles. HoWever, if the 
data strobe signal SDSH signal is not asserted, the control 
module 206 does not feed any data to the sWitching element 
input port 214. 

In vieW of the foregoing, it Will be appreciated that the 
master device 102 issues a READ command to control the 
behavior of a target device in the con?guration of series 
connected semiconductor devices by using the D, CSI and 
DSI ports. The target device then responds to the READ com 
mand from the master device 102 and transmits response data 
further along the con?guration of series-connected semicon 
ductor devices. The response data is placed onto the OJ port of 
the target device during a time WindoW of validity that is 
signaled by assertion of the data strobe signal SDSH. The 
amount of time during Which the data strobe signal S DSH 
remains asserted is related to the amount of data to be read 
from the information storage medium 208. 
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Since release of the response data by the target device 
follows detection by the target device that the data strobe 
signal S DSH received by the target device has been asserted, 
and since the data strobe signal SDSH corresponds to the 
master data strobe signal SDSI With a delay of T,OL_]- at each 
upstream slave device in the con?guration of series-con 
nected semiconductor devices, it Will be appreciated that 
release of the response data by the target device Will be 
delayed relative to assertion of the master data strobe signal 
S D5, by the sum total of the ?oW-through latencies T 10b]- of 
each slave upstream from (and including) the target device. 
Thereafter, the response data Will undergo a further delay of 
T,OL_]- at each doWnstream device in the con?guration of 
series-connected semiconductor devices. Thus, the response 
data appearing in the master serial input information signal 
S D Will be delayed relative to assertion of the master data 
strobe signal S D5, by a total ?oW-through latency of the con 
?guration of series-connected semiconductor devices, 
denoted TIOL- TOTAL’ Where TIOL- TOTAL:2jTIOL—j' 

Ultimately, therefore, the master device 102 begins to 
receive the response data via its D port at an arrival time that 
Will be delayed relative to assertion of the master data strobe 
signal S D5, by T IOL_ Tom L. Although this arrival time may not 
apparent from the content of the master serial input informa 
tion signal S D itself, it is apparent from the master data strobe 
echo signal SD50. Speci?cally, the master data strobe echo 
signal S D30 is a propagated version of the master data strobe 
signal S DSI, and has undergone the same delay as the master 
serial input information signal S D, corresponding to the total 
?oW-through latency TIOLJOTAL. Thus, processing of the 
master data strobe echo signal S DSO can permit the master 
device 102 to extract valid response data from the master 
serial input information signal S D. 

Write Command 
The WRITE command, Which is destined for one or more 

target devices, is issued by the output port controller 304 and 
is encoded into the master serial output information signal S 
sent over the Q port. The output port controller 304 also 
ensures that the master command strobe signal SCSI is 
asserted While the master serial output information signal SQ 
is being transmitted. 

Having passed through Zero or more other slave devices 
further upstream, the WRITE command reaches slave device 
104]- at the latter’s Dj port in the form of the serial input 
information signal S D_]-, and the accompanying master com 
mand strobe signal S CSIis received by slave device 104]. at the 
latter’s CSIJ- port in the form of the command strobe signal 
S CSH. As Will noW be shoWn, the received WRITE command is 
interpreted by the control module 206 and translated into 
control signals fed to various elements of the information 
storage medium 208 and other circuitry (not shoWn) of slave 
device 1041-. 

In a non-limiting example embodiment, the WRITE com 
mand may have the folloWing encoded format. Of course, 
other formats for the WRITE command are possible, including a 
variety of other encoding schemes, arrangements of bits, and 
so on, Without departing from the scope of the present inven 
tion. 

1“ segment 2"‘1 segment 3” segment 4”‘ segment 

device address BOh Write location DATA 

The ?rst segment of the WRITE command (device address) 
represents a hexadecimal or other value that is an address of 
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one target device (Which may or may not be slave device 104]) 
or an address representing a group of target devices (Which 
may or may not include slave device 104]). If the control 
module 206 indeed recogniZes the address of slave device 
104]- in the ?rst segment of the received command, the control 
module 206 Will enter a state Where it becomes attentive to 
receipt of a further part of the received command requiring 
processing (noting that the control module 206 does not yet 
knoW that the received command is a WRITE command). Mean 
While, the control module 206 serially transfers the ?rst seg 
ment of the received command out onto the OJ port after 
T,OL_]- clock cycles. 
The second segment of the WRITE command represents a 

hexadecimal or other value (in this example, BOh) that indi 
cates that the received command is indeed a WRITE command 
and not some other command. Of course, the precise value 
associated With the WRITE command is a design parameter and 
does not have any signi?cance in this example other than to 
serve an illustrative purpose. By processing the second seg 
ment of the received command (under the assumption that the 
control module 206 has determined from the ?rst segment of 
the command that it is indeed destined for slave device 104]), 
the control module 206 recogniZes the received command as 
a WRITE command and Will therefore enter a state Where it 
becomes attentive to receipt of yet a further part of the com 
mand requiring processing. MeanWhile, the control module 
206 serially transfers the second segment of the WRITE com 
mand out onto the Q]. port after T,OL_]. clock cycles. 

The third segment of the WRITE command (Write location) 
represents a hexadecimal or other value that speci?es one or 
more memory locations in the information storage medium 
208 Whose contents are to be Written to With data appearing in 
one or more subsequent bytes of the WRITE command. These 
memory locations could be speci?ed in terms of their begin 
ning and end, or in terms of their beginning and length, or in 
any number of different Ways. The control module 206 
records these one or more memory locations and prepares 
itself for the receipt of yet a further segment of the Write 
command. MeanWhile, the control module 206 serially trans 
fers the third segment of the WRITE command out onto the Q]. 
port after T,OL_]- clock cycles. 
The fourth segment of the WRITE command (DATA) repre 

sents hexadecimal or other values to be Written to the one or 
more memory locations identi?ed in the third segment of the 
WRITE command. Thus, there could be a small or large number 
of bytes contained in the fourth segment of the WRITE com 
mand. The control module 206 responds by transferring the 
received data into the information storage medium 208. 
MeanWhile, the control module 206 serially transfers the 
fourth segment of the WRITE command out onto the OJ port 
after T,OL_]- clock cycles. 

WRITE CONFIGURATION REGISTER 
COMMAND 

The WRITE CONFIGURATION REGISTER (“WcR”) command is des 
tined for one or more target devices While in the normal mode 
of operation and can be used to cause the target device(s) to 
enter into the recovery mode of operation by Writing to the 
con?guration register 210. Accordingly, the WCR command is 
used once a failure has been detected and therefore With the 
knowledge the target device(s) is (are) each reachable exclu 
sively via the output port controller 304 or exclusively via the 
input port controller 306. 

It is noted that the master device 102 sends the WCR com 
mand in both directions around the con?guration of series 
connected semiconductor devices, not knoWing hoW many 
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slave devices are reachable from the output port controller 
304 nor hoW many slave devices are reachable from the input 
port controller 306. 

As such, in one direction around the con?guration of 
series-connected semiconductor devices, the WCR command 
can be issued by the output port controller 304 and is encoded 
into the master serial output information signal S Q sent over 
the Q port. The output port controller 304 also ensures that the 
master command strobe signal S CSIis asserted While the mas 
ter serial output information signal SQ is being transmitted. 
Having passed through Zero or more other slave devices fur 
ther upstream, the WCR command reaches slave device 104]. at 
the latter’s Dj port in the form of the serial input information 
signal S _j, and the accompanying master command strobe 
signal SCSIis received by slave device 104]. at the latter’s CSI]. 
port in the form of the command strobe signal SCSH. 

In the other direction around the con?guration of series 
connected semiconductor devices, the WCR command can be 
issued by the input port controller 306 and is encoded into the 
master serial input information signal S D sent over the bidi 
rectional pin(s) of the D port. The input port controller 306 
also ensures that the master serial echo signal SCSO is asserted 
While the master serial input information signal S D is being 
transmitted. Having passed through Zero or more other slave 
devices further doWnstream, the WCR command reaches slave 
device 104]- at the bidirectional pin(s) of the latter’ s Q port in 
the form of the serial output information signal S Q_j, and the 
accompanying master command strobe echo signal SCSO is 
received by slave device 104]- at the latter’s bidirectional CSOJ 
port in the form of the command strobe echo signal S Cso?. 

The received WCR command is in each case interpreted by 
suitable circuitry in the control module 206 of slave device 
104]. and translated into control signals fed to various ele 
ments of the information storage medium 208 and other cir 
cuitry (not shoWn) of slave device 1041-. In a non-limiting 
example embodiment, the WCR command may have the fol 
loWing encoded format: 

1“ segment 2"‘1 segment 3”’ segment 

device address B2h DATA 

Of course, other formats for the WCR command are possible, 
including a variety of other encoding schemes, arrangements 
of bits, and so on, Without departing from the scope of the 
present invention. For example, the control module 206 may 
implement a decompression algorithm for decompressing 
compressed bit patterns associated With respective com 
mands that may be potentially received. Thus, the above 
example WCR command may be compressed by the master 
device 102 in a loss-less fashion using any of a number of 
available coding algorithms (e.g., Lempel-Ziv, Huffman, 
etc.) into a smaller number of bits that do not necessarily have 
the above segment-by-segment breakdown. 

Returning noW to the above example format, the ?rst seg 
ment of the WCR command (device address) represents a hexa 
decimal or other value that is an address of one target device 
(Which may or may not be slave device 104]) or an address 
representing a group of target devices (Which may or may not 
include slave device 104]). If the control module 206 indeed 
recogniZes the address of slave device 104]- in the ?rst segment 
of the received command, the control module 206 Will enter a 
state Where it becomes attentive to receipt of a further part of 
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16 
the received command requiring processing (noting that the 
control module 206 does not yet knoW that the received com 
mand is a WCR command). 

MeanWhile, in the case Where the ?rst segment of the WCR 
command Was received at the D]. port, the control module 206 
serially transfers the ?rst segment of the received command 
out onto the Q]. port (i.e., toWards the next doWnstream device) 
after T,OL_]- clock cycles. Conversely, if the ?rst segment of 
the WCR command Was received at the Q port, the control 
module 206 serially transfers the ?rst segment of the received 
command out onto the Dj port (i.e., toWards the next upstream 
device) after T lob]. clock cycles. 
The second segment of the WCR command represents a 

hexadecimal or other value (in this example, B2h) that indi 
cates that the received command is indeed a WCR command 
and not some other command. Of course, the precise value 
associated With the WCR command is a design parameter and 
does not have any signi?cance in this example other than to 
serve an illustrative purpose. By processing the second seg 
ment of the received command (under the assumption that the 
control module 206 has determined from the ?rst segment of 
the command that it is indeed destined for slave device 104]), 
the control module 206 recogniZes the received command as 
a WCR command and Will therefore enter a state Where it 
becomes attentive to receipt of yet a further part of the com 
mand requiring processing. 

MeanWhile, in the case Where the second segment of the 
WCR command Was received at the Dj port, the control module 
206 serially transfers the second segment of the WCR com 
mand out onto the Q port (i.e., toWards the next doWnstream 
device) after T,OL_J- clock cycles. Conversely, if the second 
segment of the WCR command Was received at the bidirec 
tional pin(s) of the Q port, the control module 206 serially 
transfers the second segment of the WCR command out onto the 
bidirectional pin(s) of the Dj port (i.e., toWards the next 
upstream device) after T lob]- clock cycles. 
The third segment of the WCR command (DATA) represents 

a hexadecimal or other value to be Written to the con?guration 
register 210 of slave device 1041-. The control module 206 
responds by transferring the received data to the con?guration 
register 210. By setting or toggling, for example, a speci?c bit 
in the con?guration register 21 0, and With the control module 
206 being made sensitive to changes in the con?guration 
register 210, slave device 104]. can be triggered to enter into 
the recovery mode of operation. 

MeanWhile, in the case Where the third segment of the WCR 
command Was received at the D]. port, the control module 206 
serially transfers the third segment of the WCR command out 
onto the Q port (i.e., toWards the next doWnstream device) 
after T lob]- clock cycles. Conversely, if the third segment of 
the WCR command Was received at the bidirectional pin(s) of 
the Q]. port, the control module 206 serially transfers the third 
segment of the WCR command out onto the bidirectional pin(s) 
of the D]. port (i.e., toWards the next upstream device) after 
T,OL_]- clock cycles. 

Entry into the recovery mode of operation involves adopt 
ing a directionality, Which varies depending on Whether slave 
device 104]- is reachable from the output port controller 304 or 
from the input port controller 3 06. Speci?cally, if slave device 
104]- is reachable from the output port controller 304, then 
slave device 104]- acts as a “fore branch” device. In order for 
slave device 104]. to operate in the recovery mode of operation 
as a fore branch device, the control module 206 con?gures 
itself for: 

receipt of further commands from the output port control 
ler 304 via the CSI]- port and the Dj port, and forWarding 
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thereof to the next downstream device (no change from 
the normal mode of operation); 

transmittal of data from the information storage medium 
208 via the bidirectional pin(s) of the Dj port, which 
involves issuance of a new select signal to the switching 
element select port 220 in order to cause the data at the 
switching element input port 214 to be sent to the second 
switching element output port 218; 

attentiveness to data back-propagated from the next down 
stream device via the bidirectional pin(s) of the Q port 
and forwarding thereof to the previous upstream device; 

optionally: attentiveness to a data strobe signal back 
propagated from the next downstream device via the 
DSO]. port and forwarding thereof to the previous 
upstream device. 

On the other hand, if slave device 104]. is reachable from the 
output port controller 306, then slave device 104]- acts as an 
“aft branch” device. In order for slave device 104]- to operate 
in the recovery mode of operation as an aft branch device, the 
control module 206 will con?gure itself for: 

receipt of further commands from the output port control 
ler 304 via the CSOJ- port and the Q port, and back 
propagation thereof to the previous upstream device; 

transmittal of data from the information storage medium 
208 via the Q port (no change from the normal mode of 
operation); 

attentiveness to data propagated from the previous 
upstream device via the D]. port and forwarding thereof 
to the next downstream device (no change from the 
normal mode of operation); 

optionally: attentiveness to a data strobe signal from the 
previous upstream device via the DSIJ- port and forward 
ing thereof to the next downstream device (no change 
from the normal mode of operation). 

In order for control module 206 to determine whether it is 
in fact reachable from the output port controller 304 or from 
the input port controller 306 (and therefore to ascertain which 
directionality to adopt in the recovery mode of operation), a 
further bit may be written to the con?guration register by way 
of the WCR command. Alternatively, the control module 206 
can make this determination based on whether the WCR 
command was received from the CSI]. and D]. ports on the one 
hand, or from the CSOJ- and Q ports on the other. 

Let it now be assumed that certain ones of the slave devices 
1040 _ _ _ N_l are in the recovery mode of operation. Speci? 

cally, let it be assumed that some of these devices are fore 
branch devices (which were reached via the output port con 
troller 304) and that others of these devices are aft branch 
devices (which were reached via the input port controller 
306). Assume also that the master device 102 wishes to com 
municate with one or more “target” devices that are in the 
recovery mode of operation, without assuming that the master 
device 102 initially knows whether to use the output port 
controller 304 or the input port controller 306 to reach a 
particular target device. To this end, communication is 
effected by the master device 102 issuing a command des 
tined for the target device expected to be in the recovery mode 
of operation. 

Non-limiting examples of a command that can be pro 
cessed by slave device 104]- (Oéj éN-l) while in the recovery 
mode of operation include: 

an lDENTlIICATION QUERY command; 

a SALVAGE command; 
a WRITE CONFIGURATION REGISTER-RECOVERY command; 

There will now be provided some detail, in accordance 
with some examples, regarding the generation and effect of 
the above commands. 
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Identi?cation Query Command 
The lDENTIFICATION QUERY command can be used to cause a 

speci?c target device to identify itself while in the recovery 
mode of operation. Accordingly, in one direction, the lDENTI 
FICATION QUERY command can be issued by the output port 
controller 304 and is encoded into the master serial output 
information signal S sent over the Q port. The output port 
controller 304 also ensures that the master command strobe 
signal S CS, is asserted while the master serial output informa 
tion signal SQ is being transmitted. Having passed through 
Zero or more other slave devices further upstream, the lDENTI 
FICATION QUERY command reaches slave device 104]. at the lat 
ter’s Dj port in the form of the serial input information signal 
S D_]., and the accompanying master command strobe signal 
SCSIis received by slave device 104]- at the latter’ s CSIJ- port in 
the form of the command strobe signal SCSH. 

In the other direction, the lDENTlErcATroN QUERY command 
can be issued by the input port controller 306 and is encoded 
into the master serial input information signal S D sent over the 
bidirectional pin(s) of the D port. The input port controller 
306 also ensures that the master serial echo signal SCSO is 
asserted while the master serial input information signal S D is 
being transmitted. Having passed through Zero or more other 
slave devices further downstream, the lDENTlErcATroN QUERY 
command reaches slave device 104]- at the bidirectional pin(s) 
of the latter’s Q]. port in the form of the serial output informa 
tion signal SQ_]-, and the accompanying master echo signal 
SCSO is received by slave device 104]. at the latter’s bidirec 
tional CSOJ- port in the form of the command strobe echo 
signal SCSO_]-. 

It is noted that the master device 102 sends the lDENTlIICA 
TION QUERY command in both directions via both port control 
lers 304, 306, not knowing how many slave devices are reach 
able from the output port controller 304 or how many slave 
devices are reachable from the input port controller 306. 
The received lDENTlErcATroN QUERY command is in either case 

interpreted by suitable circuitry in the control module 206 of 
slave device 104]. and translated into control signals fed to 
various elements of the information storage medium 208 and 
other circuitry (not shown) of slave device 1041-. In a non 
limiting example embodiment, the lDENTIFICATION QUERY com 
mand may have the following encoded format. Of course, 
other formats for the lDENTlErcATroN QUERY command are pos 
sible, including a variety of other encoding schemes, arrange 
ments of bits, and so on, without departing from the scope of 
the present invention. 

1“ segment 2” segment 

device address B3h 

The ?rst segment of the lDENTlErcATroN QUERY command (de 
vice address) represents a hexadecimal or other value that is 
an address of the target device (which may or may not be slave 
device 104]). If the control module 206 indeed recogniZes the 
address of slave device 104]. in the ?rst segment of the 
received command, the control module 206 will enter a state 
where it becomes attentive to receipt of a further part of the 
received command requiring processing (noting that the con 
trol module 206 does not yet know that the received command 
is a lDENTlErcATroN QUERY command). 

Meanwhile, in the case where the ?rst segment of the 
lDENTlErcATroN QUERY command was received at the Dj port, the 
control module 206 serially transfers the ?rst segment of the 
received command out onto the Q port after T lob]- clock 
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cycles. Conversely, if the ?rst segment of the lDENTIFICATION 
QUERY command Was received at the Q]. port, the control mod 
ule 206 serially transfers the ?rst segment of the received 
command out onto the Dj port after T lob]- clock cycles. 

The second segment of the lDENTlIICATION QUERY command 
represents a hexadecimal or other value (in this example, 
B3h) that indicates that the received command is indeed an 
lDENTlIICATION QUERY command and not some other command. 
Of course, the precise value associated With the lDENTIFICATION 
QUERY command is a design parameter and does not have any 
signi?cance in this example other than to serve an illustrative 
purpose. By processing the second segment of the received 
command (under the assumption that the control module 206 
has determined from the ?rst segment of the command that it 
is indeed destined for slave device 104]), the control module 
206 recogniZes the received command as a lDENTIFICATION 
QUERY command, to Which it Will provide a speci?c response. 

MeanWhile, in the case Where the second segment of the 
lDENTlIICATION QUERY command Was received at the Dj port, the 
control module 206 serially transfers the second segment of 
the lDENTlIICATION QUERY command out onto the Q]. port (i.e., 
toWards the next doWnstream device) after T ,OL_ J clock 
cycles. Conversely, if the second segment of the lDENTIFICATION 
QUERY command Was received at the OJ port, the control mod 
ule 206 serially transfers the second segment of the 1DENT1EI 
CATION QUERY command out onto the Dj port (i.e., toWards the 
next upstream device) after T lob]- clock cycles. 

Referring noW to the speci?c response provided by the 
control module 206, the lDENTlIICATION QUERY command causes 
slave device 104]. to provide an identi?cation of itself. This 
can be done by the control module 206 obtaining an address 
of slave device 104]- Which Would have been learned in an 
initialiZation phase. The address of slave device 104]. may be 
stored in the con?guration register 210 or elseWhere. In 
another embodiment, the mere fact that slave device 104]. 
responds to the lDENTIFICATION QUERY command may be consid 
ered a valid response, and therefore the control module 206 
may simply generate any suitable code to identify itself. 

The resulting “identi?cation data” (i.e., the identity of 
slave device 104]. or a code) is then to be placed onto the Q]. 
port or the bidirectional pin(s) of the Dj port (depending on the 
directionality adopted by slave device 104]. for operation in 
the recovery mode of operation). In one embodiment, the 
identi?cation data is placed on the appropriate port (Q or Dj) 
at a later time that depends upon the state of the data strobe 
signal (S DSH or S Dso?), Which is a propagated version of the 
master data strobe signal SD51 or the master data strobe echo 
signal S D50. 

Speci?cally, in one direction, the master data strobe signal 
SDS, is asserted by the output port controller 304 after issuing 
the IDENTHIICATION QUERY command as described above. The 
master data strobe signal SDS, is kept asserted for a suitable 
length of time commensurate With the amount of response 
data expected from the target device. The master data strobe 
signal S Dslreaches slave device 104]- at the latter’ s DSIJ-port in 
the form of the data strobe signal S DSH. Once the control 
module 206 detects that the data strobe signal S DSH has been 
asserted, the control module 206 places the identi?cation data 
(i.e., the identity of slave device 104]- or a code) onto the Q] 
port after a further T,OL_]- clock cycles. 

In the other direction, the master data strobe echo signal 
S D30 is asserted by the input port controller 306 after issuing 
the IDENTHIICATION QUERY command as described above. The 
master data strobe echo signal SD50 is kept asserted for a 
suitable length of time commensurate With the amount of 
response data expected from the target device. The master 
data strobe echo signal S DSO reaches slave device 104]- at the 
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latter’s DSOJ- port in the form of the data strobe echo signal 
S Dso?. Once the control module 206 detects that the data 
strobe echo signal S DSO_]- has been asserted, the control mod 
ule 206 places the identi?cation data (i.e., the identity of slave 
device 104]- or a code) onto the bidirectional pin(s) of the D] 
port after a further T,OL_]- clock cycles. 

It is also Within the scope of the present invention for the 
identi?cation data to be output onto the OJ port (or the bidi 
rectional pin(s) of the D]. port, as appropriate) Without issu 
ance of the master data strobe signal SD51 or the master data 
strobe echo signal S DSO by the master device 102. 

Salvage Command 
The SALVAGE command can be used to cause a speci?c target 

device to read data from the information storage medium 208 
While in the recovery mode of operation. This may be effected 
during a salvage operation, Where the computing system With 
Which the master device 102 interacts decides to transfer data 
stored by still operable ones of the slave devices to an alter 
nate memory facility. 

It is noted that the master device knoWs Whether the target 
device is reachable from the output port controller 304 (i.e., 
the target device is a fore branch device) or from the input port 
controller 306 (i.e., the target device is an aft branch device). 
When the target device is a fore branch device, the SALVAGE 

command is issued by the output port controller 304 and is 
encoded into the master serial output information signal SQ 
sent over the Q port. The output port controller 304 also 
ensures that the master command strobe signal SCSI is 
asserted While the master serial output information signal S Q 
is being transmitted. The SALVAGE command reaches slave 
device 104]- at the latter’s Dj port in the form of the serial input 
information signal S D_]., and the accompanying master com 
mand strobe signal SCSIis received by slave device 104]- at the 
latter’s CSI]. port in the form of the command strobe signal 
SCSI-j‘ 
When the target device is an aft branch device, the SALVAGE 

command is issued by the input port controller 306 and is 
encoded into the master serial input information signal S D 
sent over the bidirectional pin(s) of the D port. The input port 
controller 306 also ensures that the master serial echo signal 
SCSO is asserted While the master serial input information 
signal S D is being transmitted. The SALVAGE command reaches 
slave device 104]- at the bidirectional pin(s) of the latter’s Q] 
port in the form of the serial output information signal S Q_j, 
and the accompanying master command strobe echo signal 
SCSO is received by slave device 104]. at the latter’s bidirec 
tional CSOJ- port in the form of the command strobe echo 
signal SCSO_].. 

Irrespective of hoW it is received by slave device 104], the 
SALVAGE command is interpreted by suitable circuitry in the 
control module 206 and translated into control signals fed to 
various elements of the information storage medium 208 and 
other circuitry (not shoWn) of slave device 1041.. In a non 
limiting example embodiment, the SALVAGE command may 
have the folloWing encoded format. Of course, other formats 
for the SALVAGE command are possible, including a variety of 
other encoding schemes, arrangements of bits, and so on, 
Without departing from the scope of the present invention. 

1“ segment 2"‘1 segment 3”’ segment 

device address B4h read location 

The ?rst segment of the SALVAGE command (device address) 
represents a hexadecimal or other value that is an address of 
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the target device (which may or may not be slave device 1 04]). 
If the control module 206 indeed recognizes the address of 
slave device 104]- in the ?rst segment of a given received 
command, the control module 206 will enter a state where it 
becomes attentive to receipt of a further part of the received 
command requiring processing (noting that the control mod 
ule 206 does not yet know that the received command is a 
SALVAGE command). 

Meanwhile, in the case where the ?rst segment of the 
SALVAGE command was received at the Dj port, the control 
module 206 serially transfers the ?rst segment of the received 
command out onto the OJ port after T lob]- clock cycles. Con 
versely, if the ?rst segment of the SALVAGE command was 
received at the Q]. port, the control module 206 serially trans 
fers the ?rst segment of the received command out onto the D] 
port after TIOL_J. clock cycles. 

The second segment of the SALVAGE command represents a 
hexadecimal or other value (in this example, B4h) that indi 
cates that the received command is indeed a SALVAGE command 
and not some other command. Of course, the precise value 
associated with the SALVAGE command is a design parameter 
and does not have any signi?cance in this example other than 
to serve an illustrative purpose. By processing the second 
segment of the received command (under the assumption that 
the control module 206 has determined from the ?rst segment 
of the command that it is indeed destined for slave device 
104]), the control module 206 recogniZes the received com 
mand as a SALVAGE command and will therefore enter a state 

where it becomes attentive to receipt of yet a further part of 
the command requiring processing. 

Meanwhile, in the case where the second segment of the 
SALVAGE command was received at the D]- port, the control 
module 206 serially transfers the second segment of the SAL 
vAGE command out onto the OJ port (i.e., towards the next 
downstream device) after TIOL_J. clock cycles. Conversely, if 
the second segment of the SALVAGE command was received at 
the OJ port, the control module 206 serially transfers the 
second segment of the SALVAGE command out onto the Dj port 
(i.e., towards the next upstream device) after T,OL_]- clock 
cycles. 

The third segment of the SALVAGE command (read location) 
represents a hexadecimal or other value that speci?es one or 
more memory locations in the information storage medium 
208 whose contents are to be read while slave device 104]- is in 
the recovery mode of operation. Accordingly, the control 
module 206 accesses the contents of the one or more speci?ed 
memory locations. Meanwhile, in the case where the third 
segment of the SALVAGE command was received at the Dj port, 
the control module 206 serially transfers the third segment of 
the SALVAGE command out onto the OJ port (i.e., towards 
the next downstream device) after T lob]- clock cycles. Con 
versely, if the third segment of the SALVAGE command was 
received at the OJ port, the control module 206 serially trans 
fers the third segment of the SALVAGE command out onto 
the Dj port (i .e., towards the next upstream device) after T ,0 L_ j 
clock cycles. 

The data accessed in response to the SALVAGE command is to 
be placed onto the OJ port or the bidirectional pin(s) of the D] 
port (depending on the directionality adopted by slave device 
104]- for operation in the recovery mode of operation). In one 
embodiment, the accessed data is only placed on the appro 
priate port (Q or Dj) at a later time that depends upon the state 
of the data strobe signal (S DSH or S Dso?), which is a propa 
gated version of the master data strobe signal S D5, or the 
master data strobe echo signal S DSO. 

Speci?cally, in one direction, the master data strobe signal 
S D5, is asserted by the output port controller 304 after issuing 
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the sALvAGE command as described above. The master data 
strobe signal S Dslis kept asserted for a suitable length of time 
commensurate with the amount of response data expected 
from the target device. The master data strobe signal S D5, 
reaches slave device 104]- at the latter’s DSIJ- port in the form 
of the data strobe signal S DSH. Once the control module 206 
detects that the data strobe signal S DSH has been asserted, the 
control module 206 places the data accessed from the infor 
mation storage medium 208 onto the Q]. port via the ?rst 
switching element output port 216 after a further T,OL_]- clock 
cycles. However, if the data strobe signal S DSH signal is not 
asserted, the control module 206 does not feed any data to the 
switching element input port 214. 

In the other direction, the master data strobe echo signal 
S D30 is asserted by the input port controller 306 after issuing 
the sALvAGE command as described above. The master data 
strobe echo signal S D30 is kept asserted for a suitable length 
of time commensurate with the amount of response data 
expected from the target device. The master echo signal S D SO 
reaches slave device 104]- at the latter’s DSOJ- port in the form 
of the data strobe echo signal S Dso?. Once the control mod 
ule 206 detects that the data strobe echo signal S DSO_]- has 
been asserted, the control module 206 places the data 
accessed from the information storage medium 208 onto the 
bidirectional pin(s) of the Dj port via the second switching 
element output port 218 after a further TIOL_J. clock cycles. 
However, if the data strobe signal S DSH signal is not asserted, 
the control module 206 does not feed any data to the switch 
ing element input port 214. 

It is also within the scope of the present invention for the 
accessed data to be output onto the Q]. port (or the bidirec 
tional pin(s) of the Dj port, as appropriate) without issuance of 
the master data strobe signal S D5, or the master data strobe 
echo signal S DSO by the master device 102. 

Write Con?guration Register-Recovery Command 
The WRITE CONFIGURATION REGISTER-RECOVERY (“WcR-R”) com 

mand is destined for one or more target devices while in the 
recovery mode of operation and can be used to cause the 
target device(s) to re-enter into the normal mode of operation 
by writing to the con?guration register 210. Accordingly, the 
WCR-R command can be used once the computing system with 
which the master device 102 interacts is satis?ed that the 
failed portion of the con?guration of series-connected 
semiconductor devices has been repaired and that the target 
device(s) may now re-enter into the normal mode of opera 
tion. It is noted that the possible re-entry into the normal mode 
of operation implies that the target device(s) is (are) reachable 
via both the output port controller 304 and the input port 
controller 306. Thus, the WCR-R command can be sent from 
either the output port controller 304 or the input port control 
ler 306. 

If the WCR-R command is issued by the output port control 
ler 304, it can be encoded into the master serial output infor 
mation signal SQ sent over the Q port. The output port con 
troller 304 also ensures that the master command strobe 
signal SCSI is asserted while the master serial output informa 
tion signal SQ is being transmitted. The WCR-R command 
reaches slave device 104]- at the latter’s Dj port in the form of 
the serial input information signal S D_]-, and the accompany 
ing master command strobe signal SCSI is received by slave 
device 104]- at the latter’s CSlj port in the form of the com 
mand strobe signal SCSH. 
On the other hand, if the WCR-R command is issued by the 

input port controller 306, it can be encoded into the master 
serial input information signal S D sent over the bidirectional 
pin(s) of the D port. The input port controller 306 also ensures 
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that the master command strobe echo signal SCSO is asserted 
While the master serial input information signal S D is being 
transmitted. The WCR-R command reaches slave device 104]- at 
the bidirectional pin(s) of the latter’ s Q port in the form of the 
serial output information signal S Q_j, and the accompanying 
master command strobe echo signal SCSO is received by slave 
device 104]. at the latter’s CSO]. port in the form of the com 
mand strobe echo signal SCSO_]-. 

The received WCR-R command is interpreted by suitable 
circuitry in the control module 206 of slave device 104]- and 
translated into control signals fed to various elements of the 
information storage medium 208 and other circuitry (not 
shoWn) of slave device 1041-. In a non-limiting example 
embodiment, the WCR-R command may have the folloWing 
encoded format. Of course, other formats for the WCR-R com 
mand are possible, including a variety of other encoding 
schemes, arrangements of bits, and so on, Without departing 
from the scope of the present invention. 

1“ segment 2"‘1 segment 3”’ segment 

device address B5h DATA 

The ?rst segment of the WCR-R command (device address) 
represents a hexadecimal or other value that is an address of 
one target device (Which may or may not be slave device 104]) 
or an address representing a group of target devices (Which 
may or may not include slave device 104]). If the control 
module 206 indeed recogniZes the address of slave device 
104]- in the ?rst segment of the received command, the control 
module 206 Will enter a state Where it becomes attentive to 
receipt of a further part of the received command requiring 
processing (noting that the control module 206 does not yet 
knoW that the received command is a WCR-R command). 

MeanWhile, in the case Where the ?rst segment of the WCR-R 
command Was received at the Dj port, the control module 206 
serially transfers the ?rst segment of the received command 
out onto the Q port (i.e., toWards the next doWnstream device) 
after T,OL_]. clock cycles. Conversely, if the ?rst segment of 
the WCR-R command Was received at the Q port, the control 
module 206 serially transfers the ?rst segment of the received 
command out onto the D]. port (i.e., toWards the next upstream 
device) after T,OL_]- clock cycles. 

The second segment of the WCR-R command represents a 
hexadecimal or other value (in this example, B5h) that indi 
cates that the received command is indeed a WCR-R command 
and not some other command. Of course, the precise value 
associated With the WCR-R command is a design parameter and 
does not have any signi?cance in this example other than to 
serve an illustrative purpose. By processing the second seg 
ment of the received command (under the assumption that the 
control module 206 has determined from the ?rst segment of 
the command that it is indeed destined for slave device 104]), 
the control module 206 recogniZes the received command as 
a WCR-R command and Will therefore enter a state Where it 
becomes attentive to receipt of yet a further part of the com 
mand requiring processing. 

MeanWhile, in the case Where the second segment of the 
WCR-R command Was received at the D]. port, the control mod 
ule 206 serially transfers the second segment of the WCR-R 
command out onto the Q]. port (i.e., toWards the next doWn 
stream device) after T,OL_]- clock cycles. Conversely, if the 
second segment of the WCR-R command Was received at the 
bidirectional pin(s) of the Q port, the control module 206 
serially transfers the second segment of the WCR-R command 
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24 
out onto the bidirectional pin(s) of the Dj port (i.e., toWards 
the next upstream device) after T lob]. clock cycles. 
The third segment of the WCR-R command (DATA) rep 

resents a hexadecimal or other value to be Written to the 
con?guration register 210 of slave device 1041-. The control 
module 206 responds by transferring the received data to the 
con?guration register 210. By setting or toggling a speci?c bit 
in the con?guration register 21 0, and With the control module 
206 being made sensitive to changes in the con?guration 
register 21 0, slave device 1 04 j can be triggered to re-enter into 
the normal mode of operation. 

MeanWhile, in the case Where the third segment of the 
WCR-R command Was received at the Dj port, the control mod 
ule 206 serially transfers the third segment of the WCR-R com 
mand out onto the Q port (i.e., toWards the next doWnstream 
device) after T lob]. clock cycles. Conversely, if the third 
segment of the WCR-R command Was received at the bidirec 
tional pin(s) of the Q port, the control module 206 serially 
transfers the third segment of the WCR-R command out onto the 
bidirectional pin(s) of the Dj port (i.e., toWards the next 
upstream device) after T lob]. clock cycles. 

With reference noW to the ?owchart in FIG. 4, in one 
embodiment, the master device 102 (or the computing system 
With Which the master device 102 interacts) executes a failure 
detection and isolation function. The failure detection and 
isolation function begins at step 402 by monitoring the state 
of the con?guration of series-connected semiconductor 
devices in an attempt to detect a failure. Monitoring the state 
of the con?guration of series-connected semiconductor 
devices may comprise monitoring response times from com 
mands sent into the con?guration of series-connected semi 
conductor devices. 

In one speci?c non-limiting example embodiment, com 
mands issued by the output port controller 304 are monitored. 
Speci?cally, the commands are encoded into the master serial 
output information signal S Q sent over the Q port. The master 
command strobe signal SCSIis asserted While the master serial 
output information signal SQ is being transmitted, and is then 
de-asserted. The master device 102 thus knoWs the instant at 
Which the master command strobe signal SCSI Was asserted 
and de-asserted. Moreover, the master device 102 knoWs the 
?oW-through latency T IOL_ Tom L of the con?guration of 
series-connected semiconductor devices. Thus, the master 
device 102 can monitor Whether a command that is issued by 
the output port controller 304 returns via the D port of the 
input port controller 306 With an expected delay of T ,OL_ 
TOTAL seconds folloWing its issuance. Speci?cally, the 
returned command is expected to begin With a delay of T ,OL_ 
TOTAL folloWing assertion of the master command strobe sig 
nal SCSI and is expected to end With a delay of TIOLJOTAL 
seconds folloWing de-assertion of the master command 
strobe signal SCSI (or, equivalently, a delay of TIOL_TOTAL+ 
LCMD seconds folloWing assertion of the master command 
strobe signal S CS1, Where LCMD is the length of the command, 
Which can be knoWn or measured). If the command does not 
return With the expected delay (or does not return at all), then 
the con?guration of series-connected semiconductor devices 
can be deemed impaired, thus proceeding to the remaining 
steps. 
Assume noW that at some point, the master device 102 

indeed detects that the con?guration of series-connected 
semiconductor devices is impaired. Let this be due to a failure 
betWeen an anomalous (e. g., failed) slave device 104 K (Which 
de?nes a fore branch consisting of slave devices 1040 _ _ _ K_l) 

and an anomalous (e.g., failed) slave device 104 M (K<M, 
Which de?nes an aft branch consisting of slave devices 
104 M+ 1 _ _ _ N_ 1). It is noted that the master device 102 does not 










