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(57) ABSTRACT 

Systems and methods are described that reduce the amount of 
forwarding table state on components within routers. This is 
performed by having a router line card generate a pre?x 
request message to its central processor which contains a full 
routing table. Line cards only populate their forwarding 
tables for packets needed to transmit. By being only con 
cerned with information of packets that are traversing each 
line card, the amount of required memory and processing 
required may be reduced for a complete forwarding table. 
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DEMAND-BASED DISTRIBUTION OF 
INTERNET PROTOCOL FORWARDING 
INFORMATION WITHIN A ROUTER 

BACKGROUND OF THE INVENTION 

The invention relates generally to network engineering. 
More speci?cally, the invention relates to router systems and 
methods that reduce the amount of forwarding table state on 
line cards within routers. Each line card forwarding table is 
based on the tra?ic demands only it needs to support, separate 
from the demands on other line cards. Line cards only popu 
late their forwarding tables for packets needed to transmit. 

Today, network operators or Internet Service Providers 
(ISPs) are forced to periodically upgrade Internet Protocol 
(IP) routing equipment to keep pace with their own internal 
growth as well as the rest of the Internet. Day by day, IP 
routing tables (global Border Gateway Protocol (BGP) rout 
ing tables) that comprise the Internet are constantly growing. 
This growth takes a toll on network equipment regarding 
memory to store routing tables and forwarding tables, and the 
processing power to create and maintain those tables. 

Routers typically contain input ports, output ports, a spe 
cialiZed operating system, memory, and one or more proces 
sors. Distributed routers require memory for two purposes 
besides the operating system itself: storing a routing table 
which is used to perform routing decisions, and storing a 
forwarding table which is used when making forwarding 
decisions to switch packets out on particular interfaces. 

These two functions are critical to the operation of any 
router employed on an IP network. Without suf?cient 
memory, a router would be unable to properly forward pack 
ets. Due to Internet growth, network operators must upgrade 
their equipment to handle route growth and satisfy the above 
two purposes. This results in a cycle where equipment must 
be upgraded or replaced every 3 to 5 years. Furthermore, 
operators encounter scenarios where their hardware cannot 
be upgraded any further. This is due in part that when manu 
factured, there were technical limits prohibiting capacity 
expansion. For these cases, network operators have always 
been faced with replacing hardware. 

Routers typically include a route processor and line cards. 
The route processor runs the operating system of the router, is 
responsible for communication to line cards, provides a 
means for the network operator to con?gure and monitor the 
router, runs the routing protocols (eg Open Shortest Path 
First (OSPF), Intermediate System to Intermediate System 
(IS-IS), Border Gateway Protocol (BGP) and others) required 
to communicate with other routers, makes routing decisions, 
and stores the network routing table. Line cards contain the 
input/output ports which are used to physically connect to 
other devices in the network, and in a router with distributed 
forwarding, also contain forwarding tables used to make a 
decision on how to switch a packet from input port to output 
port. The route processor communicates with the line cards 
through a protocol which is designed by the router manufac 
turer. This intra-router communication is typically unique to 
a particular router implementation. 

In a distributed router, the route processor will typically use 
the intra-router communication protocol to transmit the entire 
list of pre?xes in the routing table to each line card. In this 
manner, every line card possesses a “full view” of the routing 
information, so that every line card can switch any packet in 
the network. However, storing the entire list of pre?xes places 
a large memory requirement on the line cards. 
Some router implementations employ a cache-based for 

warding table population scheme, where all line cards possess 
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2 
a forwarding table which is initially empty. One line card 
receives a packet on an input port for which the destination 
address is not contained in its forwarding table. The line card 
queries the route processor for routing information, and the 
route processor responds back to all line cards with the rout 
ing information. The line card which received the packet is 
able to use the routing information received to switch the 
packet to the proper output port. However, while the line card 
is waiting for the route processor to respond, the ?rst packet 
received and any subsequent packet received for that same 
destination must be buffered or dropped. 

Customer migrations are very complex and costly from the 
network provider point of view. Not only does additional 
hardware and capacity have to be ordered, but customers also 
must be noti?ed of the inevitable service interruption. 
Lengthy migration strategies and tools must also be devel 
oped in order to move customers from one device to another. 
Additionally, to replace network hardware with state-of-the 
art equipment includes major capital costs. 
The challenge for network operators is to extend the opera 

tional life of their deployed networks and obviate the hard 
ware upgrade/replacement cycle. In order to achieve this, a 
system and method is needed that allows a network operator 
to disassociate line card forwarding table growth from the 
ability of a router to maintain service. 

SUMMARY OF THE INVENTION 

The inventors have discovered that it would be desirable to 
have systems and methods that reduce the amount of forward 
ing table state on line cards within routers. Embodiments 
enable network operators to continue to provide services on 
end-of-life (EOL), end-of-sale (EOS) or end-of-support hard 
ware. 

Embodiments differ from other cache-based forwarding 
schemes in two ways: 1) It allows for each line card to possess 
a different forwarding table depending on the destination 
addresses of the packets that it must switch; and 2) It allows 
for packets to initially be switched to a helper router so that no 
packets must be buffered (reducing latency) or dropped (re 
ducing packet loss) while the line card waits for a response 
from the route processor. 

Embodiments enable a network operator to continue to 
operate on existing equipment with one or more line cards 
which have reached their limit to store forwarding informa 
tion causing the router to be constrained. A network operator 
may also base their network design using predetermined 
devices implemented from the beginning of service as routers 
having line cards without the ability to store the full set of 
routes in their forwarding tables. Each line card forwarding 
table is based on the tra?ic demands it needs to support, 
separate from the demands on other line cards. This reduces 
the amount of forwarding state required to be stored on any 
individual line card. This eliminates concern that these 
devices would require upgrade or replacement in the future. It 
also may allow a network operator to purchase lower cost 
equipment with lower memory requirements. 
Embodiments allow a network operator to reduce the 

amount of line card forwarding table state within routers. This 
is performed by having a constrained router initially forward 
a packet via a separate device called a helper router which 
contains a full routing/ forwarding table until the router line 
card receives a response to a pre?x-request to its route pro 
cessor which contains a full routing table. Line cards only 
populate their forwarding tables for packets needed to trans 
mit. By being only concerned with packet information that is 
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traversing each line card, the amount of required memory and 
processing required may be reduced for a complete forward 
ing table. 
One aspect of the invention provides a method for reducing 

the amount of forwarding table state on line cards within 
routers used in a network. Methods according to this aspect of 
the invention include from all of the routers used in the net 
work, identifying at least one router as having at least one 
constrained line card, receiving a packet at the constrained 
line card, performing a route lookup at the constrained line 
card for the destination address of the received packet and not 
?nding a match, forwarding a pre?x-request containing the 
destination of the received packet from the constrained line 
card to the router’s route processor, and forwarding a pre?x 
response from the processor to the constrained line card con 
taining an optimal next hop. 

Another aspect of the invention is the pre?x-request is an 
intra-router communication formatted according to the spe 
ci?c router implementation. 

Another aspect of the invention include from all of the 
routers used in the network, implementing at least one helper 
router having a full route table for the network, until the 
pre?x-response is received at the line card, forwarding the 
received packet and subsequent packets addressed to the 
same destination from the constrained line card to the helper 
router where a forwarding look-up is performed, and for 
warding packet(s) from the helper router to an egress router. 

The details of one or more embodiments of the invention 
are set forth in the accompanying drawings and the descrip 
tion below. Other features, objects, and advantages of the 
invention will be apparent from the description and drawings, 
and from the claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is an exemplary network. 
FIGS. 2A-2E is an exemplary router/line card architecture 

with pre?x-request/pre?x-response ?ow according to one 
embodiment. 

FIG. 3 is an exemplary system framework. 
FIGS. 4, 4A, 4B and 4C are an exemplary method. 
FIGS. 5A-5D is an exemplary network con?guration with 

tra?ic ?ow according to one embodiment. 

DETAILED DESCRIPTION 

Embodiments of the invention will be described with ref 
erence to the accompanying drawing ?gures wherein like 
numbers represent like elements throughout. Before embodi 
ments of the invention are explained in detail, it is to be 
understood that the invention is not limited in its application 
to the details of the examples set forth in the following 
description or illustrated in the ?gures. The invention is 
capable of other embodiments and of being practiced or car 
ried out in a variety of applications and in various ways. Also, 
it is to be understood that the phraseology and terminology 
used herein is for the purpose of description and should not be 
regarded as limiting. The use of “including,” “comprising,” or 
“having,” and variations thereof herein is meant to encompass 
the items listed thereafter and equivalents thereof as well as 
additional items. 

The terms “connected” and “coupled” are used broadly and 
encompass both direct and indirect connecting, and coupling. 
Further, “connected” and “coupled” are not restricted to 
physical or mechanical connections or couplings. 

It should be noted that the invention is not limited to any 
particular software language described or that is implied in 
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4 
the ?gures. One of ordinary skill in the art will understand that 
a variety of alternative software languages may be used for 
implementation of the invention. It should also be understood 
that some of the components and items are illustrated and 
described as if they were hardware elements, as is common 
practice within the art. However, one of ordinary skill in the 
art, and based on a reading of this detailed description, would 
understand that, in at least one embodiment, components in 
the method and system may be implemented in software or 
hardware. 

Embodiments of the invention provide methods, system 
frameworks, and a computer-usable medium storing com 
puter-readable instructions for con?guring routers to have 
line cards with constrained memory and unable to store a full 
forwarding table. Embodiments initially forward received 
traf?c to a helper router, and then learn a partial forwarding 
table based on the tra?ic demands only it needs to support, 
separate from the tra?ic demands on other line cards. One or 
more line cards learn their forwarding tables via a pre?x 
request to the router’s route processor which contains a full 
routing table for the network. The route processor responds 
with a pre?x-response. The invention may be enabled as a 
modular framework and/or deployed as software as an appli 
cation program tangibly embodied on a program storage 
device. The application code for execution can reside on a 
plurality of different types of computer readable media 
known to those skilled in the art. 

Each line card’s forwarding table may be initialiZed as 
empty, and receive its forwarding table based on the demand 
of the packets it receives. Initial packets are forwarded to a 
helper router to eliminate dropped packets and minimize 
latency while awaiting the pre?x-request/pre?x-response 
cycle. 

FIG. 1 shows a typical network 101 that is comprised of a 
plurality of routers, including a network ingress (Provider 
Edge (PE)) router 105, an egress (PE) router 107 and network 
forwarding (Provider (P)) routers 109, 111, 113 depending on 
the siZe of the network 101. P routers are strictly interior 
routers and do not terminate any external connections. Many 
P routers may be accessed between two PE routers. For 
example, tra?ic may enter a PE router in San Diego, Calif., 
and need to egress on a PE router in Boston, Mass., and 
traverse a route via a plurality of P routers from San Diego to 
Los Angeles to Chicago to New York to Boston. FIG. 1 also 
shows a source network 103 and a destination network 115 
for which the network 101 provides connectivity. 
A router is an electronic device and/or software that con 

nect at least two networks, such as two Local Area Networks 
(LANs) or Wide Area Networks (WANs), and forwards pack 
ets between them. Each packet may traverse many routers, 
making many hops over a network as well as multiple routers 
within a large organiZation. 

All routers perform two functions. First, a router must 
perform a forwarding decision on each arriving packet for 
deciding where to send it next. An IP router performs this by 
looking up the packet’s destination address in a forwarding 
table. This yields the egress port through which the packet 
should be sent. This operation is called an address lookup. 
Second, the router must transfer the packet from the ingress 
port to the egress port identi?ed by the address lookup opera 
tion. This is called switching and involves physical movement 
of the bits carried by the packet. The combination of lookup 
and switching operations makes per-packet processing in 
routers a time consuming task. As a result, routers have been 
designed to employ a pre-built forwarding table (also known 
as a Forwarding Information Base (FIB)) distributed to the 
router line cards to speed-up the lookup process. However, 
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these forwarding tables require expensive memory for stor 
age of this forwarding information, and so the siZe of the 
memory (and therefore the forwarding tables) is often lim 
ited. 

FIG. 2A shows a block diagram of a typical high speed 
router 201 architecture. It comprises one or more line cards 

2031, 2032, 2033, . . . , 203” (collectively 203), each line card 
203 having input and output packet processors and a switch 
ing fabric 205 (such as a crossbar) that interconnects all line 
cards 203. The router also contains a route processor 207 
functioning as the central controller for the router 201. The 
router performs two main functions for each packet: 1) per 
forming a lookup based on the packet’ s destination address to 
identify the outgoing port, and 2) switching the packet to an 
output port. 

The processor 207 in a router 201 performs one or more 
routing protocols such as Routing Information Protocol 
(RIP), OSPF, IS-IS, BGP, and others, by exchanging protocol 
messages with neighboring routers. This enables it to main 
tain a routing table that contains a representation of the net 
work topology state information and store the current infor 
mation about the best known paths to destination networks. 
Routers 201 typically maintain a version of this routing table 
in all line cards so that lookups on incoming packets can be 
performed locally on each line card, without loading the 
processor 207. This version of the route processor’s routing 
table is what is referred to as the line card’s forwarding table 
because it is directly used for packet forwarding. There is 
another difference between the routing table in the processor 
207 and the forwarding tables in the line cards 203. The 
processor’ s 207 routing table usually keeps much more infor 
mation than the line cards’ 203 forwarding tables. For 
example, a forwarding table may only keep the outgoing port 
number, address of a next hop, and some statistics with each 
route, whereas the processor’s 207 routing table may keep 
additional information such as, time-out values, the actual 
paths associated with the route, etc. 
A next hop is the next router to which a packet is sent from 

any given router as it traverses a network from its source to its 
destination. In the event that the packet is at the ?nal router in 
its journey, the next hop is the ?nal destination. A hop is the 
trip that a packet takes from one router to another or from the 
?nal router to the destination. A packet, also referred to as a 
datagram, is a fundamental unit of data transmission on the 
Internet and other Transmission Control Protocol/Internet 
Protocol (TCP/IP) networks. 

Routers forward packets between networks using headers 
and forwarding tables to determine the best path to forward 
the packets. Routers work at the network layer of the TCP/IP 
model or layer 3 of the OSI model. Routers also provide 
interconnectivity between like and unlike media. This is 
accomplished by examining the header of a data packet, and 
making a decision on the next hop to which it should be sent. 
They use precon?gured static routes, status of their hardware 
interfaces, and routing protocols to select the best route 
between any two subnets. 

The next hop for any particular packet at any particular 
point in its journey is determined, for example, in the Internet 
by both the IP address of its destination as contained in its 
header and the routing table in the router at that point. An IP 
address is a unique numeric identi?er for each computer or 
router on a TCP/IP network. The routing table in a router is a 
database that stores and frequently updates the IP addresses 
of reachable networks, called “routes” or “pre?xes,” and the 
most e?icient path to them. 

Embodiments allow for a network comprising routers with 
limited or constrained line card forwarding table memory 
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6 
which initially does not possess necessary routing informa 
tion to properly forward a received packet and transmit packet 
(s) to a helper router which contains a full routing/forwarding 
table. A line card transmits a pre?x-request to its route pro 
cessor which contains a full routing table of a particular IP 
network such as the Internet or a Virtual Private Network 
(V PN). The line card receives a pre?x-response from the 
processor which allows the constrained line card to learn the 
forwarding information to properly forward subsequently 
received packets having the same destination. Embodiments 
allow for a complete network con?guration, and for con?g 
uring each network router separately, albeit with greater net 
work operator involvement. 
The generated pre?x-request informs the processor 207 

having a full route table to respond with the forwarding infor 
mation with the longest-match pre?x (route) back to the 
requesting line card. The forwarding information speci?es 
how to reach a certain network, i.e., which egress router to 
use. For example, a destination Uniform Resource Locator 
(URL) may map to IP address 10.1.2.3, and 10.1.2.3 might be 
reached by route advertisement 10.1.2.0/24. In this case, 
10.1.2.0/24 is shorthand for specifying any route starting with 
10.1.2. with any number in the last position of the IP address. 

The processor 207 responds with a request-response to the 
line card 203 containing forwarding information for the most 
ef?cient/ optimal path. The format of the request-response 
may vary based on the particular router implementation. 
Embodiments operate with traf?c forwarding through con 
strained line cards at the same time via the helper router. 

FIG. 3 shows an embodiment of a system 301 framework 
303 and FIGS. 4, 4A, 4B, 4C show a method. The framework 
303 which may be part of a network management server 
includes a network interface 305 coupled to a network and 
con?gured to acquire network topology information, network 
reachability information, as well as network status informa 
tion to perform network management services. The network 
interface 305 is coupled to a network manager/inventory 
database 307, and a processor 313. The processor 313 is 
coupled to storage 315, memory 317 and I/O 319. 
The framework 303 stores acquired network data into a 

data store 315. The framework 303 may be implemented as a 
computer including a processor 313, memory 317, storage 
devices 315, software and other components. The processor 
313 is coupled to the network interface 305, I/O 319, storage 
315 and memory 317 and controls the overall operation of the 
computer by executing instructions de?ning the con?gura 
tion. The instructions may be stored in the storage device 315, 
for example, a magnetic disk, and loaded into the memory 
317 when executing the con?guration. The invention may be 
implemented as an application de?ned by the computer pro 
gram instructions stored in the memory 317 and/or storage 
315 and controlled by the processor 313 executing the com 
puter program instructions. The computer also includes at 
least one network interface 305 coupled to and communicat 
ing with a network such as shown in FIG. 1 to interrogate and 
receive network con?guration or alarm data. The U0 319 
allows for user interaction with the computer via peripheral 
devices such as a display, a keyboard, a pointing device, and 
others. 

FIG. 5A shows an exemplary network 101 embodiment 
result including at least one router 201 having at least one 
constrained line card 2032 and at least one helper router 503. 
A constrained line card 2032 is one having a limited, or empty, 
forwarding table. For this embodiment, each router may be 
precon?gured by the network operator. Alternatively, each 
network 101 routers’ memory may be periodically examined 
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for capacity to predict future constrained router candidates, 
either manually or using the system framework 303. 
A helper router 503 is a conventional router having a 

memory with su?icient capacity for the network in which it is 
deployed and may be a conventional router sourced from 
Cisco or Juniper. The functionality of a helper router 503 is 
that of a detour. In a prior art network, tra?ic traverses the 
shortest path between a PE (ingress) router to a PE (egress) 
router over one or more P routers. However, if a router does 

not know how to route the traf?c to the egress router, it 
forwards the tra?ic to the helper router 503 which contains a 
full routing table. Embodiments exploit the functionality of 
how the helper router 503 is used within a network 101. 

In a de?ned network 101, an inventory is performed of all 
PE and P routers and links (step 401). The method determines 
using set thresholds, or prediction, which routers’ line cards 
are constrained candidates 2032 based upon line card 203 
forwarding table memory and network 101 routing table siZe 
(step 403). After the constrained line cards 203 are identi?ed, 
the number of helper routers must be determined. The helper 
routers may be selected from the remaining pool of PE and P 
routers having su?icient memory, or may be additional rout 
ers. Each router 201, known as a constrained router, contain 
ing a constrained line card 2032, and helper router 503 is 
con?gured to support the methodology. 

The number of helper routers 503 may be determined 
based on three factors: latency requirements, capacity 
requirements, and redundancy requirements. When a con 
strained router forwards packets via the helper router, the 
packets are traversing a non-optimal path through the net 
work, i.e. a detour. Su?icient helper routers must be imple 
mented to maintain the network operator’s latency require 
ments. For example, one embodiment may implement one 
helper router in each city. Regarding capacity, the helper 
routers must be siZed to meet the expected concurrent tra?ic 
load from all constrained routers. For example, 

2 Capacity Helper Router(i) z 2 Load Constrained Router( j), (1) 

where i is the number of helper routers and j is the number 
of constrained routers. Lastly, additional helper routers 503 
may need to be implemented if redundancy is required, eg if 
1:1 redundancy is required to protect against failure of any 
single helper router, twice the number of helper routers will 
be required than otherwise. 

The route processor 207 sets a forwarding information 
download policy toward each line card 203 which controls 
which routes get populated in the forwarding table of each 
line card 203. For a constrained line card 2032, the route 
processor 207 will initially block all routes from being sent 
except a default route. 

A datagram/packet is received from outside the network 
101 at a PE router 105 or inside the network 101 at a P router 
111 which can include a constrained line card 2032 (steps 409, 
411). The constrained line card 2032 receives the packet des 
tined for a network outside of the network 101 (FIGS. 2A, 5A, 
tra?ic ?ow is shown as a broken line). Because the line card 
is constrained, it does not have the route in its forwarding 
table. 

The routing/forwarding tables on the constrained router 
201 will contain a default route learned from the helper router. 
This default route may be the well-known IP address of 
0.0.0.0/0 or some other IP addressed con?gured by the opera 
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tor to be designated as a default route. The route processor 
will populate the default route in each constrained linecard. 

While the forwarding table on the constrained line card 
2032 does not contain the route to a particular destination, the 
default route will be used, and therefore the constrained 
router 201 will forward the packets for that destination to a 
helper router 503 where a forwarding look-up is performed 
(steps 413, 417). The helper router 503 identi?es the most 
optimal network PE (egress) router 107 (FIG. 5B) and for 
wards the packet to that egress router (FIGS. 5C, 5D). 

In order to obtain the most optimal route for the packet to 
its destination router, the constrained line card 2032 generates 
a pre?x-request (step 415). The constrained line card 2032 
triggers the pre?x-request when a packet is forced to use the 
default route. The pre?x-request is formatted to use the intra 
router communication protocol that has been implemented on 
that particular manufacturer’s router to communicate 
between line cards and the processor 207 (step 421). The 
constrained line card 2032 should keep track of outstanding 
pre?x-request messages sent to the route processor 207, and 
should avoid sending multiple pre?x-requests for the same 
destination until allowing for su?icient time, con?gurable by 
a network operator, for the route processor 207 to respond. 
The pre?x-request is sent from a line card 203 to a proces 

sor containing a source line card address, a destination IP 
address set to the address in the ?rst packet transmitted to the 
helper router and an age, or timer value that the line card 203 
is allowed to use the requested pre?x. The destination address 
is a speci?c address of the destination host. For example, a 
32-bit address for IPv4 or 128-bit address for IPv6. 
The processor 207 receives the pre?x-request (FIG. 2B). 

The processor 207 performs a longest match operation on the 
IP address in the destination address ?eld (step 423). The 
processor 207 matches the IP address in the destination 
address ?eld with an existing BGP pre?x from its routing 
table. The processor 207 also matches all pre?xes which are 
more-speci?c sub-pre?xes of the longest match pre?x. If 
there is no match, the destination is unknown and the proces 
sor 207 ignores the pre?x-request. 
The processor 207 modi?es its forwarding information 

download policy to the source line card 2032 to permit the 
longest-match pre?x, and any more-speci?c pre?x of that 
longest match, to be sent to the line card 2032. This policy 
change triggers the processor 207 to forward the routing 
information for the longest-match and any more-speci?c pre 
?xes to the constrained line card 2032 via the intra-router 
communication as a pre?x-response (FIG. 2C)(step 425). 
The forwarding information download policy in the pro 

cessor 207 also allows longer matches, i.e., if the processor 
learns of a more speci?c BGP pre?x which matches the 
original pre?x-request, that more speci?c pre?x must also be 
propagated to the constrained line card. This results in some 
cases of a gratuitous announcement being sent, i.e., more than 
one pre?x-response (forwarding table update) sent from a 
single pre?x-request. 
The constrained line card 2032 receives the pre?x-response 

(forwarding information) from the processor 207 and installs 
the pre?x into its forwarding table (step 429). The addition of 
the pre?x into these tables causes the router to stop using the 
default route to send packets via the helper router. This pre?x 
contains the forwarding information required to send to the 
exact router to which it should transmit packets to egress the 
network, providing a short-cut, avoiding the need to continue 
to transmit those packets via the helper router 203 (FIGS. 2A, 
2D, 2E, 5E)(step 430). 

To promote e?icient use of resources for the processor 207 
and line card 2032, an age timer is associated with every 






