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DISPOSABLE RED PARTITIONS 

FIELD OF THE INVENTION 

The present invention relates generally to the ?eld of com 
puting. More particularly, the present invention relates to 
disposing of system data that have been separated from user 
data. 

BACKGROUND 

MalWare can have devastating effects, Whether ?nancial, 
psychological, or otherWise, on users of computer systems. 
“MalWare” is an abbreviation of the phrase “malicious soft 
Ware.” It is a collective noun that refers to any softWare on a 
computer system that is acting contrary to a user’s Wishes. 
Effects of malWare include unauthorized copying and storing 
of data, violating privacy, spying, causing denial of service, 
destroying data, and the like. Such malWare attacks not only 
cost computer users time and money to ?x, but are also 
frustrating to deal With in the ?rst place. They can undermine 
computers systems’ performance in their more benign forms, 
and devastate computer systems in their more malicious 
forms. 

MalWare also comes in the form of softWare that is neither 
Written for direct malicious intent, nor causes direct problems 
for the user. HoWever, these kinds of malWare can still have 
both security and ?nancial implications for individuals or 
organizations. Examples of such potentially dangerous 
threats include spyWare and adWare, Where the former uses 
other forms of deceptive softWare and programs that conduct 
certain activities on a computer Without obtaining appropriate 
consent from the user, and Where the latter often manifests 
itself in pop-up advertisements that can become an annoy 
ance, and in some cases degrade system performance. 
As mentioned above, malWare refers to any softWare on a 

computer system that is acting contrary to a user’s Wishes. 
Thus, it Would be advantageous to provide for some means to 
prevent to the utmost extent attacks from such malWare, 
Whether manifested in the form of viruses, Worms, Trojan 
horses, spyWare, adWare, and any other mechanisms that 
threaten to undermine optimal computer usage. Speci?cally, 
it Would be advantageous to provide a mechanism Whereby 
infected partitions of memory (so called “red partitions”) can 
be completely disposed of (or “torched”) so that system data 
can be re-installed aneW, but at the same time user data can be 
protected and kept separate from the system data so that it 
does not have to be re-created and re-installed. 

SUMMARY OF THE INVENTION 

A system and method are provided for disposing of data, 
including all malicious softWare, Within a given partition. In 
one aspect of the invention, system data is separated off from 
user data, and the system data can be disposed of, or 
“torched,” While keeping the user data intact. The separation 
is based on the notion that system data is easily re-creatable 
While user data is not, and thus, system data can be disposed 
of at Will. That is, the system data can be disposed of by 
pushing a “panic button,” by a timer event, by a anti-virus 
checker event, or any other event that sets a standard for 
disposal. 

In another aspect of the invention, the system data can be 
rolled back to a previous desired state, Which is a state usually 
just before a malWare attack or accident that caused data to be 
lost, or other incident. LikeWise, the system data can be rolled 
forWard to a neW state. The separation of user data from 
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2 
system data alloWs for e?icient roll back/roll forWard because 
it is possible to separately roll back/roll forWard the easily 
re-creatable system data (that is more likely to contain mal 
Ware or damage from malWare) Without rolling back/rolling 
forWard the user dataiWhich in turn is desirable, since the 
user data is not easily re-creatable. 

The user data can be stored in one compartment and the 
system data can be stored in another compartment Within a 
partition in a virtualized environment. The system data can 
then be torched Without torching that user data. Moreover, the 
user data can be extracted from a compartment containing 
both the user data and the system data. Once the user data is 
extracted, the remaining system data can be torched. Then, 
the user data can be repopulated in the compartment along 
With neW system data. 

Other features of the invention are described beloW. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The foregoing summary, as Well as the folloWing detailed 
description of the invention, is better understood When read in 
conjunction With the appended draWings. In order to illustrate 
the invention, various aspects of the invention are shoWn. 
HoWever, the invention is not limited to the speci?c systems 
and methods disclosed. The folloWing ?gures are included: 

FIG. 1 provides a brief general description of a suitable 
computing device in connection With Which the invention 
may be implemented; 

FIG. 2A illustrates the notion of separating user data from 
system data, in other Words, the separating of easily re-creat 
able data from not easily re-creatable data; 

FIG. 2B illustrates the notion of separation of user data and 
system data and hoW that separation coincides With the sepa 
ration of users; 

FIG. 3A illustrates the separation of user data and system 
data by using compartment like virtual disks; 

FIG. 3B illustrates the notion of user data and system data 
being stored in a partition and the user data being stored in one 
compartment like a ?rst virtual disk, and the system data 
being stored in another compartment like a second virtual 
disk; 

FIG. 3C illustrates that different kinds of data can be man 
aged differently, Where one type of user data can be managed 
in one manner and a different kind of user data can be man 

aged in yet a different manner (the same holds true for system 

data); 
FIG. 4 illustrates the exemplary effects of the separation of 

user data and system data; 
FIG. 5 illustrates the rollback of system data When it is 

separated from user data; 
FIG. 6 illustrates the functionality of the Files and Settings 

Transfer Wizard; 
FIG. 7 illustrates an off-line virus checker for the Files and 

Settings Transfer Wizard; 
FIG. 8 illustrates an exemplary implementation of dispos 

ing of infected or “red” partitions; 
FIG. 9 illustrates the extraction of user data. 

DETAILED DESCRIPTION OF ILLUSTRATIVE 
EMBODIMENTS 

OvervieW 
First, an exemplary computing environment is provided 

that may be useful in implementing various aspects of the 
invention. Second, a system and method is discussed Where 
system data is separated from user data, Where the former is 
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easily re-creatable data that can be disposed of based on a 
variety of events, like boot time, anti-virus detection, or the 
pushing of a “panic button,” and the latter is not easily re 
creatable data that should be preserved. Separating user data 
from system data alloWs a user to dispose of system data upon 
a malWare attack While preserving the most recent state of 
user data. Upon disposal, the system data can be reinstalled 
and used alongside the preserved user data. 

Exemplary Computing Environment 
FIG. 1 and the folloWing discussion are intended to provide 

a brief general description of a suitable computing device in 
connection With Which the invention may be implemented. 
For example, any of the client and server computers or 
devices illustrated in FIG. 1 may take this form. It should be 
understood, hoWever, that handheld, portable and other com 
puting devices and computing objects of all kinds are con 
templated for use in connection With the present invention, 
i.e., anyWhere from Which data may be generated, processed, 
received and/or transmitted in a computing environment. 
While a general purpose computer is described beloW, this is 
but one example, and the present invention may be imple 
mented With a thin client having netWork/bus interoperability 
and interaction. Thus, the present invention may be imple 
mented in an environment of netWorked hosted services in 
Which very little or minimal client resources are implicated, 
e.g., a netWorked environment in Which the client device 
serves merely as an interface to the netWork/bus, such as an 
object placed in an appliance. In essence, anyWhere that data 
may be stored or from Which data may be retrieved or trans 
mitted to another computer is a desirable, or suitable, envi 
ronment for operation of the object persistence methods of 
the invention. 

Although not required, the invention can be implemented 
via an operating system, for use by a developer of services for 
a device or object, and/or included Within application or 
server software that operates in accordance With the inven 
tion. SoftWare may be described in the general context of 
computer-executable instructions, such as program modules, 
being executed by one or more computers, such as client 
Workstations, servers or other devices. Generally, program 
modules include routines, programs, objects, components, 
data structures and the like that perform particular tasks or 
implement particular abstract data types. Typically, the func 
tionality of the program modules may be combined or dis 
tributed as desired in various embodiments. Moreover, the 
invention may be practiced With other computer system con 
?gurations and protocols. Other Well knoWn computing sys 
tems, environments, and/or con?gurations that may be suit 
able for use With the invention include, but are not limited to, 
personal computers (PCs), automated teller machines, server 
computers, hand-held or laptop devices, multi-processor sys 
tems, microprocessor-based systems, programmable con 
sumer electronics, netWork PCs, appliances, lights, environ 
mental control elements, minicomputers, mainframe 
computers and the like. 

FIG. 1 thus illustrates an example of a suitable computing 
system environment 100 in Which the invention may be 
implemented, although as made clear above, the computing 
system environment 100 is only one example of a suitable 
computing environment and is not intended to suggest any 
limitation as to the scope of use or functionality of the inven 
tion. Neither should the computing environment 100 be inter 
preted as having any dependency or requirement relating to 
any one or combination of components illustrated in the 
exemplary operating environment 100. 
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4 
With reference to FIG. 1, an exemplary system for imple 

menting the invention includes a general purpose computing 
device in the form of a computer 110. Components of com 
puter 110 may include, but are not limited to, a processing 
unit 120, a system memory 130, and a system bus 121 that 
couples various system components including the system 
memory to the processing unit 120. The system bus 121 may 
be any of several types of bus structures including a memory 
bus or memory controller, a peripheral bus, and a local bus 
using any of a variety of bus architectures. By Way of 
example, and not limitation, such architectures include Indus 
try Standard Architecture (ISA) bus, Micro Channel Archi 
tecture (MCA) bus, Enhanced ISA (EISA) bus, Video Elec 
tronics Standards Association (VESA) local bus, and 
Peripheral Component Interconnect (PCI) bus (also knoWn as 
MeZZanine bus). 
Computer 110 typically includes a variety of computer 

readable media. Computer readable media can be any avail 
able media that canbe accessed by computer 110 and includes 
both volatile and nonvolatile media, removable and non-re 
movable media. By Way of example, and not limitation, com 
puter readable media may comprise computer storage media 
and communication media. Computer storage media include 
both volatile and nonvolatile, removable and non-removable 
media implemented in any method or technology for storage 
of information such as computer readable instructions, data 
structures, program modules or other data. Computer storage 
media include, but are not limited to, RAM, ROM, EEPROM, 
?ash memory or other memory technology, CDROM, digital 
versatile disks (DVD) or other optical disk storage, magnetic 
cassettes, magnetic tape, magnetic disk storage or other mag 
netic storage devices, or any other medium Which can be used 
to store the desired information and Which can be accessed by 
computer 110. Communication media typically embody 
computer readable instructions, data structures, program 
modules or other data in a modulated data signal such as a 
carrier Wave or other transport mechanism and include any 
information delivery media. The term “modulated data sig 
nal” means a signal that has one or more of its characteristics 
set or changed in such a manner as to encode information in 

the signal. By Way of example, and not limitation, communi 
cation media include Wired media such as a Wired netWork or 
direct-Wired connection, and Wireless media such as acoustic, 
RF, infrared and other Wireless media. Combinations of any 
of the above should also be included Within the scope of 
computer readable media. 
The system memory 130 includes computer storage media 

in the form of volatile and/ or nonvolatile memory such as read 
only memory (ROM) 131 and random access memory 
(RAM) 132. A basic input/output system 133 (BIOS), con 
taining the basic routines that help to transfer information 
betWeen elements Within computer 110, such as during start 
up, is typically stored in ROM 131. RAM 132 typically con 
tains data and/ or program modules that are immediately 
accessible to and/or presently being operated on by process 
ing unit 120. By Way of example, and not limitation, FIG. 1 
illustrates operating system 134, application programs 135, 
other program modules 136, and program data 137. 
The computer 110 may also include other removable/non 

removable, volatile/nonvolatile computer storage media. By 
Way of example only, FIG. 1 illustrates a hard disk drive 141 
that reads from or Writes to non-removable, nonvolatile mag 
netic media, a magnetic disk drive 151 that reads from or 
Writes to a removable, nonvolatile magnetic disk 152, and an 
optical disk drive 155 that reads from or Writes to a remov 
able, nonvolatile optical disk 156, such as a CD-RW, DVD 
RW or other optical media. Other removable/non-removable, 
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volatile/nonvolatile computer storage media that can be used 
in the exemplary operating environment include, but are not 
limited to, magnetic tape cassettes, ?ash memory cards, digi 
tal versatile disks, digital video tape, solid state RAM, solid 
state ROM and the like. The hard disk drive 141 is typically 
connected to the system bus 121 through a non-removable 
memory interface such as interface 140, and magnetic disk 
drive 151 and optical disk drive 155 are typically connected to 
the system bus 121 by a removable memory interface, such as 
interface 150. 

The drives and their associated computer storage media 
discussed above and illustrated in FIG. 1 provide storage of 
computer readable instructions, data structures, program 
modules and other data for the computer 110. In FIG. 1, for 
example, hard disk drive 141 is illustrated as storing operating 
system 144, application programs 145, other program mod 
ules 146 and program data 147. Note that these components 
can either be the same as or different from operating system 
134, application programs 135, other program modules 136 
and program data 137. Operating system 144, application 
programs 145, other program modules 146 and program data 
147 are given different numbers here to illustrate that, at a 
minimum, they are different copies. A user may enter com 
mands and information into the computer 110 through input 
devices such as a keyboard 162 and pointing device 161, such 
as a mouse, trackball or touch pad. Other input devices (not 
shoWn) may include a microphone, joystick, game pad, sat 
ellite dish, scanner, or the like. These and other input devices 
are often connected to the processing unit 120 through a user 
input interface 160 that is coupled to the system bus 121, but 
may be connected by other interface and bus structures, such 
as a parallel port, game port or a universal serial bus (U SB). A 
graphics interface 182 may also be connected to the system 
bus 121. One or more graphics processing units (GPUs) 184 
may communicate With graphics interface 182. A monitor 
191 or other type of display device is also connected to the 
system bus 121 via an interface, such as a video interface 190, 
Which may in tum communicate With video memory 186. In 
addition to monitor 191, computers may also include other 
peripheral output devices such as speakers 197 and printer 
196, Which may be connected through an output peripheral 
interface 195. 

The computer 110 may operate in a netWorked or distrib 
uted environment using logical connections to one or more 
remote computers, such as a remote computer 180. The 
remote computer 180 may be a personal computer, a server, a 
router, a netWork PC, a peer device or other common netWork 
node, and typically includes many or all of the elements 
described above relative to the computer 110, although only a 
memory storage device 181 has been illustrated in FIG. 1. The 
logical connections depicted in FIG. 1 include a local area 
netWork (LAN) 171 and a Wide area netWork (WAN) 173, but 
may also include other netWorks/buses. Such netWorking 
environments are commonplace in homes, o?ices, enterprise 
Wide computer netWorks, intranets and the Internet. 
When used in a LAN netWorking environment, the com 

puter 110 is connected to the LAN 171 through a netWork 
interface or adapter 170. When used in a WAN netWorking 
environment, the computer 110 typically includes a modem 
172 or other means for establishing communications over the 
WAN 173, such as the Internet. The modem 172, Which may 
be internal or external, may be connected to the system bus 
121 via the user input interface 160, or other appropriate 
mechanism. In a netWorked environment, program modules 
depicted relative to the computer 110, or portions thereof, 
may be stored in the remote memory storage device. By Way 
of example, and not limitation, FIG. 1 illustrates remote 
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6 
application programs 185 as residing on memory device 181. 
It Will be appreciated that the netWork connections shoWn are 
exemplary and other means of establishing a communications 
link betWeen the computers may be used. 

Aspects of Disposable Red Partitions 
FIG. 2A illustrates one aspect of the invention, Where user 

data is separated from system data. Data 202 on a computer 
system can be generally classi?ed into either user data 204 or 
system data 206 (The Word “data” is used in a general sense 
herein, so that it refers to all kinds of data, Which may include 
softWare, Which is sometimes referred to as “code”). User 
data 204, generally speaking, is any data that is not easily 
re-created, and system data 206 is any data that is, generally 
speaking, easily recreated. Examples of user data 204 include 
Word processing documents, spreadsheets, source code, and 
so on. Examples of system data include executable ?les, 
dynamic link libraries, con?guration settings, and the like. 

In short, as the name suggests, user data is data that may be 
unique in some manner because it is created by individual 
users, and is therefore not easily re-creatable. Conversely, 
system data is data that may be created by the industry or 
speci?c companies that have multiple copies of the system 
data, and hence such data is much more easily re-creatable. 
Thus, in FIG. 2A, user data is separated from system data 
according to a standard of dif?culty of data recreation in these 
sense that depending on hoW dif?cult it may be to reproduce 
any given data, it Will be cast either as user data or system 
data. 
On a related note, in FIG. 2B, in another aspect of the 

invention, the separation of data coincides With the separation 
of the types of users that have responsibility for the data. For 
example, an individual user 208 is responsible for the user 
data 204, and an administrator 210 is responsible for the 
system data 206. Because the user data 204 and the system 
data 206 is separated, the administrator 210 can completely 
dispose of the system data Without fear that the not easily 
re-creatable user data Will be compromised. 

To further illustrate another aspect of the separability of the 
system and user data, FIG. 3A illustrates tWo separate virtual 
disks, one of Which contains user data and the other of Which 
contains system data. Multiple virtual disks are used to sepa 
rate out the virtual disk for user data 304 and the virtual disk 
for system data 306. The OS Within a red partition (i.e., a 
partition that may be infected With malWare) has the capabil 
ity of isolating these virtual disks from each other, such that 
complete separation is maintained betWeen the user data on 
its disk and the system data on its disk. This separation alloWs 
for the disposal of system data Without necessarily disposing 
of user data. 

In yet another aspect of the invention, in FIG. 3B, a parti 
tion 301 is maintained by a virtualiZing softWare 310, Which 
virtualiZes real hardWare 312 to the partition 301, so that it 
appears to the partition OS 303 that it is operating on such real 
hardWare. For example, a real user data compartment 305B is 
virtualiZed by a virtualiZing softWare 310 to the partition 301 
as a user data compartment 305A (the dashed lines indicate 
that the compartment is “virtual,” as opposed to “real”i 
Which is shoWn in solid lines). 

Thus, the partition OS 303 maintains these tWo compart 
ments, 305A and 307A, and can torch the system data in 
compartment 307A While maintaining the user data compart 
ment 305A. It is this separability notion that alloWs the OS 
303 to torch the system data 307A Without torching (discard 
ing) the user data 305A. 

Furthermore, in FIG. 3C, different kinds of data are man 
aged differently. Thus, for example, there is a ?rst user data 
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compartment 305A and a second user data compartment 
309A, and each of these tWo compartments can be managed 
differently. The same holds true for the system data. There is 
a ?rst system data compartment 307A and a second system 
data compartment 311A and each of these tWo compartments 
can be managed differently. Moreover, each of these com 
partments can contain different kinds of data. For example, 
the system data compartment 307A can contain operating 
system softWare and the system data compartment 311A can 
contain applications. Similar logic holds true for the user data 
that can be user data of different types. 

FIG. 4 illustrates the effect of separating the system data 
from the user data. In particular, FIG. 4, illustrates a time line, 
Where user data is depicted at time t:0 and at another time, 
tIl. The user data is assumed to have changed betWeen these 
tWo times, as is shoWn by A User Data. Also, the system data 
is depicted at time t:0 and tIl. Likewise, the system data is 
assumed to have changed betWeen these tWo times, as illus 
trated by A System Data. NoW, if some softWare that is acting 
contrary to a user’s Wishes starts to cause problems at time 
tIl, it Would be desirable to go back to some previous knoWn 
good state, like at time t:0. 

Going back from one state, at tIl, to another state, at t:0, 
is not undesirable for easily re-creatable data, like system 
data. However, this is undesirable for non-easily re-creatable 
data like user data. Going back from tIl to t:0 means that A 
User Data Will be lost, and such data cannot be easily re 
created. To overcome this problem, the user data is separated 
from the system data, such that the system data can go back 
from tIl to t:0, but user data does not need to go back (hence 
the illustrated arroW of system data going back from tIl to 
t:0, and the crossed-out arroW of user data going back from 
F1 to t:0). 

In yet another aspect of the invention, in FIG. 5, the sce 
nario of a system data rollback is illustrated. With this kind of 
rollback, no user data is lost since the user data is separated 
from the system data. For example, at time t:3, some malWare 
502 attacks a computer system containing both system data 
504 and user data 506. Because of this attack, infected data 
has to be rolled back to a knoWn good state, Which may be 
present at times t:2, tIl, or t:0. HoWever, as suggested above 
With respect to FIG. 4, only the system data has to be rolled 
back. Since the user data is separated from the system data, it 
does not have to be rolled back. 

Moreover, various events can signal a “checkpoint” (one of 
the place a system can roll back to, viZ., t:2, tIl, or t:0). Such 
a checkpoint can be the place not only that a system rolls back 
to but also rolls forWard to. The roll forWard occurs When data 
is replaced With neWer data. Thus, for example, if a system 
application, such as Word 97, is torched, a neWer version of 
Word, e.g. Word 2000, can be installed. 

The knoWn good state can be established by some estab 
lished procedure that can take the system data back to any of 
the illustrated times. For example, if a user Wants to rollback 
the system data all the Way back to the day When his computer 
system Was bought, then the system data can be rolled back to 
t:0. Alternatively, if he Wants to rollback the system data to a 
feW hours before the malWare 502 attack, then he can rollback 
to time t:2. The advantage of rolling back to t:2 instead of 
t:0 is that at t:2 the system data may have had some softWare 
patches installed that have made the system data more robust. 
Rollback in this scenario Will mean that the system data at 
time t:3 Will be completely destroyed, i.e., disposed of or 
“torched,” and replaced With system data from a previous 
time, Whether t:0, tIl, or t:2, depending on What the user 
speci?es. 
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8 
Moreover, the rollback does not only have to be temporal, 

but could instead be based on some transactional standard. 
For example, instead of rolling back a couple of hours or days, 
system data could be rolled back based on a set number of 
transactions. Or, alternatively, it could be based on the com 
bination of temporal and transactional factors. Furthermore, 
it could be based on reboot, or user or softWare speci?cation 
of rollback. The context in Which these aspects of the inven 
tion Will be employed Will dictate What kind of a rollback 
standard Will be implemented. 

In another aspect of the invention, easily re-creatable data 
could be disposed of based on a variety of factors. For 
example, such data could be disposed of every time a system 
is shut doWn and re-loaded onto the system at every boot 
procedure. Alternatively, such data could be disposed of by 
pressing something equivalent to a “panic button,” Which 
could be designated by softWare as corresponding to a key on 
a standard keyboard (e. g. F12). Also, such data could be 
disposed of based on a computer event like a softWare virus 
scanner detecting a problem With the computer system. Upon 
such detection, all the re-creatable data could be automati 
cally disposed of. Furthermore, disposing of data could be 
based on a timer basis, for example, every Week re-creatable 
data could be Wiped out or even every day, say, at 3 AM. In 
short, there are a multitude of events that could trigger the 
disposing of easily re-creatable data. 

In another aspect of the invention, in FIG. 6, a Files and 
Settings Transfer Wizard (FSTW) collects user data that is 
placed in applications all over a computer system and collects 
that data, places it in an archive ?le, and stores it in a place 
separate from the applications (Which are representative of 
the system data). Next, the applications can be completely 
disposed of in the sense that the memory space on Which the 
applications reside is completely Wiped out or “torched”i 
the equivalent of formatting. The user data, hoWever, is pre 
served in the archive ?le and does not have to be re-created. In 
short, the user data is taken out, preserved, and then reapplied 
to a neW system data that is reloaded. 

Thus, as is illustrated in FIG. 6, the FSTW 604 ?rst collects 
602 all kinds of unique user data associated With various user 
system applications. For example, it can collect 602 a Word 
document 608 that is associated With Microsoft Word 614, it 
can collect a spreadsheet document 610 that is associated 
With Microsoft Excel 616, or it can collect cookies 612 asso 
ciated With Internet Explorer 618. Each of these user data 608, 
610, and 612, is collected 602 in order to be stored in a archive 
?le 606 and saved for later use by the user. 

Conversely, the system data, namely, 614, 616, and 618, is 
the easily re-creatable, and so it can be disposed of or 
“torched.” The user data saved in the archive ?le 606 can then 
be re-installed on a system With a neW system data. Thus, in 
FIG. 6, once the MS Word 614, MS Excel 616, and MS 
Explorer 618 applications are disposed ofiagain, disposal 
can implemented for any of the reasons discussed above, such 
as the pushing of a “panic button” or at boot timeineW 
system data can be reinstalled, that is, a neW MS Word, MS 
Excel, and MS Explorer. By “neW” system data, What is 
meant is any data that is different from the system data that 
Was just disposed of. Thus, theoretically, a “neW” MS Word 
application could be Word 97, Where in fact the disposed of 
version Was a “neWer” Word 2000. Conversely, the “neWer” 
system data could be neWer version of the disposed of system 
data. In short, once user data is collected 602 by the FSTW 
604, any desired version of the system applications may be 
re-deployed. 

In another aspect of the invention in FIG. 7, the archive ?le 
606 discussed immediately above in FIG. 6, can be addition 
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ally checked With an off-line virus checker for such things as 
macro viruses. Thus, after the FSTW 704 collects 702 the user 
data 708, 710, and 712, and places it in the archive ?le 706, 
that ?le can be checked in case any unauthorized software has 
gotten through to the user dataithe system data can be pre 
sumed at this point to be infected With some malWare or at 
least an event has occurred Where the system data Will be 
disposed ofiso that the off-line virus checker is an additional 
integrity functionality for the user data that is provided by this 
aspect of the invention. 

FIG. 8 illustrates an exemplary block diagram implemen 
tation of the invention. At block 802, system data is stored in 
a ?rst separation mechanism (or a virtual disk, or any equiva 
lent storage device). The system data, as discussed above, 
includes executable ?les, dynamic link library ?les, con?gu 
ration settings, and the like. The system data is easily re 
creatable data because multiple copies of it exist and it can be 
supplied by developers, vendors, and so on. 

In contrast to system data, at block 804, user data is stored 
in a second separation mechanism (or equivalently, a com 
partment). The user data includes data typically created by 
users: spreadsheets, Word processing documents, Web pages, 
source code, and so on. This type of data is not easily re 
creatable because it is typically unique to the user, so that 
When it gets lost or damaged, it cannot be replaced by devel 
opers or vendors since no copies of it typically exist. 
At block 806, a computer system containing the tWo com 

partment of blocks 802 and 804, checks for any malWare 
problems. Checking for malWare could take a variety of 
forms: periodic checking, passively Waiting until the moment 
that the anti-virus catches a piece of malWare, etc. Alterna 
tively, this step could be omitted altogether, and an assump 
tion could be made that after some speci?ed period of time or 
after some speci?ed number of transactions, a computer sys 
tem is likely to be infected With malWare so that it’s time to 
treat the system as if it is infected and thus any speci?ed 
compartments With a partition must be disposed of. 
At block 808, system data in the entire partition (so called 

“red partition”) is disposed of (or “torched”) by eliminating 
the data in the ?rst compartment so that any malWare infect 
ing the partition is also extricated. As mentioned above, there 
may be a variety of triggers for such torching of a partition. 
They may include torching upon: (a) booting up of a system; 
(b) a timing event; (c) anti-virus softWare detecting a malWare 
problem; (d) a user Who panics and decides to push a “panic 
button” to torch an entire partition. Upon torching of a com 
partment Within a partition, the system is disinfected of any 
malWare, since torching can have the equivalent effect to 
formatting a compartment Within a partition. 

Finally, once a compartment has been torched, neW system 
data can be installed (or re-installed) in the compartment. The 
neW system data can take a variety of forms: from original 
system data that Was ?rst installed in the compartment to 
recent system data that Was present right before any malWare 
event that necessitated the torching of the compartment in the 
?rst place. Once the neW system data is installed, it can 
continue to interact With the saved user that that has not been 
compromised. 

FIG. 9 illustrates the extraction of user data from a com 
partment. Thus, in FIG. 9, a system data and a user data are 
provided in a compartment 904 together. Next, the user data is 
extracted to another compartment 908 using an extraction 
mechanism appreciated by those skilled in the art. This 
extraction can be performed using tools that are able to 
migrate data from one computer system to another computer 
system. The remaining system data can be torched upon a 
speci?ed event. Once the remaining system data is torched, 
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10 
the user data can be again repopulated in the compartment 
904. LikeWise, a neW system data can be repopulated in the 
compartment 904. Moreover, the extracted user data 908 can 
be extracted beyond the partition 901 to another partition (not 
illustrated). 

While the present invention has been described in connec 
tion With the preferred aspects, as illustrated in the various 
?gures, it is understood that other similar aspects may be used 
or modi?cations and additions may be made to the described 
aspects for performing the same function of the present inven 
tion Without deviating therefrom. For example, the separation 
of user data from system data Was described, such that user 
data that is not easily re-creatable can be preserved and sys 
tem data that is easily re-creatable canbe disposed of based on 
a variety of events. HoWever, other equivalent methods to 
these described aspects are also contemplated by the teach 
ings herein. Therefore, the present invention should not be 
limited to any single aspect, but rather construed in breadth 
and scope in accordance With the appended claims. 

What is claimed: 
1. A method of protecting computer system integrity from 

infection by unauthorized softWare, comprising: 
separating a system data from a user data, Wherein the 

system data is separated from the user data according to 
a standard of dif?culty of data re-creation; 

storing the system data in a virtual system data compart 
ment Within a partition, Wherein the system data stored 
in the virtual system data compartment is referred to as 
virtual system data; 

storing the user data in a virtual user data compartment 
Within the partition, Wherein the user data stored in the 
virtual user data compartment is referred to as virtual 
user data; 

Wherein both the virtual system data and the virtual user 
data are accessible to an operating system in the parti 
tion; 

automatically, by the operating system, disposing of all 
contents of the system data compartment based on a 
selected event comprising at least one of detection of 
infection by unauthorized softWare and a pre-emptive 
event to remove any potential infection by unauthorized 
softWare, Wherein the disposing of all contents of the 
system data compartment includes one of rolling back 
and rolling forWard the system data to a speci?ed state; 
and 

storing a neW system data in the virtual system data com 
partment, Wherein the neW system data stored in the 
virtual system data compartment is referred to as virtual 
neW system data. 

2. The method according to claim 1, Wherein the standard 
of dif?culty of data re-creation casts applications documents 
as user data. 

3. The method according to claim 1, Wherein the standard 
of dif?culty of data re-creation casts executable ?les, 
dynamic link libraries, and con?guration settings as system 
data. 

4. The method according to claim 1, Wherein an amount of 
the one of roll back and roll forWard is determined by a 
differencing disk. 

5. The method according to claim 1, Wherein the pre 
emptive event includes a boot-up of the computer system. 

6. The method according to claim 1, Wherein the pre 
emptive event includes a timer event. 

7. The method according to claim 1, Wherein the pre 
emptive event includes the pressing of a “panic button” by a 
user of the computer system. 
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8. The method according to claim 1, wherein the new 
system data is identical to the system data. 

9. A system comprising a processor con?gured for dispos 
ing easily re-creatable data, comprising: 

a user data; 
a system data, wherein the system data is separated from 

the user data according to a standard of dif?culty of data 
re-creation; 

a partition, wherein a virtualiZing software virtualiZes a 
virtual user data compartment to the partition, and 
wherein the virtualiZing software virtualiZes a virtual 
system data compartment to the partition; 

wherein the system data is stored in the virtual system data 
compartment in the partition and the user data is stored 
in the virtual user data compartment in the partition, 
wherein the system data stored in the virtual system data 
compartment is referred to as virtual system data and 
wherein the user data stored in the virtual user data 
compartment is referred to as virtual user data; and 

wherein, based on a selected event comprising at least one 
of detection of infection by unauthoriZed software and a 
pre-emptive event to remove any potential infection by 
unauthoriZed software, all contents of the system data 
compartment are automatically disposed of and a new 
system data is stored in the virtual system data compart 
ment, wherein the new system data stored in the virtual 
system data compartment is referred to as virtual new 
system data, wherein disposing of all contents of the 
system data compartment includes one of rolling back 
and rolling forward the system data to a speci?ed state. 

10. The system according to claim 9, wherein the standard 
of dif?culty of data re-creation casts applications documents 
as user data. 

11. The system according to claim 9, wherein the standard 
of dif?culty of data re-creation casts executable ?les, 
dynamic link libraries, and con?guration settings as system 
data. 
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12. The system according to claim 9, wherein an amount of 

the one of roll back and roll forward is determined by a 
differencing disk. 

13. The system according to claim 9, wherein the pre 
emptive event includes a boot-up of the computer system. 

14. The system according to claim 9, wherein the pre 
emptive event includes a timer event. 

15. The system according to claim 9, wherein the pre 
emptive event includes the pressing of a “panic button” by a 
user of the computer system. 

16. A computer storage medium bearing computer execut 
able instructions con?gured to protect computer system 
integrity from infection by unauthoriZed software, compris 
ing: 

separating a system data from a user data, wherein the 
system data is separated from the user data according to 
a standard of dif?culty of data re-creation; 

storing the system data and the user data in a virtual data 
compartment within a partition in which there is an 
operating system, wherein the system data stored in the 
virtual data compartment is referred to as virtual system 
data and wherein the user data stored in the virtual data 
compartment is referred to as virtual user data; 

automatically, by the operating system, preserving the vir 
tualiZed user data, disposing of all contents of the parti 
tion, and storing new system data in the partition based 
on a selected event comprising at least one of detection 

of infection by unauthorized software and a pre-emptive 
event to remove any potential infection by unauthorized 
software, wherein the disposing of all contents of the 
partition includes one of rolling back and rolling for 
ward the system data to a speci?ed state. 


