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CONGESTION AND THRU-PUT VISIBILITY 
AND ISOLATION 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

The present application is a Divisional application to US. 
patent application Ser. No. 09/688,213, ?led Oct. 16, 2000, 
the entirety of which is incorporated by reference herein. 

FIELD OF THE INVENTION 

Certain concepts involved in the present invention relate to 
techniques for implementing data communication services, 
for example in a local access network utilizing digital sub 
scriber line technology, to support quality of service (QoS) 
and local introduction of vertical services. Other concepts 
involved in the present invention relate to automated tech 
niques for operations support for such a network, particularly 
monitoring and assessment of performance for quality assur 
ance. 

BACKGROUND 

Modern society continues to create exponentially increas 
ing demands for digital information and the communication 
of such information between data devices. Local area net 
works use a network, cable or other media to link stations on 
the network for exchange of information in the form of pack 
ets of digital data. These networks have proven quite success 
ful in providing data communications in commercial appli 
cations. However, the common local area network 
architectures require installation of specialiZed wiring and 
use of speci?c wiring topologies. For example, the most 
popular network protocols, such as Ethernet require special 
rules for the wiring, for example with regard to quality of 
wire, range of transmission and termination. Furthermore, to 
extend communications to a wider domain still requires con 
nection of at least one node of the local area network out to a 
wider area network, such as the network of an Internet Service 
Provider (ISP). High speed links enabling such wide area 
access from a LAN domain, for example using T1 lines, are 
quite expensive and justi?ed only for hi-end commercial 
users. 

The most common form of computer-to-computer commu 
nication in use today, particularly for wide area communica 
tions, still relies on modems and analog telephone network 
connections. The data rates that are possible through the 
telephone network are quite low. Even with a variety of recent 
enhancements, the data speeds remain at or below 56 kbps. 
Integrated Services Digital Network (ISDN) offers somewhat 
faster data communications and the capacity for concurrent 
data and voice telephone services. The 160 kb/ s capacity 
carries two bearer (B) channels, each at 64 kb/ s, one data (D) 
channel at 16 kb/s and overhead information in a 16 kb/s 
embedded operations channel (EOC). Some applications 
allow aggregation of the channels, to combine the B-channels 
and possibly the D-channel to provide data communications 
up to the combined rate of 144 kb/ s. However, these data rates 
offered by ISDN already are too slow for many multimedia 
applications. 
A number of technologies are being developed and are in 

early stages of deployment, for providing substantially higher 
rates of data communication, for example ranging form 640 
kb/ s to 7.1 Mb/ s. For example, cable television companies are 
now beginning to offer ‘cable modem’ services, which allow 
customers to communicate data over available bandwidth on 
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2 
the coaxial cable of a cable television network. After consid 
ering several other options, a number of the local telephone 
carriers are working on enhancements to their existing cop 
per-wire loop networks, based on various xDSL technologies. 
The term xDSL here is used as a generic term for a group of 

higher-rate digital subscriber line communication schemes 
capable of utiliZing twisted pair wiring from an of?ce or other 
terminal node of a telephone network to the subscriber pre 
mises. Examples under various stages of development 
include ADSL (Asymmetrical Digital Subscriber Line), 
HDSL (High data rate Digital Subscriber Line) and VDSL 
(Very high data rate Digital Subscriber Line). 
The telephone carriers originally proposed use of ADSL 

and similar high-speed technologies to implement digital 
video services, for example in networks sometimes referred 
to as video ‘dialtone’ networks. The ADSL line technology 
provided a mechanism for high-speed transport of MPEG 
encoded video information to video terminal devices in the 
customers’ homes. Examples of such ADSL-based video 
dialtone networks are disclosed in US. Pat. Nos. 5,247,347, 
5,410,343 and 5,621,728. The carriers are now deploying a 
range of xDSL data services targeted at high-speed Internet 
access and high-speed access to private data networks. US. 
Pat. No. 5,790,548 to SistaniZadeh et al. discloses an example 
of anADSL based data network, eg for high-speed access to 
the Internet and to corporate LANs. 
The current design goals of DSL data networks for Internet 

access do not support high-end vertical services, that is to say 
services demanding IP-based applications that require assur 
ance of some level of quality of service (QoS). For example, 
packet-switched Voice over IP (VoIP) requires low latency, 
low jitter (i.e., a relatively constant bit rate), and non-corre 
lated packet loss. Streaming video has similar requirements, 
and in addition, requires high bandwidth. DSL data networks 
designed to support high speed Internet and Intranet access 
have been optimiZed to support tra?ic that is bursty and is not 
sensitive to latency or jitter. For example, current implemen 
tations supporting ATM cell tra?ic employ the Unspeci?ed 
Bit Rate (UBR) class of service, which does not provide any 
bandwidth or delay guarantees. Consequently, transport of 
video materials through such DSL data networks in?icts 
video delays, loss of audio/video synchronization, and image 
fragmentation. 

Furthermore, lengthy bandwidth intensive sessions for 
video or other broadband applications may degrade the 
throughput to all other subscribers served through a shared 
node, such as a gateway router or a concentrated link. For 
two-way video, upstream will have even worse quality and 
throughput problems, due to the best effort nature of the DSL 
data network implemented for Internet access and because 
the upstream bandwidth is signi?cantly less than that of the 
downstream channel. 

To appreciate the situation and problems, it may be helpful 
here to consider an ADSL data implementation of a local 
access network, as a representative example, in somewhat 
more detail. FIG. 9 is a block diagram of a typical ADSL data 
network of the type currently in-use by a number of incum 
bent and competitive local exchange carriers to provide high 
speed access to Internet Service Providers (ISPs) and thus to 
the Internet. FIG. 10 provides an alternative functional illus 
tration of the elements of such a network. Of particular note, 
FIG. 10 shows the various protocol stacks in association with 
the appropriate network elements. 
As shown in FIG. 9, a central of?ce (CO) 100 provides 

plain old telephone service (POTS) and digital subscriber line 
data service for a number of customers. For purposes of 
discussion, assume that the equipment at each of the various 
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customer premises 200 connects directly to the CO 100 via 
twisted pair type copper Wiring 300. In an actual implemen 
tation, many customers may connect through such Wiring to a 
remote terminal linked to the CO via optical ?ber. 

At each customer premises 200 in our example, the copper 
loop 300 carrying both the POTS andADSL signals connects 
through a Network Interface Device (NID) 201 placed at the 
side of the home. A tWo pair loop is installed from the NID to 
the location Where the ADSL unit 203, typically an ATU-R 
modem, is located in the home. One pair connects all of the 
signals on the line 300 from the NID 201 to the ADSL modem 
203. Within the ATU-R type modem 203, a passive splitter/ 
combiner type ?lter segregates the POTS signal and the data 
signals. The POTS signal is transmitted over the second 
tWisted pair back to the ND 201. The POTS line is then 
connected to the in-home Wiring extensions at the NID 201, 
for distribution to one or more standard telephone devices 205 
in the home. 

Within the ATU-R type ADSL modem 203, the doWn 
stream coded ADSL signal is demodulated and decoded to an 
appropriate data interface protocol for connection to the PC 
215. The PC 215 or other data device (FIG. 10) also sends data 
to the ADSL modem 203. The modem 203 modulates the 
upstream data and transmits appropriate signals over the line 
3001 or 3002 to the corresponding modem 1131 or 1132 in the 
CO 100 (FIG. 9). The ATU-R interface may support bridging, 
such that multiple users can share the ADSL modem 203, for 
tWo-Way data communication through the CO 100. 

The lines 300 for the customer premises 200 connect 
through the main distribution frame (MDF) 101 to a Digital 
Subscriber Line Access Multiplexer ISLAM) 111. The 
DSLAM includes a bank of ADSL terminal units of the type 
intended for central of?ce applications, identi?ed as ATU-Cs 
113. The DSLAM also includes a multiplexer/demultiplexer 
(MUX) 115. 

Within the DSLAM 111, each customer line 300 connects 
to an assigned ADSL terminal unit 113 in the central of?ce 
(ATU-C). In the example illustrated, the ?rst customer’s line 
3001 connects through the MDF 101 to a ?rst ATU-C 1131 in 
the CO 100. The second customer’s line 3002 connects 
through the MDF 101 to a secondATU-C 1132 in the CO 100. 
The ATU-C type ADSL units 113 include appropriate fre 
quency dependent combiner/ splitters, for segregating out the 
voice telephone tra?ic. Thus each ADSL unit 113 provides a 
connection for telephone tra?ic from the associated line 300 
to the POTS sWitch 103. 

The ADSL units 113 in the CO (ATU-Cs) essentially act as 
modulator/demodulators (modems) for sending and receiv 
ing data over the subscriber telephone lines 300. On the 
netWork side, each of the ATU-Cs 113 connects to the MUX 
115. The MUX 115 multiplexes and demultiplexes the 
upstream and doWnstream data for the ADSL modems 113 
and provides a connection to a high-speed link 119. Through 
subtending, the MUX 115 may also provide a data concen 
tration for the communications over the link 119. 

In a typical implementation, the concentrated data commu 
nications utiliZe a DS-3 link 119. HoWever, because of 
increasing traf?c demands, it is becoming necessary to 
upgrade the link 119 to SONET optical ?ber, such as OC-3 or 
in some cases even OC-l2. The link 119 provides tWo-Way 
data communication betWeen the central of?ce 100 and a data 
hub 121. In practice, this is a relatively long or Wide area link 
using expensive intero?ice facilities. 
On the upstream side, the high-speed interof?ce link 119 

terminates on anATM sWitch 123 for the ADSL data netWork 
(ADN). Although only one link 119 appears in the draWing, 
the asynchronous transfer mode (ATM) sWitch 123 Will typi 
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4 
cally service a number of DSLAMs 111 in various end of?ces 
via similar DS or OC links. The ATM sWitch 123, in turn, 
provides a high-speed connection to a gateWay router 125 
coupled to an ATM cell relay netWork 129. Typically, the 
ATM sWitch 123 Will aggregate tra?ic from a number of such 
links 119 onto an OC-3 or higher rate SONET link to the 
router 125. The router 125 and the cell relay netWork 129 
enable transport of ATM cells for the subscribers to and from 
equipment of one or more Internet Service Providers (ISPs), 
shoWn by Way of example as a concentrator 131 coupled to 
the public packet sWitched netWork commonly knoWn as the 
Internet 132. 

The illustrated local access type ADN netWork provides 
ATM cell transport from a customer premises 200 to the ISP 
concentrator 131. The ATM cells serve as the layer-2 routing 
or sWitching protocol for the loWest level de?nition of con 
nectivity betWeen tWo points of the netWork. Higher level 
protocols ride Within the ATM cells. 
The ATU-Rs 203 and the customer premises data equip 

ment 215 connect via an Ethernet coupler. The customers’ 
equipment communicates across the ADSL data netWork uti 
liZing Ethernet, and the Wide area communication involves 
transport of Internet protocol information typically in TCP/IP 
frames Within Ethernet frames. The Ethernet frames carrying 
the TCP/IP frames are adapted into ATM cells. Attention is 
directed to the protocol stacks illustrated in the loWer half of 
FIG. 10. 

To ef?ciently provide cell relay, each customer is assigned 
anATM virtual circuit that extends from the ATU-R 203 in the 
respective customer premises 200 to the gateWay router 125. 
Although it Was originally envisioned that ATM Would sup 
port sWitched logical channels or virtual circuits, to date, such 
logical sWitching has proven impractical to implement and 
administer. Consequently, current practical ATM netWorks 
actually utiliZe permanent virtual circuits (PVCs), not 
sWitched virtual circuits (SVCs). For a given subscriber, the 
carrier therefore provisions an ATM permanent virtual circuit 
(PVC) from the ATU-R 203 to the gateWay router 125. The 
carrier programs one or more nodes along the path of that 
logical circuit, particularly the DSLAM 111, to regulate traf 
?c on the virtual circuit to the up stream and doWnstream rates 
corresponding to the grade of service to Which the particular 
customer subscribers. All data tra?ic for the subscriber goes 
over the entire length of the permanent virtual circuit (PVC), 
and most if not all nodes along that path limit that tra?ic to the 
rates of the subscription as de?ned in the provisioning data. 

The virtual circuit may be thought of as a solid pipe. All 
traf?c passes through the entire length of the pipe-like virtual 
circuit, regardless of hoW many sWitches or other nodes the 
circuit passes through. The layer-2 protocol de?ning the cir 
cuit carries all of the higher level traf?c end-to-end. Higher 
layer protocols are visible only at the ends of the pipe. Hence, 
any tra?ic ?oW processing intended to utiliZe the higher lay 
ers must occur at some point past one end or the other end of 
the virtual circuit. 

The gateWay router 125 also terminates permanent virtual 
circuits (PVCs) through the cell relay netWork 129 going 
to/from the ISP concentrators 131. The gateWay router 125 
aggregates tra?ic betWeen a number of subscribers and each 
respective ISP. The ISP equipment 131 typically implements 
a variation of a point-to-point protocol (PPP) speci?cally 
adapted to ride over Ethernet, referred to as “PPP over Eth 
ernet” (PPPoE). The virtual circuits to the ISPs, hoWever, do 
not have suf?cient capacity to simultaneously carry all sub 
scriber tra?ic at the maximum rates of the customers sub 
scriptions. The MUX 115, the ATM sWitch 123, and the 
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gateway router 125 concentrate and regulate the subscriber 
traf?c going to and from the ISPs, typically on some type of 
“best efforts” basis. 

In a typical Internet access service offering, the most 
expensive service tier provides 7.1 Mbps for downstream 
communication and 680 kbps for upstream communication. 
The next grade of service provides 1.6 Mbps for downstream 
communication and 90 kbps for upstream communication, 
whereas the lowest tier of service provides 640 kbps for 
downstream communication and 90 kbps for upstream com 
munication. The maximum grade of service offered to an 
individual sub scriber depends on the rates for which the sub 
scriber’s line can qualify, although the subscriber may opt for 
a lower rate service since the higher-rate service is more 
expensive. 

The approach outlined above relative to FIGS. 9 and 10 
works well for Internet access if the traf?c relates to web 
access, ?le transfers and the like, which do not require guar 
anteed quality of service. Various segments of the Internet 
industry, however, are rapidly developing new multimedia 
services and applications that already are pushing the capa 
bilities of such a network. For example, increasingly, Internet 
traf?c includes a number of types of communication that 
require a guaranteed quality of service. Voice telephone com 
munication over IP is extremely sensitive to latency and j itter. 
The permanent virtual circuits (PVCs) provide an unspeci?ed 
bit rate (UBR) service and do not guarantee any minimal 
amount of delay or jitter. Also, because the rates are set by 
subscription, the service tends to be relatively in?exible. 
Some services, such as multicasting of broadband informa 
tion from the Internet into the local access ADN for a large 
number of concurrent users, can quickly overload one or 
more nodes or critical links of the network, for example the 
link 119 between the DSLAM 111 and the ATM switch 123 at 
the hub 121. 

Most industry experts propose to increase the services 
available via the public Internet However, because the higher 
layer protocols are visible only on the Internet side of the 
virtual circuit “pipe,” these services all must be implemented 
out past the end of the virtual circuit, at least behind the 
gateway router 129 and most likely in the public network, 
where it is possible to view and route based on higher level 
protocols, particularly Internet Protocol (IP). Such a migra 
tion strategy to implement new services creates severe prob 
lems. For example, in the network of FIG. 9, if a customer at 
premises 200l desired to order a video on demand, the cus 
tomer would communicate via the assigned permanent virtual 
circuit (PVC) and the ISP to a server on the Internet 132. The 
server would send the video stream back through the Internet 
132, the ISP equipment 131, the cell relay network 129 and 
the virtual circuit from the router 125 to the ATU-R 203 for 
handoff to a PC or the like at 215. If the rate of the requested 
video exceeds the customer’s subscription rate, the customer 
could not view the video in real time during the download. 
Even if the rate of the requested video is below the customer’ s 
subscription rate, loading in the Internet or the local access 
network may impose delays and/or j itter in communication of 
some segments of the requested video. Assuming that the hub 
121 and the links 119 implement a subscriber concentration, 
ordering of numerous videos or similar broadband ?les from 
the Internet 132 quickly consumes the shared resources 
through the hub 121 and the links 119, reducing the rates of 
service provided to other customers seeking concurrent Inter 
net access. 

It might be possible to increase the capacity of the links 1 19 
and/ or the hubs 121; however, this tends to increase the car 
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6 
rier’s recurring costs and often makes the overall service(s) of 
the ADN network economically impractical. 

It has also been suggested to provide customers guaranteed 
quality of services for some portion of their communications, 
by segregating the traf?c carried between the customer pre 
mises and the hub 121. This would require assigning a plu 
rality of ATM permanent virtual circuits (PVCs) to each sub 
scriber, one for each different guaranteed level of quality of 
service and one for all other Internet traf?c for the subscriber. 
Administration and provisioning of one virtual circuit per 
subscriber is already complicated, and the number of virtual 
circuits through any given ATM node is limited by current 
equipment designs. Expanding the number of permanent vir 
tual circuits per subscriber to support multiple QoS tiers of 
service therefore would be quite expensive, and the manage 
ment thereof would become a nightmare. To support an 
increased number of virtual circuits, many having guaranteed 
QoS requiring some substantial minimum rate at all times, 
would also require that the operator substantially upgrade the 
network to increase the end-to -end capacity all the way to the 
wide area network 132. 

Furthermore, to actually receive the desired QoS requires 
that all elements involved in the communication must guar 
antee the desired level or quality of service. For communica 
tions across the public Internet 132, this means that various 
nodes and links on the public Internet must be available and 
capable of providing a guarantee of the desired QoS. In point 
of fact, few nodes on the public Internet actually support any 
type of QoS. Hence, even if the ADN supported a desired 
QoS, most subscribers would not bene?t from that service 
because their communications over the public Internet would 
have no QoS guarantee, and would suffer from the usual 
problems of latency and jitter. 

Consequently, current deployments of ADSL-based data 
networks, such as shown in FIGS. 9 and 10, generate many 
customer complaints. From the customer perspective, the 
service does not consistently deliver the data rates for which 
the customer pays. The customer typically blames such prob 
lems on network equipment failure. In fact, most of the prob 
lems already are due to virtual circuit congestion problems, of 
the kinds outlined above. Essentially, the ADN network is 
crippled by the unpredictable nature of the service levels that 
the customers perceive due to congestion on the ADN and on 
the public Internet. 
Any comprehensive approach to improving the ADN ser 

vice also must provide adequate operational support. In par 
ticular, existing systems do not provide an adequate technique 
to monitor and/or test operations at various points in the ADN 
effecting a particular customer’ s service. Hence, if a customer 
complains about slow service or excessive data loss, the car 
rier operating the ADN has dif?culty isolating and correcting 
the problem in a timely fashion. In many cases, the congestion 
may be outside of the ADN, but the carrier can not test to 
recogniZe such a condition because the congestion may clear 
before a technician can manually connect to and test the 
customer’s circuit. 

More speci?cally, in existing implementations of the 
ADSL data network, customers complain when they can not 
communicate at the speeds that they expect. They may com 
plain to their ISP, or they may complain directly to the carrier 
providing the permanent virtual circuit (PVC) to the ISP. 
Typically, the customers and the ISP blame the carrier. In the 
present network, the carrier can obtain only limited informa 
tion as to the quality of network operations and potential 
problem points in the network. Also, in many cases, the prob 
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lem may be transitory in nature and either less severe or 
alleviated entirely by the time that the carrier actually can 
look into the problem. 

To illustrate these di?iculties, consider the netWork of FIG. 
11 as a representative example. The netWork is generally the 
same as that of FIGS. 9 and 10, except that FIG. 11 identi?es 
congestion points (CPs) and shoWs limited test equipment. 
As noted, the customer’s PVC extends to the gateway 

router 125. The router 125 implements a bridge group, of 
Which the customer PVC and the ISP PVC are members. The 
bridge group bridges the customer’ s PVC to the PVC going to 
the router 131 of the selected ISP. The bridge group includes 
the MAC address of the ISP router 131. To send packet for the 
Internet, for example, the user terminal sends an Ethernet 
?ame With the MAC address of the ISP router 131, and the 
router 125 bridges the ATM cells for that packet from the PVC 
of the customer to the PVC of the ISP. 

In the ADN network, congestion can occur on the subscrib 
er’s DSL link to the DSLAM 111, therefore this link forms a 
?rst congestion point CP #1. Congestion can occur at point 
CP #2, Which is the DS3 carrying the customer’s PVC 
betWeen the ADN sWitch 123 and the DSLAM 111. Conges 
tionpoint CP #3 is the 0C3 or OC12 betWeen the ADN sWitch 
123 and the gateWay router 125. The gateWay router 125 has 
certain limitations, for example, on the processing capacity of 
its CPU. Those limitations may create a still further point CP 
#4 for possible congestion in the ADN netWork. The ISP 
de?ned PVC from the gateWay router 125 to the ISP router 
131 may be congested, as shoWn by congestion point CP #5. 
In fact, the congestion may be in the ISP netWork or the 
Internet itself, so that the ISP router 131 Would appear as a 
congestion point CP #6, from the perspective of the customer 
and the ADN netWork. 

When a customer complains of sloW tra?ic or no-traf?c, 
the problem may be at any one or more of these congestion 
points CP. In the present systems, the carrier operating the 
ADN netWork has little or no Way to look at the netWork 
tra?ic in real-time to isolate the different points and the asso 
ciated causes of such troubles. 

The carrier may operate a throughput server 133 associated 
With the gateWay router 125. In a test operation, the technician 
re-binds the customer’s PVC from the bridge group for the 
ISP service, so that the PVC Will pass through the throughput 
server 133. 

From the server 133, it is thenpossible to perform upstream 
and doWnstream rate-?oW testing for communications to and 
from the customer’s device 215. The server 133 also can test 
the rate-?oW for communications of the customer going to 
and from the ISP router 131. These rate-?oW tests provide 
some information at the time of the test; hoWever, the test only 
can take place after a technician manually recon?gures the 
bridge group of the gateWay router 125 to couple the server to 
the relevant PVC(s). In many instances, the carrier can not 
dispatch a technician to perform this manual operation and 
enable the testing for several days after the complaint. Con 
sequently, at the time of the test, the conditions in the netWork 
may have changed considerably from those that actually 
caused the congestion for Which the customer complained. 

Also, the tests provide general rate information for the 
entire span from the server 133 to the opposite end, either the 
end user device 215 or the ISP router 131. Even if the test 
toWard the CPE device 215 shoWs a congestion, it Will not 
isolate the point CP #1, CP #2 or CP #3 that is actually 
congested. Similarly, the test toWard the ISP router can not 
distinguish betWeen congestion at the different points CP #4, 
CP #5 and CP #6. 
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8 
As shoWn by the above discussion, the limited testing 

available today relies on a recon?guration of the logical con 
nections of the PVCs to insert the throughput server. As such, 
the testing is limited to the layer-2 visibility of the netWork, 
that is to say the ATM layer used to de?ne the PVC through 
the ADN netWork. 

Another area of problems is that the ADN does not offer the 
carrier any technique for offering its oWn differentiated ser 
vice applications. To compete With other service providers, 
the carrier operating the ADSL-based data netWork needs to 
introduce its oWn multimedia services, for example, its oWn 
video services to compete With video services of cable tele 
vision companies (that offer competing Internet access ser 
vices). As noted above, hoWever, introduction of a neW ser 
vice, such as true video on demand or broadcast video 
requires communications via the public Internet 132. This is 
true even if the carrier operating the netWork of FIGS. 9 and 
10 Wanted to initiate its oWn video service(s). 

Hence, there is an ongoing need to improve the architecture 
and operation of a digital subscriber line data communication 
netWork, particularly to facilitate ?ner gradation of services 
Within the local netWork. The need, ?rst, is for such a local 
netWork to support introduction of services on a ‘vertical’ 
basis Within the local access netWork separate and apart from 
the common forms of Internet tra?ic, both for commercial 
differentiation and for increased security. In a related need, 
the local netWork needs to support a number of different 
levels of quality of service (QoS). Any enhancement to the 
netWork must include enhancement to the associated opera 
tions support systems, particularly for monitoring and testing. 
Hence, there is an associated need for a technique to provide 
automated isolation and testing of the various segments of the 
netWork that may effect a subscriber’s service. 

SUMMARY OF THE INVENTION 

A general objective of the invention is to implement an 
enhanced digital communication netWork for subscriber lines 
that supports vertical introduction of neW communication 
and/or multimedia services. 
A further objective is to support multiple levels or grades of 

quality of service Within the access netWork. 
Another objective of the invention relates to improvement 

of the cost effectiveness of the data netWork, for example, by 
reducing the demand for high-capacity interof?ce links While 
increasing the bandWidth available at the netWork edge for at 
least some types of services. 
A related objective is to provide a technique for introduc 

tion of neW high-end services near the netWork edge, from a 
domain that is more secure and therefore less subject to 
hacker attacks. 
A further objective of the invention is to support QoS 

and/or local introduction of vertical services, Without the 
need to assign multiple virtual circuits or the like to each 
subscriber. 

Still further objectives of the invention relate to operational 
support for provision of service through an access data net 
Work. Speci?cally, one objective relating to operational sup 
port is to enable an automated diagnosis of the netWork opera 
tions, Which Will enable a timely isolation and analysis of all 
of the points of the netWork that may be subject to interrup 
tions or congestion. 
A further objective of the preferred embodiment is to 

enable the customer to use an interactive communication to 
initiate the automated diagnosis operation and see the results, 
virtually in real time. 
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Another objective is for the diagnosis technique to enable 
the customer to initiate the process and then Will provide 
detailed information to the customer and to the carrier as to 
the location and degree of the actual netWork problems. The 
diagnosis procedure preferably Will produce a trouble report 
or ticket for use by carrier personnel to Work-on and ?x actual 
problems. 

Aspects of the invention relate to unique methods and 
netWork architectures for providing a combination of Wide 
area intemetWork service and vertical communication ser 
vices via a local access netWork. Other aspects of the inven 
tion relate to a particular sWitch developed to facilitate a 
unique form of routing, for example to support of QoS and 
vertical service insertion. 

The preferred embodiments alleviate the above noted prob 
lems by providing an intermediate node, typically an 
enhanced sWitch, to segregate upstream tra?ic based on 
analysis of the type of communication. This analysis utiliZes 
protocol information contained in each communication, for a 
protocol higher than the sWitching protocol, that is to say 
higher than a protocol used to de?ne the customer’s logical 
circuit. In an implementation utiliZing ATM, for example, the 
logical circuit is a virtual circuit, and the node examines the 
protocol information for layers above the ATM layer. One 
type of tra?ic remains on the virtual circuit, Whereas other 
tra?ic is handed off to a local services domain, typically a 
domain for vertical services and for netWork operations and 
related netWork services. The node also provides a point to 
aggregate tra?ic from the local services domain With other 
tra?ic on the subscriber’s logical circuit, for transport to the 
customer premises equipment. 

To this end, the preferred embodiments use anATM sWitch 
having routing/processing capabilities at the higher layer, for 
example at the layer-3 protocol or above, in close proximity to 
a DLSAM. The links betWeen the DSLAM and this sWitch 
can be of any desired high capacity because they are short and 
therefore relatively loW in cost. Consequently, the DSLAM 
and the neW ATM sWitch can support relatively high band 
Width from that node to the customer premises. To utiliZe the 
increased bandWidth and support neW services, the modems 
on the opposite ends of the digital subscriber line negotiate 
and operate at the maximum rate that the line conditions Will 
permit. 

The ATM sWitch essentially subdivides the traf?c associ 
ated With each subscriber line. One branch goes to a gateWay 
router and hence to one or more ISP(s) at the rate correspond 
ing to the Internet access subscription. It may be helpful to 
consider this as long distance or Wide area tra?ic for the 
subscriber. The other branch is for local tra?ic, to and from 
the locally connected vertical services domain and/or the 
netWork services domain. The interconnection to the vertical 
services domain supports QoS and introduction of vertical 
services not easily provided from the public Internet, such as 
video on demand, multicasting, and voice over IP. The verti 
cal services domain is relatively secure since it is not acces 
sible from the public Internet. 

In operation, the access netWork Will still support a logical 
circuit in the form of a virtual circuit to the gateWay router for 
each customer, for example in the form of an ATM permanent 
virtual circuit. That circuit is provisioned for the subscriber’ s 
desired grade or quality of Internet access service. The sub 
scriber line, hoWever, supports at least the same and often a 
higher rate service, for example via rate-adaptive ADSL com 
munication over a tWisted Wire line. In the upstream direction, 
the ATM sWitch examines at least one aspect of each data 
transmission relating to a logically higher level of protocol, 
eg in a layer 2 protocol encapsulated in ATM, or at layer 3, 
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10 
layer 4, or higher. From the higher level information, the 
sWitch determines the type of transmission and segregates the 
upstream transmissions on the subscriber’s virtual circuit. 
One type of transmission continues on the virtual circuit, eg 
for Internet transport. Any and all other types, hoWever, go to 
the local service domains. In the doWnstream direction, the 
ATM sWitch aggregates any communications coming from 
the local service domains together With doWnstream trans 
missions on the virtual circuit from the Internet. 
The local services domain also represents a communica 

tion network. The local services domain, hoWever, preferably 
takes the form of a data netWork optimiZed for local transport 
of vertically injected services, that is to say local data traf?c. 
In vieW of its local nature, it is easier and more cost effective 
to provide high bandWidth services. The vertical services 
netWork, for example, could take the form of a giga-bit Eth 
emet type local area netWork. Also, it is easier to adapt the 
vertical services netWork to support service level agreements 
With customers With regard to quality of service. In many 
cases, it actually is suf?cient to support QoS on the one hop 
through the ATM sWitch, itself. 

To support the QoS requirements, a feature of the preferred 
embodiments involves certain queuing and tagging opera 
tions Within the ATM sWitch. Essentially, the sWitch Will 
maintain tWo or more queues for each permanent virtual 
circuit. The sWitch distinguishes the queues based on impor 
tance. As the sWitch receives cell transmissions for transport 
over the virtual circuit to the customer premises, the sWitch 
Will internally tag each cell as to its importance level and 
place the cell in the appropriate queue. The sWitch may imple 
ment any one of a number of different algorithms to select and 
transmit cells from the various queues. The particular algo 
rithm is selected to implement Q08 in conformance With the 
subscriber’s service level agreement With the carrier and/or 
agreements betWeen the carrier and the vertical services pro 
viders. 

Within the one virtual circuit assigned to the individual 
subscriber, the invention actually provides multiple tiers of 
service, preferably With multiple levels of QoS. Also, at dif 
ferent sections along the virtual circuit “pipe,” the netWork 
provides different levels of rate shaping. All layers and all 
services are available at the home, but different services 
receive different treatments in the netWork conforming to the 
different levels of QoS. The inventive approach, hoWever, 
does not require each subscriber to have multiple virtual 
circuits. 

Services provided on the vertical services domain or the 
netWork services domain appear as IP data services. Virtually 
any communication service may utiliZe the vertical services 
netWork and through it to gain access to the carrier’s local 
customer base, simply by providing an IP interface for cou 
pling to the vertical services netWork. For example, it is a 
simple matter to connect any digital source of broadcast audio 
or video information, such as a direct satellite broadcast 
receiver system similar to those used today in residential 
applications, through an IP interface. Such a broadcast source 
and interface can provide the full range of received video 
services, over the vertical services netWork. The access data 
netWork may distribute the video programming to a number 
of access sWitches Within a local geographic area. The sWitch 
provides an optimum point for frame or cell replication for 
multicasting services. Hence, in our video example, the 
sWitch replicates and distributes frames for the broadcast 
service over the digital subscriber line circuits to customers 
desiring to vieW the programming. 

Another aspect of the present invention encompasses a 
method for customer-centric monitoring and testing of the 
































