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DISTRIBUTED WORKFLOW TECHNIQUES 

FIELD 

The invention relates generally to Work?oW processing and 
more particularly to distributed Work?oW coordination, secu 
rity, and processing. 

BACKGROUND 

Work?oW Management Systems (WFMS) are popular ser 
vices implemented by businesses to automate processes. 
WFMS are generally used to automate manual processes. In 
some cases, WFMS have evolved into computeriZed and 
complex mechanisms that alloW businesses to substantially 
streamline procedures or activities. The Work?oW Manage 
ment Coalition (WfIVIC) de?nes Work?oW as: “the automa 
tion of a business process, in Whole or part, during Which 
documents, information, or tasks are passed from one partici 
pant to another for action, according to a set of procedural 
rules.” 

Conventional WFMS lack true interoperability. That is, a 
particular Work?oW system does not generally communicate 
or integrate Well With other disparate Work?oW systems or 
other external services. Moreover, even if a robust Work?oW 
system is found it is usually proprietary and limited to a single 
enterprise and the systems and services available Within that 
enterprise. WFMS Which are considered partially interoper 
able are typically built on top of conventional electronic mail 
(email) systems and lack sophisticated control-?ow and han 
dling constructs of standard WFMS such as splits, joins, 
merges, Waits, branches, etc. 

Additionally, WFMS commonly gather information Which 
indicates that a business decision has been made. Some of 
these decisions can be highly sensitive (e.g., salary related, 
purchase related, etc.) and may have the potential to dramati 
cally impact the business if the privacy and secrecy of the 
decisions are not maintained in con?dence Within the busi 
ness. Because of this, WFMS are often controlled via a cen 
traliZed system Where tight access controls and security can 
be monitored, managed, and enforced. But, the centraliZed 
approach also tends to dramatically decrease the WFMS 
interoperability and accessibility Which makes the central 
iZed approach less useful to a business that has a geographi 
cally dispersed and mobile Workforce. 

Therefore, improved distributed Work?oW techniques are 
desirable. 

SUMMARY 

In various embodiments, distributed Work?oW processing 
techniques are presented. In an embodiment, an action is 
identi?ed Within a Work?oW, Where the action is associated 
With a service of an external environment. The action or the 
Work?oW is communicated to the external environment 
Where the action or Work?oW is authenticated via interactions 
With an identity service. If authenticated, the action is pro 
cessed Within the external environment by the service. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a diagram of a method for processing a Work?oW, 
according to an example embodiment. 

FIG. 2 is a diagram of another method for processing a 
Work?oW, according to an example embodiment. 

FIG. 3 is a diagram of a Work?oW processing system, 
according to an example embodiment. 
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2 
FIG. 4 is a diagram of another Work?oW processing sys 

tem, according to an example embodiment. 

DETAILED DESCRIPTION 

As used herein participants of transactions engage in inter 
actions With one another via trusted relationships. A special 
netWork participant is referred to as an “identity service.” The 
identity service has a trusted relationship With the other par 
ticipants of the netWork and provides a novel mechanism for 
the other participants to become dynamically trusted With one 
another through the identity service. Examples of identity 
services having dynamic trust establishment techniques can 
be found in US. Ser. No. 10/765,523 entitled “Techniques for 
Dynamically Establishing and Managing Authentication and 
Trust Relationships,” U.S. Ser. No. 10/767,884 entitled 
“Techniques for Establishing and Managing a Distributed 
Credential Store,” and US. Ser. No. 10/770,677 entitled 
“Techniques for Dynamically Establishing and Managing 
Trust Relationships,” the disclosures of Which are incorpo 
rated by reference herein. 
A “trust speci?cation” is a data structure managed by the 

identity service. The trust speci?cation de?nes relationships, 
access rights, privileges, authentication mechanisms, and 
policies for participants vis-a-vis other participants. Trust 
speci?cations may be hierarchical meaning that some trust 
speci?cations are parents to other trust speci?cations. In other 
Words, some trust speci?cations may be globally applied. 
Thus, a trust speci?cation may be associated With groups of 
participants or With a single participant. The trust speci?ca 
tion does not have to be stored in the identity service although 
it can be; in some cases it is stored in a credential store. 
A participant may be a user, a system, a service, a resource, 

a Work?oW, or logical groupings of any combination of these. 
Moreover, as used herein the terms service, system, and 
resource may be used interchangeably and synonymously. In 
some embodiments, the identity service and the principal can 
communicate With one another via Security Assertion 
Markup Language (SAML) or via Liberty assertions and their 
associated protocols. The trust speci?cation also ensures that 
communications are secure and veri?able in order to maintain 
proper security. Thus, information passed betWeen the par 
ticipants and the identity store may be encrypted and associ 
ated With digital signatures and/ or certi?cates. Proper keys 
are obtained via the identity store and distributed only to 
authenticated participants having the proper authority and 
access rights de?ned in a trust speci?cation. 
A Work?oW may be any data structure produced by a Work 

How system. A Work?oW includes actions, speci?cations, 
directives, references to services to perform actions, and the 
like. Any existing Work?oW data structure associated With a 
speci?c Work?oW system or formatted according to a consor 
tium-based alliance in a generic manner is intended to fall 
Within the embodiments presented herein. In some embodi 
ments, Work?oWs are given their oWn unique identity and are 
managed as participants. This Will be discussed more fully 
herein and beloW. 
The phrase “extemal environment” is intended to be a 

relative term; meaning that an environment is external When 
vieWed from a particular participant’s local environment. An 
external environment is one that is accessed over a netWork. 

The netWork may be Wired, Wireless, or a combination of 
Wired and Wireless. Furthermore, tWo Work?oW systems are 
disparate to one another When they are not the same instances 
of the same system. Thus, different products are disparate 
from one another and different versions of the same system 
may also be vieWed as being disparate from one another. 
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Various embodiments of this invention can be imple 
mented in existing network products and services. For 
example, in some embodiments, the techniques presented 
herein are implemented in Whole or in part in the iChain®, 
Border Manager®, and Excelerator® products distributed by 
Novell, Inc., of Provo, Utah. 
Of course, the embodiments of the invention can be imple 

mented in a variety of architectural platforms, systems, or 
applications. For example, portions of this invention can be 
implemented in Whole or in part in any distributed architec 
ture platform, operating systems, proxy services, Work?oW 
systems, identity services, or broWser/client applications. 
Any particular architectural layout or implementation pre 
sented herein is provided for purposes of illustration and 
comprehension only and is not intended to limit aspects of the 
invention. 

FIG. 1 is a diagram of a method 100 for processing a 
Work?oW, according to an example embodiment. The method 
100 (hereinafter “Work?oW agent service”) is implemented in 
a machine-accessible and readable medium and is operational 
over a network. The netWork may be Wired, Wireless, or a 
combination of Wired and Wireless. 

The Work?oW agent service may interact With a centraliZed 
identity service or its oWn independent identity service. In an 
embodiment, the Work?oW agent service is part of a modi?ed 
Work?oW system. Alternatively, the Work?oW agent service is 
layered on top of an unmodi?ed and existing Work?oW sys 
tem. Optionally, the Work?oW agent service may also directly 
interact With one or more other agent services associated With 
external and disparate Work?oW systems. 

Initially, the Work?oW agent service is managing a work 
flow Within a ?rst environment Within Which the Work?oW 
agent service is processing. As actions or tasks of the Work 
How are completed, the Work?oW agent service evaluates next 
actions of the Work?oW. At some point in processing, the 
Work?oW agent service, at 110, identi?es an action Within the 
Work?oW that is associated With a service of an external or 
second environment. 

In an embodiment, at 111, the action may be identi?ed by 
a ?rst Work?oW system Which is processing the Work?oW and 
in communication directly or indirectly With the Work?oW 
agent service. For example, the Work?oW agent service may 
monitor a Work?oW system and detect that it encountered an 
unknoWn action. At this point the Work?oW agent service 
picks up the processing on behalf of the Work?oW system. 
Thus, techniques such as these may be used to avoid modi 
fying existing Work?oW systems and still permitting these 
existing Work?oW systems to bene?t from the teachings pre 
sented herein. 

Identi?cation may occur in a variety of manners. For 
example, the action embedded Within the Work?oW may be in 
a format or associated With a name that is unknoWn to the 
Work?oW agent service. In this example, the fact that the 
Work?oW agent service cannot resolve the action triggers the 
Work?oW agent service to perform a query to a location 
service or to its identity store. This can result in an identity 
reference being returned to the Work?oW agent service that 
identi?es the service Which can perform the action. 
As another example, the action may include an identity 

reference to the service that is associated With the action. At 
1 12, the identity reference may be used to contact the identity 
store. The identity store inspects the trust speci?cation for the 
Work?oW in question and returns a speci?c identity reference 
and location for the service that Will process the identi?ed 
action. 

In yet other situations, the action itself de?ned Within the 
Work?oW may identify the logical address of the service that 
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4 
can perform the action. In other Words, the action includes the 
full netWork address to contact the service. 
Once the Work?oW agent service has identi?ed a foreign 

action Within the Work?oW and the appropriate service or 
resource to assist in processing that action, at 120, the Work 
How agent service communicates the action, a portion of the 
Work?oW, or the Work?oW having the action to a second 
environment associated With the service. Again communica 
tion can occur in a variety of direct and indirect manners. 

For example, the Work?oW agent service may directly send 
a message or externally invoke the desired service and pro 
vide the action. In another embodiment, the Work?oW agent 
service generates a sub Work?oW that identi?es actions for an 
external or second Work?oW system or second agent service 
to perform in addition to the desired action, such as record 
status in a speci?c location once processing has been com 
pleted by the service. In yet other embodiments, the Work?oW 
agent service transmits the entire Work?oW to an external 
Work?oW system or agent of a second Work?oW system along 
With an activity log or other indication as to the next action 
Which is to be performed. 

In an embodiment, at 122, the communication may also be 
achieved via the identity service. That is, in some instances, 
the identity service may be adapted to contact an agent or 
second Work?oW system and provide the Work?oW or sub 
Work?oW having the action that requires processing. 

In still other embodiments, at 123, the action, sub Work 
How, or entire Work?oW may be encrypted Within a certi?cate 
and transmitted via the Work?oW agent service to a second 
Work?oW system, an agent of the second Work?oW system, or 
the desired service. Once the recipient receives that certi? 
cate, the recipient contacts the same or its oWn identity service 
for purposes of verifying the statements encrypted Within the 
certi?cate. Thus, in some embodiments, the Work?oW agent 
service may simply create a certi?cate having the identity of 
the Work?oW and transmit this certi?cate to the recipient for 
processing. 

Accordingly, at 13 0, the communicated action or Work?oW 
is authenticated via the same identity service of the Work?oW 
agent service or via a different identity service separately 
accessible to the recipient. The recipient resides in the second 
environment, and if different identity services are used, then 
the tWo different identity services are adapted to communi 
cate With one another for purposes of authenticating the Work 
How agent service, the Work?oW, and the recipient, Within the 
second environment, With one another and creating a 
dynamic trust relationship With respect to one another. To do 
this, the recipient of the action or Work?oW contacts its iden 
tity service and asks if the Work?oW and/ or the sending Work 
How agent service are legitimate and Whether processing of 
the Work?oW or action is permissible according to the trust 
speci?cation. If authentication cannot be established, then the 
action is not processed and, at 140, error messages may be 
generated or error processing initiated. 

HoWever, at 150, if the recipient is able to authenticate the 
Work?oW or action, then, the recipient contacts the service 
Within the second environment to process the desired action. 
It should be noted that the service may itself be a recipient and 
may contact its oWn identity service for purposes of validat 
ing that it can perform the action being requested of it. This 
procedure can be nested, such that if the service uses a sub 
service to perform the action, that sub service may indepen 
dently satisfy itself as to the legitimacy of the participants and 
the action requested. 

In an embodiment, at 160, the result of the processed action 
may be noted via status and that status may be transmitted 
back to the ?rst environment or Work?oW agent service. By 
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maintaining a log or status for the actions and activities being 
performed With respect to the Work?oW, coordination can be 
achieved. In other Words, the log can be used to achieve the 
synchronization. A participant inspects the log to determine 
What action is next in line to be processed. The log may also 
include information useful to processing an action (e.g., pro 
cessing parameters, ?le or data references, etc.). Log entries 
may be signed or contained in SAML assertions, Which an 
identity service or other trusted participants may use to 
authenticate. 

In another embodiment, status associated With processing 
the action is transmitted independent of any particular log 
directly to participants via a messaging service. For example, 
the service or an agent associated With the second environ 
ment and the second Work?oW system may instant message 
(IM) or email a status to the Work?oW agent service. The IM 
may be initiated automatically by the service or agent from 
Within the second environment. Alternatively, the IM may 
occur after the Work?oW agent service queries the agent or 
service about the status. Thus, status can be pushed or pulled 
from the second environment. 

In yet another embodiment, at 170, status associated With 
processing the action may be recorded Within metadata of the 
Work?oW data structure itself. This permits any participant 
that receives the Work?oW for processing to identify rapidly 
What has happened With the Work?oW and What still has to 
occur With the Work?oW. 

The metadata may be linked by a pointer or reference to the 
Work?oW or may physically reside Within the data of the 
Work?oW. In cases Where the Work?oW uses a proprietary 
format, the status may still be carried by using comment 
syntax Within the proprietary format. The comments may be 
recogniZed and processed by selective participants, such as 
the Work?oW agent service. In this Way, the status may still be 
centraliZed and carried With the Work?oW even When the 
Work?oW is being processed by a plurality of distributed and 
disparate Work?oW systems. 

In an embodiment, at 171, the status may be digitally 
signed by the participants that generate it. This can serve to 
satisfy subsequent participants or audit services that the 
Work?oW has not been tampered With and that a legitimate 
and reliable audit trail is reproducible. This serves as a non 
repudiation mechanism for capturing participants’ interac 
tions With the Work?oW in such a Way that the fact of the 
participation and the natures of the participants’ contributions 
cannot be refuted. 

In summary, the status or log information associated With 
participants that process the Work?oW may be captured in a 
centraliZed data store, directory, or electronic ?le. Alterna 
tively, the status or log information may be independent of 
any particular log and may be communicated via a messaging 
service. Additionally, the status or log information may be 
stored in a plurality of distributed and discreet logs and com 
municated as needed via query interactions from one envi 
ronment to another environment. Still further, the status or log 
information may be carried as metadata that is physically 
carried in the Work?oW or logically linked to the Work?oW. 

It has noW been demonstrated hoW a distributed Work?oW 
may be processed in a secure and trusted manner through 
interactions With one or more identity service. To further 
illustrate some of these features an example scenario is pre 
sented beloW. The example is for purposes of illustration only 
and is not intended to limit the teachings presented herein. 

Initially, a Work?oW is created for a business process. The 
Work?oW identi?es a number of services or resources and 
actions used Within the business process. The Work?oW is 
given an identi?er as a participant and registered With an 
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6 
identity service. A trust speci?cation associated With the 
Work?oW identi?es the participants that can access and act on 
certain aspects of the Work?oW. The trust speci?cation is 
accessible to the identity service via the identi?er associated 
With the Work?oW. The identity service may interact With a 
plurality of other identity services in different environments. 
When an agent initiates the Work?oW, the agent authenti 

cates itself to its identity service and requests the Work?oW or 
requests access to the Work?oW. The identity service accesses 
the trust speci?cation to ensure access is appropriate and 
supplies the certi?cates necessary for the agent to access the 
Work?oW or interact With the Work?oW for purposes of 
acquiring its information. The agent then starts the Work?oW 
according to the directives of the Work?oW Within the agent’ s 
environment. 
At each stop, branch, split, join, etc. Within the Work?oW 

directives, participants verify that the Work?oW is authentic, 
has not been tampered With, and is secure via interactions 
With their identity services. Information is extracted to per 
form actions from the Work?oW via certi?cates Which are 
distributed and managed by the identity services and/or par 
ticipants. 

If a Work?oW stop involves a business decision or action 
that requires audit tracking or veri?cation, the participant 
performing the action at that stop uses an appropriate identity 
service and trust certi?cate to create a digital signature Which 
is included in the metadata of the Work?oW or Which is 
separately stored in an audit log (the audit log may reside in a 
credential store). 

Moreover, if a split or branch occurs to a foreign or external 
environment during the processing of the Work?oW, then the 
Work?oW agent service uses the Work?oW de?nition to deter 
mine What portion of the Work?oW (Whole or part) is to 
accompany the branch and What trust certi?cates may be 
required during the branch by a participant to process the 
actions being requested during the branch. The Work?oW 
statements themselves may be embedded Within the trust 
certi?cates. 
When the Work?oW traverses a business or environmental 

boundary, the trust certi?cates may or may not be directly 
usable by the neW external domain. If the trust certi?cates are 
not directly usable then a number of techniques may be used 
to ensure processing continues unabated. First, at least one of 
the trust certi?cates is usable. The Work?oW speci?cation 
itself may have required this and it may be used to simply 
identify the Work?oW to the external environment. This 
usable trust certi?cate may be used to contact the external 
environment’s identity service and verify the Work?oW. The 
identity service interacts With one or more other identity 
services and acquires usable trust certi?cates for the partici 
pant in the external environment. If a participant in the exter 
nal environment is a ?rst participant, then neW trust certi? 
cates that are unique to the environment may be generated via 
the identity service using the participant’s credentials. The 
neW trusted environment may use existing trust certi?cates 
Without performing validation based on its security speci? 
cations. 
At each processing step of the Work?oW, the Work?oW 

speci?cation may require an auditable log to be generated. 
These log entries may be signed by each participant’ s creden 
tials, credentials included Within one or more of the trust 
certi?cates, or by the credentials oWned by the environment in 
Which a stop occurs (e.g., if the stop is automated, the auto 
mated agent Will have an identity and trust certi?cate). 
The processing of the Work?oW continues until the Work 

How is completed. At this point, the ?nal Work?oW tasks are 
competed according to the Work?oW speci?cation and any 
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information attached to the Work?oW is validated against the 
oWner(s) of the trust certi?cates that Were used to sign the 
information. If valid, that information is injected into the 
business as appropriate. 

Techniques for processing a Work?oW in a distributed, 
decoupled, and secure manner have noW been presented. A 
trust speci?cation cooperates With one or more identity ser 
vices to coordinate betWeen disparate Work?oW systems and 
environments. In some embodiments, actions are performed 
by participants having valid trust certi?cates. These trust cer 
ti?cates may be coordinated betWeen the participants to one 
another or distributed via the identity services. In some cases, 
participants may also delegate trust to other participants pro 
viding that the trust speci?cation of the Work?oW permits 
such an arrangement. 

It should also be noted that although the techniques pre 
sented herein have been discussed in terms of a Work?oW 
system, the techniques are equally applicable to interactions 
that are Work?oW like, such as Service Oriented Architecture 
(SOA) modules that pass a transaction along several process 
ing stops With the path being determined at execution time. 

FIG. 2 is a diagram of another method 200 for processing 
a Work?oW, according to an example embodiment. The 
method 200 (hereinafter “agent service”) is implemented in a 
machine-accessible and readable medium and is operational 
over a netWork. The netWork may be Wired, Wireless, or a 
combination of Wired and Wireless. The agent service of FIG. 
2 provides an alternative vieW to the processing of the Work 
How agent service represented by the method 100 of FIG. 1. 

Initially, participants are processing or available to be pro 
cessed in a variety of environments. Some of these environ 
ments are external to other ones of the environments. The 
participants and the environments are capable of establishing 
dynamic trust With one another via one or more identity 
services. Examples of identity services and interactions for 
achieving dynamic trust Were presented above and incorpo 
rated by reference above. 
A unique participant is a Work?oW Which is processed and 

consumed by other ones of the participants. The Work?oW 
includes a trust speci?cation that identi?es the rights, privi 
leges, and other participants Who may interact and consume 
the directives of the Work?oW. In an embodiment, the Work 
How or portions of the Work?oW are delivered to and passed 
betWeen participants and identity services as encrypted trust 
certi?cates. Thus, the information included Within the Work 
How is only consumed by trusted participants that have the 
proper keys to decrypt and validate the trust certi?cates. 

At 210, the agent service receives a request to process a 
Work?oW. The request may originate from a variety of 
sources. For example, at 211, the request may be received 
from a Work?oW system associated With an external or for 
eign environment or the request may be received from an 
identity service that communicates With the agent service. In 
other cases, the request may be manually initiated from a user 
interfaced to the Work?oW system. 

The request may include a statement or action from the 
Work?oW, a subset of the Work?oW, a Whole Work?oW, or an 
identity for the Work?oW. Moreover, the request may be rep 
resented as a trust certi?cate, such that the agent service is 
only capable of vieWing the information Within the request 
after successfully validating and decrypting the trust certi? 
cate. The source of the request also includes an identity; the 
source identity may be used by the agent service to acquire the 
appropriate authoriZation and keys for consuming the trust 
certi?cate. 

At 220, the agent service interacts With an identity service 
to authenticate the Work?oW or the request (e.g., portion of 
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8 
Work?oW, etc.). In an embodiment, at 221, once the Work?oW 
or the request is authenticated the agent service may acquire 
some portions of the trust speci?cation from the identity 
service. Those portions may include keys used to decrypt the 
request information. It may be that the identity service lacks 
the trust speci?cation for the Work?oW; but, the identity ser 
vice is capable of dynamically communicating With an appro 
priate identity service to acquire the trust speci?cation on 
behalf of the agent service. 

In yet another embodiment, at 222, the Work?oW may be 
acquired from the identity service. This may occur When the 
request included an encrypted identity and that identity Was 
associated With the Work?oW. Once the agent service authen 
ticates to the identity service and uses the source identi?er, the 
identity service determines if the agent service can decrypt or 
establish trust With the source based on trust speci?cation 
betWeen the agent service and the source; assuming this is the 
case the agent service receives a decryption key. The decryp 
tion key is used to acquire the identity of the Work?oW from 
the request, and that identity is supplied back to the identity 
service Where a dynamic trust relationship is established via 
the identity service betWeen the agent service and the Work 
How. At this point, the Work?oW or portions of the Work?oW 
that the agent service is authoriZed to receive are supplied 
from the identity service to the agent service. Communica 
tions betWeen the identity service and agent service may also 
be encrypted via trust certi?cates. 

At 230, once the agent service has a decrypted and trusted 
version of the Work?oW or portion thereof, a next action to 
process Within the Work?oW is identi?ed in response to an 
active or audit log associated With the Work?oW. The Work 
How may supply a pointer to the active lo g. Alternatively, the 
identity service may provide a mechanism via the Work?oW 
trust speci?cation for the agent service to acquire the active 
log or portions thereof from one or more credential stores. In 
an embodiment, at 231, the active log is acquired from meta 
data associated With the Work?oW, a directory, an electronic 
?le, a data store, or various combinations of these. 
The active log permits the agent service to identify What 

next action is to be processed for the Work?oW. The agent 
service may be associated With Work?oW system that is dis 
parate from other Work?oW systems that previously pro 
cessed the Work?oW. HoWever, the active log provides a 
mechanism to synchroniZe and coordinate processing 
betWeen disparate Work?oW systems. The active log need not 
be a single log; it can be assembled dynamically from a 
variety of sources on an as needed basis. Moreover, in some 
cases, the active log is acquired as a message sent to the agent 
service from another source. 

At 240, the agent service processes the next action identi 
?ed from the active log, or requests that another service 
process the next action. In an embodiment, at 250, the agent 
service and/or other service may also add status to the active 
log in response to processing the next action. 

It is noW appreciated, hoW a Work?oW may be decoupled 
and processed in a variety of environments in a secure and 
trusted manner. This permits Work?oW processing to be more 
useful to enterprises that have geographically dispersed and 
mobile employees Who use a variety of different computing 
environments and services. 

FIG. 3 is a diagram ofa Work?oW processing system 300, 
according to an example embodiment. The Work?oW process 
ing system 300 is implemented in a machine-accessible and 
readable medium and is operational over a netWork. The 
netWork may be Wired, Wireless, or a combination of Wired 
and Wireless. In an embodiment, the Work?oW processing 
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system 300 implements, among other things, the processing 
of the methods 100 and 200 presented in FIGS. 1 and 2. 

The Work?oW processing system 300 includes a Work?oW 
301 and one or more identity services 302. In an embodiment, 
the Work?oW processing system 300 also includes one or 
more activity logs 303. The Work?oW 301 is a data structure 
that includes attributes, directives, actions, identities of par 
ticipants, and other information. The Work?oW 301 is con 
sumed by a plurality ofWork?oW systems, some of Which are 
disparate from other ones of the Work?oW systems. No par 
ticular format of the Work?oW 301 is required. That is, the 
Work?oW 301 may be in a proprietary format for a particular 
Work?oW system or it may be in a generic format dictated by 
standards. 

An agent service, similar to the processing depicted above 
for methods 100 and 200, is capable of parsing and interacting 
With the Work?oW 301. The Work?oW 301 may also be clas 
si?ed as a participant having its oWn unique identi?er and 
trust speci?cation. 

The identity services 302 manage trust speci?cations for 
participants, such as agent services, resources, instances of 
the Work?oW 301, and the like. Example identity services 302 
Were provided above and incorporated by reference above. 
Arrangements of the Work?oW processing system 300 may 
include a single identity service 302 or a plurality of identity 
services 302. In arrangements Where a plurality of identity 
services 302 are operational Within the Work?oW processing 
system 300, each of the separate identity services 302 are 
adapted to communicate With one another for purposes of 
dynamically establishing and maintaining trust betWeen par 
ticipants and disparate environments that may process the 
Work?oW 301. 

The Work?oW 301 includes some actions associated ?rst 
services located and managed by a ?rst Work?oW system. 
Additionally, the Work?oW 301 includes other actions asso 
ciated With second services located and managed by a second 
Work?oW system. The ?rst and second Work?oW systems 
may be disparate from one another and located in ?rst and 
second environments that are external to one another. 

The identity services 302 facilitates and manages the 
trusted and secure distribution of the Work?oW 301 to the ?rst 
and second Work?oW systems and the ?rst and second ser 
vices. One technique for doing this is for the Work?oW 301 or 
portions of the Work?oW 301 to be distributed as trust certi? 
cates. Holders of the trust certi?cates interact With the identity 
services 302 to authenticate themselves to the Work?oW 301, 
to validate the Work?oW 301, and to acquire keys to decrypt 
the trust certi?cates, if the keys are not already being held. 

In an embodiment, the identity services 302 may also serve 
to translate or facilitate the translation of statements or action 
Within the Work?oW 301. For example, if the ?rst and second 
Work?oW systems are not directly compatible With one 
another, then action statements in the Work?oW may be in an 
alien format to the second Work?oW system. The identity 
services 302 may supply via a trust speci?cation for the 
Work?oW 301 a translation service that Will translate the alien 
format to a format that the second Work?oW system recog 
n1Zes. 

In some embodiments, the Work?oW processing system 
300 also includes one or more activity logs 303. The activity 
log 303 may be centraliZed, such as When the services and 
Work?oW systems Write status and log information related to 
their activities With respect to the Work?oW 301 in a central 
iZed location, such as metadata associated With the Work?oW 
301, a directory, a data store, an electronic ?le, etc. Log 
information may also be captured in a distributed or decen 
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10 
traliZed fashion. In these embodiments, each environment, 
system, or service may Write log information to their oWn 
independent locations. 

In still other embodiments, the services and/or systems 
may be enabled to communicate status via a messaging ser 
vice to one another. A master or driving Work?oW system 
(perhaps identi?ed by the Work?oW trust speci?cation) may 
then record individual status information being messaged 
back and forth among participants to a log. 

FIG. 4 is a diagram of another Work?oW processing system 
400, according to an example embodiment. The Work?oW 
processing system 400 is implemented in a machine-acces 
sible and readable medium and is operational over a netWork. 
The netWork may be Wired, Wireless, or a combination of 
Wired and Wireless. The Work?oW processing system 400 
presents an alternative vieW of the Work?oW processing sys 
tem 300 presented above With respect to FIG. 3. 

The Work?oW processing system 400 includes a Work?oW 
401 and one or more Work?oW systems 402. The Work?oW 
401 is similar to the Work?oW 301 presented above. It 
includes actions, directives, policies, attributes, etc. for auto 
mating a business process. It may be in a generic or a propri 
etary format. The Work?oW 401 is consumed and optionally 
passed around the netWork by agent services, such as the ones 
described above With respect to the methods 100 and 200 of 
FIGS. 1 and 2. The agent services may be integrated into the 
Work?oW systems 402 or separate and apart from the Work 
How systems 402 and adapted to communicate With the Work 
How systems 402. 

During operation of the Work?oW processing system 400, 
a ?rst Work?oW system 402 is processing the Work?oW 401 
When a branch or split is detected indicating that an action of 
the Work?oW 401 is associated With an external environment 
and a second Work?oW system 400. At this point, an agent 
service or the ?rst Work?oW system 402 packages either the 
identity of the Work?oW 401, a portion of the Work?oW 401, 
or the entire Work?oW 401 into one or more trust certi?cates. 
The trust certi?cate is then messaged to an external or 

second Work?oW system 402 over the netWork. The second 
Work?oW system 402 uses the identity of the ?rst Work?oW 
system 402 or its agent service and the trust certi?cate to 
contact its identity service. The identity service provides a 
mechanism for the second Work?oW system 402 to establish 
a trust With the Work?oW 401 and the ?rst Work?oW system 
402. Thus, keys are supplied or acquired (if not already held) 
by the second Work?oW system 402 and the trust certi?cate is 
decrypted. Once decrypted, the second Work?oW system 402 
has information to acquire the Work?oW 401 or the appropri 
ate portion of the Work?oW 401. 

In some embodiments, the second Work?oW system 402 
may access a centraliZed activity log to determine Where 
processing Within the Work?oW 401 is to resume. In other 
embodiments, the second Work?oW system 402 may query 
the identity service or the ?rst Work?oW system 402 to deter 
mine Where processing is to resume. Once a next action is 
determined from the Work?oW 401, the second Work?oW 
system 402 processes that action or packages the request to 
process the action in yet another trust certi?cate and sends it 
to a service that can process it. The Whole interaction may be 
repeated by the receiving and processing services. Moreover, 
the actions of the second Work?oW system 402 and the pro 
cessing service may be captured in the activity log or mes 
saged to other participants. 

It is noW appreciated hoW Work?oW activities may span 
multiple disparate environments and systems. The activities 
may be reliably tracked, processed, and monitored in a secure 
and trusted manner. 
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The above description is illustrative, and not restrictive. 
Many other embodiments Will be apparent to those of skill in 
the art upon reviewing the above description. The scope of 
embodiments should therefore be determined With reference 
to the appended claims, along With the full scope of equiva 
lents to Which such claims are entitled. 

TheAbstract is provided to comply With 37 C.F.R. §l.72(b) 
and Will alloW the reader to quickly ascertain the nature and 
gist of the technical disclosure. It is submitted With the under 
standing that it Will not be used to interpret or limit the scope 
or meaning of the claims. 

In the foregoing description of the embodiments, various 
features are grouped together in a single embodiment for the 
purpose of streamlining the disclosure. This method of dis 
closure is not to be interpreted as re?ecting that the claimed 
embodiments have more features than are expressly recited in 
each claim. Rather, as the folloWing claims re?ect, inventive 
subject matter lies in less than all features of a single disclosed 
embodiment. Thus the folloWing claims are hereby incorpo 
rated into the Description of the Embodiments, With each 
claim standing on its oWn as a separate exemplary embodi 
ment. 

The invention claimed is: 
1. A computer-implemented method executed by a com 

puter to perform the method, comprising: 
identifying, by the computer, an action Within a Work?oW, 

the Work?oW is processing Within a ?rst environment; 
requesting, by the computer, an identity service identify a 

service to handle the action and to associate With the 
action, a format of the action identi?ed is unknown to the 
method and the identity service identi?es the service that 
can handle the action, and the Work?oW is a data struc 
ture produced by a Work?oW system, the Work?oW 
includes speci?cations, directives, and references to par 
ticular services for performing particular actions; 

associating, by the computer, the Work?oW With a trust 
speci?cation that is managed by the identity service and 
de?nes relationships for participants of the Work?oW in 
relation to one another and de?nes authentication 
mechanisms for use betWeen the participants, the Work 
How also includes an identi?cation for a translations 
service that can translate alien formats to formats that 
the Work?oW system or another Work?oW system rec 
ogniZes, the trust speci?cation hierarchical; 

communicating, by the computer, the action and the Work 
How to the service; and 

authenticating, by the computer, the action and the Work 
How via an identity service, authentication achieved by 
the identity service inspecting Whether processing the 
action or the Work?oW is permissible according to the 
trust speci?cation and if authenticated processing the 
action by the service. 

2. The method of claim 1, Wherein communicating further 
includes contacting the identity service to acquire an identity 
of the service. 

3. The method of claim 2 further comprising, notifying, by 
the identity service, a Work?oW system processing Within a 
second environment of at least one of the action and the 
Work?oW. 

4. The method of claim 1, Wherein communicating further 
includes encrypting at least one of the action and the Work 
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How Within one or more trust certi?cates and sending the 
encrypted one or more trust certi?cates to a Work How system 
processing Within a second environment. 

5. The method of claim 1 further comprising, transmitting, 
by the computer, a status from a second environment to the 
?rst environment in response to the service processing the 
action. 

6. The method of claim 1 further comprising, recording, by 
the computer, a status associated With the service processing 
the action Within metadata associated With the Work?oW. 

7. The method of claim 6 further comprising, signing, by 
the service, the status Within the metadata. 

8. A computer-implemented method executed by a com 
puter to perform the method, comprising: 

receiving, by the computer, a request to process a Work 
How, the Work?oW is a data structure produced by a 
Work?oW system, the Work?oW includes speci?cations, 
directives, and references to particular services for per 
forming particular actions; 

associating, by the computer, the Work?oW With a trust 
speci?cation that is managed by an identity service and 
de?nes relationships for participants of the Work?oW in 
relation to one another and de?nes authentication 
mechanisms for use betWeen the participants, the Work 
How also includes an identi?cation for a translations 
service that can translate alien formats to formats that 
the Work?oW system or another Work?oW system rec 
ogniZes the trust speci?cation hierarchical, the trust 
speci?cation identi?es rights, privileges and the partici 
pants Who can interact and consume directives of the 

Work?oW; 
interacting, by the computer, With the identity service to 

authenticate the Work?oW authentication achieved by 
the identity service inspecting Whether processing the 
Work?oW is permissible according to the trust speci?ca 
tion; and 

identifying, by the computer, the next action to process 
Within the Work?oW in response to an active log associ 
ated With the Work?oW. 

9. The method of claim 8 further comprising, acquiring, by 
the computer, the trust speci?cation from the identity service 
for the Work?oW, Wherein the trust speci?cation includes at 
least one of security rights associated With the Work?oW, an 
identity of a service to process the next action, and an iden 
ti?er for the active log. 

10. The method of claim 8 further comprising, retrieving, 
by the computer, the Work How from the identity service in 
response to the request Which includes a Work?oW identity. 

11. The method of claim 8 further comprising, acquiring, 
by the computer, the active log from at least one of metadata 
associated With the Work?oW, a directory, an electronic ?le, 
and a data store. 

12. The method of claim 8, Wherein receiving the request 
further includes receiving the request from at least one of a 
Work?oW system associated With an external environment 
and the identity service. 

13. The method of claim 8 further comprising, adding, by 
the computer, status information to the active log in response 
to processing performed by a service on the next action. 

* * * * * 


