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METHOD AND SYSTEM FOR SECURE 
EXCHANGE OF IP CORES 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
This invention relates to the ?eld of programmable logic 

devices, and more particularly relates to a method and system 
for the secure exchange of IP cores. 

2. Description of the Related Art 
Intellectual Property (IP) cores are sub-elements of a 

design that represent separate functions that can be included 
in overall designs to provide such functionality. IP cores for 
programmable logic devices (PLDs), such as ?eld-program 
mable gate arrays (FPGAs), are increasingly complex and 
correspondingly expensive to develop and verify. Because 
creating IP cores requires such a signi?cant investment, IP 
core vendors require a secure mechanism to control the dis 
tribution and delivery of such IP cores. Encryption is the 
primary tool used to provide secure delivery of an IP core to 
a deployed system. Traditionally, a secret encryption key is 
knoWn to the IP vendor in advance of providing the IP core. 
The secret key is used to encrypt the con?guration bitstream 
that implements the IP core. Special key registers Within the 
FPGA are programmed With the vendor’s secret key. When 
the FPGA poWers up a hardWare decryption engine, the key 
register data is used to decrypt the encrypted IP core into a 
standard FPGA bitstream. This bitstream is generated Within 
the FPGA and con?gures the FPGA’s resources (e. g., look-up 
tables (LUTs), routing resources, and the like). There are a 
number of limitations to such a mechanism. Among such 
limitations: 

There are typically a limited number of key registers in a 
given PLD. Since all of the vendor keys need to be pro 
grammed in advance in such an architecture, “Worst case” key 
storage must be designed into the device; 
The vendor must expose their secret key to the EDA tools 

of their customer, at a minimum. The EDA tool is perceived as 
a trusted agent that only generates an encrypted bitstream. 

Another limitation concerns the delivery path of the ven 
dor’s secret key to the deployed PLD. Presently, there is no 
entity existing that can program the key registers (e.g., in an 
FPGA in a design). Providing such an entity Would be inva 
sive because such an entity must be present in the manufac 
turing process and must not be observable While sending the 
vendor keys to the FPGA. It is conceivable that unscrupulous 
board vendors could monitor for the key as the key is com 
municated to the PLD. Loss of key data remains an inconve 
nience, but this can be mitigated using battery-backed storage 
and capacitors that address short term poWer loss to a 
deployed system. In the event of a vendor key being compro 
mised, hoWever, revoking existing keys and replacing them 
With a neW secure key is so expensive as to be prohibitive. The 
situation is similar for non-volatile key storageithe vendor 
lacks an elegant mechanism to revoke the keys from a 
deployed PLD. Once again, there must be enough key storage 
for each possible vendor. 

Moreover, IP vendors and other sources of design informa 
tion currently tend to focus their development efforts on 
designs for the application-speci?c integrated circuit (ASIC) 
market. This is due, in large part, to the simple, reliable 
methods that are presently available to securely provide IP 
cores in such applications. 

Thus, IP vendors are often reluctant to tailor their IP cores 
for use in PLDs because current methods for doWnloading the 
requisite IP core are less than robust. As a result, IP vendors 
lack the motivation necessary to optimiZe their designs for a 
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2 
given PLD architecture. ASIC-centric IP cores therefore typi 
cally perform poorly in a PLD, Which further reinforces the 
need for designers and manufacturers to migrate to an ASIC 
based approach quickly after initial prototype testing using 
PLDs. 

The net result of the foregoing limitations is that the bit 
stream encryption facilities of currently available PLDs are 
only used by an end customer to protect their ?nal application 
bitstream. Vendors of IP used Within the customer’s design 
are effectively froZen out of encrypting their IP independently 
of the customer application. 

What is therefore desired is a technique that provides a 
method for third-party IP cores to be delivered securely for 
use in a PLD such as an FPGA. Such a technique should 

prevent access to/use of the subject IP core(s) by unautho 
riZed parties. Such a secure method should also alloW differ 
ent IP vendors to safely deliver encrypted IP to a PLD. Fur 
thermore, it is desirable to achieve this goal Without requiring 
a device to be programmed With each of the required vendor 
keys in advance of deployment. An IP vendor should be free 
to de?ne and revoke keys used to encrypt their IP, because 
such keys could only transmitted to the target device When 
required. The frameWork responsible for the encryption and 
delivery of that IP should prevent the vendor keys being 
exposed to either the customer or other IP vendors used in the 
customer’s design. Moreover, such a technique should pro 
vide IP vendors an incentive to optimiZe for a given PLD 
architecture by providing the foregoing features in a transpar 
ent, controllable, and economic mechanism. 

SUMMARY 

Embodiments of the present invention address the forego 
ing needs by providing a mechanism that facilitates the pro 
vision of IP cores to an entity con?guring (i.e., programming) 
a PLD (or even directly to the PLD itself), in a manner that 
does not permit access to the IP core’s design information. 
Only the PLD receiving the IP core is able to access the IP 
core’ s design information, and so program the IP core into the 
PLD. By making the IP core available only Within the PLD 
itself, other entities (manufacturers, end-users and the like) 
are denied access to the IP core’s design, and so prevented 
from co-opting the design for their oWn purposes. 

In one embodiment, a system is disclosed. The system 
includes a trusted loader. In another embodiment, a method is 
disclosed. The method includes doWnloading an IP core from 
a vendor to a target device via a communications netWork, for 
example, an intra-netWork or intemet or a combination 

thereof. 

In yet another embodiment, a method is disclosed. The 
method includes creating a skeleton design. In still another 
embodiment, a method is disclosed. The method includes 
receiving an encrypted IP core at a programmable logic 
device. 

The foregoing is a summary and thus contains, by neces 
sity, simpli?cations, generalizations and omissions of detail; 
consequently, those skilled in the art Will appreciate that the 
summary is illustrative only and is not intended to be in any 
Way limiting. Other aspects, inventive features, and advan 
tages of the present invention, as de?ned solely by the claims, 
Will become apparent in the non-limiting detailed description 
set forth beloW. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention may be better understood, and 
numerous obj ects, features, and advantages made apparent to 
those skilled in the art by referencing the accompanying 
draWings. 

FIG. 1 is a block diagram illustrating a design How for a 
programmable logic device. 

FIG. 2 is a block diagram illustrating a framework for the 
secure exchange of IP cores. 

FIG. 3 is a block diagram illustrating a framework for the 
secure exchange of IP cores, shoWing further details of a 
?eld-programmable gate array (FPGA). 

FIG. 4 is a How diagram illustrating an example of actions 
performed in a frameWork of the present invention. 

FIG. 5 is a How diagram illustrating an example of actions 
performed in a method of loading a skeleton design into an 
FPGA. 

FIG. 6 is a How diagram illustrating an example of actions 
performed in a method of requesting an IP core from a vendor. 

FIG. 7 is a How diagram illustrating an example of actions 
performed in authenticating a vendor. 

FIG. 8 is a How diagram illustrating an example of actions 
performed by a vendor in providing an IP core to a requestor. 

FIG. 9 is a How diagram illustrating an example of actions 
performed in authenticating a requestor. 

FIG. 10 is a How diagram illustrating an example of the 
actions performed in negotiating session parameters betWeen 
a requestor and a vendor. 

FIG. 11 is a How diagram illustrating an example of actions 
performed in storing one or more IP cores doWnloaded from 
a vendor. 

FIG. 12 is a diagram illustrating an example of transactions 
betWeen a requestor and several IP core vendors securely 
exchanging IP cores in a frameWork of the present invention. 

The use of the same reference symbols in different draW 
ings indicates similar or identical items. 

DETAILED DESCRIPTION OF THE INVENTION 

The folloWing is intended to provide a detailed description 
of an example of the invention and should not be taken to be 
limiting of the invention itself. Rather, any number of varia 
tions may fall Within the scope of the invention Which is 
de?ned in the claims folloWing the description. 

INTRODUCTION 

Embodiments of the present invention provides a mecha 
nism that facilitates the provision of IP cores to an entity 
con?guring (i.e., programming) a PLD (or even directly to the 
PLD itself), in a manner that does not permit access to the IP 
core’s design information. Only the PLD receiving the IP 
core is able to access the IP core’s design information, and so 
program the IP core into the PLD. By making the IP core 
available only Within the PLD itself, other entities (manufac 
turers, end-users and the like) are denied access to the IP 
core’ s design, and so prevented from co-opting the design for 
their oWn purposes. 

In one embodiment, this protection is provided through the 
use of a public/private key encryption technique. For such 
techniques, a pair of keys are created (e.g., “Key-A” and 
“Key-B”). Any message encrypted using Key-A (the “public” 
key) can only be decrypted With Key-B (the “private” key). 
The IP vendor encrypts the IP core using the recipient PLD’ s 
public key. The PLD receiving the encrypted IP core then 
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4 
decrypts the encrypted IP core using the PLD’s private key. 
The PLD is then able to program the unencrypted IP core into 
the PLD’s fabric. 

Using an embodiment of the present invention, an IP ven 
dor is free to send an encrypted IP core to designers, manu 
facturers, end-users and other such parties, Without concern 
for the IP core being subjected to reverse engineering or the 
like. Parties such as these are unable to gain access to the IP 
core’ s design because the private key of the public/private key 
pair is maintained inside the PLD (individually, by PLD fam 
ily or in some other fashion). Design tools implementing an 
embodiment of the present invention do not receive such 
design details, and block users from “seeing” inside the PLD 
design (con?guration bitstream) associated With the IP core. 
The IP core’s design thus remains protected, even from those 
Who have purchased its use. 

Moreover, a solution according to an embodiment of the 
present invention offers greater ?exibility than simply pro 
gramming all vendor keys into a given PLD. A secure 
exchange frameWork of an embodiment of the present inven 
tion requires only minor changes to the organization of cur 
rent PLD con?guration mechanisms in order to support such 
an approach. The frameWork assumes the device has access to 
a communications channel at some point during its program 
ming or use, and is therefore able to receive the vendor 
encrypted IP core(s) via that communications channel. For 
example, such a PLD might have access to an ethernet-type 
netWork by Which the device can reach the Internet. Also, a 
small amount of non-volatile key storage Within the PLD 
(e.g., for the storage of one or tWo sets of keys) is assumed. 

Three main roles exist in a secure exchange frameWork of 
an embodiment of the present invention: the customer (or 
user), the IP vendor(s), and a trusted frameWork agent. This 
trusted frameWork agent can even be the PLD’ s manufacturer. 
Customers negotiate in advance With each IP vendor for the 
use of one or more of the vendor’s IP cores in the customer’s 

application design. The customer may receive time restricted 
(or otherWise restricted) versions of the vendor’ s IP core(s) to 
prototype a design (e.g., only a functional model of the IP 
core). 
The trusted frameWork agent is responsible for program 

ming key data into PLDs before the PLDs reach the customer, 
Who then includes the PLDs in a design. When the customer’ s 
design is deployed, the con?guration bitstream is left incom 
plete, as the customer does not have a full version of the IP 
core(s). This incomplete con?guration bitstream is referred to 
herein as a skeleton design. In a secure exchange frameWork 
of an embodiment of the present invention, the complete 
system is only ever fully assembled Within the target FPGA. 
An example of an approximate sequence of events that occur 
When creating the fully operational application Within a PLD 
is: 

In one embodiment, a trusted loader subsystem, certi?ed 
by the trusted frameWork agent, is con?gured into the target 
device and takes control of a netWork connection. The trusted 
loader’s logic can acquire, on request, encrypted con?gura 
tion bitstreams of IP cores used in a design and con?gure 
them into the logic of the PLD. The trusted loader can be 
implemented in silicon or using PLD logic resources. The 
trusted loader gathers information regarding the structure of 
the design by loading the design’s con?guration bitstream 
from a con?guration source. An alternative is for the PLD to 
broadcast its identity to some other netWork service in order 
to discover Which application structure should be built. 
The incomplete con?guration bitstream is then con?gured 

into the remaining area of the target. This con?guration can be 
handled by the trusted loader in a number of arrays, as dis 
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cussed subsequently. Since the application is incomplete, 
there are “gaps” in the con?gured logic that are to be ?lled by 
the IP core(s). These gaps may be actual gaps in the con?g 
ured design, or merely conceptual in nature. 

Encrypted con?guration bitstreams for each IP core are 
acquired in turn. Each is decrypted and con?gured into an 
area of the design. The trusted loader can determine the loca 
tion in Which to place each decrypted con?guration bitstream 
from the application structure information received from the 
con?guration source (e.g., con?guration storage unit or net 
Work). As Will be appreciated, the IP vendor should be pre 
vented from overwriting or snooping into other parts of the 
PLD’s con?guration. The trusted loader enforces access con 
trol according to the application design’ s structural data. This 
prevents one IP vendor from compromising IP cores from 
another IP vendor by partially overWriting the other vendor’ s 
con?guration bitstream. Since the customer’s design is 
loaded ?rst, the customer’s design is also limited in its ability 
to compromise the con?guration bitstreams of any vendor’s 
IP core. Design rules evident in the IP core’s con?guration 
bitstream and enforced by the vendor’ s EDA How can protect 
the IP core(s) from any such attempted access. The trusted 
behavior of the trusted loader ensures such measures are 

con?gured completely. Moreover, vendors can also provide 
encrypted con?guration bitstreams for loading into the appli 
cation structure in a manner that physically locks these con 
?guration bitstreams into a position de?ned in the ?nal 
design. 

Embodiments of the present invention thus provides a 
number of advantages. An embodiment of the present inven 
tion provides ef?cient, convenient and architecture-indepen 
dent techniques for securely providing lP cores to a PLD, to 
a device employing the PLD, to the entity programming the 
PLD or to others having need of the IP core. With regard to 
securing an IP core, public/private key encryption can be 
employed. In such a scenario, an IP core is encrypted With a 
public key by the IP vendor. The public key corresponds (in 
some manner) to the PLD requesting the IP core. A PLD 
implementing an embodiment of the present invention 
includes a trusted loader that is capable of decrypting the 
encrypted IP core With the PLD’s private key. The trusted 
loader can be designed-in, doWnloaded from a con?guration 
storage unit (either as part of a design or separately), doWn 
loaded from a remote source (e. g., a trusted frameWork agent) 
or doWnloaded from some other source. These advantages 
and others Will be better understood in light of the folloWing 
discussions. 

An Example Design Environment 

FIG. 1 is block diagram of a design environment 100 that is 
capable of employing an embodiment of the present inven 
tion. Design environment 100 includes a design entry module 
105, Which alloWs a designer to enter a design into design 
environment 100. A design entered using design entry mod 
ule 105 is then taken as input by a design implementation 
module 110. 

Additionally, one or more portions of the design entered 
using design entry module 105 can be synthesiZed using a 
design synthesis module 115. Once synthesiZed, these por 
tions can be provided to a design veri?cation module 120, and 
in particular, a functional simulation module 125, thereof. 
The synthesiZed portions of the design generated by design 
synthesis module 115 are also provided to design implemen 
tation module 110. Typically, this occurs after the synthesiZed 
portions of the design have been simulated using functional 
simulation module 125. Other portions of the design entered 
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6 
via design entry module 105 are also provided to functional 
simulation module 125 of design veri?cation module 120. By 
providing the design to functional simulation module 125 
(both the portions entered by the designer using design entry 
module 105, and the portions of that design synthesiZed by 
design synthesis module 115), a complete functional simula 
tion of the design can be performed. 
Once the design (both designer-entered and synthesiZed 

portions of the design) have been provided to design imple 
mentation module 110, a number of processes are then per 
formed on the design in order to prepare the design for being 
programmed into a target device. Among these are optimiZa 
tion (performed by optimiZation module 130), mapping (per 
formed by a mapping module 132), placement and routing 
(performed by a placement and routing module 134), and 
bitstream generation (performed by a bitstream generation 
module 136). 
The optimization performed by optimiZation module 130 

can include, for example, tWo-level and multi-level optimi 
Zation, as Well as device-speci?c logic packing. The objective 
of such optimization is to decrease the area required by the 
combinational logic, to reduce the number of logic levels, or 
both. The mapping performed by mapping module 132 maps 
the components of the design into elements that exist Within 
the target device in Which the design is to be implemented. 
Once optimiZation and mapping (via the selection of ele 

ments Within the target device) have been performed, place 
ment of the identi?ed elements Within the target device is 
performed by placement and routing module 134, as is the 
routing of connections betWeen those elements. The place 
ment operations performed can be equated to the selection of 
Which elements Within the target device Will be used to per 
form a given function. Once the requisite elements of the 
target device are identi?ed and placed, and the routing of 
connections betWeen these elements has been determined, a 
bitstream can be generated. This bitstream represents the 
programming of the target device that is needed to provide 
such elements and connections. Such a bitstream is generated 
by bitstream generation module 136. This bitstream is then 
doWnloaded by design implementation module 110 to the 
target device (represented in FIG. 1 as a target device 140). 

Design implementation module 110 also can provide for 
back annotation by providing place and route information to 
a back annotation module 145, Which in turn provides infor 
mation regarding the design to a timing simulation module 
150. Design implementation module 110 can also provide 
information to a static timing analysis module 155. By alloW 
ing the performance of static timing analysis (via static timing 
analysis module 155) and dynamic timing analysis (provided 
by timing simulation module 150), as Well as information 
regarding the design generated by functional simulation mod 
ule 125, design veri?cation module 120 is able to feedback 
information to design entry module 105 in order to alloW 
defects in the design to be corrected. 

This process of implementing a design using design imple 
mentation module 110 and feedback to design veri?cation 
module 120 also alloWs a design to be optimiZed in an itera 
tive manner. Once a design has been optimiZed in this manner, 
the design can then be doWnloaded to target device 140, as 
noted. Once doWnloaded to target device 140, in-circuit veri 
?cation can be performed using an in-circuit veri?cation 160 
of design veri?cation module 120. As before, the information 
generated by in-circuit veri?cation module 160 can be fed 
back from design veri?cation module 120 to design entry 
module 105, in order to optimiZe the design. 

Regarding the signals and communications described 
herein, those skilled in the art Will recogniZe that a signal may 
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be directly transmitted from a ?rst block to a second block, or 
a signal may be modi?ed (e.g., ampli?ed, attenuated, 
delayed, latched, buffered, inverted, ?ltered or otherwise 
modi?ed) between the blocks. Although the signals of the 
above-described embodiment are characterized as transmit 
ted from one block to the next, other embodiments of the 
present invention may include modi?ed signals in place of 
such directly transmitted signals as long as the informational 
and/ or functional aspect of the signal is transmitted between 
blocks. To some extent, a signal input at a second block may 
be conceptualized as a second signal derived from a ?rst 
signal output from a ?rst block due to physical limitations of 
the circuitry involved (e.g., there will inevitably be some 
attenuation and delay). Therefore, as used herein, a second 
signal derived from a ?rst signal includes the ?rst signal or 
any modi?cations to the ?rst signal, whether due to circuit 
limitations or due to passage through other circuit elements 
which do not change the informational and/ or ?nal functional 
aspect of the ?rst signal. 

The foregoing described embodiment wherein the differ 
ent components are contained within different other compo 
nents (e.g., the various elements shown as components of 
FPGA 100). It is to be understood that such depicted archi 
tectures are merely examples, and that in fact many other 
architectures can be implemented that achieve the same func 
tionality. Any arrangement of components to achieve the 
same functionality is effectively “associated” such that the 
desired functionality is achieved. Hence, any two compo 
nents herein combined to achieve a particular functionality 
can be seen as “associated with” each other such that the 
desired functionality is achieved, irrespective of architectures 
or intermediate components. Likewise, any two components 
so associated can also be viewed as being “[operably] con 
nected”, or “[operably] coupled”, to each other to achieve the 
desired functionality. 

Using a design environment of an embodiment of the 
present invention, such as that described in connection with 
FIG. 1, the customer leaves pre-de?ned “gaps” in the design 
structure when creating a design, as noted earlier. These gaps, 
which may be actual or conceptual, reserve space for each 
instance of an IP core used in the design. Alternatively, a 
placeholder for the given IP core can be inserted into the 
design structure, reserving space for the actual IP core using 
dummy information describing the IP core’s constraints. 
Space can also be reserved in the design for IP core of the 
trusted loader. The system structure can be speci?ed using 
geometric placement constraints, for example. In a secure 
exchange framework, the geometric placement constraints of 
the application are shared with the IP vendor and the trusted 
loader. This allows the IP vendor to prepare an encrypted IP 
core for that speci?c location in the PLD’ s logic resources and 
provides the trusted loader with information on the location in 
which the vendor’ s decrypted con?guration bitstream is to be 
loaded. 
When the vendor agrees to provide a con?guration bit 

stream for an IP core to a PLD, the customer can indicate the 
location to be taken by the IP core within design’s structure. 
The interface of the IP core to the design can also be speci?ed 
at this point. The vendor then invokes a modular design ?ow 
to create a con?guration bitstream for that particular location 
in the target. The resulting partial bitstream is encrypted with 
a secret key known only to the vendor, who then makes the 
encrypted bitstream available for the customer’s PLD to 
access via the chosen communication channel. The customer 
provides information such as a public key and, possibly, some 
unique identi?er that is communicated to the vendor each 
time the IP core is requested. This allows the vendor’ s IP core 
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8 
server to determine whether or not the request is legitimate. At 
this stage, the vendor can apply accounting measures, if 
desired (for example, limiting the number of deployed IP 
core bitstreams to a particular customer within a particular 
window of time). 

An Example Secure Framework 

FIG. 2 is a block diagram illustrating a secure exchange 
framework 200 according to an embodiment of the present 
invention. A user 205 employs a development system 210 in 
order to program a target device such as a ?eld-programmable 
gate array (FPGA) 220 or other programmable logic device 
(PLD). Development system 210 is an example of the design 
environment depicted in FIG. 1 (design environment 100). In 
secure exchange framework 200, one or more vendors (de 
picted in FIG. 2 as vendors 230(1)-(N)) provide one or more 
functional models to development system 210 via a corre 
sponding one of communication channels 240(1)-(N). The 
functional models provided to development system 210 via 
communication channels 240(1)-(N) allow development sys 
tem 210 to perform the optimization, mapping, placement 
and routing, and bitstream generation necessary to program 
FPGA 220, yet do not provide development system 210 with 
the actual IP core (e.g., a con?guration bitstream that imple 
ments the IP core’s design) for implementation in FPGA 220. 
Thus, secure exchange framework 200 allows for the separa 
tion of an IP core’s functional model from its actual imple 
mentation. 

Moreover, separation of the IP core’s functional model 
from its actual implementation can be maintained throughout 
the process of delivering this information to the design envi 
ronment and target devices separately. Thus, the provision of 
actual IP core(s) can be performed between vendors 230(1) 
(N) and FPGA 220 (or a system including FPGA 220) via 
communication channels 250(1)-(N). As will be appreciated, 
communication channels 240(1)-(N) can be separate and dis 
tinct communication channels, shared communication chan 
nels divided only by destination, a single communication 
channel, or other such communications arrangement. This 
ability to vary the amount of separation employed in the 
delivery of the actual IP core(s) from other information 
regarding those IP core(s) allows the architect of such a secure 
exchange framework to select the simplest delivery method, 
while maintaining the requisite security. 

In providing for such separation, development system 210 
is able to generate a bitstream that allows FPGA 220 to be 
programmed with the requisite portions of a given design, 
save for the IP core(s) in question. Thus, the actual IP core(s) 
are available only to FPGA 220, and not to development 
system 220, and by extension, user 205 (e.g., a designer using 
development system 210). Secure exchange framework 200 
can also be con?gured to protect the IP core(s) thus delivered 
from access by the end-users of FPGA 220, who might 
attempt to gain access to the IP core(s) stored in a con?gura 
tion storage unit separate from FPGA 220 (and thus acces 
sible to those parties). This level of protection can be a accom 
plished by downloading the necessary IP core(s) only when 
FPGA 220 is initialized (or by maintaining them on-chip, 
once downloaded thereto), thereby preventing FPGA 220 
from storing such information off-chip. At a minimum, such 
information can be encrypted (or re-encrypted) if it is to be 
communicated to off-chip storage. 

Secure exchange framework 200 also includes a trusted 
framework agent 260. Trusted framework agent 260 can pro 
vide information to the PLD (e.g., FPGA 220) such as key 
information, a trusted loader (e. g., in the form of an IP core) 
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and the like. This canbe done prior to the PLD being provided 
to user 205, during manufacturing of the device in Which the 
PLD is used, during initialization if such a device or at another 
time. Such communications can occur over a secure channel 

(e.g., one or more of communication channels 250(1)-(N), 
When operated in a secure mode (e.g., a secure netWork tunnel 
or the like)). As noted, in addition to the PLD receiving the 
necessary key information, trusted framework agent 260 can 
also provide a trusted loader to the PLD. Typically, this Will be 
in the form of a con?guration bitstream that is subsequently 
programmed into the PLD (i.e., an IP core). HoWever, other 
alternatives exist (e. g., a trusted loader can be pre-pro 
grammed into (or designed into) the PLD). Once con?gured, 
the trusted loader is then able to securely doWnload the 
desired IP core(s) into the PLD. 

FIG. 3 is a block diagram illustrating the elements involved 
in the operation of a PLD according to an embodiment of the 
present invention (e.g., FPGA 220). In this embodiment, an 
FPGA 300 communicates With a storage con?guration unit 
305 in order to access information regarding the con?gura 
tion of an FPGA fabric 310 of FPGA 300. More speci?cally, 
a trusted loader 315 of FPGA 300 accesses con?guration 
information stored in con?guration storage unit 305 via a 
secure con?guration unit, and uses this information to pro 
gram FPGA fabric 310 for the functionality desired (as indi 
cated by the con?guration information stored in con?guration 
storage unit 305). 

Secure con?guration unit 320 retrieves an encrypted ver 
sion of the skeleton design from con?guration storage unit 
305, and decrypts the encrypted skeleton design using 
encryption information stored in non-volatile memory 
(NVM) 325. For example, a symmetric encryption algorithm 
(in Which the same key that encrypts a message also decrypts 
the message) can be used to encrypt and decrypt the skeleton 
design stored in con?guration storage unit 305. Regardless of 
the method employed, the requisite keys (and/ or other related 
information) can be stored in NVM 325. In certain embodi 
ments, con?guration information is stored in con?guration 
storage unit 3 05. As noted elseWhere, this con?guration infor 
mation is referred to herein as a skeleton design, so-called 
because the design represented thereby is missing the por 
tions of the con?guration information corresponding to the 
one or more IP cores to be doWnloaded from vendors. In place 
of such information, the skeleton design contains only “gaps,” 
in Which the missing IP cores are to be inserted. Of course, 
such gaps may only be conceptual (and not be evidenced by 
missing stretches in a con?guration bitstream for example). 
The operation of inserting an IP core in a gap is also referred 
to herein as “stitching” the IP core into the skeleton design. 

Trusted loader 315, in embodiments of the present inven 
tion, includes a number of elements that alloW FPGA 300 to 
access information regarding the IP core(s) that are needed to 
complete the skeleton design (e.g., that Which is stored in 
con?guration storage unit 305). Trusted loader 315 commu 
nicates With one or more vendors (depicted in FIG. 3 as 
vendors 330(1)-(3)) via an internetWork 340 (e. g., the case in 
Which communication channels 240(1)-(N) and 250(1)-(N) 
employ a single, shared communications channel). Vendors 
330(1)-(3) provide the requisite IP core(s) to trusted loader 
315, Which then inserts those IP core(s) in the design being 
programmed into FPGA fabric 310. As Will be appreciated, 
this may occur prior to the skeleton design being loaded into 
FPGA fabric 310, during this operation, or after the skeleton 
design has been programmed into FPGA fabric 310. 

Trusted loader 315 is able to access intemetWork 340 (and 
so vendors 330(1)-(3)) via a netWork interface 350. NetWork 
interface 350 can use, for example, encryption/decryption 
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10 
keys, as negotiated With vendors 330(1)-(3), in securely com 
municating With vendors 330(1)-(3). Such keys, as Well as 
other information needed to communicate With vendors 330 
(1)-(3), can be stored in a non-volatile memory (NVM) 355. 
NetWork interface 350 provides for communications betWeen 
a processor 360 and internetWork 350. Processor 360 
accesses operating softWare stored in a memory 370, and 
security information stored in a storage unit Within FPGA 3 00 
(depicted in FIG. 3 as a trusted ?rmWare storage unit 380). 
Trusted ?rmWare storage unit 380 securely stores the pro 
gramming needed by processor 360 to generate an overall 
design from the skeleton design and requisite IP core(s). 

Trusted loader 315 includes a microcontroller core (e.g., 
processor 360) or the like, in Which cryptography algorithms 
can be implemented in softWare. In the alternative, such algo 
rithms can also be implemented in hardWare. It Will be appre 
ciated that, in PLDs that include such functionality, existing 
hardWare decryption facilities can be used as coprocessing 
peripherals to the microcontroller. The use of a microcontrol 
ler also alloWs for the alteration of the decryption algorithm. 
In some embodiments, the encryption/decryption algorithms 
are only used When the device is poWered-up, and so any 
delays encountered in such a process have little effect on the 
actual operation of the PLD. To maintain security, trusted 
?rmware storage unit 380 is only accessible to the microcon 
troller When the microcontroller is executing the public/pri 
vate encryption code Which Was pre-de?ned When the trusted 
frameWork agent authored the trusted loader’s design. The 
logic of trusted loader 315 is preferably designed to prevent 
the private key being read by code executing at any other 
address range. 

Current generation PLDs inhibit partial recon?guration to 
prevent a hostile party from using partial recon?guration in 
order to snoop information from the encrypted con?guration 
While the con?guration is “live” on the PLD. A secure 
exchange frameWork of an embodiment of the present inven 
tion provides the ability to perform subsequent (partial) con 
?gurations on the device, even after the PLD has been 
securely con?gured. The ability to perform such con?gura 
tions is made possible by alloWing trusted loader 315 to 
control the PLD’s internal con?guration access port (e.g., 
depicted in FIG. 3 as a con?guration port 390). External 
con?guration access can remain disabled. If trusted loader 
315 is implemented in hardWare, trusted loader 315 can be 
provided With a dedicated con?guration port interface. Alter 
natively, a soft IP version of trusted loader 315 accesses the 
standard con?guration port Which has been alloWed to remain 
active after con?guration. 

In addition to its ability to acquire and decrypt bitstreams, 
trusted loader 315 can also apply access control restrictions 
that constrain the location(s) in Which an IP core can be 
con?gured into the PLD. Such constraints are equivalent to a 
?oorplan of the design in question. The access control com 
ponent of the trusted loader’s ?rmWare Warrants these three 
properties: ?rst, an acquired and decrypted IP core Will con 
?gure into the region prescribed in the customer’s original 
design; second, the target region for con?guration matches 
the one intended by the vendor; and, third, that no regions 
overlap. With such a mechanism, the loader is able to block a 
variety of hostile behaviors by IP vendors, customers and 
others. In particular, a customer can only receive an IP core 
for a pre-de?ned location in a given PLD. Vendors can only 
place their IP core(s) in the region agreed upon With their 
customers. Inconsistencies in an IP core’s destination loca 
tion can be made to cause trusted loader 315 to halt its opera 
tions, issue an attack Warning over the netWork connection 
and/or perform some other appropriate action(s). All of these 
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policies are de?ned in advance and enforced by ?rmware of 
trusted loader 315 as the trusted loader attempts to con?gure 
one or more IP cores into its host PLD. 

Thus, the trusted loader ensures that the IP core(s) received 
cannot perform illegal con?gurations within or over the skel 
eton design. In a design ?ow where trusted loader 315 is 
aware of the siZe and geometry of the holes within the skel 
eton design, trusted loader 315 is able to prevent the insertion 
of malicious con?guration bitstreams. Trusted loader 315 can 
also be made aware of the particular vendors and IP cores that 
are to be inserted into the gaps in the skeleton design. Upon 
receiving the IP core destined for a speci?c gap, trusted loader 
315 is able to verify (either by batch analysis of the IP cores’ 
con?guration data or dynamic monitoring of each part of the 
con?guration as it is applied) that a given IP core is indeed 
trying to con?gure the correct parts of the design and has not 
over-reached its bounds. Thus, in certain embodiments of a 
design ?ow of the present invention, a speci?c step is taken, 
during which the customer/target device negotiates for the 
delivery of the IP core for a speci?c geometric siZe and 
placement of the IP core. 

Con?guration port 390 provides a mechanism for trusted 
loader 315 to program the skeleton design and requisite IP 
core(s) into FPGA fabric 310. In one embodiment, con?gu 
ration port 390 is available to trusted loader 315 and other 
internal logic resources of FPGA 300, after FPGA 300 has 
been initially con?gured. Con?guration port 390, in certain 
embodiments, allows partial recon?guration of FPGA fabric 
310. By supporting partial con?guration and the con?gura 
tion of a communication interface (e.g., network interface 
350), con?guration port 390 enables the programming of the 
skeleton design, and the acquisition and programming of the 
IP core(s) needed to complete the overall design. 

In certain embodiments, a secure exchange framework of 
the present invention requires non-volatile key storage, 
although the exact storage requirement varies by embodi 
ment. When trusted loader 315 is implemented in a PLD’s 
logic resources, non-volatile key storage is typically needed 
for at least a single key. In one embodiment, con?guration 
storage unit 305 contains con?guration bitstream of a trusted 
loader 315, possibly amalgamated with the con?guration bit 
stream of the skeleton design stored therein. As will be appar 
ent, the circuitry of trusted loader 315 should not be allowed 
to be replaced by any circuitry. To make con?guration bit 
stream of trusted loader 315 tamperproof, the existing 
encryption hardware is used. The trusted framework agent 
programs the non-volatile key register of the PLD (e.g., NVM 
325 and/or 355). The trusted framework agent needs to be 
able to program keys into 325 to insure the privacy of any 
trusted loader bitstream being held in the secure storage 
device outside the FPGA. 355 must also be accessible to the 
trusted framework agent so that the dedicated NVM used by 
the loader can be programmed with the appropriate public/ 
private keys.) and does not reveal the key to the customer or 
other vendors. The trusted framework agent can then provide 
an encrypted trusted loader con?guration bitstream with the 
public and private keys stored therein. 

In the case where the trusted loader core is implemented in 
hardware, non-volatile storage is needed only for the public 
and private encryption keys (e.g., trusted ?rmware storage 
unit 380). The trusted framework agent programs these reg 
isters in the PLD before the PLD is delivered. This bypasses 
the need for encryption between the initial con?guration 
source and the PLD. In one embodiment, the binary code 
executed by the loader’s microcontroller exists as a read-only 
memory (ROM) within the PLD. Any code that is “trusted” 
(i.e., has the ability to read the private key register) should be 
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able to provide a guarantee that its origin can be trusted (e. g., 
the origin was the trusted ?rmware agent). For ?exibility, 
?rmware of trusted loader 315 can be stored in con?guration 
storage unit 305. If this is the case, the code is encrypted and 
the PLD must have a pre-programmed, non-volatile key reg 
ister, programmed with the key that governs the transfer of the 
program code to the microcontroller. 

In a secure communications environment, trusted ?rmware 
storage unit 380 can also be used to store the encryption 
information (e.g., keys) to be used by the PLD in acquiring 
one or more IP cores. For example, this encryption informa 
tion might include a private key, in the case in which a public/ 
private key encryption system (as described earlier) can be 
employed. This capability allows us to secure the exchange of 
the vendor’s IP with the FPGA in the customer’s deployed 
system. The private key is programmed into the FPGA by the 
trusted framework agent before the devices are delivered to 
the customer. Once programmed, the private key is never 
revealed to the outside world. The trusted framework agent 
can even discard knowledge of the private key. 

This encryption information (or subsets thereof) can then 
be used for securely communicating with vendors, for 
decrypting IP cores received from a vendor, authenticating a 
vendor, decrypting information from storing encrypted infor 
mation in con?guration storage unit 305, and for other such 
uses. Moreover, subsections of the trusted loader 315 can be 
used as an encryption/decryption unit for FPGA fabric 310 
(both for information into and out of the FPGA fabric 310, 
and as a part of a design implemented in FPGA fabric 310). 

In one embodiment of the present invention, an IP vendor 
can create, in conjunction with the use of a “smart” loader 
such as trusted loader 315, what is in effect an encrypted 
“partial con?guration bitstream” based on a IP core. In the 
posited embodiment, this partial con?guration bitstream is 
bounded to a speci?c XxY area, at a speci?c location, within 
FPGA fabric 310. Because the partial con?guration bitstream 
is designed to be implemented in a speci?c section of the 
FPGA’s fabric, a fabric I/O interface template can be created 
that provides the interconnect information needed to “stitch” 
the partial con?guration bitstream into the end-user’s skel 
eton design. 
The use of a microprocessor-based loader such as trusted 

loader 315 also allows for more complex bitstream manipu 
lation. For example, unrelated routes through the IP core’s 
XxY area of the PLD can be added in order to reduce routing 
congestion at the system level.Another example is the sparing 
of bad rows/ columns within a PLD. With a trusted loader such 
as that described herein, and extending the unique part ID to 
include a map of bad rows and columns in a PLD implement 
ing an embodiment of the present invention, the con?guration 
engine can have the information needed to modify con?gu 
ration bitstreams, in order to spare bad rows and columns. 
Thus, IP cores delivered using an embodiment of the present 
invention can be “spread” to avoid bad columns and rows 
within the PLD, allowing for some degree of recoverability in 
the face of damage to the PLD being programmed. 
As will be appreciated, methods and systems according to 

an embodiment of the present invention can be applied with 
equal success to the skeleton design itself. In such a case, the 
designer of the skeleton design makes the skeleton design 
available for download, in the manner of an IP core in the 
approaches described herein. This approach can be envi 
sioned by removing con?guration storage unit 305, and add 
ing another “vendor,” which is the source of the skeleton 
design. 

In situations in which the device does not have a persistent 
network connection, it is advantageous to have a mechanism 












