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INFORMATION ACCESS USING 
ONTOLOGIES 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

The above-referenced application is the US. National 
Phase of International Application No. PCT/IL2004/ 000667, 
?led Jul. 22, 2004, Which claims priority from US. Provi 
sional Patent Application No. 60/489,768 ?led Jul. 22, 2003. 
The International application Was published on J an. 27, 2005 
as WO 2005/008358 A3 under PCT article 21(2). 

FIELD OF THE INVENTION 

The present invention relates generally to methods and 
systems for providing access to information, and speci?cally 
to federated netWorks for providing integrated access to mul 
tiple, diverse information sources. 

BACKGROUND OF THE INVENTION 

There is a recogniZed need for data access systems and 
analytical tools that provide semantic interoperability among 
different information sources in a given application domain, 
both Within a particular enterprise and across enterprise 
boundaries. Some tools that have been developed for this 
purpose make use of ontologies. An ontology is a structured 
vocabulary that represents the schematic metadata of a par 
ticular application domain. The ontology provides a uni?ed, 
semantic model of the information in the domain, including 
both the types of entities that the information may include and 
relationships among the entities. The ontology alloWs users to 
express query concepts and relationships in high-level terms, 
Which are then translated by appropriate agents into loWer 
level database schemata and semantic analyses. 
One of the early tools of this sort Was InfoSleuthTM, devel 

oped at MCC (Microelectronics and Computer Technology 
Corporation, Austin, Tex.). InfoSleuth is described, for 
example, in an article by FoWler et al., entitled “Agent-Based 
Semantic Interoperability in InfoSleuth,” SIGMOD Record 
28:1 (March, 1999), pp. 60-67, Which is incorporated herein 
by reference. InfoSleuth is an agent-based system, in Which a 
set, or community, of agents collaborate at a semantic level to 
execute information gathering and analysis tasks. The under 
lying information sources can be diverse in both structure and 
content. The agents, Which are coded in JavaTM, communicate 
at the semantic level over ontologies using a Knowledge 
Query Manipulation Language (KQML). Agent types 
de?ned by InfoSleuth include: 

User agents, Which provide a system interface that enables 
the user to communicate With the system. 

Broker agents, Which match requests for services or infor 
mation With agents that can provide them. 

An ontology agent, Which serves the set of ontologies 
supported by InfoSleuth and provides details of the 
ontology on demand, 

Resource agents, Which translate queries and data betWeen 
the local forms in Which they are stored and their InfoS 
leuth forms. 

Value mapping agents, Which convert queries and results 
betWeen common acceptable forms and a canonical 
form de?ned by the ontology. 

Multi-resource query agents, Which handle the decompo 
sition and distribution of sub-queries to various resource 
agents and then recompose the results. 
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2 
Agents communicate and determine each other’s capabili 

ties using a shared ontological model of information manage 
ment. The ontology provides the semantic frameWork for 
information activities in the domain of interest to the user. 
Semantic brokering alloWs agents to advertise their capabili 
ties and to identify potential collaborators based on their 
advertised capabilities. The user may access the resources of 
the agent community from any location, and need knoW noth 
ing about the physical location or structural characteristics of 
any resource. 

Another method for distributed query handling is 
described by Wynblatt et al., in US. Patent Application Pub 
lication US 2002/0143755, Whose disclosure is incorporated 
herein by reference. According to this method, a traditional 
database query is converted into netWork messages, Which are 
routed to those data sources that have relevant data. The 
messages may be routed either directly or through designated 
query nodes. The data sources then send reply messages 
either directly to the originator of the query or via designated 
join nodes. In some embodiments, the data sources may be 
able to perform local join operations. The system collects the 
reply messages, and the messages that meet the requirements 
of the query are sent back to the query originator for presen 
tation as a traditional database result. 

Unicorn Solutions Inc. (NeWYork, N.Y.) offers a Semantic 
Information Management (SIM) System, Which it describes 
as a comprehensive platform for managing and integrating 
enterprise information resources. The system combines 
metadata repository, information modeling, hub-and-spoke 
mapping, and automated data transformation script genera 
tion capabilities. It is said to provide customers With a seam 
less business vieW by relating disparate data formats and 
interfaces to an information model that describes the busi 
ness, its component parts, and all relationships. The system is 
described further in an article by Schreiber, entitled “Seman 
tic Information Management (SIM): Solving the Enterprise 
Data Problem by Managing Data Based on its Business 
Meaning” (2003), Which is available at WWW.unicorn.com 
and is incorporated herein by reference. 

Various aspects of the Unicorn system are described in the 
patent literature. For example, US. Patent Application Pub 
lication US 2003/0163597, to Hellman et al., describes a 
method and system for collaborative ontology modeling, for 
use in building up an ontology from individual ontology 
efforts distributed over the Web. US. Patent Application Pub 
lication US 2004/0093344, to Berger et al., describes a 
method for mapping data schemas into an ontology model. 
US. Patent Application Publication US 2003/0101170, to 
Edelstein et al., describes a data query system using a central 
ontology model, in Which a query processor generates a query 
in a data schema query language corresponding to a speci?ed 
query expressed in an ontology query language. US. Patent 
Application Publication US 2003/0163450, to Borenstein et 
al., describes a method for providing a semantic registry for 
Web services and other services, based on an ontology model. 
The method is saidto enable dynamic Web service integration 
by overcoming problems of semantic inconsistency. The dis 
closures of all the above patent application publications are 
incorporated herein by reference. 

SUMMARY OF THE INVENTION 

Embodiments of the present invention provide tools for use 
in a distributed, federated system for data management and 
access, based on a domain-speci?c ontology. In the embodi 
ments disclosed hereinbeloW, the system comprises a grid of 
agents and gateWays, Which communicate With one another 
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over a communication network by exchanging semantic, 
ontology-based messages. The agents share a common, dis 
tributed platform, as Well as a common directory of the ontol 
ogy, data sources and rules that apply in the federated system. 
The gateWays comprise Wrappers, for interfacing betWeen 
data sources and the ontology, as Well as portals, through 
Which users may address queries to the system. Upon receiv 
ing a user query, the portal directs the query to one of the 
agents, Which develops a query plan based on the availability 
of necessary data and system resources for responding to the 
query. After collecting the required information in accor 
dance With the query plan, the agent returns the query 
response to the user portal. 

In embodiments of the present invention, the ontology 
accommodates logical rules that are applicable to the entities 
in the ontology, as Well as to the attributes of and relationships 
betWeen the entities. In some embodiments, the agent han 
dling a query uses these rules in generating the query plan. For 
example, the agent may use the rules to determine Which set 
of data ?elds, in Which data sources, are most likely to give 
complete and correct data in response to a given query, and 
possibly also to validate the data that are collected in execut 
ing the query plan. The agent may also use the rules to 
determine the key according to Which records from different 
sources should be joined, and Whether the join should be 
performed by the agent or should be “pushed doWn” to the 
gateWay for execution in order to optimize response or con 
serve system resources. 

In some embodiments of the present invention, the onto 
logical rules comprise access rules, indicating Which user 
roles are authorized to read information in a given data source 
or set of sources. The access rules may pertain to particular 
data sources, to particular entities in the sources, or to par 
ticular attributes of a given type of entities. The access rules 
are expressed in uni?ed terms, Which may be maintained by a 
community of oWners in the form of a community ontology 
that includes classes of roles, sources, clients, and authenti 
cation methods. These features of the ontology are thus useful 
in providing a uni?ed model under Which different data oWn 
ers in a federated system may determine the access rules that 
are applicable to their data, such as Which clients are trusted 
under Which circumstances. The use of abstracted classes in 
the model, such as in a government database source, also 
enables clients and users to determine the scope of sources to 
be used Without knoWing each source speci?cally. 

Typically, the access rules for each source are published 
together With additional source metadata in a grid-Wide direc 
tory. Hence, the query agents can read the access rules imme 
diately, Without the need for central management of access 
authorizations. Since the access rules are already contained in 
the directory, there is no need for the agents to request autho 
rization for each resource that is to be accessed (unless spe 
ci?cally required by the source oWner). Furthermore, the 
agents may use the access rules in developing query plans so 
that the plan includes only those sources of information that 
the requesting user is authorized to access. 

In some embodiments, access to each data source is logged 
along With the credentials of the user requesting the data. 
Thus, access policies are not only automatically enforced, but 
they are also recorded in a manner that supports automated 
auditing. Since the same mechanisms serve all grid-based 
client services, the services provided by the grid are automati 
cally “regulated.” 

In some embodiments of the present invention, a netWork 
utility gathers and updates information regarding the topol 
ogy and status of resources in the system. Based on this 
information, the agents and gateWays are able to discover and 
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4 
integrate neW sources of information as they become avail 
able, as Well as to determine the level of computing and 
communication loads on different agents and data sources. 
Thus, in making and executing the query plans, agents may 
use the topology and status information in order to optimize 
response time and dynamically load-balance the resources of 
the system. 

In some embodiments, the grid functions as an application 
level virtual private netWork, Which links and provides ser 
vices to the member sites and organizations. This virtual 
private netWork is internally managed by distributed func 
tions of the grid, so that individual member sites need not 
explicitly provision for or coordinate their oWn virtual private 
netWorks With the other member sites. Thus, agents in the grid 
may even balance the overall load among resources that 
belong to different organizations Within the federated system. 
For this purpose, the grid directory may comprise entities and 
attributes relating to performance of application-related 
tasks, Which are used by the agents in monitoring resource 
performance and applying resource-use policies. Grid robust 
ness and agility are enhanced by the use of dynamic, grid 
generated query plans, as described above, and by the ability 
to balance loads across the grid. Altered grid topology, 
sources, and usage policies are automatically accommodated 
by generating neW plans and rebalancing loads. Other grid 
conditions, such as fallen nodes, inaccessible sources, and 
revoked certi?cates, may be handled in similar fashion. 

Furthermore, the fact that elements of the grid (agents and 
gateWays) communicate With one another using a set of 
knoWn, semantic, application-level messages may be used in 
securing communications among these elements against 
intrusions and malicious traf?c. Thus, in some embodiments 
of the present invention, agents and/or gateWays apply a 
semantic ?lter to each packet that they receive over the net 
Work and accept only packets that are compatible With the 
system ontology. Packets that do not meet the expected 
semantic criteria are discarded. Therefore, even if one of the 
elements of the grid is attacked by malicious traf?c, the ele 
ment Will not permit the tra?ic to propagate into the grid. 
Moreover, gateWays can examine each data element in the 
semantic payload of each packet to determine Whether to pass 
it on or nullify it. 

Although embodiments of the present invention are 
described herein With reference to information access and 
query handling, the principles of the present invention may 
similarly be applied to provision of other types of resources, 
such as Web services, over a netWork based on a semantic 
model. 

There is therefore provided, in accordance With an embodi 
ment of the present invention, a method for data access, 
including: 

de?ning an ontology for application to a set of diverse data 
sources including data having prede?ned semantics; 

associating With the ontology one or more logical rules 
applicable to the semantics of the data in the data sources; 

receiving a query from a user regarding the data; 
determining a query plan for responding to the query by 

selecting one or more of the data sources responsively to the 
ontology and by identifying an operation to be applied to the 
data responsively to the applicable logical rules; and 

generating a response to the query in accordance With the 
query plan. 

In a disclosed embodiment, the logical rules include a 
validation rule, and the query plan includes validating the data 
from at least one of the data sources responsively to the 
validation rule. 
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Additionally or alternatively, the logical rules include a 
mapping rule, such that data sources that match these rules 
can be automatically mapped to the ontology When the 
sources are primed and attached to the grid. Further addition 
ally or alternatively, the logical rules include a joining rule, 
and the query plan includes selecting a key responsively to the 
joining rule, and joining the data from tWo or more of the data 
sources using the key. Typically, selecting the key includes 
analyzing the data so as to select one or more ?elds in the tWo 
or more of the data sources for use as the key so as to provide 
a desired statistical probability that the data Will be joined 
correctly. 

Yet further additionally or alternatively, the logical rules 
include a transformation rule, and the query plan includes 
transforming the data in at least one of the data sources from 
a ?rst value that is held in the at least one of the data sources 
to a second value responsively to the transformation rule. 

Still further additionally or alternatively, the logical rules 
include a business logic rule, and the query plan includes 
processing the data from at least one of the sources respon 
sively to the business logic rule. 
The logic rules may also include an access rule, and the 

query plan may include selecting at least one of the data 
sources for use in generating the response responsively to the 
access rule as applied to the user and client Who submitted the 
query. 

In some embodiments, de?ning the ontology includes 
associating a respective Wrapper With each of the data 
sources, so as to transform the data from each of the data 
sources from a native format to an ontological format deter 
mined by the ontology, and generating the response includes 
applying the operation using the Wrapper, and then reporting 
the data from the Wrapper to a hub that links the data sources 
folloWing application of the operation. 

In one embodiment, the operation applied by the Wrapper 
includes joining the data from tWo or more of the data sources. 

Additionally or alternatively, the operation applied by the 
Wrapper includes mapping values of the data. For example, 
mapping the values may include normalizing the data from a 
native representation to an ontological representation. 

Further additionally or alternatively, the query plan 
includes a group of sub-queries, and generating the response 
includes sending the sub-queries from an agent running on 
the hub to respective Wrappers of a plurality of the data 
sources, and combining the data reported from the Wrappers 
in order to produce the response. Typically, sending the sub 
queries includes invoking tWo or more of the Wrappers to 
operate in parallel. 

In a disclosed embodiment, associating the respective 
Wrapper includes distributing an advertisement of each of the 
data sources in accordance With the ontology, and determin 
ing the query plan includes discovering each of the data 
sources responsively to the advertisement, and building the 
query plan based on the discovered data sources. 

In an aspect of the invention, reporting the data includes 
sending data packets over a netWork, the packets including 
semantic content in a form determined by the ontology, and 
upon receipt of the data packets at the hub, verifying legiti 
macy of the packets responsively to the semantic content and 
nullifying semantic elements that must be ?ltered. 

Typically, reporting the data includes streaming the data 
from the Wrapper to a speci?ed storage location. Alterna 
tively, reporting the data includes moving the data in a block 
operation from the Wrapper to a speci?ed storage location. 

In another aspect of the invention, determining the query 
plan includes collecting information regarding a topology 
and performance characteristics of the data sources, and 
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6 
selecting, responsively to the information, the data sources to 
be used in responding to the query. 

There is also provided, in accordance With an embodiment 
of the present invention, a method for providing a user With 
access to a set of diverse information resources, Which are 

con?gured to provide information With prede?ned semantics, 
the method including: 

de?ning an ontology for application to the information 
provided by the set of diverse information resources; 

associating With the ontology one or more logical rules 
applicable to the semantics of the information; 

receiving a request from the user to access the information; 
determining a plan for responding to the request by select 

ing one or more of the information resources responsively to 
the ontology and by identifying an operation to be applied to 
the information responsively to the applicable logical rules; 
and 

generating a response to the request in accordance With the 
plan. 

In a disclosed embodiment, the request includes a query for 
data held by the information resources. 

In another embodiment, the request includes a subscription 
request, and generating the response includes providing a 
succession of responses over a period of time responsively to 
the subscription request. 

In yet another embodiment, the information resources are 
con?gured to provide Web services, and the request speci?es 
one or more of the Web services to be provided to the user. 

In still another embodiment, the request speci?es data to be 
Written to a data repository associated With one or more of the 
information resources. 

In a further embodiment, the request speci?es a transaction 
to be carried out and recorded by one or more of the informa 
tion resources. 

In an additional embodiment, the request speci?es a pro 
cess to be carried out by one or more of the information 

resources. Typically, the request speci?es an event, and gen 
erating the response includes carrying out the speci?ed pro 
cess responsively to an occurrence of the event. 

There is additionally provided, in accordance With an 
embodiment of the present invention, a method for data 
access, including: 

de?ning an ontology for application to a set of diverse data 
sources including data; 

de?ning data access rights With respect to the ontology; 
and 

controlling user access to the data responsively to the 
ontology of the data and the access rights applicable thereto. 

In a disclosed embodiment, de?ning the ontology includes 
specifying a user ontology, and de?ning the data access rights 
includes assigning a classi?cation to a user according to the 
user ontology, and controlling the user access includes com 
paring the classi?cation to the access rights applicable to the 
data. Typically, the diverse data sources are distributed among 
a set of autonomous organizations including at least ?rst and 
second organizations, and assigning the classi?cation 
includes classifying the user according to an organizational 
af?liation of the user so as to control access by users in the 
?rst organization to the data sources held by the second orga 
nization. 

Typically, controlling the user access includes receiving a 
query from a user to access the data in the data sources, 
determining a query plan for responding to the query by 
selecting one or more of the data sources responsively to the 
ontology such that the access rights permit the user to access 
the data in the one or more of the data sources, and generating 
a response to the query in accordance With the query plan. 
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There is further provided, in accordance With an embodi 
ment of the present invention, a method for data access, 
including: 

de?ning a set of data resources providing access to data; 
collecting information regarding a topology and perfor 

mance characteristics of the data resources; 
receiving a query from a user regarding the data; 
determining a query plan responsively to the query and to 

the information regarding the topology and performance 
characteristics; and 

generating a response to the query in accordance With the 
query plan. 

Typically, collecting the information includes measuring 
respective load levels of tWo or more of the data resources, 
and determining the query plan includes selecting one of the 
data resources so as to balance the load levels. 

In a disclosed embodiment, the data resources are distrib 
uted among a set of autonomous organizations including at 
least ?rst and second organizations, Wherein the user submit 
ting the query belongs to the ?rst organization, and Wherein 
determining the query plan includes selecting, responsively 
to the performance characteristics, one of the data resources 
of the second organization for use in responding to the query. 

There is moreover provided, in accordance With an 
embodiment of the present invention, a method for exchange 
of information, including: 

establishing a virtual private netWork among a plurality of 
nodes, including at least ?rst and second nodes, Which are 
con?gured to communicate With one another over an under 
lying public physical netWork; 

de?ning a semantic communication model for conveying 
data packets among the nodes in the virtual private network, 
responsively to an ontology of the information; 

sending a data packet over the virtual private netWork from 
the ?rst node to the second node; and 

?ltering the data packet against the semantic communica 
tion model at the second node, so as to verify that the data 
packet is legitimate and nullify semantic elements that must 
be ?ltered. 

Typically, de?ning the semantic communication model 
includes de?ning a closed set of semantic messages that may 
be carried by data packets in the virtual private netWork. 

In one embodiment, the nodes are distributed among a set 
of autonomous organizations. 

In a disclosed embodiment, the nodes include gateWay 
nodes, Which are con?gured to communicate With clients and 
data sources using native data formats, and to translate the 
native data formats to the semantic communication model for 
communication over the virtual private netWork. Typically, 
the nodes further includes hub nodes, and establishing the 
virtual private netWork includes con?guring the gateWay 
nodes to communicate With the hub nodes using the semantic 
communication model. 

There is furthermore provided, in accordance With an 
embodiment of the present invention, apparatus for data 
access, including a hub processor, Which is adapted to receive 
a de?nition of an ontology for application to a set of diverse 
data sources including data having prede?ned semantics, and 
to associate With the ontology one or more logical rules appli 
cable to the semantics of the data in the data sources, and 
Which is further adapted, upon receiving a query from a user 
regarding the data, to determine a query plan for responding 
to the query by selecting one or more of the data sources 
responsively to the ontology and by identifying an operation 
to be applied to the data responsively to the applicable logical 
rules, and to generate a response to the query in accordance 
With the query plan. 
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There is also provided, in accordance With an embodiment 

of the present invention, apparatus for providing a user With 
access to a set of diverse information resources, Which are 

con?gured to provide information With prede?ned semantics, 
the apparatus including a hub processor, Which is adapted to 
receive a de?nition of an ontology for application to the 
information provided by the set of diverse information 
resources and to associate With the ontology one or more 
logical rules applicable to the semantics of the information, 
and Which is further adapted, upon receiving a request from 
the user to access the information, to determine a plan for 
responding to the request by selecting one or more of the 
information resources responsively to the ontology and by 
identifying an operation to be applied to the information 
responsively to the applicable logical rules, and to generate a 
response to the request in accordance With the plan. 

There is additionally provided, in accordance With an 
embodiment of the present invention, apparatus for data 
access, including a hub processor, Which is adapted to receive 
a de?nition of an ontology for application to a set of diverse 
data sources including data and a de?nition of data access 
rights With respect to the ontology, and Which is adapted to 
control user access to the data responsively to the ontology of 
the data and the access rights applicable thereto. 

There is moreover provided, in accordance With an 
embodiment of the present invention, apparatus for data 
access, including a hub processor, Which is adapted to receive 
a de?nition of a set of data resources providing access to data, 
and to collect information regarding a topology and perfor 
mance characteristics of the data resources, and Which is 
further adapted, upon receiving a query from a user regarding 
the data, to determine a query plan responsively to the query 
and to the information regarding the topology and perfor 
mance characteristics, and to generate a response to the query 
in accordance With the query plan. 

There is furthermore provided, in accordance With an 
embodiment of the present invention, apparatus for exchange 
of information, including a plurality of computing nodes, 
Which include at least ?rst and second nodes, and Which are 
linked to communicate over a virtual private netWork running 
over an underlying public physical netWork, and Which are 
con?gured to exchange data packets over the virtual private 
netWork in accordance With a semantic communication 
model, Which is de?ned responsively to an ontology of the 
information, Wherein at least the second node is adapted, 
upon receiving a data packet over the virtual private netWork 
from the ?rst node, to ?lter the data packet against the seman 
tic communication model so as to verify that the data packet 
is legitimate. 

There is further provided, in accordance With an embodi 
ment of the present invention, a computer softWare product, 
including a computer-readable medium in Which program 
instructions are stored, Which instructions, When read by a 
computer, cause the computer to receive a de?nition of an 
ontology for application to a set of diverse data sources 
including data having prede?ned semantics, and to associate 
With the ontology one or more logical rules applicable to the 
semantics of the data in the data sources, and further cause the 
computer, upon receiving a query from a user regarding the 
data, to determine a query plan for responding to the query by 
selecting one or more of the data sources responsively to the 
ontology and by identifying an operation to be applied to the 
data responsively to the applicable logical rules, and to gen 
erate a response to the query in accordance With the query 
plan. 

There is also provided, in accordance With an embodiment 
of the present invention, a computer softWare product, for 
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providing a user With access to a set of diverse information 
resources, Which are con?gured to provide information With 
prede?ned semantics, the product including a computer-read 
able medium in Which program instructions are stored, Which 
instructions, When read by a computer, cause the computer to 
receive a de?nition of an ontology for application to the 
information provided by the set of diverse information 
resources and to associate With the ontology one or more 
logical rules applicable to the semantics of the information, 
and further cause the computer, upon receiving a request from 
the user to access the information, to determine a plan for 
responding to the request by selecting one or more of the 
information resources responsively to the ontology and by 
identifying an operation to be applied to the information 
responsively to the applicable logical rules, and to generate a 
response to the request in accordance With the plan. 

There is additionally provided, in accordance With an 
embodiment of the present invention, a computer softWare 
product, including a computer-readable medium in Which 
program instructions are stored, Which instructions, When 
read by a computer, cause the computer to receive a de?nition 
of an ontology for application to a set of diverse data sources 
including data and a de?nition of data access rights With 
respect to the ontology, and to control user access to the data 
responsively to the ontology of the data and the access rights 
applicable thereto. 

There is further provided, in accordance With an embodi 
ment of the present invention, a computer softWare product, 
including a computer-readable medium in Which program 
instructions are stored, Which instructions, When read by a 
computer, cause the computer to receive a de?nition of a set of 
data resources providing access to data, and to collect infor 
mation regarding a topology and performance characteristics 
of the data resources, and further cause the computer, upon 
receiving a query from a user regarding the data, to determine 
a query plan responsively to the query and to the information 
regarding the topology and performance characteristics, and 
to generate a response to the query in accordance With the 
query plan. 

There is moreover provided, in accordance With an 
embodiment of the present invention, a computer softWare 
product, including a computer-readable medium in Which 
program instructions are stored, Which instructions, When 
read by a group of computing nodes that includes at least ?rst 
and second nodes, linked to communicate over a physical 
public network, cause the computing nodes to communicate 
in a virtual private netWork by exchanging data packets over 
the public physical netWork in accordance With a semantic 
communication model, Which is de?ned responsively to an 
ontology of the information, Wherein the instructions cause at 
least the second node, upon receiving a data packet over the 
virtual private netWork from the ?rst node, to ?lter the data 
packet against the semantic communication model so as to 
verify that the data packet is legitimate. 

The present invention Will be more fully understood from 
the folloWing detailed description of the embodiments 
thereof, taken together With the draWings in Which: 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a schematic, pictorial illustration of a federated 
data management system, in accordance With an embodiment 
of the present invention; 

FIGS. 2A and 2B are block diagrams that schematically 
shoW elements of an ontology-based data management sys 
tem, in accordance With an embodiment of the present inven 
tion; 
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FIG. 3 is a graph that schematically illustrates an exem 

plary ontology; 
FIG. 4 is a block diagram that schematically illustrates 

elements of a data management system that are used in query 
planning and response, in accordance With an embodiment of 
the present invention; 

FIGS. 5A and 5B are How charts that schematically illus 
trate a method for query planning and response; in accor 
dance With an embodiment of the present invention; 

FIG. 6 is a How chart that schematically illustrates a 
method by Which a data source Wrapper responds to a request 
made by a query agent, in accordance With an embodiment of 
the present invention; 

FIG. 7 is a block diagram that schematically illustrates 
elements of a query plan, in accordance With an embodiment 
of the present invention; 

FIG. 8 is a How chart that schematically illustrates back 
ground tasks carried out in a data management system, in 
accordance With an embodiment of the present invention; 

FIG. 9A is a schematic representation of a user interface 
screen for use in mapping a database to an ontology, in accor 
dance With an embodiment of the present invention; 

FIG. 9B is a schematic representation of a user interface 
screen for use in mapping local users to community roles, in 
accordance With an embodiment of the present invention; and 

FIG. 10 is a block diagram that schematically illustrates 
elements of a virtual private netWork for a data access appli 
cation, in accordance With an embodiment of the present 
invention. 

DETAILED DESCRIPTION OF EMBODIMENTS 

FIG. 1 is a schematic, pictorial illustration of a federated 
system 20 for data management, in accordance With an 
embodiment of the present invention. System 20 crosses 
enterprise boundaries, in the sense that it involves multiple, 
autonomous organizations in sharing data and data manage 
ment services. The example shoWn in FIG. 1 involves a “com 
munity” of health-care related organizations, including, for 
example, a governmental health service 22, a private HMO 
24, a hospital 26, a medical school 28, a local clinic 30 With 
associated mobile emergency medical service 32, and a drug 
manufacturer 34. These organizations have a mutual interest 
in sharing certain information that is gathered and held by 
each of the bodies in its oWn data repositories. The informa 
tion may relate to matters such as patient health records, 
billing for services, activities of medical personnel, and so 
forth. Sharing information can clearly enhance the effective 
ness With Which each of the organizations in system 20 carries 
out its functions. 

On the other hand, the information to be shared Within 
system 20 is typically held in many different data formats, at 
different locations Within different organizations, With their 
oWn information models, structures and representations. To 
further complicate the situation, different databases fre 
quently use different names to denote the same information. 
For example, hospital 26 may lists the names of persons using 
its services in a database ?eld labeled “patients,” While HMO 
24 refers to the same names as “members.” In addition, much 
of the information held by the organizations in system 20 is of 
a con?dential nature. Therefore, in sharing information With 
other parties, each organization must ensure that access to 
information by other parties in the system does not violate its 
oWn con?dentiality policies. Although these problems are 
illustrated here With respect to a healthcare-related system, it 
Will be appreciated that similar problems arise in collabora 




















