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MAINTAINING COMMUNITY INTEGRITY 

CROSS-REFERENCE TO RELATED 
APPLICATION 

This application is a continuation-in-part and claims the 
priority bene?t of Us. patent application Ser. No. 11/449,141 
?led Jun. 7, 2006 and entitled “Game Metrics,” which is a 
continuation-in-part and claims the priority bene?t of Us. 
patent application Ser. No. 11/415,881 ?led May 1, 2006 and 
entitled “Passive Validation of Network Devices,” which is a 
continuation-in-part and claims the priority bene?t of Us. 
patent application Ser. No. 11/386,039 ?led Mar. 20, 2006 
now U.S. Pat. No. 7,480,656 and entitled “Active Validation 
of Network Devices.” The disclosure of these commonly 
owned applications is incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The present invention relates, generally, to network gam 

ing and more particularly to maintaining community integ 
rity. 

2. Description of Related Art 
Conventionally, users of electronic games compete with 

one another by selecting a two-player option associated with 
a particular electronic game via a single home gaming con 
sole. Accordingly, two players can play at the same time or 
one-at-a-time in order to compete for points or other awards 
associated with the particular electronic game. 
As electronic game consoles have become more popular 

and network technologies have become more pervasive, more 
options for head-to-head competition have become available. 
Some electronic game consoles are equipped with modems or 
other network connectors for allowing users to communicate 
over a network through the exchange of data related to the 
game. By communicating over a network, users can connect 
to various other users’ gaming consoles either directly or via 
intermediate computing nodes (e.g., a central server or other 
game consoles in a network) and compete against those vari 
ous other users while playing a network game. 

Disadvantageously, some users manipulate the network 
game in order to gain unfair advantages while competing with 
other users playing the same network game. For example, a 
user may slow or delay the rate at which the user’s data is sent 
to other users so that the various other users do not receive the 
user’s data in time to react appropriately. 

Unscrupulous users may employ an external hardware 
device that manipulates the generation of or access to certain 
game data whereby a game character may be endowed with 
special powers, abilities or attributes (e.g., lives, ammunition, 
and weapons) not genuinely earned during game play. Simi 
larly, a game character may become impervious (e.g., invis 
ible) to attacks by other game players. 

Certain software methodologies exist (either alone or in 
conjunction with the aforementioned hardware devices) 
wherein code is temporarily or permanently installed and/or 
modi?ed in a gaming device allowing for similar advantages. 
Various other means and methods are known and employed 
by users in order to cheat or gain an unfair advantage during 
the course of networked ‘community’ game-play. 

Cheating decreases user enjoyment of participating in a 
networked community game environment. For example, a 
particular user playing a network game without any illicit 
outside aides (e.g., cheat codes, hacks, and so forth) is at a 
distinct disadvantage versus a user who is making use of such 
illicit aides. The user who is not cheating may be overpow 
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2 
ered, outgunned, or otherwise inferior in some respect to a 
user who is cheating regardless of the individual skills of 
those users. If the user who does not cheat is continually 
defeated by a user who does cheatiand often in quick and 
decisive fashionithe non-cheating user may lose interest in 
a particular game, a particular game network, or a particular 
product or service provider. 

This loss of interest adversely affects game developers and 
network service providers who will sell less game titles or 
?nd fewer users utiliZing their network game services, 
respectively. As such, there is an inherent interest for game 
developers, service providers, and honest game users to iden 
tify and eliminate cheating in a network or community game 
environment. 

SUMMARY OF THE INVENTION 

In one exemplary embodiment of the present invention, a 
method for maintaining community integrity in a gaming 
network is disclosed. A machine-readable medium compris 
ing executable instructions for implementing this method is 
also disclosed. Through this method, one or more devices 
interacting with a game in a gaming network are monitored 
for indicia of violations of one or more rules. These rules may 
de?ne fair game play with respect to a particular game in the 
gaming network. If indicia of violation of the one or more 
rules de?ning fair game play are identi?ed, a user associated 
with a device generating these indicia of violation may also be 
identi?ed as the violation may be indicative of the presence of 
illicit game play. The user engaged in illicit game play (the 
cheater) may be penaliZed in that the particular game play 
violates one or more rules that de?ne fair game play, fair game 
playing helping maintain the integrity of the network gaming 
community. 

Various penalties may be imposed with regard to the cheat 
er’s illicit game play. In one exemplary embodiment, the 
cheater may be ejected from the gaming network. In another 
exemplary embodiment, the cheater may be added to a list of 
identi?ed cheaters. Cheaters on this list may be temporarily or 
permanently prohibited from future entry into the gaming 
network. Cheaters on the list may also be subject to more 
intensive monitoring of game play activity. In some embodi 
ments, action with respect to the cheater’s illicit activity may 
not be taken until a certain number of illicit acts have taken 
place. 

In another exemplary embodiment of the present invention, 
other users in the gaming network (who may or may not 
themselves be cheaters) may be informed as to a particular 
user’ s previous illicit game activity. This information may be 
communicated to other user’s while in a gaming lobby as 
users prepare to enter into various gaming sessions. 

In yet another exemplary embodiment of the present inven 
tion, certain retributive action may be taken against a cheater 
during a game session. For example, certain undesirable char 
acteristics may be assigned to a game character, those char 
acteristics being associated with the nature of the particular 
game. Additionally, the location of a cheater may be identi?ed 
to other users in a game environment. Further, the cheater 
may be visually discolored as to visibly stand out in the game 
environment. 

Further exemplary retributive action may include the band 
width of a particular gaming device associated with a cheater 
and another gaming device (e.g., a game server or another 
game player) being constricted as to result in a less than 
optimal gaming experience. This bandwidth restriction may 
be the result of a denial-of-service attack initiated by a com 
puting device tasked with maintaining community integrity. 
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Retributive action taken to maintain community integrity 
may also include overwriting code saved to a cheater’s gam 
ing device thereby disabling any cheat devices or softWare 
applications that may be enabling illicit game play. Cheaters 
may also be prohibited from entering into game play With 
non-cheaters by a computing device tasked With maintaining 
community integrity. 
An exemplary system for maintaining community integrity 

in a gaming netWork is also provided. In this exemplary 
system, a monitoring module may be con?gured to monitor 
one or more devices interacting With a netWork game. An 
analysis engine may also be provided, this analysis engine 
being con?gured to identify one or more indicia of violation 
of one or more rules that de?ne fair game play. A community 
maintenance module may be con?gured to penaliZe users 
engaged in illicit game play, the illicit game play giving rise to 
indicia of violation of the one or more rules de?ning fair game 
play. 

In another embodiment of the exemplary system, a rules 
library may be provided. The rules library may comprise at 
least one of the one or more rules that de?ne fair game play. In 
an alternative embodiment, a rules generator may be con?g 
ured to generate at least one of the one or more rules de?ning 
fair game play, the rule being generated through observations 
of interactions With the game in the gaming netWork. In some 
embodiments of the present invention, a query engine may be 
provided. The query engine may be con?gured to generate 
one or more queries that may further verify Whether the one or 
more monitored devices are engaged in illicit game play in 
response to the indicia of violation of the one or more rules 
de?ning fair game play. This veri?cation may occur prior to 
the implementation of any penalty against a cheater engaged 
in illicit game play. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 illustrates a schematic diagram of an exemplary 
architecture for validating netWork users according to various 
embodiments of the present invention; 

FIG. 2A illustrates a block diagram of an exemplary elec 
tronic entertainment system that may be utiliZed With certain 
embodiments of the present invention; 

FIG. 2B illustrates a block diagram of a portion of an 
alternative exemplary electronic entertainment system 
including a control processor, a plurality of processing units, 
and a plurality of local memories that may be utiliZed With 
certain embodiments of the present invention; 

FIG. 3 illustrates an exemplary validation node according 
to an exemplary embodiment of the present invention; 

FIG. 4 illustrates a How diagram of an exemplary process 
for actively validating netWork game users according to an 
exemplary embodiment of the present invention; 

FIG. 5 illustrates a How diagram of an exemplary process 
for passively validating netWork game users according to an 
embodiment of the present invention; 

FIG. 6 illustrates a How diagram of an exemplary process 
for validating netWork game users according to a hybrid vali 
dation scheme in accordance With an exemplary embodiment 
of the present invention. 

FIG. 7 illustrates a How diagram of an exemplary process 
for maintaining community integrity in a gaming netWork in 
accordance With an exemplary embodiment of the present 
invention. 

DETAILED DESCRIPTION 

FIG. 1 illustrates a schematic diagram of an exemplary 
architecture for validating netWork game users according to 
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4 
various embodiments of the present invention. The elements 
identi?ed in FIG. 1 are exemplary and may include various 
alternatives, equivalents, or derivations thereof. One or more 
clients 102 may include one or more netWork games 104. 

NetWork game 104 may be built-in (e.g., pre-loaded) to the 
client 102 or be introduced through an optical disk or other 
data storage medium. NetWork game 104 may also be 
obtained over a netWork as further discussed herein. The 

client 102 may be connected to a server 108 via a communi 

cations netWork 106 or to one another through an ad hoc 
network. 

The client 102 may comprise a game console such as a 
PlayStation® 3, a laptop computing device, a portable game 
device such as the PlayStation® Portable, a desktop comput 
ing device, a cellulartelephone, or any other device capable of 
executing the netWork game 104 and connecting to the net 
Work 106 or, alternatively, an ad hoc netWork. In some 
embodiments, the client 102 may be identi?ed by an identi 
?cation number such as a client ID or an address mechanism 

such as an IP address. In other embodiments, a user of the 
client 102 may ‘ sign on’ to a netWork With a user name and/or 

passWord, Which may be temporarily or permanently associ 
ated With the client 102. 

In some embodiments of the present invention, the server 
108 may include the netWork game 104 and the clients 102 
may access the netWork game 104 on the server 108 via the 
netWork 106. The netWork game 104 on the server 108 may be 
the entire game, a portion of the game, data related to the 
game or simply a node alloWing for the pass though, obser 
vation and/or collection of data related to the game 104 as the 
game 104 is played by users in the game community. The 
netWork game 104 may be similarly organiZed at various 
clients 102 (e.g., portions of the game or game data related to 
the game). NetWork game 104 may also be provided through, 
for example, a third-party content library server. In such an 
embodiment, the library server may or may not be a partici 
pating member of the presently disclosed validation architec 
ture. 

It should be understood that the reference to a client 102 
and a server 108 is merely for the convenience of understand 
ing various embodiments of the present invention. Embodi 
ments of the present invention may be implemented in the 
context of a peer-to-peer netWork, a client-server netWork, or 
Within a peer-group (e.g., a speci?ed group of peers). There 
fore, in some instances, a client may function as a server and 
vice versa depending on the timing and the nature of a data 
exchange. For example, various clients in a peer-to-peer net 
Work may each comprise a portion of a netWork game 104 or 
data related to that game 104 and may send and receive the 
same. As such, any reference to a client or a server is meant to 
be inclusive of operations performed by one or both comput 
ing entities unless speci?ed otherWise by a speci?c limitation 
in the claims. In some instances, a device With client/server 
functionality may be referred to by the generic moniker, 
‘netWork node,’ ‘computing node,’ or ‘netWork device.’ In that 
regard, client 102 and server 108 may both be considered 
netWork or computing nodes or a netWork device. 

The netWork game 104 may comprise softWare that may be 
processed on or by the client 102 and/or that alloWs for or 
facilitates communication and data exchanges With the other 
clients 102 and server 108 via the netWork 106. The netWork 
106 may include, for example, the Internet. Other proprietary 
or closed netWorks may be used either exclusively or in con 
junction With the Internet. Certain security protocols (e. g., 
SSL or VPN) or encryption methodologies may be used to 
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ensure the security of data exchanges over network 106, 
especially if the network 106 is a publicly accessible network 
such as the Internet. 

Users associated with each of the clients 102 may interact 
with other users playing the network game 104. Accordingly, 
the users at each of the clients 102 may compete with one 
another despite not being physically present with one another 
or sharing a common gaming device or console. 

In one exemplary embodiment, the server 108 may monitor 
the users playing the network game 104 via the network 106. 
The clients 102 may request data from the server 108, such as 
information pertinent to the particular network game 104 
being played, bug patches, and so forth. Any type of commu 
nication exchange between the clients 102 and the server 108 
is within the scope of the various embodiments of the present 
invention. Further, in some embodiments of the present 
invention, more than one server 108 may be connected to the 
network 106 for the purpose of communicating with the cli 
ents 102. For example, back-up or redundancy servers as well 
as servers with particular tasks such as storing identi?cation 
information or preferences related to a particular user as well 
as servers tasked with certain DRM, advertising, or payment 
responsibilities. 

In other embodiments of the present invention, the clients 
102 may monitor the network games 104 being played by the 
other clients 102 (e.g., as individual nodes in a peer-to-peer 
network or peer-group network). The clients 102 may com 
municate data generated during the monitoring process to the 
server 108 or the clients 102 may store and process the data 
themselves. For example, in a peer-to-peer network scenario, 
each of the nodes in the network may monitor other nodes in 
the network for certain illicit behaviors. 

The validation process implemented by the server 108, 
clients 102, and/or any one of a variety of nodes in the net 
work may detect cheating or unusual activity with respect to 
the network game 104. For example, a game character may 
accrue more points than allowed or normally allotted, the 
game character may possess stronger powers than the net 
work game 104 generally provides, and so forth. Any type of 
unusual behavior or activity may be detected via the moni 
toring process discussed herein (e.g., passive validation), as 
result of random queries (e.g., active validation) or a combi 
nation of the two (e.g., hybrid validation). 

Referring now to FIG. 2A, a block diagram of one embodi 
ment of an exemplary electronic entertainment system 200, 
such as may constitute client 102 and for playing the network 
game 104 in accordance with one embodiment of the inven 
tion is shown. The elements identi?ed in FIG. 2A are exem 
plary and may include various alternatives, equivalents, or 
derivations thereof. The system 200 may comprise, but is not 
limited to, a main memory 202, a central processing unit 
(CPU) 206, vector processing units VUO 204 andVU1 208, a 
graphics processing unit (GPU) 210, all of which may be 
coupled via a bus 236 to an input/output processor (IOP) 212. 
The system 200 may also comprise an IOP memory 214, a 
controller interface 216, a memory card 218, a Universal 
Serial Bus (USB) interface 220, and an IEEE 1394 interface 
222. The system 200 may further include an operating system 
read-only memory (OS ROM) 224, a sound processing unit 
(SPU) 226, an optical disc control unit 228, and a hard disc 
drive (HDD) 230, all of which may be connected via a bus 238 
to IOP 212. 
Some embodiments of the system 200 may also include a 

network adaptor 240, which may offer an Ethernet connec 
tion 242 and/or telephony connection 244. The system 200 is, 
in one embodiment, an electronic gaming console; however, 
the system 200 (or portions thereof) may also be implemented 
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6 
as a general-purpose computer, a set-top box, a hand-held 
gaming device, or in a mobile device such as a cellular phone. 
It should further be noted that various other system architec 
tures may be utiliZed within the scope of the present inven 
tion. 
An example of such an architecture is shown in FIG. 2B, 

which illustrates a portion of an electronic entertainment 
system 250 based on a Cell processor 252. The elements 
identi?ed in FIG. 2B are exemplary and may include various 
alternatives, equivalents, or derivations thereof. Certain 
aspects of a computer architecture and high speed processing 
model utiliZing a Cell processor are disclosed in US. patent 
publication number 2002-0138637 for a “Computer Archi 
tecture and Software Cells for Broadband Networks,” the 
disclosure of which is incorporated herein by reference. The 
Cell processor architecture represents the work of Sony Com 
puter Entertainment Inc., Kabushiki Kaisha Toshiba, and 
International Business Machines Corporation. 

Through the use of the aforementioned Cell processor, data 
and applications may be processed and packaged into 
uniquely identi?ed and uniformly formatted software cells. 
The uniformity of structure and unique identi?cation facili 
tates the processing of applications and data throughout a 
network of Cell processor equipped computing devices. For 
example, one computing device may formulate a software 
cell but can distribute that cell to another device for process 
ing. Thus, the cells may migrate throughout a network for 
processing on the basis of the availability of processing 
resources on the network. 

The cell processor 252, in one exemplary embodiment, 
comprises a main memory 254, a single power processor 
element (PPE) 256 and eight synergistic processor elements 
(SPE) 258. The cell processor 252 may be con?gured, how 
ever, with more than one PPE and any number of SPEs 258. 
Each SPE 258 comprises a synergistic processor unit (SPU) 
and a local store (LS). 
Memory 254, PPE 256, and SPEs 258 may communicate 

with each other and with an I/O device 260 over, for example, 
a ring-type-element interconnect bus (EIB) 264 coupled to a 
bus interface controller (BIC). The PPE 256 and SPEs 258 
may access the EIB 264 through bus interface units (BIU). 
The PPE 256 and SPEs 258 may access the main memory 254 
over the EIB 264 through memory ?ow controllers (MFC) 
and memory interface controller (MIC). 
Memory 254 may comprise a program 262 that imple 

ments executable instructions. The instructions may be read 
from a CD/ROM or other optical disc in CD/ DVD reader 266 
coupled to the I/O device 260, the CD/ROM or other optical 
disc being loaded into the reader 266. The CD/ROM, too, may 
comprise a program, executable instructions, or other data 
274. 

In some embodiments of the aforementioned processor, 
PPE 256 may be a standard processor capable of stand-alone 
processing of data and applications. In operation, PPE 256 
may schedule and orchestrate the processing of data and 
applications by SPEs 258 and the associated SPU. In one 
embodiment, the SPU may be a single instruction, multiple 
data (SIMD) processor. Under the control of PPE 256, the 
SPUs may process data and application in a parallel and 
independent manner. MIC may control accesses by PPE 256 
SPUs to data and applications in main memory 254. 

Returning to FIG. 2A, which may implement a Cell pro 
cessor like that described in FIG. 2B, the CPU 206, the VUO 
204, the VU1 208, the GPU 210, and the IOP 212 may 
communicate via a system bus 236. The CPU 206 may com 
municate with the main memory 202 via a dedicated bus 234. 
The VU1 208 and the GPU 210 may also communicate with 
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one another via a dedicated bus 232. The CPU 206 executes 
programs stored in the OS ROM 224 and the main memory 
202. The main memory 202 may contain pre-stored programs 
and may also contain programs transferred via the IOP 212 
from a CD-ROM, DVD-ROM, or other optical disc (not 
shoWn) using the optical disc control unit 228. The IOP 212 
may be con?gured to control data exchanges betWeen the 
CPU 206, the VUO 204, the VU1 208, the GPU 210 and other 
devices of the system 200, such as the controller interface 
216, or from other such systems via the netWork adaptor 240. 

The GPU 210 may execute draWing instructions from the 
CPU 206 and the VUO 204 to produce images for display on 
a display device (not shoWn). The VU1 208 may be con?g 
ured to transform objects from three-dimensional coordinates 
to tWo-dimensional coordinates, and send the tWo-dimen 
sional coordinates to the GPU 210. The SPU 226 may execute 
instructions and processes data to produce sound signals that 
are output on an audio device (not shoWn). 
A user of the system 200 may provide instructions via the 

controller interface 216 to the CPU 206, Which may be 
coupled to a control device comprising, for example, a joy 
stick, directional buttons, and/or other control buttons. For 
example, the user may instruct the CPU 206 to store certain 
game information on the memory card 218, Which may be 
removable (e. g., a ?ash memory or other non-volatile 
memory card), or may instruct a character in a game to per 
form some speci?ed action. Other devices may be connected 
to the system 200 via the USB interface 220 and the IEEE 
1394 interface 222, such as an external hardWare device 
alloWing for illicit gaming behavior (i.e., cheating). 
Some embodiments of the system 200 may comprise a 

network adaptor 240. The network adaptor 240 may be con 
?gured to provide the hardWare functionality necessary for 
the system 200 to connect to a netWork. The netWork adaptor 
240 may comprise, for example, a system connector that 
operates to connect the adaptor 240 to the system 200 through 
an expansion bus connector 246. The netWork adaptor 240 
may also comprise a poWer connector and data connector to 
alloW for the provisioning of poWer from the system 200 to 
the adaptor 240 and the exchange of data betWeen the system 
200 and the adaptor 240. In some embodiments of the present 
invention, the netWork adaptor 240 may also require the 
installation of certain softWare in the system 200 to alloW for 
identi?cation and connection to a particular IP address and/or 
dial-up to a particular Internet Service Provider. SoftWare 
may also provide other functionalities, such as the creation 
and maintenance of user pro?les, in addition to functional 
interaction betWeen the system 200 and the netWork adaptor 
240. 

The netWork adaptor 240 may also comprise an Ethernet 
connection 242. Through the Ethernet connection 242, a net 
Work cable (e.g., a 100 Base-TX or l0-Base T) may be 
coupled to the netWork adaptor 240 for connection to a net 
Work. The netWork cable may, for example, be communica 
tively coupled to a DSL or cable modem. The netWork cable 
may also be communicatively coupled to, for example, a 
router via a LAN port; the router may then be coupled to a 
DSL or cable modem through a WAN port. In further embodi 
ments, the Ethernet connection 242 may alloW for a netWork 
cable to be connected to a Wireless Ethernet bridge. The 
Wireless Ethernet bridge may be communicatively coupled to 
a Wireless router utiliZing, for example, an 802.1 lx protocol. 
The Wireless router may be further communicatively coupled 
to a cable or DSL modem. 

The netWork adaptor 240 may also comprise a telephony 
connection 244. Through the telephony connection 244, a 
standard telephone line With, for example, an RJ-l lC tele 
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8 
phone connector may be connected to the netWork adaptor 
240 and a telephone Wall jack. In this regard, the netWork 
adaptor 240 may further comprise modem functionality such 
that the system 200 may communicate data over the public 
sWitched telephone netWork via the telephony connection 
244. Other netWork connection methodologies and system 
architectures may be implemented Within the scope of the 
present invention such as those disclosed in US. patent appli 
cation publication number 2003-0142661 for a “System and 
Method for Distributing Data betWeen a Telephone NetWork 
and an Entertainment NetWor ,” the disclosure of Which is 
incorporated herein by reference. 

FIG. 3 illustrates an exemplary validation node, such as the 
server 108 discussed in FIG. 1, according to one exemplary 
embodiment of the present invention. The elements identi?ed 
in FIG. 3 are exemplary and may include various alternatives, 
equivalents, or derivations thereof. An optional rules genera 
tor 302 may create and/or process rules associated With the 
netWork game 104. The rules may include, for example, 
parameters for a game environment such as the game metrics 
discussed herein. In some embodiments, the rules/metrics 
may include, but are not limited to, appropriate character 
fatigue, speed, character strength, goals, poWer, ammunition, 
temporal variables, score ranges, prerequisites for advance 
ment, frequency, and so forth. 

Similarly, rules in the rules library 304 may encompass any 
identi?able aspect of the gaming environment or the hard 
Ware and/or softWare related to generating that environment. 
For example, the overWriting or modi?cation of certain code 
in main memory 202, the presence of certain hardWare 
devices With a particular device signature present in system 
200 via USB Interface 220 or IEEE 1394 Interface 222 or the 
presence of certain data on a memory card 218 may be subject 
to a rule (e. g., prohibiting the presence of devices evidencing 
a particular signature). The receipt or presence of remnants of 
certain instruction threads including number, location or spe 
ci?c characteristics in, for example, main memory 202 or IOP 
memory 214 may also be subject to rules validation (e. g., 
cheating may not immediately be occurring but the presence 
of prior instruction threads related to cheating indicate cheat 
ing did at one point occur). The blocking of the transmission 
or receipt of particular data via netWork adaptor 240 may also 
constitute the basis for a rule (e.g., prohibitions of particular 
data transfers indicate cheating). 

Rules are inclusive and may be independently generated by 
the optional rules generator 302 or otherWise related to data 
provided to the rules generator 302 (e.g., by a game devel 
oper). Optional rules generator 302, in this regard, may 
observe (e. g., through monitoring module 306) certain game 
parameters and develop a rule based on its observations of a 
particular netWork game 104. For example, the generator 302 
may observe that gaining access to a particular level alWays 
requires meeting certain prerequisites. The generator 302 
may develop a rule re?ecting that if a user has achieved access 
to that particular level and has not met those prerequisites, 
that user is perhaps engaged in illicit behavior requiring vali 
dation. Those prerequisites may be observed by the generator 
302 and/or related to information provided to the generator 
302 by any number of sources (e. g., user, developer, auto 
mated signature update generators, and so forth). 
A rules library 304 may be provided for storing the pre 

de?ned or generated rules. Rules may be embodied in any 
variety of ?le and/or data types and the present invention does 
not seek to impose or otherWise limit the implementation of 
the same. Various other data may be stored in the rules library 
304 according to some embodiments of the present invention. 
For example, statistics about one or more users of the netWork 
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game 104 may be stored in the rules library 304, or any other 
storage medium or locale, according to some embodiments of 
the present invention. Alternative storage of statistics or other 
information may occur remotely from a netWork node but is 
otherWise accessible via the netWork 106. In some embodi 
ments, the rules may be directly input into the rules library 
304 or may have been independently or cooperatively devel 
oped by the rules generator 302. 
A monitoring module 306 may be con?gured to monitor 

user activity With respect to the netWork game 1 04 at the client 
102 via data exchanges With the server 108 via the netWork 
106. Any type of monitoring may be implemented by the 
monitoring module 306 (e. g., periodic revieW of data 
exchanges, constant revieW of data exchanges, revieW of data 
exchanges from particular nodes, etc.). According to one 
embodiment of the present invention, the monitoring module 
306 may utiliZe rules in the rules library 304 and analysis 
provided by the analysis engine 308 to passively listen for or 
detect user activity that deviates from typical user activity 
associated With the netWork game 104 or that might suggest 
the presence of such activity. 

The data revieWed by monitoring module 306 may com 
prise normal game data generated in the course of game play 
(e.g., game metric related data). This may include data con 
cerning position of a character, the number of lives remaining, 
the present score, and so forth. The data may alternatively or 
further comprise data speci?cally generated for the purposes 
of validation. This may include certain query response data, 
header data, encryption-related data, device status data and so 
forth. 

Device status data may re?ect the nature or identi?cation of 
certain devices or peripherals coupled to client 102. The 
manufacturer of a particular netWork game 104 or client 102 
may provide certain enhancement devices that, under certain 
circumstances (e.g., a special ‘enhanced gamers’ session) are 
permitted during the game play or that might have substantial 
uses not related to cheating. The devices may be con?gured to 
provide a device signature identi?ed by the client 102 and 
communicated as a part of, for example, speci?cally gener 
ated validation data monitored by the monitoring module 
306. Similarly, illicit devices may generate an unrecogniZed 
or unapproved signature (either directly or through certain 
interactions With the client 102 or netWork game 104) that 
subsequently causes the generation of validation data by the 
client 102 as part of a device status report received by moni 
toring module 306. 

In some embodiments, the monitoring module 306 may be 
located in particular client nodes Within the netWork. For 
example, a particular netWork game 104 (e.g., one distributed 
on a CD-ROM) may include certain aspects of a validation 
system and related softWare embedded With the game soft 
Ware. As such, any client 102 in the netWork 106 may possess 
validation functionality in addition to a server 108. 
A client 102 With validation softWare (e.g., monitoring 

module 306) may operate by itself or may operate in conjunc 
tion With the server 108 to ensure valid game play in the 
netWork. Client 102, in one embodiment, may possess the 
monitoring module 306 and rules library 308 in addition to 
other possible aspects of the validation architecture illus 
trated in FIG. 3 through a particular netWork game 104 title. 
As such, the client 102 may observe another client 102 in the 
netWork. If the monitoring module 306 ob serves illicit behav 
ior through a data exchange With another client 102 in the 
netWork 106 (as might be identi?ed throughparticular rules in 
the rules library 304 and/or determinations by the analysis 
engine 308), the client 102 observing such illicit behavior 
may take certain action in response to the illicit behavior. 
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10 
Alternatively, the valid client may report the invalid client 

to the server 108 and the server 108 may engage in more 
detailed analysis of the purportedly illicit behavior through, 
for example, active queries as may be generated by a query 
engine 310. The server 108 may also engage in certain behav 
ior designed to maintain the integrity of the gaming netWork 
such as dismissing the invalid client, overWriting invalid code 
through a pushed update, maintain a record of the invalid 
client and its related user and so forth. These various integrity 
maintenance actions may also be executed by client 102 (e. g., 
dismissals) or by client 102 in response to an instruction or 
request by the server 108. 
By sharing and/or distributing validation responsibilities, 

bandWidth consumption and processing poWer of the server 
108 may be alleviated and possibly avoids the involvement of 
an additional computing device in the validation relationship. 
That is, one client 102 may validate another and vice-versa 
through the course of regular data exchanges instead of using 
the server 108 as a validating intermediary. 

Validation may also occur amongst a plurality of clients 
102 in the netWork 106. For example, a ?rst client 102 may 
engage in monitoring for a particular period of time With 
those responsibilities then taken over by a second client 102 at 
a later time. By randomly reassigning monitoring responsi 
bilities (e.g., via server 108), more adept cheaters that may be 
able to avoid detection by a single monitoring entity must noW 
deal With a constantly random and reassigned monitoring 
entity or entities. 

Certain embodiments may also make use of group valida 
tion Wherein a particular client 102 must be validated by tWo 
or more other clients 102 in order for that client 102 to be 
deemed valid or invalid. Group validation may occur in con 
junction With the server 1 08 Whereby the server may take into 
account the validation information from the group of clients 
102 and make an ultimate determination as to Whether game 
play is alloWed to continue for that particular client 102. One 
of the one or more clients 102 participating in the group 
validation may alternatively be assigned lead validation 
responsibility and take appropriate action in response to gen 
erated validation information. Leadership responsibilities 
may also be distributed amongst the members of the group 
Wherein the group acts collectively or certain client 102 mem 
bers of the group carry out designated responsibilities. 

Reassignment of monitoring responsibilities may also 
make use of client 102 With idle processing and bandWidth. 
For example, a client 102 might be connected to the netWork 
106 but is not actively playing a game 106 or is currently in a 
‘Waiting room’ or ‘game lobby’ aWaiting entry into a particu 
lar game 106. The available processing poWer of that other 
Wise idle client 102 may then be put to use through validation 
assignments or actual validation activity. 

In alternative embodiments, a client 102 may doWnload 
certain information from the server 108 such as rules or 
updates for the rules library 304 that may be only partially 
embedded With the game softWare of a netWork game 104. 
These updates or doWnloaded libraries may be temporarily 
stored in, for example, main memory 210 or a memory card 
218. Rules updates or other related doWnloads may occur as 
a part of a regular schedule as determined by the server 108, 
as a part ofa query by a client 102 to the server 108 for any 
variety of information, or during an initial log-on process 
Wherein user names and passWords might be veri?ed and that 
otherWise indicate the alloWed permission of a particular user 
or client 102 in the netWork 106. 

Rules or metrics, as noted, may indicate hoW fast a char 
acter associated With the netWork game 104 can move. The 
monitoring module 306 may observe characters in the net 
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Work game 104 moving in excess of that speed and may ?ag 
one or more characters that moves faster than the rules indi 
cate is allowed for further investigation or resolution. The 
monitoring module 306 may (e.g., in hybrid validation archi 
tecture) independently activate the query engine 310 in light 
of this apparently illicit activity that suggests cheating and 
cause the query engine 3 1 0 to deliver a query to the apparently 
offending node to better determine Whether the node is in a 
valid or invalid state. 

Such activity is referred to a hybrid validation in that vali 
dation begins passively (i.e., no active query to the offending 
node) but upon identi?cation of possible illicit behavior, a 
query, Which is generally indicative of active validation, is 
delivered to the offending node for a more accurate determi 
nation of valid or invalid behavior. The combination of pas 
sive and active validation, together, constitutes hybrid valida 
tion. 

In some embodiments (e. g., in passive validation architec 
ture), the apparently offending node may be summarily 
removed from the netWork Without further investigation. 
Alternatively, data pertaining to this apparently illicit activity 
may be logged for future use and/or analysis. Such activity is 
referred to as passive validation in that no proactive determi 
nation of validity is made; the determination occurs as a result 
of ‘listening’ to traf?c (e.g., game play information) from the 
node. 

The monitoring module 306, in some embodimentsiin 
cluding both passive and hybrid validationimay forWard 
any ?ags or unusual activity to the analysis engine 308. The 
analysis engine 308 may analyZe the ?agged activity to deter 
mine Whether the activity is, in fact, illegal With respect to the 
game environment constraints of the network game 104. In 
other Words, the analysis engine 308 determines Whether the 
user activity, in fact, violates the rules associated With the 
netWork game 104. 

The monitoring module 306 may receive data from the 
netWork game users as the netWork game users interact With 
the netWork game 104. For example, the client 102 may 
periodically post data to the server 108 or to the other clients 
102 related to the netWork game 104 and/ or the netWork game 
user’s interaction With the netWork game 104. The monitor 
ing module 306 revieWs (e.g., ‘listens to’) the data as it is 
posted in order to determine Whether the netWork game user 
associated With the client 102 that posts the data is cheating 
and/or failing to adhere to the one or more rules associated 
With the netWork game 104, as de?ned by the rules library 
304. In an exemplary embodiment, the monitoring module 
306 may forWard the posted data to an analysis engine 308 
and the analysis engine 308 analyZes and/or evaluates the 
posted data in light of rules from rules library 304 to deter 
mine Whether the netWork game user 104 associated With the 
client 102 that posts the data is cheating and/or failing to 
adhere to the one or more rules associated With the netWork 
game 104. 

For example, the netWork game user playing the netWork 
game 104 may play a nearly perfect game, such as achieving 
higher than usual scores. While, in many cases, this may be 
indicative of cheating, the user may simply be an above 
average player. Data stored at the analysis engine 308, the 
rules library 304 or in another data storage locale or means 
(e. g., an ongoing record of particular game player activity and 
indicating an ongoing increase in quality of play over several 
sessions) may be utiliZed to make a determination Whether 
this player is per se cheating or if further investigation via 
ongoing monitoring by the monitoring module 306 or, in the 
case of a hybridvalidation scheme, a query from query engine 
310 as described in FIG. 5 beloW. 

20 

25 

30 

35 

40 

45 

50 

55 

60 

65 

12 
Analysis engine 308 may also determine that While a user 

of a netWork game 104 presently has a particular advantage, 
this advantage may be one actually granted by the developer 
of the netWork game 104. For example, the game developer 
may have implanted an ‘Easter Egg’ or other ‘hidden’ func 
tionality orbonus in the game environment such as temporary 
invincibility or excess speed. Certain bonus codes may also 
be recogniZed by the netWork game 104 and alloW for game 
character or game environment enhancements. The analysis 
engine 308, through a query to the rules library 304, may 
determine that this particular behavioriWhile in any other 
context of the game Would constitute cheatingiis, in fact, 
permitted since the user has uncovered the Easter Egg or 
otherWise input an authoriZed code providing for such 
enhanced ability. The analysis engine 308 may also determine 
Whether such enhanced functionalities have been disabled 
With regard to a particular netWork game environment and 
Whether that activity, in light of that condition having been 
presently disabled, therein constitutes cheating. 
The analysis engine 308 and/or the monitoring module 

306, depending upon a particular embodiment, may then 
instruct the query engine 310 to send one or more queries to 
the user’s game device (system 200) in order to gather data 
that helps the analysis engine 308 determine Whether the user 
activity quali?es as cheating. The query engine 310 may send 
predetermined queries for the particular netWork game 104 or 
the query engine 310 may generate speci?c queries for the 
netWork game 104 based on the user activity that is ?agged by 
the monitoring module 306. 

For example, if the ?agged behavior is one that is usually 
coupled With a particular cheat device (e.g., an external hard 
Ware mechanism), the query engine 310 may send a query to 
the client 102 seeking processor threads related to that device 
or seeks a hash of memory that is traditionally modi?ed by 
that device. 

The query engine 310 may generate and send queries to the 
client 102 on Which the netWork game 104 is being played or 
that is otherWise connected to the server 108 to play the 
netWork game 104. Based on a the response to the query, 
analysis engine 308 may determine Whether a client 102 or 
other netWork node is presently, has been or is otherWise 
con?gured to engage in illegal behavior (i.e., cheating). 

Queries generated by the query engine 310 may be, in one 
exemplary embodiment, asynchronous in that they may be 
generated and delivered at any time. Other embodiments of 
the present invention, hoWever, may utiliZe a particular sched 
ule or time-table for the delivery of queries in order to, for 
example, optimiZe consumption of bandWidth. Accordingly, 
a query may only be generated When bandWidth consumption 
relative to a particular netWork game 104 is at ebb versus 
during a high computational, high data exchange point of 
game play. Similarly, queries may be scheduled subject to the 
number of nodes present in a netWork; upon entry of neW 
nodes to the netWork; or upon any other schedule as may be 
implemented by an administrator of the validation architec 
ture. 

In some embodiments, query engine 310 may ‘chain’ mul 
tiple queries. The ‘chaining’ of these queries mayibut are 
not necessarily required to4occur at runtime of the query 
engine 310. ‘Chaining’ of queries by the query engine 310 
may occur in the context of querying memory (as described in 
further detail beloW) of disparate netWork devices. For 
example, certain netWork devices may be con?gured or oth 
erWise possess the functional operability to execute different 
versions of softWare that Were initially developed for another 
device. As a result, tWo netWork devices may be able to 
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execute the same software but Will do so in such a manner that 
the memory image of one device is distinct from another. 
By example, a PlayStation® 3 may execute softWare (e.g., 

a video game) initially developed for a PlayStation® 2. The 
PlayStation® 3 may have backwards compatibility With 
respect to the earlier softWare title. In such an instance, par 
ticular portions of memory subject to a query may be in 
different locations versus a PlayStation® 2 executing the 
same softWare, the softWare having been initially authored for 
the PlayStation® 2. That is, a PlayStation® 2 executing a 
particular softWare title initially authored for the PlaySta 
tion® 2 may have a memory image that is distinct from the 
PlayStation® 3 executing the exact same title via backWards 
compatibility. 

To accommodate such instances, the query engine 310 may 
initiate a query that requests identi?cation of the particular 
device. In some embodiments, the identity of the device may 
be inferred based on, for example, hashes that match a par 
ticular device currently subjected to validation. Upon receiv 
ing a responsive reply that identi?es the particular device (or 
having made a satisfactory inference as to the same), the 
query engine 310 may send a subsequent query (i.e., a second 
query in a ‘chain’ of queries) that makes a query of memory 
that is appropriate for that particular device. Alternatively, a 
‘correct’ reply to the query may be subject to ‘OR’ logic at the 
validating mechanism in that multiple responses to a particu 
lar query may be valid subject to the particularities of the 
device being queried. Other logical operators may be used 
individually or in conjunction With an overall family or series 
of operators thereby creating various branches and offshoots 
of a particular ‘chain’ of queries. Further, the ‘chain’ may be 
a predetermined series of ‘links’ or may dynamically evolve 
in response to various circumstances encountered during the 
validation process. 
A chain of queries is not limited to identifying a particular 

netWork device or particular title being executed on the 
device. Queries may include any realm of information to 
Which the queried device could provide a speci?c and other 
Wise responsive reply. Further, there is no limit to the number 
of queries in a particular ‘chain’ nor When particular ‘links’ 
(i.e., speci?c individual queries) in that ‘chain’ are sent. In 
some instances, af?rmative validation of a netWork device 
may be based on correct responses to all queries in a chain, 
particular queries (i.e., links) in a chain, or a percentage of 
queries in a chain. A?irmative validation may be representa 
tive of a netWork device having provided query responses that 
traverse a valid ‘path’ of queries (i.e., a set of ‘links’ in the 
‘chain’) issued by the query engine 310 during a validation 
operation. 

Each node in the gaming community (e.g., client 102) may 
be con?gured to receive the query and respond as set forth by 
a series of instructional headers in the query packet. Provid 
ing incorrect or invalid data in response to the query may be 
construed as illicit behavior (i.e., cheating) and the invalid 
node may be dismissed from the community, logged, or oth 
erWise dealt With as is determined by the particular construct 
of the validation architecture in place in a given community or 
With regard to a particular netWork game 104. 

Failure of any particular node to respond to the query may 
be implicitly construed as an invalid response (i.e., the que 
ried node did not respond because that node does not possess 
or cannot calculate the proper responsive data). Each query, 
as a part of the aforementioned instruction packet header, may 
re?ect a time period in Which a response must be generated 
and transmitted to the sending node. In other embodiments, 
the sending node may simply time the response of the query 
and unilaterally determine that a lack of response Within a 
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particular period of time constitutes an invalid response and 
therefore invalidate the queried node. 

In certain netWorks, delivery of a response may be delayed 
or impossible due to a number of factors. For example, in a 
high tra?ic netWork, the proper and valid response may be 
generated by a queried node but temporarily delayed by the 
netWork due to tra?ic or other data priorities (e. g., the delivery 
of critical game data). The querying node may be con?gured 
to recogniZe When certain traf?c conditions exist in the net 
Work and to adjust (via query engine 310) the query response 
time for providing a valid response. 

Similar adjustments or alloWances may be made in light of 
the particular netWork over Which a queried node is connected 
to the querying node (e. g., a DSL line v. a Wireless netWork v. 
a 56 kbps dial-up modem). A query and response are, at least 
With regard to a valid node, more readily transmitted and 
received over a DSL line, Which comprises higher bandWidth 
than, for example, a dial-up modem. Similarly, if certain 
lightWeight protocols are being used (e.g., UDP versus TCP), 
additional leniency may be alloWed in that UDP, for example, 
offers feW error recovery services unlike TCP, Which guaran 
tees delivery of data packets. In such a scenario, the query 
packet may never be received by the queried node and no 
indication of that failure Will be communicated to the query 
ing node. The querying node, via query engine 310, may take 
such possibilities into consideration, in conjunction With 
analysis engine 308, When determining if a response has been 
timely received and, further, With regard to disposing of an 
implicitly invalidated node. 

In other embodiments of the present invention, if no 
response is received in response to a query, the query engine 
310 may re-transmit the same query or, in order to prevent an 
illicit netWork node from having the bene?t of additional 
processing time to determine the correct response to the 
query, generate a fresh query to that node. A particular node 
may be given so many opportunities to provide a valid 
response before the node is dismissed from the netWork or 
otherWise cataloged as having engaged in illicit community 
behavior. 

The query itself may be intended to determine Whether a 
node in the community netWork is valid, that is, is the node 
running instructions or functioning as is expected (e.g., has 
the runtime code been modi?ed). Various cheating mecha 
nisms may introduce neW code to the system 200, usually in 
main memory 202 or IOP memory 214 although code related 
to illicit activity may also be found on a memory card 218. 
Certain device signatures related to a cheat device connected 
to the system 200 may further be identi?ed at USB Interface 
220 or IEEE 1394 Interface 1394 222. The query seeks to 
determine Whether knoWn ‘cheat’ code is present or Whether 
certain native runtime code at, for example, main memory 
202 or IOP memory 214, has been modi?ed as the result of a 
user having executed certain cheat code or the presence of a 
certain cheat device and its related signature, that cheat code 
having modi?ed the native runtime code. 
The query generated by the query engine 310, in one 

embodiment, may comprise requesting a section of memory 
from the client 102, that is, a start address and siZe. The client 
102 then ansWers the query With the appropriate number of 
bytes of memory commencing at the particular address as 
requested by the query engine 310. Query engine 310, in 
some embodiments, Will request a limited number of memory 
addresses in that the query aims to identify knoWn portions of 
runtime code that are traditionally subject to modi?cation or 
hacking With an aim toWard cheating in a community netWork 
environment. 
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If the client 102 fails to respond to the query or provides the 
incorrect segment of memory as a result of the runtime code 
having been altered by illicit behavior (i .e., cheating), then the 
client 102 may be dismissed from the netWork or subject to 
otherpenalties or action (e.g., logging of an IP address, devel 
opment of a record re?ecting the client 102 or an associated 
user having been engaged in illicit behavior, restriction of 
bandWidth, etc.). A validated node (e. g., client 102) Will iden 
tify a portion of memory that matches the expectations of the 
querying node (e.g., server 104) as re?ected by a rule in rules 
library 304. 

In another embodiment, the query engine 310 may gener 
ate a query concerning memory in the context of a hash 
function and at the client 102 in question. A hash function (H) 
is a transformation that takes a variable- siZe input (m) and 
returns a ?xed-siZe string, Which is called the hash value h 
(i.e., h:H(m)). The hash value concisely represents the larger 
data sample from Which it Was computed. 

In the context of an embodiment of the present invention, 
the query generated by query engine 310 may identify a 
particular address and portion of memory as in previous 
embodiments of the present invention but further require the 
application of a hash function against the relevant data in 
memory. The response to the query (i.e., the hashed portion of 
memory) Would then be required to match the hash value at 
the querying node (e. g., server 104) as might be re?ected in a 
lookup table in rules library 304. 

Hashing, as noted above, may be utiliZed to transform a 
string of characters associated With the memory requested 
into a shorter ?xed-length value or key representative of the 
string. Through the use of hashing, efforts of more sophisti 
cated hackers and cheaters are complicated in that it is nearly 
impossible to re-establish the original data from the hash 
value. A hash value is unique in the sense that tWo data sets are 
highly unlikely to result in the same bit string and any attempt 
to make changes to the data Will negate the value and thus the 
signature. A hash function H is one-Way in that given a hash 
value h, it is computationally infeasible to ?nd some input x 
such that H(x):h. 

For example, applying the CRC32 hash algorithm against 
the data string <Sony> results in the checksum 
<69D07CFC>; the data string <Sony Computer Entertain 
ment> produces the checksum <EF7F99BA>; and the data 
string <Sony Computer Entertainment America Inc.> results 
in the unique checksum <E3DE35CF>. 

Examples of Well-knoWn hash functions that may be 
implemented in the present invention are MD2 and MD5 as 
re?ected in Internet RFCs 1320 and 1321, Which are incor 
porated herein by reference as Well as the Secure Hash Algo 
rithm (SHA) as is re?ected in FIPS PUB 180, Which is further 
incorporated herein by reference. CRC32 (cyclic redundancy 
check) is still a further example of a hash function that may be 
implemented in an embodiment of the present invention. 
Other knoWn or later developed hash functions are Within the 
scope of various embodiments of the present invention. 

While impossible to re-establish the original data from the 
hash value, since a query from query engine 310 may refer to 
a limited number of memory addresses, it is conceivable that 
a hacker or cheater could independently generate a look-up 
table in light of a particular hash algorithm vis-a-vis a par 
ticular address and siZe (sometimes referred to, generally in 
the context of hacking computer passWords, as a dictionary 
attack). Thus, When a query is received concerning a particu 
lar address and siZe and hash algorithm, the cheater may 
provide the appropriate response via their look-up table. In 
order to overcome this possibility, some embodiments of the 
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16 
present invention may utiliZe a certain degree of randomiZa 
tion as to the particular memory segments queried. 

Further embodiments of the present invention, as a means 
of overcoming independent look-up tables, may employ salt 
ing the hash as a part of the query generated by query engine 
310. Salt is, in its simplest form, a unique string of some ?xed 
length and is provided as a part of the query in the header 
instructions of the query packet. The memory segment iden 
ti?ed by the query is concatenated With the salt and subse 
quently hashed. The possibilities of ‘hacking’ a response to 
the query are diminished almost to the point of impossibility 
and the time and processing poWer required to develop an 
independent look-up table on-the-?y Would far exceed the 
response time limit to the query and the client 102 Would be 
timed out for failure to respond to the query. A proper 
response Will, like the memory query and memory/hash 
query, provide a response that matches the hash value at the 
querying node. Failure of the response to match that hash 
value may result in the queried node being designated invalid 
and removed from the community or otherWise addressed as 
is appropriate in the particular validation architecture. 
The query, in some embodiments of the present invention, 

may further include the detection of threads as they occur 
through the use of certain cheat devices. A processor thread is 
generally recogniZed as the architectural state Within a pro 
cessor representative of a sequence of instructions. Certain 
devices, When installed, Will introduce a series of threads in 
certain numbers and in certain locales in order to alloW for the 
operation of the device in conjunction With the system 200. A 
query of, for example, main memory 202 or IOP memory 214 
at client 102 may be related to detection of a knoWn thread, a 
knoWn number of threads, or the presence of threads in a 
certain location as evidence of illicit game activity (i.e., cheat 
ing) as identi?ed by rules library 304. 

In some instances, even after certain devices are removed 
from the system 200, the various threads related to that device 
Will not be entirely purged from the system 200, usually main 
memory 202 or IOP memory 214. A query of client 102 may 
relate to the detection of these so-called ‘ghost threads’ and 
indicate that While a user is not immediately engaged in illicit 
game behavior the user may have previously engaged in such 
behavior and/ or otherWise have the means to engage in such 
behavior in the future. 

Queries may also pertain to identi?cation of modules and 
strings of data in the system 200 as identi?ed in the rules 
library 304. As these modules and strings may ‘move,’ espe 
cially in IOP memory 214, identi?cation of the particular 
string or module versus a particular address may prove par 
ticularly useful With regard to actively validating a netWork 
device. Further, the jump locations in a particular segment of 
code may be ‘nulled out,’ Whereby code that has been relo 
cated as a normal part of the IOP operation may be veri?ed. 
That is, before a queried netWork device returns a hash on 
identi?ed (e.g., queried) sections of memory, there may be 
instances Where particular areas of the identi?ed portion of 
memory are knoWn to be variable. These areas may need to be 
‘nulled out’ such that stable sections of memory are isolated 
as a part of the hash and those portions that are knoWn to vary 
may be removed. 

While any one of the aforementioned embodiments may be 
utiliZed in the context of a query, the query engine 310 may 
automatically determine or customiZe the particular query in 
response to activity detected by monitoring module 306 as 
may be the case in of passive validation architecture. 
The analysis engine 3 08 may receive the data in response to 

the query generated by query engine 310 and determine 
Whether the status of a client device is invalid and re?ects 
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cheating or other illicit behavior. If the client 102 fails to 
respond to the query from the query engine 310, the client 102 
may be ejected from the netWork community either tempo 
rarily or permanently. In some embodiments of the present 
invention, the period a client 102 or a particular user associ 
ated With the client 102 at the time of ejection may increase 
With the number of ejections. 
As previously noted, in some embodiments of the present 

invention, a WindoW of time is speci?ed for responding to the 
query. If the client 102 fails to respond to the query Within that 
WindoW of time, the server 108 may send another query, eject 
the user or client 102 from the netWork community, or alloW 
the user to continue participating in the netWork game 104 
and continue to monitor the user’s activity at client 102. 

In some embodiments of the present invention, like those 
related to passive validation, the analysis engine 308iin 
conjunction With monitoring module 306imay decide that 
the query engine 310 does not need to send a query. For 
example, the analysis engine 308 may determine that While a 
score associated With the netWork game 104 is high, it is not 
outside the parameters for scores set forth in the rules asso 
ciated With the netWork game 104 as provided in the rules 
library 304 and otherWise observed by the monitoring module 
306. 

If the analysis engine 308 determines that the user is cheat 
ing, the offending node may be ejected, alloWed to continue 
playing, and so forth. In some embodiments, the server 108 or 
sending node may resolve the violation (i.e., cheating activ 
ity) Whereby various types of resolution may be employed. In 
some embodiments of the present invention, the node tasked 
With resolving the behavior (e.g., server 108) may disable a 
cheating device or offending code presently running on the 
system 200 by sending a patch to remove, modify, or add to 
the offending softWare (e.g., a computing device tasked With 
maintaining community integrity delivers a command to the 
offending node Whereby the offending node is instructed to 
modify its oWn memory at a speci?ed location and to a speci 
?ed value). 

In some embodiments, the analysis engine 308 may gen 
erate a list of users or client devices 102 that violate the rules 
associated With the netWork game 104. In other Words, the 
analysis engine 308 may generate a cheater ‘rap sheet.’ The 
cheating users may then be monitored more often by the 
monitoring module 306 according to some embodiments or 
employed as a variable for generating future rules by the 
optional rules generator 302. 

In some embodiments, the client 102 may include certain 
or all of the components discussed in FIG. 3 With regard to 
server 108 Whereby device becomes more of a generic net 
Work node that may encompass server functionality, client 
functionality, both or neither (e.g., a router, buffer or inter 
mediate point on a netWork). Accordingly, the client 102 can 
detect cheating activity occurring on other clients 102, as 
discussed herein. One node in the netWork may also gener 
ated queries of other nodes in response to an initial request by 
a server 108. 

Nodes may also act in peer-groups Whereby, for example, 
ten particular nodes constitute a group. Groups may be 
de?ned by the particular needs or nature of a particular net 
Work environment. For example, a group may constitute all 
players of a netWork game 104. A group may constitute all 
players of a netWork game 104 and participating via a par 
ticular ISP. A group may also constitute players in a certain 
‘game room,’ that is, players that have been invited to partici 
pate With one another or otherWise entered a particular gam 
ing environment of particular users. A group may be de?ned 
by any parameter that alloWs for delineation of one user from 
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another (e. g., age, experience, game device being used, time 
logged on, type of netWork connection, bandWidth availabil 
ity, etc.). 

Other embodiments may provide for group participation in 
analysis of certain behavior. For example, multiple nodes (via 
monitoring module 306) may observe behaviors from a par 
ticular node. The behaviors ob served may be identical or each 
involving different game behavior information. In some 
embodiments, an approval (e. g., validation) of same or vary 
ing behaviors as observed by various nodes may be required 
by all or a certain percentage of the observing nodes to further 
ensure the validity of the observed node in the community 
netWork. 

Furthermore, although various components are discussed 
in connection With FIG. 3, the server 108 and/ or the client 102 
may include more or feWer components and still fall Within 
the scope of various embodiments of the present invention. 
For example, responses to illicit behaviors may be carried out 
by a separate integrity module (not shoWn) in conjunction 
With or independent of, for example, analysis engine 308 as 
referenced above. 

In the case of a hybrid validation scheme, the analysis 
engine 308 and/or the monitoring module 306, may then 
instruct the query engine 310 to send one or more queries to 
the user’s game device (system 200) in order to gather data 
that helps the analysis engine 308 determine Whether the user 
activity quali?es as cheating. The query engine 310 may send 
predetermined queries for the particular netWork game 104 or 
the query engine 310 may generate speci?c queries for the 
netWork game 104 based on the user activity that is ?agged by 
the monitoring module 306. The queries may or may not be 
directly related to the unusual behavior ob served by the moni 
toring module 306. A more detailed discussion of the genera 
tion, delivery, and analysis of queries is found in co-pending 
U.S. patent application Ser. No. 11/386,039, Which has pre 
viously been incorporated herein by reference. 

Referring noW to FIG. 4, a How diagram of an exemplary 
process for actively validating netWork game users is shoWn. 
The steps identi?ed in FIG. 4 (and the order thereof) are 
exemplary and may include various alternatives, equivalents, 
or derivations thereof including but not limited to the order of 
execution of the same. The steps of the process of FIG. 4 (and 
its various alternatives) may be embodied in hardWare or 
softWare including a machine-readable medium (e.g., optical 
disc, memory card, carrier Waves, etc.) comprising instruc 
tions executable by a machine such as the processor of a 
computing device. At step 402, a query is sent to the one or 
more users. The query may be sent to a client 102 associated 
With the one or more users based on detected unusual activity, 
at speci?ed intervals Without detection of unusual activity, 
and so forth. Any method for determining When to send a 
query may be employed. As discussed herein, the query may 
be customiZed according to the netWork game user, the query 
may be predetermined, and so forth. The query may also 
comprise any type of query, such as a query requesting a 
speci?c area of the memory associated With the netWork game 
104 or the netWork game user’s participation in the game, a 
hash of the memory or speci?ed area of the memory, a hash of 
the memory and a salt associated With the memory requested, 
identi?cation of threads, modules, strings of data and so forth. 
At step 404, an ansWer to the query is received. As dis 

cussed herein, in some embodiments, the one or more users 
may be ejected if the client 102 fails to respond to the query 
either correctly and/or in a timely fashion. 
At step 406, it may determined Whether the one or more 

users are valid based on the response to the query. As dis 
cussed herein, the netWork game user, may be considered 
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valid if it is determined, by an analysis engine 308 at the 
server 108 or the other clients 102, that the network game user 
is not cheating, is not violating the rules associated With the 
netWork game 104, and so on. The response to the query may 
be utilized to further query the netWork game user Where the 
response is not acceptable, or is otherWise suspicious. 

The response may be analyzed by the analysis engine 308 
in order to determine Whether the netWork game user is valid. 
As discussed herein, the netWork game user may be Warned, 
ejected from the netWork game 1 04, further monitored, and so 
forth. As also discussed herein, the violation or cheating may 
be resolved according to some embodiments, such as by 
sending data to add to, modify, or delete the cheating device, 
With or Without notice to the netWork game user. Any type of 
resolution is Within the scope of various embodiments of the 
present invention. 

In some embodiments, as discussed herein, a list of cheat 
ing netWork game users may be generated and recorded, or 
stored. In other embodiments, a list of validated netWork 
game users may be generated. In other Words, a list of the 
netWork game users that are not determined to be cheating 
may be generated, those users having established trust With 
the community over a period of time. Accordingly, the net 
Work game users that are validated may be monitored less 
While the netWork game users that have a history of cheating 
may be monitored more, according to some embodiments, or 
as may be determined by optional rules generator 302. 

Referring noW to FIG. 5, a How diagram of an exemplary 
process for passively validating netWork game users accord 
ing to various embodiments of the present invention is shoWn. 
The steps identi?ed in FIG. 5 (and the order thereof) are 
exemplary and may include various alternatives, equivalents, 
or derivations thereof including but not limited to the order of 
execution of the same. The steps of the process of FIG. 5 (and 
its various alternatives) may be embodied in hardWare or 
softWare including a machine-readable medium (e.g., optical 
disc, memory card, carrier Waves, etc.) comprising instruc 
tions executable by a machine such as the processor of a 
computing device. At step 502, one or more users interacting 
With a netWork game in a netWork game environment are 
monitored. The netWork game, such as the netWork game 104 
discussed in FIG. 1, may reside on the one or more clients 102 
and/ or on the server 108. As discussed herein, the one or more 

users may comprise the netWork game users. The monitoring 
module 306 may monitor the interaction among the netWork 
game users by observing activity and/ or data via the netWork 
106. For example, the monitoring module 306 may observe 
data transmitted from a ?rst netWork game user to one or more 

second netWork game users, each associated With a client 1 02. 
In other embodiments, the data under observation may com 
prise the posting of a score or the saving of game data (e.g., 
progress in a game) at the server 108. 

At step 504, data is received from the one or more users as 
a part of the aforementioned monitoring process. As dis 
cussed herein, the data may be received via the monitoring 
module 306 observing the netWork game users’ interaction 
With the netWork game 1 04 and/ or the data may be received as 
a result of the clients 102 posting data to the other clients 102 
or the server 108. Any type of data may be received from the 
netWork game users according to exemplary embodiments. 

At step 506, the data is evaluated to determine Whether the 
one or more users adhere to one or more rules associated With 

the netWork game 104 or if the data is otherWise indicative of 
illicit game play. The monitoring module 306 may ?ag 
unusual netWork game user activity or data posted by the 
client 102 either alone or in conjunction With the analysis 
engine 310. This data may be evaluated as the data is posted/ 
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received or sometime after the data is posted/received. For 
example, analysis may occur during a level change, during a 
game save, during the introduction of a neW player or depar 
ture of a player to/from the community, While a particular 
player is in a game lobby or Waiting room and so forth. 

Utilizing the one or more rules associated With the netWork 
game 104 (e.g., rules from library 304 including but not 
limited to various game metric s) the data may be evaluated to 
determine Whether the netWork game user adheres to the rules 
While participating in the netWork game in step 506. For 
example, the one or more rules may indicate that the netWork 
game user participating in a sports game (e.g., a football 
game) may not be alloWed more than three time-outs as to 
prevent a particular user an unfair advantage in plotting plays 
as the game advances. If the particular netWork game user 
posts data, or the data is otherWise observed, that indicates the 
particular netWork game user has used four or more time 
outs, that user may be recognized as engaging in illicit (i.e., 
invalid) activity as the game user is presently failing to adhere 
to the rules de?ned by the particular netWork game 104 and/or 
rules library 304 (e.g., the user is violating a metric). 

At step 508, the one or more users that adhere to the one or 
more rules associated With the netWork game 104 may be 
validated. As discussed herein, validating the netWork game 
user may comprise recognizing the validated netWork game 
user as legitimate, as a non-cheater, and so forth. In some 

embodiments, the validated netWork game user may be moni 
tored less frequently. In some embodiments, the netWork 
game users that are not “validated” may be monitored more 
frequently than validated netWork game users. In yet other 
embodiments, the netWork game users that are recognized as 
cheaters based on failure to adhere to the rules associated With 
the netWork game 104 may be monitored more frequently, 
may be Warned, and/ or may be ejected from the netWork game 
104. Any type of action or inaction based on validating the 
netWork game user is Within the scope of various embodi 
ments. 

FIG. 6 illustrates a How diagram of an exemplary hybrid 
validation scheme according to various embodiments of the 
present invention Wherein illegal game activity is identi?ed. 
The steps identi?ed in FIG. 6 (and the order thereof) are 
exemplary and may include various alternatives, equivalents, 
or derivations thereof including but not limited to the order of 
execution of the same. The steps of the process of FIG. 6 (and 
its various alternatives) may be embodied in hardWare or 
softWare including a machine-readable medium (e.g., optical 
disc, memory card, carrier Waves, etc.) comprising instruc 
tions executable by a machine such as the processor of a 
computing device. The illegal netWork game activity may 
include violation of the rules associated With the netWork 
game 104iincluding various metrics4or any other cheating 
activity by the netWork game users (e.g., glitching). 
At step 602 netWork game play is monitored. The moni 

toring module 306 discussed in FIG. 3 may monitor user 
activity associated With the netWork game 104. 
At step 604, a determination Whether there is anything 

unusual about a particular player’s actions in the netWork 
game 104 may be made. If no unusual activity is detected, the 
monitoring module 306 may continue to monitor the netWork 
game user’s activities in the netWork game 104. This method 
is, in some respects, similar to the methodology set forth in 
FIG. 5. Unusual activity may constitute, for example, any 
activity that appears to violate a particular rule or metric. 
These types of unusual activities are exemplary, hoWever, and 
may include various alternatives, equivalents, or derivations 
thereof. For example, unusual activity may also include a 
violation, derivations, or departure from a pre-de?ned or 






















