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VIDEOCONFERENCE DATA RELAY SERVER 

BACKGROUND 

The present invention relates generally to data communi 
cations. More particularly, the present invention relates to 
videoconference data relay servers. 

FIG. 1 shoWs a conventional videoconference system 100 
comprising a videoconference (VC) server 102 and a plural 
ity of internal videoconference clients 104A-N that are 
engaged in one or more videoconferences and protected from 
a Wide-area netWork (WAN) such as the Internet 106 by a 
?reWall 108. Videoconference system 100 also includes one 
or more external videoconference clients 110 that are con 

nected to Internet 106, but that are not protected by ?reWall 
108. 

It is often desirable to include one or more external video 
conference clients 110 in a videoconference hosted by vid 
eoconference server 102 protected by ?reWall 108. One 
approach is to open ?reWall 108 in order to alloW external 
videoconference clients 110 to connect to videoconference 
server 102. Of course this approach requires trusting external 
videoconference clients 110 With the consequent security 
risks such trust entails. 

SUMMARY 

In general, in one aspect, the invention features a method 
for a data relay server, the method comprising: receiving a 
request to relay data for a videoconference betWeen a video 
conference server protected by a ?reWall and N videoconfer 
ence clients not protected by the ?rewall, Wherein N; 1; 
creating a connection pool in response to the request to relay 
the data for the videoconference comprising accepting a plu 
rality of ?rst connections from the videoconference server; 
accepting a plurality of second connections from each of the 
N videoconference clients after creating the connection pool; 
associating each of the second connections from each of the N 
videoconference clients With a different one of the ?rst con 
nections in the connection pool; and relaying the data for the 
videoconference betWeen the videoconference server and the 
N videoconference clients over the ?rst and second connec 
tions. 

In some embodiments, relaying the data for the videocon 
ference betWeen the videoconference server and the N vid 
eoconference clients over the ?rst and second connections 
comprises: receiving ?rst data over the ?rst connections, and 
sending the ?rst data over the respective second connections; 
and receiving second data over the second connections, and 
sending the second data over the respective ?rst connections. 
Some embodiments comprise sending a connection pool 

identi?er to the videoconference server in response to the 
request to relay data for the videoconference betWeen the 
videoconference server and the N videoconference clients; 
Wherein associating each of the second connections from 
each of the N videoconference clients With a different one of 
the ?rst connections in the connection pool comprises receiv 
ing the connection pool identi?er over each of the ?rst con 
nections, and associating each of the ?rst connections With 
the connection pool identi?er received over the ?rst connec 
tion, receiving the connection pool identi?er over each of the 
second connections, and associating each of the second con 
nections With the connection pool identi?er received over the 
second connection. 
Some embodiments comprise determining Whether the 

data relay server has suf?cient resources to relay the data for 
the videoconference betWeen the videoconference server and 
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2 
the N videoconference clients; and relaying the data for the 
videoconference betWeen the videoconference server and the 
N videoconference clients only When the data relay server has 
suf?cient resources to relay the data for the videoconference 
betWeen the videoconference server and the N videoconfer 
ence clients. 

In some embodiments, the request to relay data for the 
videoconference identi?es a time slot for the videoconfer 
ence; and determining Whether the data relay server has suf 
?cient resources to relay the data for the videoconference 
betWeen the videoconference server and the N videoconfer 
ence clients comprises determining Whether the data relay 
server has su?icient resources to relay the data for the video 
conference betWeen the videoconference server and the N 
videoconference clients during the time slot. 
Some embodiments comprise determining a connection 

type for each of the second connections; and securing each of 
the second connections in accordance With the connection 
type of the second connection. In some embodiments, the ?rst 
connections comprise: Transport Control Protocol (TCP) 
connections protected by Secure Sockets Layer (SSL). 

In some embodiments, the second connections comprise at 
least one of: Transport Control Protocol (TCP) connections 
protected by Secure Sockets Layer (SSL) Hyper-Text Trans 
fer Protocol (HTTP) connections, and/or Secure HTTP (HT 
TPS) connections. 
Some embodiments comprise an apparatus to perform the 

method. 
Some embodiments comprise one or more computer pro 

grams for performing the method. 
In general, in another aspect, the invention features a 

method for a videoconference server protected by a ?reWall, 
the method comprising: creating a connection pool betWeen 
the videoconference server and a data relay server not pro 
tected by the ?reWall comprising initiating a plurality of ?rst 
connections With the data relay server; sending invitations to 
a videoconference to N videoconference clients not protected 
by the ?reWall, Wherein N; 1, wherein each of the invitations 
comprises an identi?er of the data relay server, Wherein each 
of the N videoconference clients initiates a plurality of second 
connections With the data relay server in response to the 
invitations after the videoconference server creates the con 
nection pool; and exchanging data for the videoconference 
With the data relay server over the ?rst connections, Wherein 
the data relay server exchanges the data With the N videocon 
ference clients over the second connections. 

Some embodiments comprise sending, to the data relay 
server, a request to relay the data for the videoconference 
betWeen the videoconference server and the N videoconfer 
ence clients; receiving a connection pool identi?er from the 
data relay server in response to the request to relay data for the 
videoconference betWeen the videoconference server and the 
N videoconference clients; Wherein creating the connection 
pool With the data relay server comprises sending the connec 
tion pool identi?er over the ?rst connections; Wherein each of 
the videoconference invitations comprises the connection 
pool identi?er; Wherein each of the N videoconference clients 
receives a respective one of the videoconference invitations 
and sends the connection pool identi?er in the videoconfer 
ence invitation over each of the second connections betWeen 
the videoconference client and the data relay server; and 
Wherein the data relay server associates each of the second 
connections from each of the N videoconference clients With 
a different one of the ?rst connections in the respective one of 
the N connection pools according to the connection pool 
identi?ers. 
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In some embodiments, the ?rst connections comprise: 
Transport Control Protocol (TCP) connections protected by 
Secure Sockets Layer (SSL). 
Some embodiments comprise an apparatus to perform the 

method. 

Some embodiments comprise one or more computer pro 
grams for performing the method. 

In general, in another aspect, the invention features a 
method for a videoconference client, the method comprising: 
receiving an invitation to a videoconference from a videocon 
ference server protected by a ?reWall that does not protect the 
videoconference client, Wherein the videoconference invita 
tion comprises a connection pool identi?er and a data relay 
server identi?er, Wherein the data relay server identi?er iden 
ti?es a data relay server not protected by the ?reWall, and 
Wherein the connection pool identi?er identi?es a connection 
pool comprising a plurality of ?rst connections betWeen the 
data relay server and the videoconference server; creating a 
plurality of second connections betWeen the videoconference 
client and the data relay server, after creation of the ?rst 
connections, in response to the invitation; and exchanging 
data for the videoconference With the data relay server over 
the second connections, Wherein the data relay server 
exchanges the data for the videoconference With the video 
conference server over the ?rst connections. 

In some embodiments, the videoconference server sends 
the connection pool identi?er over each of the ?rst connec 
tions, the method further comprising: sending the connection 
pool identi?er over each of the second connections; Wherein 
the data relay server associates each of the second connec 
tions With a different one of the ?rst connections according to 
the connection pool identi?ers. 

In some embodiments, the second connections comprise at 
least one of: Transport Control Protocol (TCP) connections 
protected by Secure Sockets Layer (SSL) Hyper-Text Trans 
fer Protocol (HTTP) connections, and/or Secure HTTP (HT 
TPS) connections. 
Some embodiments comprise an apparatus to perform the 

method. 

Some embodiments comprise one or more computer pro 
grams for performing the method. 

The details of one or more implementations are set forth in 
the accompanying draWings and the description beloW. Other 
features Will be apparent from the description and draWings, 
and from the claims. 

DESCRIPTION OF DRAWINGS 

FIG. 1 shoWs a conventional videoconference system com 
prising a videoconference (VC) server and a plurality of 
internal videoconference clients that are engaged in one or 
more videoconferences and protected from a Wide-area net 
Work (WAN) such as the Internet by a ?reWall. 

FIG. 2 shoWs a videoconference system according to a 
preferred embodiment of the present invention. 

FIG. 3 shoWs detailed interaction betWeen an external vid 
eoconference client and a videoconference server in the vid 
eoconference system of FIG. 2. 

FIG. 4 shoWs a process for the videoconference system of 
FIG. 2 according to a preferred embodiment of the present 
invention. 

FIG. 5 shoWs a page presented by the videoconference 
servers of FIG. 2 When creating a videoconference according 
to a preferred embodiment of the present invention. 
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4 
FIG. 6 shoWs the format of a connection identi?er com 

prising a connection pool identi?er and a connection type 
identi?er according to a preferred embodiment of the present 
invention. 

FIG. 7 shoWs an example Welcome page from a Web inter 
face according to a preferred embodiment of the present 
invention. 
The leading digit(s) of each reference numeral used in this 

speci?cation indicates the number of the draWing in Which the 
reference numeral ?rst appears. 

DETAILED DESCRIPTION 

As used herein, the terms “client” and “server” generally 
refer to an electronic device or mechanism, and the term 
“message” generally refers to an electronic signal represent 
ing a digital message. As used herein, the term “mechanism” 
refers to hardWare, softWare, or any combination thereof. 
These terms are used to simplify the description that folloWs. 
The clients, servers, and mechanisms described herein can be 
implemented on any standard general-purpose computer, or 
can be implemented as specialiZed devices. 

FIG. 2 shoWs a videoconference system 200 according to a 
preferred embodiment of the present invention. Videoconfer 
ence system 200 comprises a plurality of videoconference 
servers 202A-N in communication With a plurality of internal 
videoconference clients 204A-M over a local-area netWork 
(LAN) such as Ethernet 206, and in communication With a 
Wide-area netWork (WAN) such as the Internet 208. Video 
conference system 200 is preferably implemented as a peer 
to-peer system, but can also be implemented as a client-server 
system Where one of videoconference servers 202 acts as a 
central server for managing client-server connections for all 
of the videoconferences. 

Videoconference servers 202 and internal videoconference 
clients 204 are protected from Internet 208 by a conventional 
?reWall 210. Videoconference system 200 also includes one 
or more external videoconference clients 212A-K that are 

connected to Internet 208, and that are not protected by ?re 
Wall 210, but that may be protected by other ?reWalls such as 
optional conventional ?reWalls 214A-K. Videoconference 
system 200 also includes one or more data relay servers 
216A-J to relay videoconference data betWeen external vid 
eoconference clients 212 and videoconference servers 202, as 
described in detail beloW. 

FIG. 3 shoWs detailed interaction betWeen an external vid 
eoconference client 212 and a videoconference server 202 in 
videoconference system 200 of FIG. 2. FIG. 4 shoWs a pro 
cess 400 for videoconference system 200 of FIG. 2 according 
to a preferred embodiment of the present invention. Process 
400 begins With the creation of a videoconference (step 402). 
The videoconference is preferably created by a user of one of 
videoconference clients 204 using a Web-based interface to 
access a videoconference server process 302 executing on 
videoconference server 202, although other techniques can be 
used. 

FIG. 5 shoWs a page 500 presented by videoconference 
server 202 When creating a videoconference according to a 
preferred embodiment of the present invention. Page 500 
alloWs a user to specify the start and end times of the video 
conference at 502 and 504, Whether connections to external 
videoconference clients 212 are alloWed at 506, the Internet 
Protocol (IP) address or Uniform Resource Locator (URL) of 
the data relay server 216 to be used at 508, and the number N 
of external videoconference clients to be connected to the 
videoconference at 510. Once these parameters are entered, 
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the user can create the videoconference by selecting button 
512, or can cancel the videoconference by selecting button 
514. 

If connections to external videoconference clients 212 are 
alloWed for the videoconference, videoconference server 202 
transmits a videoconference data relay request message to the 
data relay server 216 identi?ed at 508 in FIG. 5 (step 404). 
The videoconference data relay request message identi?es 
the numberN of external videoconference clients 212 entered 
at 510 and a time slot for the videoconference based on the 
start and end times entered at 502 and 504. The videoconfer 
ence data relay request message is preferably transmitted 
using a Transport Control Protocol (TCP) connection pro 
tected by Secure Sockets Layer (SSL), although other tech 
niques can be used. 

Data relay server 216 determines Whether it has su?icient 
resources to grant the videoconference data relay request 
(step 406). Preferably each data relay server 216 is con?gured 
to support a predetermined maximum number of external 
videoconference clients 212 during any given time slot. Data 
relay server 216 preferably maintains a schedule of videocon 
ferences and the number of external videoconference clients 
212 to be supported for each videoconference, and consults 
this schedule When determining Whether to grant a videocon 
ference data relay request. If su?icient resources are not avail 
able, data relay server 216 denies the request (step 408), 
preferably by transmitting a videoconference data relay 
denial message to videoconference server 202. 

If su?icient resources are available, data relay server 216 
grants the request (step 410), preferably by transmitting a 
videoconference data relay grant message to videoconference 
server 202. Data relay server 216 also assigns a connection 
pool identi?er (ID) to the videoconference, and provides the 
connection pool ID to videoconference server 202 (step 412). 
Each connection pool ID is unique so that no tWo videocon 
ferences are assigned the same connectionpool ID at the same 
time. videoconference server 202 then invites external vid 
eoconference client 212 to the videoconference, preferably 
by emailing the URL of a Web interface for the videoconfer 
ence to external videoconference client 212 (step 414). The 
URL preferably includes the connection pool ID assigned to 
the videoconference. For example, the URL can have the 
form of HTTPS://DRSIP/Common/P2Pmeeting/CPID/Wel 
come.html, Where DRSIP is the IP address or URL of the 
selected data relay server 216 and CPID is the connection 
pool identi?er. The email preferably also includes the subject 
of the videoconference, the start and end times of the video 
conference, and the like. 
Then at some time prior to the start of the videoconference, 

for example 15 minutes before the videoconference’s sched 
uled start time, process 400 creates a connection pool 306 
comprising a plurality of connections betWeen data relay 
server 216 and videoconference server 202 (step 416). Pref 
erably videoconference server 202 launches a data relay 
server (DRS) agent 304 that initiates the connections, Which 
are then accepted by data relay server 216. Preferably the 
connections comprise TCP connections protected by SSL, 
although other types of connections can be used. Preferably 
videoconference server 202 initiates the TCP connections to 
data relay server 216, Which accepts the connections. 

Each connection pool (and therefore each videoconfer 
ence) is assigned a unique connection pool identi?er. The 
initial data sent over each connection includes the respective 
connection pool identi?er, as Well as a connection type iden 
ti?er such as those described beloW. Data relay server 216 
associates each of the connections With the respective con 
nection pool identi?er. 
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6 
For TCP connections, the ?rst block of data (that is, the 

stream header) sent over the TCP connection includes a con 
nection identi?er. FIG. 6 shoWs the format of a connection 
identi?er 600 according to a preferred embodiment of the 
present invention. Connection identi?er 600 comprises a con 
nection type identi?er 602 folloWed by a connection pool 
identi?er 604. 

Preferably connection type identi?er 602 occupies the ?rst 
eight bytes of connection identi?er 600, While connection 
pool identi?er 604 occupies the next four bytes. Table 1 below 
shoWs values for connection type identi?er 602 for different 
types of TCP connections according to a preferred embodi 
ment of the present invention. Referring to Table 1, all of the 
connections in a connection pool are of the same type (Pool 
Connection), and so have the same value for connection type 
identi?er 602. The remaining connection types shoWn in 
Table l are created by external videoconference client 212, as 
described in detail beloW. All incoming connections to data 
relay server 216 that do not start With one of the connection 
types in Table l are treated as HTTP or HTTPS connections 
from external videoconference client 212. 

TABLE 1 

Connection Type Connection Type Identi?er Value 

Pool Connection 
Videoconference Audiovisual Data 
Connection 
Command Connection 
Document Connection 

PP PP F8 PP PP PP F8 PP 
PP PP F8 PP PP PP F4 PP 

PP PP F8 PP PP PP F2 PP 
PP PP F8 PP PP PP F6 FF 

If an attempt to create a connection fails, videoconference 
server 202 Will try again. Preferably videoconference server 
202 Waits for a predetermined interval, for example on the 
order of tWo minutes, before trying again in order to avoid 
?ooding data relay server 216 With connection requests. 
At the start time of the videoconference, data relay server 

216 enables a videoconference client interface, preferably by 
enabling a Web interface for the videoconference at the URL 
contained in the email invitations to the videoconference 
(step 418). External videoconference client 212 preferably 
uses a broWser to navigate to the Web interface, Which pref 
erably presents a Welcome page. Preferably this exchange 
occurs via data relay server 216 using one of the pool con 
nections for the videoconference. 

FIG. 7 shoWs an example Welcome page 700 from the Web 
interface according to a preferred embodiment of the present 
invention. Welcome page 700 lists the available videoconfer 
ences at 702 and the status of each videoconference at 704. 
The active videoconferences (that is, those videoconferences 
that have established connection pools 306 and enabled Web 
interfaces) are displayed as hyperlinks Which initiate the 
selected videoconference, preferably by redirecting a 
broWser application executing on external videoconference 
client 212 to a Web-based login page on a videoconference 
server 202 Where, after user authentication, an external vid 
eoconference application is launched. The videoconference 
client application creates one or more connections to data 
relay server 216, Which data relay server 216 accepts (step 
420), in response to the respective videoconference invita 
tion, and after creation of the respective connection pool 306. 
Preferably the connections comprise TCP connections pro 
tected by SSL, HTTP connections, and HTTPS connections, 
although other types of connections can be used. 
The videoconference client application on external video 

conference client 212 initiates one or more connections to 

data relay server 216, Which data relay server 216 accepts, 
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and begins to send/relay data over the connections. The initial 
data sent over each of these connections comprise a connec 
tion pool identi?er and a connection type identi?er, for 
example as described above for connections in the connection 
pools. Data relay server 216 uses the connection pool identi 
?ers to associate each of these connections With one of the 
connections in the corresponding connection pool 306. 

Data relay server 216 determines the type of each connec 
tion With external videoconference client 212, preferably 
according to the folloWing process. Data relay server 216 
reads the ?rst 8 bytes of data received over the connection. If 
the ?rst 8 bytes match any of the connection type identi?er 
values, the connection type is selected using Table 1 above. 
Data relay server 216 then reads the next 4 bytes to obtain the 
associated connection pool ID (except for command connec 
tions that are not associated With a connection pool ID, for 
example, a command to create a videoconference). 

But if the ?rst 8 bytes of data do not match any of the 
connection type identi?er values, data relay sever 216 deter 
mines Whether the ?rst 8 bytes represent a valid HTTP com 
mand such as GET, POST, and the like. If so, the connection 
type is HTTP. OtherWise, data relay server 216 assumes the 
connection type is HTTPS, and therefore attempts a SSL 
handshake With the connection. If the SSL handshake fails, 
data relay server 216 assumes the connection is misplaced. 
But if the SSL handshake succeeds, data relay server 216 
reads the connection pool ID from the HTTP path informa 
tion, as described above. 

Data relay server 216 preferably uses the connection type 
of each connection to secure the connection using the differ 
ent security mechanisms employed by each connection type. 
For example, for the videoconference audiovisual, document, 
command, and pool connections, SSL encryption occurs after 
the stream header block. HoWever, for HTTPS connections, 
SSL encryption is the ?rst action taken by data relay server 
216. And for HTTP connections, there is no SSL encryption. 
HoWever, because data relay server 216 is preferably a 
secured server, data relay server 216 sends back URL redirect 
for regular HTTP connections to use HTTPS connections 
instead. 

Data relay server 216 then relays the data for the videocon 
ference betWeen videoconference server 202 and each exter 
nal videoconference client 212 using the connection associa 
tions (step 422). Preferably data relay server executes tWo 
threads for this purpose. One thread relays data from external 
videoconference clients 212 to videoconference server 202, 
While the other thread relays data from videoconference 
server 202 to external videoconference clients 212. 

Data relay server 216 receives data over the connections 
With external videoconference clients 212, and transmits the 
data to videoconference server 202 over the corresponding 
connections in the connection pool 306 for the videoconfer 
ence according to the connection associations. Data relay 
server 216 also receives data for the videoconference from 
videoconference server 202 over the connections in the con 

nection pool 306 for the videoconference, and transmits the 
data over the corresponding connections to external video 
conference clients 212 according to the connection associa 
tions. 

In some cases, such as With an HTTP communication, the 
connection used from the connection pool 306 Will be closed 
at the end of the communication. When this happens, video 
conference server 202 preferably creates a neW connection in 
the connection pool 306 to replace the closed connection, 
thereby ensuring a su?icient number of connections in the 
connection pool 306 to support the videoconference. 
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8 
The invention can be implemented in digital electronic 

circuitry, or in computer hardWare, ?rmware, softWare, or in 
combinations of them. An apparatus of the invention can be 
implemented in a computer program product tangibly 
embodied in a machine-readable storage device for execution 
by a programmable processor of the apparatus; and method 
steps of the invention can be performed by a programmable 
processor executing a program of instructions to perform 
functions of the invention by operating on input data and 
generating output. The invention can be implemented advan 
tageously in one or more computer programs that are execut 
able on a programmable system including at least one pro 
grammable processor coupled to receive data and instructions 
from, and to transmit data and instructions to, a data storage 
system, at least one input device, and at least one output 
device. Each computer program can be implemented in a 
high-level procedural or object-oriented programming lan 
guage, or in assembly or machine language if desired; and in 
any case, the language can be a compiled or interpreted lan 
guage. Suitable processors include, by Way of example, both 
general and special purpose microprocessors. Generally, a 
processor Will receive instructions and data from a read-only 
memory and/or a random access memory. Generally, a com 
puter Will include one or more mass storage devices for stor 
ing data ?les; such devices include magnetic disks, such as 
internal hard disks and removable disks; magneto-optical 
disks; and optical disks. Storage devices suitable for tangibly 
embodying computer program instructions and data include 
all forms of non-volatile memory, including by Way of 
example semiconductor memory devices, such as EPROM, 
EEPROM, and ?ash memory devices; magnetic disks such as 
internal hard disks and removable disks; magneto-optical 
disks; and CD-ROM disks. Any of the above-mentioned pro 
grams can be supplemented by, or incorporated in, ASICs 
(application-speci?c integrated circuits). 
A number of implementations of the invention have been 

described. Nevertheless, it Will be understood that various 
modi?cations may be made Without departing from the spirit 
and scope of the invention. Accordingly, other implementa 
tions are Within the scope of the folloWing claims. 

What is claimed is: 
1. A method for a data relay server, the method comprising: 
the data relay server performing the operations of: 
receiving a request from a videoconference server to relay 

data for a videoconference betWeen the videoconference 
server protected from the data relay server by a ?reWall 
and N videoconference clients not protected from the 
data relay server by the ?reWall, Wherein N; 1; 

creating a connection pool in response to the request to 
relay the data for the videoconference comprising 
accepting at least one ?rst connection from the video 
conference server; 

accepting at least one second connections from each of the 
N videoconference clients after creating the connection 
pool; 

associating each second connection, one from each of the 
N videoconference clients, With a different one of the at 
least one ?rst connections in the connection pool; and 

relaying the data for the videoconference betWeen the vid 
eoconference server and the N videoconference clients 
over the ?rst and second connections. 

2. The method of claim 1, Wherein relaying the data for the 
videoconference betWeen the videoconference server and the 
N videoconference clients over the ?rst and second connec 
tions comprises: 
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receiving ?rst data over the at least one ?rst connection, 
and sending the ?rst data over the associated at least one 
second connections; and 

receiving second data over the at least one second connec 
tion, and sending the second data over the associated at 
least one ?rst connections. 

3. The method of claim 1, further comprising: 
sending a connection pool identi?er to the videoconference 

server in response to the request to relay data for the 
videoconference betWeen the videoconference server 
and the N videoconference clients; 

Wherein associating each second connection, from each of 
the N videoconference clients, With a different one of the 
at least one ?rst connections in the connection pool 
comprises 

receiving the connection pool identi?er over each of the at 
least one ?rst connection, and 

associating each of the at least one ?rst connection With the 
connection pool identi?er, 

receiving the connection pool identi?er over each of the at 
least one second connections, and 

associating each of the at least one second connections 
With the connection pool identi?er. 

4. The method of claim 1, further comprising: 
determining Whether the data relay server has su?icient 

resources to relay the data for the videoconference 
betWeen the videoconference server and the N video 
conference clients; and 

relaying the data for the videoconference betWeen the vid 
eoconference server and the N videoconference clients 
only When the data relay server has su?icient resources 
to relay the data for the videoconference between the 
videoconference server and the N videoconference cli 
ents. 

5. The method of claim 4: 
Wherein the request to relay data for the videoconference 

identi?es a time slot for the videoconference; and 
Wherein determining Whether the data relay server has 

su?icient resources to relay the data for the videocon 
ference betWeen the videoconference server and the N 
videoconference clients comprises determining Whether 
the data relay server has su?icient resources to relay the 
data for the videoconference betWeen the videoconfer 
ence server and the N videoconference clients during the 
time slot. 

6. The method of claim 1, further comprising: 
determining a connection type for each of the at least one 

second connections; and 
securing each of the at least one second connections in 

accordance With the connection type determined for that 
second connection. 

7. The method of claim 1, Wherein each of the at least one 
?rst connections comprises: 

a Transport Control Protocol (TCP) connections protected 
by Secure Sockets Layer (SSL). 

8. The method of claim 1, Wherein each of the at least one 
second connections comprises at least one of: 

a Transport Control Protocol (TCP) connections protected 
by Secure Sockets Layer (SSL) 

a Hyper-Text Transfer Protocol (HTTP) connections, or 
a Secure HTTP (HTTPS) connections. 
9. A machine-readable medium embodying a computer 

program for execution by one or more processors of or in 
communication With the data relay server for performing the 
method of claim 1. 

10. A method for a videoconference server protected by a 
?reWall, the method comprising: 
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10 
the videoconference server performing the operations of: 
creating a connection pool betWeen the videoconference 

server and a data relay server comprising initiating at 
least one ?rst connections With the data relay server; 

sending invitations to a videoconference to N videoconfer 
ence clients not protected from the data relay server by 
the ?reWall, Wherein Nil Wherein each of the invita 
tions comprises an identi?er of the data relay server, 
Wherein each of the N videoconference clients initiates a 
second connections With the data relay server in 
response to the invitations after the videoconference 
server creates the connection pool; and 

exchanging data for the videoconference With the data 
relay server over the at least one ?rst connections, 
Wherein the data relay server exchanges the data With 
each of the N videoconference clients over the second 
connection for that videoconference client. 

11. The method of claim 10, further comprising: 
sending, to the data relay server, a request to relay the data 

for the videoconference betWeen the videoconference 
server and the N videoconference clients; 

receiving a connection pool identi?er from the data relay 
server in response to the request to relay data for the 
videoconference betWeen the videoconference server 
and the N videoconference clients; 

Wherein creating the connection pool With the data relay 
server comprises sending the connection pool identi?er 
over each of the at least one ?rst connections; 

Wherein each of the videoconference invitations comprises 
the connection pool identi?er; 

Wherein each of the N videoconference clients receives a 
respective one of the videoconference invitations and 
sends the connection pool identi?er in the videoconfer 
ence invitation over the second connections betWeen 
that videoconference client and the data relay server; 
and 

Wherein the data relay server associates each second con 
nection, one from each of the N videoconference clients 
With a different one of the at least one ?rst connections in 
the respective one of the N connection pools according 
to the connection pool identi?ers. 

12. The method of claim 10, Wherein each of the at least one 
?rst connections comprises: 

a Transport Control Protocol (TCP) connections protected 
by Secure Sockets Layer (SSL). 

13. A machine-readable medium embodying a computer 
program for execution by one or more processors of or in 
communication With the videoconference server for perform 
ing the method of claim 10. 

14. A method for a videoconference client, the method 
comprising: 

the videoconference client performing the operations of: 
receiving an invitation to a videoconference from a video 

conference server protected from the videoconference 
client by a ?reWall, Wherein the videoconference invita 
tion comprises a connection pool identi?er and a data 
relay server identi?er, Wherein the data relay server 
identi?er identi?es a data relay server not protected from 
the videoconference client by the ?reWall, and Wherein 
the connection pool identi?er identi?es a connection 
pool comprising at least one ?rst connections betWeen 
the data relay server and the videoconference server; 

creating at least one second connection betWeen the vid 
eoconference client and the data relay server, after cre 
ation of the at least one ?rst connections, in response to 
the invitation; and 
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exchanging data for the videoconference With the data 
relay server over the at least one second connections, 
Wherein the data relay server exchanges the data for the 
videoconference With the videoconference server over 
the at least one ?rst connections. 

15. The method of claim 14, Wherein the videoconference 
server sends the connection pool identi?er over each of the at 
least one ?rst connections, further comprising: 

sending the connection pool identi?er over each of the at 
least one second connections; 

Wherein the data relay server associates each of the at least 
one second connections With a different one of the at 
least one ?rst connections according to the connection 
pool identi?ers. 

12 
1 6. The method of claim 14, Wherein the at least one second 

connections comprises at least one of: 

a Transport Control Protocol (TCP) connections protected 
by Secure Sockets Layer (SSL) 

a Hyper-Text Transfer Protocol (HTTP) connections, or 

a Secure HTTP (HTTPS) connections. 

17. A machine-readable medium embodying a computer 
0 program for execution by one or more processors of or in 

communication With the videoconference client for perform 
ing the method of claim 14. 
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