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BI-LEVEL ADDRESSING FOR INTERNET 
PROTOCOL BROADBAND ACCESS 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The present invention relates to the ?eld of telecommuni 

cations. More particularly, the present invention relates to 
bi-level addressing of data packets routed through a broad 
band access link and an Internet protocol netWork of a tele 
communications service provider. 

2. Acronyms 
The Written description provided herein contains acronyms 

Which refer to various telecommunications services, compo 
nents and techniques, as Well as features relating to the 
present invention. Although some of these acronyms are 
knoWn, use of these acronyms is not strictly standardized in 
the art. For purposes of the Written description herein, the 
acronyms are de?ned as folloWs: 

Asynchronous Transfer Mode (ATM) 
Broadband Remote Access Server (BRAS) 
Digital Subscriber Line (DSL) 
Digital Subscriber Line Access Multiplexer (DSLAM) 
Domain Naming System (DNS) 
Dynamic Host Con?guration Protocol (DHCP) 
Internet Protocol (IP) 
Internet Protocol Version 4 (IPv4) 
Internet Protocol Version 6 (IPv6) 
Internet Service Provider (ISP) 
Point-to-Point Protocol (PPP) 
Personal Digital Assistant (PDA) 
Public SWitched Telephone Network (PSTN) 
Request for Comment (RFC) 
Telecommunications Service Provider (TSP) 
Transmission Control Protocol/ Internet Protocol (TCP/IP) 
User Datagram Protocol/ Internet Protocol (UDP/IP) 
3. Background and Material Information 
Telecommunications service providers (TSPs) face 

increasing demand on their netWorks to provide access to 
Internet service provider (ISP) or other remote IP netWorks, 
such as corporate and private netWorks and intranets, appli 
cation service provider netWorks, and the like, for mass 
market subscribers. Currently, many TSPs use asynchronous 
transfer mode (ATM) connections and point-to-point proto 
col (PPP) to provide subscribers access to the TSP netWorks. 
Increasing quality of service necessarily involves increased 
ATM connections or PPP sessions, Which increases opera 
tional expense and sloWs neW service activations. 

Also, each ISP or other IP netWork service provider typi 
cally maintains an IP address block to assign unique IP 
addresses to the various subscribers. LikeWise, the TSP pro 
viding access to the IP netWork typically assigns IP addresses 
to the subscribers from a dedicated TSP address block, as Well 
as to each ISP or other IP netWork. Alternatively, the TSP 
netWork assigns IP addreses to the subscribers on behalf of 
the ISP or other IP netWork, Which requires the TSP netWork 
to maintain multiple, separate logical netWorks. 
Accommodating the enormous number of IP addresses and 

routing requirements of the associated subscriber data can 
overWhelm the TSP’s ability to provision and maintain con 
nections. The TSP is therefore limited in the number of mass 
market subscribers for Which it is able to provide access to IP 
netWorks, especially With respect to broadband access. The 
present invention overcomes this problem associated With the 
prior art, as described beloW. 
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2 
BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention is further described in the detailed 
description that folloWs, by reference to the noted draWings 
by Way of non-limiting examples of embodiments of the 
present invention, in Which like reference numerals represent 
similar parts throughout several vieWs of the draWings, and in 
Which: 

FIG. 1 is a diagram shoWing an exemplary netWork archi 
tecture, according to an aspect of the present invention; 

FIG. 2 is a How diagram illustrating an exemplary initial 
process for bi-level addressing data packets, according to an 
aspect of the present invention; 

FIG. 3 is a How diagram, continuing from FIG. 2, illustrat 
ing the exemplary process for bi-level addressing IPv4 data 
packets, according to an aspect of the present invention; 

FIG. 4 is a How diagram, continuing from FIG. 2, illustrat 
ing the exemplary process for bi-level addressing IPv6 data 
packets, according to an aspect of the present invention; and 

FIG. 5 is a call ?oW diagram illustrating an exemplary 
transmission of IPv4 or IPv6 data packets through the TSP 
netWork, according to an aspect of the present invention. 

DETAILED DESCRIPTION OF EMBODIMENTS 

The present invention relates to an IPv6 based bi-level 
addressing technique that provides support for Internet and IP 
broadband access to broadband netWorks available to mass 

market subscribers, such as ISP netWorks, corporate and pri 
vate netWorks, intranets, application service provider net 
Works and the like. The present invention is scalable for large 
numbers of subscribers and enables the subscribers to control 
routing of their IP tra?ic. 
More particularly, tWo IP addresses are assigned to each 

subscriber device con?gured to access the TSP netWork over 
a broadband access link. The ?rst IP address is assigned from 
a TSP address block and the second IP address is assigned 
from an address block of the ISP or other remote IP netWork. 
The subscriber’s device initially acquires the ?rst IP address 
from the TSP IP address block automatically and, in an 
embodiment of the invention, other IP con?guration informa 
tion, such as domain naming system (DNS) data. The sub 
scriber then selects the desired ISP netWork (or other IP 
netWork), provides authentication, and receives the second IP 
address from the ISP address block. Mapping betWeen the 
?rst and second IP addresses is cached to enable transmission 
of data packets to and from the subscriber device. 

In vieW of the above, the present invention through one or 
more of its various aspects and/or embodiments is presented 
to accomplish one or more objectives and advantages, such as 
those noted beloW. 
An aspect of the present invention provides a method for 

routing data packets from a subscriber device, over a broad 
band access link, through a ?rst (IPv6) netWork to a second IP 
netWork, Which interface through a second IP netWork edge 
device. The method includes providing ?rst and second IP 
addresses, respectively associated With the ?rst and second IP 
netWorks, to the subscriber device. The second IP address is 
provided based on a request routed through the ?rst IP net 
Work from the subscriber device. Data packets from the sub 
scriber’s device are addressed With the ?rst IP address and the 
second IP address. The request includes a dynamic host con 
?guration protocol (DHCP) request. When the subscriber 
device is an IPv4 device, the method further includes encap 
sulating the DHCP request in an IPv6 packet for routing the 
DHCP request through the ?rst IP netWork. 
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When the subscriber device is an IPv6 device, the method 
further includes modifying the DHCP request to include a 
two-hop IPv6 routing header for routing the DHCP request 
through the ?rst IP network. The two -hop IPv6 routing header 
includes an IP address of the edge device as a ?rst hop address 
and an IP broadcast address of the DHCP request as a second 
hop address. The IP address of the edge device is associated 
with the ?rst IP network. The second IP address is provided to 
the subscriber device based on a DHCP response routed 
through the ?rst IP network from the edge device to the 
subscriber device. The DHCP response is modi?ed to include 
a two-hop IPv6 routing header for routing the DHCP response 
through the ?rst IP network to the subscriber device. The 
two-hop IPv6 routing header of the DHCP response includes 
the ?rst IP address of the subscriber device as a ?rst hop 
address and the second IP address of the subscriber devices as 
a second hop address. 

Another aspect of the present invention provides a method 
for addressing data packets of a subscriber for transmission 
from an originating device over a broadband access link 
through an IP network to a destination network. The method 
includes allocating a ?rst subscriber IP address associated 
with the IP network to the originating device. A DHCP 
request is received from the originating device, the DHCP 
request being associated within the ?rst subscriber IP address. 
The DHCP request is sent through the IP network to a desti 
nation device in the destination network using an IP network 
address of the destination device. The destination device for 
wards the DHCP request to a DHCP server. A DHCP response 
is received from the DHCP server, through the destination 
device. The DHCP response includes a second subscriber IP 
address from the DHCP server, which is associated with the 
destination network. The DHCP response is sent through the 
IP network to the originating device using the ?rst subscriber 
IP address, enabling the originating device to obtain the sec 
ond subscriber IP address. Subsequent data packets are 
addressed using the ?rst subscriber IP address and the second 
subscriber IP address. When the IP network is an IPv6 net 
work, the ?rst subscriber IP address and the IP network 
address of the destination device are IPv6 addresses. 
When the originating device is an IPv4 device, the DHCP 

request is a DHCPv4 request, the DHCP response is a 
DHCPv4 response and the second subscriber IP address is an 
IPv4 address. Accordingly, sending the DHCP request 
through the IP network includes encapsulating the DHCPv4 
request in a ?rst IPv6 packet, which includes the IPv6 net 
work address of the destination device as a ?rst destination 
address, and sending the ?rst IPv6 packet to the destination 
device using the ?rst destination address. The destination 
device extracts the DHCPv4 request from the ?rst IPv6 
packet prior to forwarding the DHCPv4 request to the DHCP 
server. Sending the DHCP response through the IP network 
includes encapsulating the DHCPv4 response in a second 
IPv6 packet, including the ?rst subscriber IPv6 address as a 
second destination address, and sending the second IPv6 
packet to the originating device using the second destination 
address. The originating device extracts the DHCPv4 
response from the second IPv6 packet to obtain the second 
subscriber IPv4 address. 
When the originating device is an IPv6 device, the DHCP 

request is a DHCPv6 request, the DHCP response is a 
DHCPv6 response and the second subscriber IP address is an 
IPv6 address. Accordingly, sending the DHCP request 
through the IP network includes modifying the DHCPv6 
request to include a two-hop IPv6 routing header, which 
includes the IPv6 network address of the destination device as 
a ?rst hop address and an IPv6 broadcast address of the 
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4 
DHCPv6 request as the second hop address, and sending the 
DHCPv6 request to the destination device using the ?rst hop 
address. Sending the DHCP response through the IP network 
includes modifying the DHCPv6 response to include a two 
hop IPv6 routing header, which includes the ?rst subscriber 
IPv6 address as a ?rst hop address and the second subscriber 
IPv6 address of the DHCPv6 request as the second hop 
address, and sending the DHCPv6 response to the destination 
device using the ?rst hop address. 

Allocating the ?rst subscriber IP address may include 
matching a previously allocated network IPv6 address of the 
subscriber. Also, allocating the ?rst subscriber IP address 
may include receiving an initial DHCP request at a DHCP 
server associated with the IP network, and sending an initial 
DHCP response to the originating device from the IP network 
DHCP server. The initial DHCP response including the ?rst 
subscriber IP address. 

Yet another aspect of the present invention provides a sys 
tem for addressing data packets of a subscriber for transmis 
sion over a broadband access link from an originating device 
through a ?rst IP network to a second IP network, which 
interface through at least one edge device of the second IP 
network. The system includes a ?rst DHCP server in the ?rst 
IP network, which that allocates a ?rst subscriber IP address 
to the originating device. The ?rst subscriber IP address is 
associated with the ?rst IP network. The system further 
includes a second DHCP server in the second IP network, 
which receives a DHCP request from the originating device 
through the at least one edge device, allocates a second sub 
scriber IP address to the originating device, and sends a 
DHCP response having the second subscriber IP address 
through the edge device to the originating device. The second 
subscriber IP address is associated with the second IP net 
work. The originating device addresses data packets using the 
?rst subscriber IP address and the second subscriber IP 
address. The ?rst IP network may be an IPv6 network and the 
?rst subscriber IP address may be an IPv6 address. 
When the originating device is an IPv4 device, the second 

DHCP server is a DHCPv4 server, the DHCP request is a 
DHCPv4 request, the DHCP response is a DHCPv4 response 
and the second subscriber IP is address is an IPv4 address. 
The DHCP request from the origination device is encapsu 
lated in a ?rst IPv6 packet, received by the edge device based 
on an IPv6 address of the edge device included in the ?rst 
IPv6 packet. The edge device extracts the DHCP request from 
the ?rst IPv6 packet prior to forwarding the DHCP request to 
the second DHCP server. The DHCP response from the sec 
ond DHCP server is encapsulated in a second IPv6 packet, 
received by the originating device based on the ?rst sub 
scriber IP address included in the second IPv6 packet. The 
originating device extracts the DHCP response from the sec 
ond IPv6 packet to obtain the second subscriber IP address. 
When the originating device is an IPv6 device, the second 

DHCP server is a DHCPv6 server, the DHCP request is a 
DHCPv6 request, the DHCP response is a DHCPv6 response 
and the second subscriber IP address is an IPv6 address. The 
DHCPv6 request from the origination device is modi?ed to 
include a two-hop IPv6 routing header, including an IPv6 
network address of the edge device as a ?rst hop address and 
an IPv6 broadcast address of the DHCPv6 request as a second 
hop address. The edge device receives the DHCPv6 request 
based on the ?rst hop address. The DHCPv6 response from 
the second DHCP server is modi?ed to include a two-hop 
IPv6 routing header, including the ?rst subscriber IPv6 
address as a ?rst hop address and the second subscriber IPv6 
address as a second hop address. The edge device directs the 
DHCPv6 response to the originating device using the ?rst hop 
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address. The second IP network may include, for example, an 
Internet service provider network or a private network. 

The various aspects and embodiments of the present inven 
tion are described in detail below. 

FIG. 1 is a diagram depicting an exemplary network archi 
tecture supporting the present invention. FIG. 1, in particular, 
depicts a subscriber device 10, which is any device capable of 
packet switched data communications with an IP network, 
including, for example, a personal computer, a laptop com 
puter, a personal digital assistant (PDA), a voice over IP 
telephone or the like. According to alternative embodiments 
of the present invention, the subscriber device 10 is an IPv4 or 
an IPv6 device. When the subscriber device 10 is IPv4, it also 
includes an IPv6 protocol stack so that the subscriber device 
10 is a dual stack device. 

The subscriber device 10 communicates with an ISP net 
work 40, or other remote IP network, such as a corporate 
network 50, through an IPv6 TSP core network 20. The sub 
scriber device 10 accesses the TSP network 20 through a 
subscriber edge device 11 and broadband access link 12, 
depicted in FIG. 1 as a digital subscriber line (DSL) link. 
However, in alternative embodiments of the invention, the 
broadband access link 12 includes any compatible type of 
broadband access link, such as digital cable, T-l, digital sig 
nal-level 3 (DS-3), or optical carrier-level 3 (OC-3) inter 
faces, or Ethernet, without departing from the spirit and scope 
of the present invention. In the depicted embodiment of the 
invention, the subscriber edge device 11 is a DSL modem, and 
the broadband access link 12 includes a DSL access multi 
plexer (DSLAM) 13 and an ATM edge switch 14. 

The TSP network 20 includes multiple intelligent edge 
devices, such as IPv6 routers, broadband remote access serv 
ers (BRASs) or switches with IPv6 routing functionality. 
Each edge device 22, 23 and 24 has multiple line interfaces, 
which correspond to the various subscribers. The multiple 
line interfaces enable each edge device to simultaneously 
service multiple subscriber devices, networks or other sys 
tems. Typically, a subscriber device 10 corresponds to a single 
line interface, although alternative embodiments of the inven 
tion include multiple interfaces for a single subscriber device 
10, or a single line interface for multiple subscriber devices 
10. 

The TSP network 20 likewise includes a number of IPv6 
core routers (not pictured) or other core devices providing 
IPv6 functionality. The large address space of IPv6 enables 
static allocation of IPv6 addresses to uniquely identify the 
subscribers. In other words, each subscriber is able to have a 
permanent (or semi-permanent), unique IPv6 address over a 
predetermined period of time. The TSP network 20 routes 
packets in accordance with any known Internet protocol, 
including, for example, transmission control protocol/Inter 
net protocol (TCP/IP) and user datagram protocol/Internet 
protocol (UDP/IP). 

The exemplary network infrastructure of FIG. 1 includes a 
TSP network gateway or ingress edge device 22, which inter 
faces with the broadband access link 12 of the subscriber 
device 10. In addition to the ingress edge device 22, FIG. 1 
further depicts two egress edge devices 23 and 24. Egress 
edge device 23 interfaces with the broadband access link 42 
of the ISP network 40 and the egress edge device 24 interfaces 
with the broadband access link 52 of the corporate network 
50. In an embodiment of the invention, the ingress edge 
device 22 and the egress edge devices 23 and 24 are IPv6 
routers, such as Cisco 7500 Series Routers by Cisco Systems 
or Passport 2430 or 5430 Enterprise Routers by Nortel Net 
works, although any type of IP router capable of being pro 
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6 
grammed with IPv6 functionality may be used without 
departing from the spirit and scope of the present invention. 
Each of the depicted destination networks, i.e., the ISP 

network 40 and corporate network 50, have corresponding 
gateways or edge devices 41 and 51, respectively. The edge 
devices 41 and 51 may include IPv6 routers and BRASs, as in 
the TSP network 20 . Alternatively, the edge devices 41 and 51 
may include IPv4 routers. Similar to the subscriber device 10, 
when the edge device of a destination network is an IPv4 
router, it also includes an IPv6 protocol stack. Regardless of 
whether the destination edge device is an IPv6 or IPv4 device, 
the IPv6 packets are routed through the TSP network 20 to 
one of the egress edge devices 23 or 24, depending on the 
destination address of the IPv6 packet sent from the ingress 
edge device 22. For example, a data packet destined for the 
ISP network 40 is routed from the ingress edge device 22 to 
the egress edge device 23, passing through core devices 
within the TSP network 20, as necessary. 

The TSP network 20 further includes a dynamic host con 
?guration protocol (DHCP) server 25. The DHCP server 25 is 
centrally administered by the TSP within the TSP network 20 
to provide DHCPv6 IP addresses, used for a speci?ed dura 
tion, corresponding to the TSP network 20. Although the 
DHCP server 25 is depicted as a separate element in the TSP 
network 20, it is understood that the DHCP server 25 may be 
integrated within other devices, such as the ingress edge 
device 22, for example. The IP addresses are allocated to the 
various elements within the TSP network 20, such as the 
ingress edge device 22 and the egress edge devices 23 and 24, 
as well as to the subscriber device 10. 

Likewise, the exemplary service provider networks, the 
ISP network 40 and the corporate network 50, respectively 
include DHCP servers 45 and 55. As discussed above with 
respect to the DHCP server 25, although the DHCP servers 45 
and 55 are depicted as separate network elements, it is under 
stood that they may be integrated within other devices, such 
as the ISP edge device 41 and the corporate network edge 
device 51, respectively. The DHCP server 45 provides IP 
addresses corresponding to the ISP network 40, including IP 
addresses allocated to the edge device 41 and the subscriber 
device 10, and the DHCP server 55 likewise provides IP 
addresses corresponding to the corporate network 50, includ 
ing IP addresses allocated to the edge device 51 and the 
subscriber device 10. In alternative embodiments, the IP 
addresses provided by the DHCP servers 45 and 55 may be 
DHCPv6 or DHCPv4 without departing from the spirit or 
scope of the present invention. Alternatively, the subscriber 
device 10 may be assigned static IP addresses corresponding 
to the ISP network 40 and/or the corporate network 50. The IP 
addresses allocated by the DHCP servers 25, 45 and 55 are 
stored in corresponding databases that reside on the servers. 

In an embodiment of the invention, the destination network 
provider, such as the ISP operating the ISP network 40 or the 
business operating the corporate network 50, contracts with 
the TSP to receive IP broadband connectivity with the TSP 
network 20 through broadband access links 42 and 52, 
respectively. Of course, each destination network provider 
may have multiple broadband access links without departing 
from the spirit and the scope of the present invention. Accord 
ingly, each of the edge devices 41 and 51 is allocated a unique 
IPv6 address from the TSP’s IPv6 address block. The alloca 
tion is performed manually, although in an alternative 
embodiment, the allocation is performed by the TSP DHCP 
server 25. 

The subscriber similarly subscribes to an IP broadband 
access service offered by the TSP. The subscriber device 10 is 
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accordingly connected to the TSP network 20 through the 
subscriber edge device 11 and the broadband access network 
12. 

For purposes of describing an exemplary embodiment of 
the invention, it is assumed that the subscriber device 10 is 
attempting to access its ISP network 40 over the broadband 
access links 12 and 42, enabled by the TSP network 20. In 
accordance with the invention, the broadband TSP network 
20 essentially replaces a conventional narrowband telephone 
network, such as the public switched telephone network 
(PSTN). The relationship between the subscriber device 10 
and the ISP network 40, however, remains essentially the 
same, except that the subscriber device 10 relies on IPv6 
packets in place of telephone connections through the PSTN. 
Also, instead of using a telephone number for the ISP network 
40 assigned by the TSP, the subscriber device 10 uses an IPv6 
address assigned by the TSP, in order to establish local com 
munication between the subscriber device 10 and their ISP 
network 40. The subscriber device 10 still needs an IPv4 or 
IPv6 address from the ISP network 40 for Internet commu 
nications. FIGS. 2-4 relate to assigning both the TSP 
addresses and ISP addresses, according to an embodiment of 
the present invention. 

Referring to FIG. 2, when the subscriber device 10 is 
initially booted up, it automatically acquires a unique IPv6 
address (TSP-IPv6 address) from the TSP network 20 
through stateless or stateful address autocon?guration, 
respectively described, for example, in Request for Comment 
(RFC) 2462, “IPv6 Stateless Address Autocon?guration” 
(December 1998), and RFC 2131, “Dynamic Host Con?gu 
ration Protocol” (March 1997), the contents of which are 
expressly incorporated by reference herein in their entireties. 
In the depicted embodiment, the subscriber device 10 
acquires its unique TSP-IPv6 address from the TSP DHCP 
server 25. For example, at step s210, the ingress edge device 
22 receives a DHCPv6 request from the subscriber device 10 
over the broadband access link 12 and forwards the request to 
the TSP DHCP sever 25 at step s212. 

The DHCP server 25 determines whether a TSP-IPv6 
address has been previously assigned to the subscriber device 
10 at step s214. When a TSP-IPv6 address has been assigned, 
the DHCP server 25 matches the subscriber access link at step 
s215 by accessing a database of assigned addresses to guar 
antee that the subscriber device 10 consistently obtains the 
same TSP-IPv6 address or pre?x. When a TSP-IPv6 address 
has not been previously assigned, the DHCP server 25 gen 
erates a new IPv6 address at step s216 unique to the sub 
scriber device 10. Because of the large number of available 
IPv6 addresses, there is no need for network address transla 
tion. 

At step s218, the ingress edge device 22 receives a 
DHCPv6 response, containing the TSP-IPv6 address, and 
forwards the DHCPv6 response to the subscriber device 10 
over the broadband access link 12 at step s220. The subscriber 
device 10 extracts the IPv6 address for use in subsequent data 
transmissions. 

At step s222, the ingress edge device 22 receives a second 
DHCP request broadcast from the subscriber device 10. The 
DHCP request is formatted either as a DHCPv4 request or a 
DHCPv6 request, as determined at step s224, depending on 
the version of IP implemented by the subscriber device 10 
and/ or the destination service provider network, such as the 
ISP network 40. The broadcast DHCP request includes a 
broadcast address as the destination address, which indicates 
that the DHCP request is to be sent to all devices in the ISP 
network 40 con?gured to respond to DHCP requests, includ 
ing the DHCP server 45, for example. 
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8 
When the request is a DHCPv4 request, it has been encap 

sulated in an IPv6 packet by the subscriber device 10 or the 
subscriber’s interface to the TSP network, such as the modem 
11. Alternatively, the ingress edge device 22 encapsulates the 
broadcast DHCPv4 request in an IPv6 packet, as indicated at 
step s330 of FIG. 3. Accordingly, the inner DHCPv4 request 
is addressed to the DHCP broadcast address and the outer 
IPv6 packet is addressed to the TSP-IPv6 address of the ISP 
edge device 40. 

In an embodiment of the invention, the DHCPv4 packet 
includes authentication information (e.g., the subscriber’s 
user name and password) and identi?cation information (e. g., 
the subscriber’s TSP-IPv6 address) in DHCPv4 protocol 
extensions. The IPv6 packet in which the DHCPv4 request is 
encapsulated includes as the destination address a unicast 
IPv6 address of the ISP edge device 41, previously allocated 
by the TSP. The IPv6 packet is routed through the TSP net 
work 20 to the egress edge device 23, which forwards the IPv6 
packet to the ISP edge device 41 at step s332. 
The subscriber device 10 may learn the IPv6 address of the 

ISP edge device 41 after an initial session in order to more 
e?iciently enable subsequent sessions. For example, in an 
embodiment of the invention, the subscriber enters the IPv6 
address by typing it into the subscriber device 10, as done to 
conventionally access ISPs through dial-up modems. In 
another embodiment, the ISP provides the IPv6 address of the 
edge device 41, along with the enabling software loaded onto 
the subscriber device 10 when the subscriber subscribes to the 
ISP. In yet another embodiment, the TSP provides a directory 
service that enables the subscriber device 10 to look up the 
IPv6 address of the ISP edge device 41 based on the name, 
domain name, or other identi?er associated with the ISP. 

After the ISP edge device 41 receives the IPv6 packet, it 
decapsulates the IPv6 packet and extracts the DHCPv4 
request at step s334. The DHCPv4 request is forwarded to the 
DHCP server 45 at step s336. In an embodiment of the inven 
tion, the DHCP server 45 authenticates the subscriber based 
on the subscriber authentication information contained, for 
example, in the DHCPv4 protocol extensions. After authen 
tication, the DHCP server 45 allocates an IPv4 address from 
the IP address block, associated with the ISP network 40, to 
the subscriber device 10. The ISP-IPv4 address is included in 
a DHCPv4 response, which is sent to the ISP edge device 41 
at step 338 and encapsulated in an IPv6 packet at step 340. 
The destination address of the IPv6 packet is the TSP-IPv6 
already associated with the subscriber device 10, which has 
likewise been extracted from the DHCPv4 request and 
included in the DHCPv4 response. 
At step s342, the IPv6 packet is sent from the ISP edge 

device 41 to the egress edge device 23, through the TSP 
network 20, to the ingress edge device 22. The ingress edge 
device 22 forwards the IPv6 packet to the subscriber device 
10, over the broadband access link 12, at step s344. The 
subscriber device 10 decapsulates the IPv6 packet, extracts 
the DHCPv4 response and obtains the ISP-IPv4 address allo 
cated to the subscriber device 10. Accordingly, at step s346, 
data from the subscriber device 10 is associated with two 
source IP addresses, the TSP-IPv6 address and the ISP-IPv4 
address, to enable use of the IP broadband capabilities of the 
TSP network 20. Further, the bi-level addressing described 
above enables use of an IPv6 network (i.e., the TSP network 
20) to transport IPv4 packets. 
More particularly, when the subscriber device 10 is an IPv4 

device, each of the subscriber’ s received and transmitted IPv4 
data packets are encapsulated in an IPv6 packet. Referring to 
FIG. 5, the subscriber device 10 transmits an IPv4 data packet 
at step 510 to an edge device, such as the DSL modem 11. The 
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source address of the IPv4 packet is the ISP-IPv4 address of 
the subscriber device 10 and the destination address is an 
ISP-IPv4 address previously assigned to a destination device 
48, located in the ISP netWork 40, With Which the subscriber 
device 10 is communicating. The destination device 48 may 
be, for example, a server. 

In an embodiment of the invention, the DSL modem 11 
encapsulates the IPv4 data packet in an IPv6 packet, Which is 
forWarded to the Ingress edge device 22 at step 512. As stated 
above, the IPv4 packet may alternatively be encapsulated in 
an IPv6 packet by the subscriber device 10 or the ingress edge 
device 22, Without departing from the spirit and scope of the 
present invention. The source address of the IPv6 packet 
(encapsulating the IPv4 packet) is the TSP-IPv6 address pre 
viously assigned to the subscriber device 10 by the TSP and 
the destination address is the TSP-IPv6 address previously 
assigned to the ISP edge device 41. The IPv6 packet is routed 
through the TSP netWork 20 to the egress edge device 23 at 
step 514 and to the ISP edge device 41 at step 516, based on 
the IPv6 packet’ s destination address. The ISP edge device 41 
decapsulates the IPv4 packet and sends the IPv4 packet to the 
destination device 48 at step 518. 

The reverse path (not pictured) similarly encapsulates IPv4 
data packets from the ISP netWork 40 into IPv6 packets for 
transmission across the TSP netWork 20. More particularly, 
on the reverse path, the source address of the IPv6 packet 
encapsulating the IPv4 packet from the ISP netWork 40 is the 
TSP-IPv6 address of the ISP edge device 41 and the destina 
tion address is the TSP-IPv6 address of the subscriber device 
10. The source address of the encapsulated IPv4 packet is the 
ISP-IPv4 address of the destination device 48, for example, 
and the destination address is the ISP-IPv4 address of the 
subscriber device 10. 

In an embodiment of the invention, the ISP edge device 41 
caches the mapping of the TSP-IPv6 address of the subscriber 
device 10 to the ISP-IPv4 address of the subscriber device 10 
When the ISP edge device 41 receives the DHCPv4 response 
at step s338. The cache may be refreshed periodically as 
additional packets are transmitted from the subscriber device 
10 to the ISP netWork 40. 

Referring again to step s224 of FIG. 2, When the request is 
determined to be in a DHCPv6 format, the subscriber device 
10 or the modem 11 modi?es the DHCPv6 request that it 
receives from the subscriber device 10 With a tWo-hop exten 
sion routing header. Alternatively, the ingress edge device 22 
modi?es the DHCPv6 request, as shoWn at step s450. The 
tWo-hop extension routing header includes the TSP-IPv6 
address of the ISP’s edge device 41, previously allocated by 
the TSP, as the ?rst hop, and the IPv6 broadcast address of the 
DHCPv6 request as the second hop. 

Based on the ?rst hop information, the modi?ed DHCPv6 
request is sent to the ISP edge device 41 through the TSP 
netWork 20 at step s452. The ISP edge device 41 forWards the 
DHCPv6 request to the DHCP server 45 at step s454 based on 
the IPv6 broadcast address indicated by the second hop. In an 
embodiment of the invention, the DHCP server 45 authenti 
cates the subscriber based on the subscriber authentication 
information contained, for example, in DHCPv6 protocol 
extensions. After authentication, the DHCP server 45 allo 
cates an IPv6 address from the IP address block, associated 
With the ISP netWork 40, to the subscriber device 10. The 
ISP-IPv6 address is included in a DHCPv6 response, Which is 
sent to the ISP edge device 41 at step 456. 
At step 458, the DHCPv6 response is likeWise modi?ed 

With a tWo -hop extension routing header, Which includes the 
TSP-IPv6 address of the subscriber device 10, previously 
assigned by the TSP, as the ?rst hop, and the neWly allocated 
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10 
ISP-IPv6 address of the subscriber device 10 as the second 
hop. At step s460, the modi?ed DHCPv6 packet is sent from 
the ISP edge device 41 to the egress edge device 23, through 
the TSP netWork 20, to the ingress edge device 22. The 
ingress edge device 22 forWards the DHCPv6 response to the 
subscriber device 10, over the broadband access link 12, at 
step s462. The subscriber device 10 obtains the allocated 
ISP-IPv6 address included in the second hop of the DHCPv6 
response. Accordingly, at step s464, data from the subscriber 
device 10 is associated With toW IP addresses, the TSP-IPv6 
address and the ISP-IPv6 address, to enable use of the IP 
broadband capabilities of the TSP netWork 20, as Well as the 
ISP netWork 40. 

Accordingly, When the subscriber device 10 is an IPv6 
device, each of the subscriber’s receiving and transmitting 
IPv6 data packets has a tWo-hop IPv6 routing header added, 
for example, by the IPv6 protocol stack of the subscriber 
device 10. The IPv6 routing header is implemented, for 
example, in accordance With RFC 2460, “Internet Protocol, 
Version 6 (IPv6) Speci?cation” (December 1998), the con 
tent of Which is expressly incorporated by reference herein in 
its entirety. 

Referring to FIG. 5, When the subscriber device 10 trans 
mits an IPv6 data packet, the ?rst hop (i.e., the additional hop) 
is the TSP-IPv6 address previously assigned to the ISP edge 
device 41, and the second hop is the IP address of the packet’ s 
destination accessed through the ISP netWork 40. The IPv6 
packet is transmitted to the DSL modem 11 at step 510 and to 
the ingress edge device 22 at step 512. Based on the ?rst hop 
address, the IPv6 packet is routed through the TSP netWork 20 
to the egress edge device 23 at step 514 and to the ISP edge 
device 41 at step 516. The ISP edge device 41 sends the IPv6 
packet to the destination device 48, for example, based on the 
second hop address at step 518. 
The reverse path (not pictured) similarly modi?es a return 

IPv6 data packet from the destination device 48 With a tWo 
hop extension routing header. More particularly, on the 
reverse path, the ?rst hop (i.e., the additional hop) is the 
TSP-IPv6 address of the subscriber device 10, and the second 
hop is the neWly assigned ISP-IPv6 address of subscriber 
device 10. 

In an embodiment of the invention, the ISP edge device 41 
caches the mapping of the TSP-IPv6 address of the subscriber 
device 10 to the ISP-IPv6 address of the subscriber device 10 
When the ISP edge device 41 receives the DHCPv6 response 
at step s456. The cache may be refreshed periodically as 
additional packets are transmitted from the subscriber device 
10 to the ISP netWork 40. 

The present invention offers a number of advantages over 
the existing netWork access technologies. For example, due to 
the enormous address space and support for address autocon 
?guration inherent to IPv6, address management is relatively 
simple. Also, a single, uniform, scalable IPv6 netWork 
replaces the need to separately establish connections betWeen 
subscribers and their respective ISP netWorks (or other 
remote IP netWorks). 

Although the invention has been described With reference 
to several exemplary embodiments, it is understood that the 
Words that have been used are Words of description and illus 
tration, rather than Words of limitation. Changes may be made 
Within the purvieW of the appended claims, as presently stated 
and as amended, Without departing from the scope and spirit 
of the invention in its aspects. Although the invention has 
been described With reference to particular means, materials 
and embodiments, the invention is not intended to be limited 
to the particulars disclosed; rather, the invention extends to all 
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functionally equivalent structures, methods, and uses such as 
are Within the scope of the appended claims. 

In accordance With various embodiments of the present 
invention, the methods described herein are intended for 
operation as softWare programs running on a computer pro 
cessor. Dedicated hardWare implementations including, but 
not limited to, application speci?c integrated circuits, pro 
grammable logic arrays and other hardWare devices can like 
Wise be constructed to implement the methods described 

5 

herein. Furthermore, alternative software implementations 10 
including, but not limited to, distributed processing or com 
ponent/object distributed processing, parallel processing, or 
virtual machine processing can also be constructed to imple 
ment the methods described herein. 

It should also be noted that the software implementations 
of the present invention as described herein are optionally 
stored on a tangible storage medium, such as: a magnetic 
medium such as a disk or tape; a magneto-optical or optical 
medium such as a disk; or a solid state medium such as a 

memory card or other package that houses one or more read 

only (non-volatile) memories, random access memories, or 
other re-Writable (volatile) memories. A digital ?le attach 
ment to email or other self-contained information archive or 
set of archives is considered a distribution medium equivalent 
to a tangible storage medium. Accordingly, the invention is 
considered to include a tangible storage medium or distribu 
tion medium, as listed herein and including art-recognized 
equivalents and successor media, in Which the softWare 
implementations herein are stored. 

Although the present speci?cation describes components 
and functions implemented in the embodiments With refer 
ence to particular standards and protocols, the invention is not 
limited to such standards and protocols. Each of the standards 
for lntemet and other packet-sWitched netWork transmission 
(e. g., IPv6, IPv4, TCP/IP, UDP/IP) and public telephone net 
Works (ATM, DSL) represent examples of the state of the art. 
Such standards are periodically superseded by faster or more 
e?icient equivalents having essentially the same functions. 
Accordingly, replacement standards and protocols having the 
same functions are considered equivalents. 

What is claimed: 
1. A method for routing data packets from a subscriber 

device, over a broadband access link, through a ?rst internet 
protocol (IP) version 6 (IPv6) netWork to a second IP net 
Work, the ?rst and second IP netWorks interfacing through a 
second IP netWork edge device, the method comprising: 

assigning a ?rst IP address to the subscriber device, the ?rst 
IP address being associated With the ?rst IP netWork; 

assigning a second IP address to the subscriber device 
based on a request routed through the ?rst IP netWork 
from the subscriber device, the second IP address being 
associated With the second IP netWork; 

forWarding a data packet addressed With both the ?rst IP 
address and the second IP address, from the subscriber 
device, Without using netWork address translation and 
Without mapping the ?rst IP address to the second IP 
address, 

Wherein the ?rst IP address is compliant With a ?rst proto 
col implemented by the ?rst IP netWork, and 

Wherein the second IP address is compliant With a second 
protocol distinct from the ?rst protocol implemented by 
the second IP netWork. 

2. The method for routing data packets according to claim 
1: 

Wherein the request comprises a dynamic host con?gura 
tion protocol (DHCP) request. 
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3. The method for routing data packets according to claim 

2’ 
Wherein the subscriber device comprises an IP version 4 

(IPv4) device, the method further comprising: 
encapsulating the DHCP request in an IPv6 packet for 

routing the DHCP request through the ?rst IP netWork. 
4. The method for routing data packets according to claim 

2’ 
Wherein the subscriber device comprises an IPv6 device, 

the method further comprising: 
modifying the DHCP request to include a tWo-hop IPv6 

routing header for routing the DHCP request through the 
?rst IP netWork. 

5. The method for routing data packets according to claim 

Wherein the tWo-hop IPv6 routing header comprises an IP 
address of the second IP netWork edge device as a ?rst 
hop address and an IP broadcast address of the DHCP 
request as a second hop address, and 

Wherein the IP address of the second IP netWork edge 
device is associated With the ?rst IP netWork. 

6. The method for routing data packets according to claim 

Wherein providing the second IP address to the subscriber 
device is further based on a DHCP response routed 
through the ?rst IP netWork from the edge device to the 
subscriber device, the method further comprising: 

modifying the DHCP response to include a tWo-hop IPv6 
routing header for routing the DHCP response through 
the ?rst IP netWork to the subscriber device. 

7. The method for routing data packets according to claim 

Wherein the tWo-hop IPv6 routing header of the DHCP 
response comprises the ?rst IP address of the subscriber 
device as a ?rst hop address and the second IP address of 
the subscriber devices as a second hop address. 

8. A method for forWarding data packets of a subscriber for 
transmission from an originating device over a broadband 
access link through an inteme protocol (IP) netWork to a 
destination netWork, the method comprising: 

allocating a ?rst subscriber IP address to the originating 
device, the ?rst subscriber IP address being associated 
With the IP netWork; 

receiving a dynamic host con?guration protocol (DHCP) 
request from the originating device, the DHCP request 
being associated With the ?rst subscriber IP address; 

sending the DHCP request through the IP netWork to a 
destination device in the destination netWork using an IP 
netWork address of the destination device, the destina 
tion device forWarding the DHCP request to a DHCP 
server; 

receiving a DHCP response from the DHCP server, 
through the destination device, the DHCP response 
including a second subscriber IP address from the 
DHCP server, the second subscriber IP address being 
associated With the destination netWork; and 

sending the DHCP response through the IP netWork to the 
originating device using the ?rst subscriber IP address, 
enabling the originating device to obtain the second 
subscriber IP address from the DHCP response and for 
Ward subsequent data packets addressed With both the 
?rst subscriber IP address and the second subscriber IP 
address Without using netWork address translation and 
Without mapping the ?rst subscriber IP address to the 
second subscriber IP address. 
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9. The method for forwarding data packets according to 
claim 8, 

wherein the IP network comprises an IP version 6 (IPv6) 
network, and 

wherein the ?rst subscriber IP address and the IP network 
address of the destination device comprise IPv6 
addresses. 

10. The method for forwarding data packets according to 
claim 9, 

wherein the originating device comprises an lP-version 4 
(IPv4) device, the DHCP request comprises a DHCPv4 
request, the DHCP response comprises a DHCPv4 
response and the second subscriber IP address com 
prises an IPv4 address. 

11. The method for forwarding data packets according to 
claim 10, 

wherein sending the DHCP request through the IP network 
comprises: 

encapsulating the DHCPv4 request in a ?rst IPv6 packet, 
using the IPv6 network address of the destination device 
as a ?rst destination address, and sending the ?rst IPv6 
packet to the destination device using the ?rst destina 
tion address, 

wherein the destination device extracts the DHCPv4 
request from the ?rst IPv6 packet prior to forwarding the 
DHCPv4 request to the DHCP server. 

12. The method for forwarding data packets according to 
claim 11, 

wherein sending the DHCP response through the IP net 
work comprises: 

encapsulating the DHCPv4 response in a second IPv6 
packet, using the ?rst subscriber IPv6 address as a sec 
ond destination address, and sending the second IPv6 
packet to the originating device using the second desti 
nation address, 

wherein the originating device extracts the DHCPv4 
response from the second IPv6 packet to obtain the 
second subscriber IPv4 address. 

13. The method for forwarding data packets according to 
claim 9, 

wherein the originating device comprises an IPv6 device, 
the DHCP request comprises a DHCPv6 request, the 
DHCP response comprises a DHCPv6 response and the 
second subscriber IP address comprises an IPv6 address. 

14. The method for forwarding data packets according to 
claim 13, 

wherein sending the DHCP request through the IP network 
comprises: 

modifying the DHCPv6 request to include a two-hop IPv6 
routing header comprising the IPv6 network address of 
the destination device as a ?rst hop address and an IPv6 
broadcast address of the DHCPv6 request as the second 
hop address, and sending the DHCPv6 request to the 
destination device using the ?rst hop address. 

15. The method for forwarding data packets according to 
claim 14, 

wherein sending the DHCP response through the IP net 
work comprises: 

modifying the DHCPv6 response to include a two-hop 
IPv6 routing header comprising the ?rst subscriber IPv6 
address as a ?rst hop address and the second subscriber 
IPv6 address of the DHCPv6 request as the second hop 
address, and sending the DHCPv6 response to the des 
tination device using the ?rst hop address. 
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16. The method for forwarding data packets according to 

claim 8, 
wherein allocating the ?rst subscriber IP address com 

prises matching a previously allocated network IPv6 
address of the subscriber. 

17. The method for forwarding data packets according to 
claim 8, 

wherein allocating the ?rst subscriber IP address com 
prises receiving an initial DHCP request at a DHCP 
server associated with the IP network, and sending an 
initial DHCP response to the originating device from the 
IP network DHCP server, the initial DHCP response 
including the ?rst subscriber IP address. 

18.A system for forwarding data packets of a subscriber for 
transmission over a broadband access link from an originat 
ing device through a ?rst internet protocol (IP) network to a 
second IP network, the ?rst IP network and the second IP 
network interfacing through at least one edge device of the 
second IP network, the system comprising: 

a ?rst dynamic host con?guration protocol (DHCP) server 
in the ?rst IP network that allocates a ?rst subscriber IP 
address to the originating device, the ?rst subscriber IP 
address being associated with the ?rst IP network; and 

a second DHCP server in the second IP network that 
receives a DHCP request from the originating device 
through the at least one edge device, allocates a second 
subscriber IP address to the originating device, and 
sends a DHCP response having the second subscriber IP 
address through the at least one edge device to the origi 
nating device, the second subscriber IP address being 
associated with the second IP network, 

wherein the originating device forwards data packets with 
both the ?rst subscriber IP address and the second sub 
scriber IP address without using network address trans 
lation and without mapping the ?rst subscriber IP 
address to the second subscriber IP address. 

19. The system for forwarding data packets according to 
claim 18, 

wherein the ?rst IP network comprises an lP-version 6 
(IPv6) network and the ?rst subscriber IP address com 
prises an IPv6 address. 

20. The system for forwarding data packets according to 
claim 19, 

wherein the originating device comprises an lP-version 4 
(IPv4) device, the second DHCP server comprises a 
DHCPv4 server, the DHCP request comprises a 
DHCPv4 request, the DHCP response comprises a 
DHCPv4 response and the second subscriber IP address 
comprises an IPv4 address. 

21. The system for forwarding data packets according to 
claim 20, 

wherein the DHCP request from the origination device is 
encapsulated in a ?rst IPv6 packet received by the at 
least one edge device based on an IPv6 address of the at 
least one edge device included in the ?rst IPv6 packet, 
and 

wherein the at least one edge device extracts the DHCP 
request from the ?rst IPv6 packet prior to forwarding the 
DHCP request to the second DHCP server. 

22. The system for forwarding data packets according to 
claim 21, 

wherein the DHCP response from the second DHCP server 
is encapsulated in a second IPv6 packet, received by the 
originating device based on the ?rst subscriber IP 
address included in the second IPv6 packet, the origi 
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nating device extracting the DHCP response from the 
second IPv6 packet to obtain the second subscriber IP 
address. 

23. The system for forwarding data packets according to 
claim 19, 

wherein the originating device comprises an IPv6 device, 
the second DHCP server comprises a DHCPv6 server, 
the DHCP request comprises a DHCPv6 request, the 
DHCP response comprises a DHCPv6 response and the 
second subscriber IP address comprises an IPv6 address. 

24. The system for forwarding data packets according to 
claim 23, 

wherein the DHCPv6 request from the origination device is 
modi?ed to include a two-hop IPv6 routing header, com 
prising an IPv6 network address of the at least one edge 
device as a ?rst hop address and an IPv6 broadcast 
address of the DHCPv6 request as a second hop address, 
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the at least one edge device receiving the DHCPv6 
request based on the ?rst hop address. 

25. The system for forwarding data packets according to 
claim 24, 

wherein the DHCPv6 response from the second DHCP 
server is modi?ed to include a two-hop IPv6 routing 
header, comprising the ?rst subscriber IPv6 address as a 
?rst hop address and the second subscriber IPv6 address 
as a second hop address, the at least one edge device 
directing the DHCPv6 response to the originating device 
using the ?rst hop address. 

26. The system for forwarding data packets according to 
claim 18, 

wherein the second IP network comprises one of an interne 
service provider network and a private network. 

* * * * * 


