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INTRUSION DETECTION USING 
PSEUDO-RANDOM BINARY SEQUENCES 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

This application is related to US. patent application Ser. 
No. 11/170,881, titled “SYSTEM AND METHOD FOR 
DETECTING UNAUTHORIZED ACCESS TO ELEC 
TRONIC EQUIPMENT OR COMPONENTS”, ?led on Jun. 
30, 2005, Which is incorporated herein by reference in its 
entirety and Which is also referred to here as the “’881 Appli 
cation.” 

BACKGROUND 

Often, it is desirable to protect sensitive electronic equip 
ment or components against unauthorized access. For 
example, electronic systems or components used for civilian 
applications can contain sensitive, proprietary information 
that needs to be protected against unauthorized access. For 
example, ?nancial institutions and corporations use comput 
erized systems to protect sensitive information (for example, 
personal data, customer data, ?nancial data, ?nancial trans 
action authorization codes, authentication procedures, secu 
rity passWords, etc.). Such sensitive information may be 
stored in alterable semiconductor memory devices (e. g., ?ash 
memory device, EPROM, EEPROM, PROM, RAM, DRAM, 
etc.) or memory components of integrated circuits. A com 
promise in the security of the sensitive data contained in such 
memory devices or integrated circuits can result in signi?cant 
tangible and intangible losses to the ?nancial institutions and 
corporations, such as, for example, ?nancial losses, losses 
due to fraudulent transactions, business losses, losses due to 
compromised customer lists and ?nancial data, losses of insti 
tutional or corporate integrity, losses of commercial con? 
dence, and losses due to adverse publicity. 
One Way in Which an intruder might attempt to gain unau 

thorized access to sensitive information or structures in elec 
tronic equipment or components is by physically accessing 
the electronic equipment or components involved. For 
example, an intruder may attempt to gain physical access to 
sensitive electronic equipment by opening or removing a Wall 
of the enclosure (for example, a chassis Wall) for the elec 
tronic equipment, or gain physical access to sensitive data in 
an electronic component (for example, ?ash memory, inte 
grated circuit, etc.) by creating a portal through or removing 
the encapsulant surrounding the component or assembly in 
order to expose the interconnect and/or address busses in the 
component. If such an attempted intrusion is successful, the 
intruder can observe and learn about the sensitive features in 
the electronic equipment, or reverse engineer the electronic 
components in order to access the sensitive data via the 
exposed interconnect and/or address busses in order to learn 
about and/or compromise the operations of the component or 
associated system. 

SUMMARY 

In one embodiment, a system comprises an enclosure, at 
least one item enclosed Within the enclosure, and at least one 
optical medium disposed betWeen the enclosure and the at 
least one item. The at least one optical medium is arranged in 
a pattern such that the at least one optical medium substan 
tially encloses the at least one item. The system further com 
prises a generator communicatively coupled to a ?rst portion 
of the optical medium. The generator generates a pseudo 

20 

25 

30 

35 

40 

45 

50 

55 

60 

65 

2 
random sequence of bits. The pseudo-random sequence of 
bits is optically transmitted over the optical medium. The 
system further comprises a detector communicatively 
coupled to a second portion of the optical medium. The detec 
tor detects any portion of the pseudo-random sequence of bits 
received at the second portion of the optical medium. 

In another embodiment, a system comprises an electrical 
component, packaging substantially enclosing the electrical 
component, and at least one optical medium disposed 
betWeen the packaging and the electrical component. The at 
least one optical medium is arranged in a pattern such that the 
at least one optical medium substantially encloses the at least 
electrical component. The system further comprises a gen 
erator communicatively coupled to a ?rst portion of the opti 
cal medium. The generator generates a pseudo-random 
sequence of bits and optically transmits the pseudo-random 
sequence of bits over the optical medium. The system further 
comprises a detector communicatively coupled to a second 
portion of the optical medium. The detector detects any por 
tion of the pseudo-random sequence of bits received at the 
second portion of the optical medium. 

In another embodiment, a method comprises generating a 
pseudo -random sequence of bits and transmitting the pseudo 
random sequence of bits over an optical medium from a ?rst 
portion of the optical medium. The optical medium is sub 
stantially arranged in a pattern such that at least one item is 
substantially enclosed by the optical medium. The method 
further comprises detecting Whether any portion of the 
pseudo-random sequence of bits received at a second portion 
of the optical medium. 
The details of various embodiments of the claimed inven 

tion are set forth in the accompanying drawings and the 
description beloW. Other features and advantages Will 
become apparent from the description, the draWings, and the 
claims. 

DRAWINGS 

FIG. 1 is a high-level block diagram of one embodiment of 
a system that uses pseudo-random binary sequences for intru 
sion detection. 

FIG. 2A is a high-level block diagram of one embodiment 
of a linear feedback shift register. 

FIG. 2B is a high-level block diagram of one embodiment 
of a recon?gurable linear feedback shift register. 

FIG. 3 is a high-level block diagram of an alternative 
embodiment of a system 300 that uses pseudo-random binary 
sequences for intrusion detection. 

Like reference numbers and designations in the various 
draWings indicate like elements. 

DETAILED DESCRIPTION 

FIG. 1 is a high-level block diagram of one embodiment of 
a system 100. Embodiments of the system 100 are suitable for 
use in variety of applications (for example, military and com 
mercial applications). The system 100 comprises an enclo 
sure 102 in Which one or more items 104 are enclosed. For 

example, in one implementation of such an embodiment, the 
items 104 that are enclosed Within the enclosure 102 com 
prise one or more items of storage media in or on Which 
sensitive data are stored and/or electronic equipment or com 
ponents. The optical medium 106 is arranged in a pattern such 
that the optical medium 106 substantially encloses at least 
one of the items under protection 104. In the particular 
embodiment shoWn in FIG. 1, the optical medium comprises 
a ?ber optic Web (Which is also referred to here in connection 
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With FIG. 1 as “?ber optic Web” 106). For example, in one 
implementation of such an embodiment, the enclosure 102 
comprises a six-Walled box. A separate ?ber optic Web 106 is 
embedded in or on each Wall of such an enclo sure 1 02. For the 
purposes of illustration, one ?ber optic Web 106 is shoWn in 
FIG. 1, though it is to be understood that multiple ?ber optic 
Webs 106 are used in other embodiments. Moreover, other 
types and con?gurations of optical media are used in other 
embodiments. Examples of optical media and ?ber optic 
Webs are described in the ‘"881 Application”. 

The system 100 also comprises an intrusion-detection sys 
tem 108. In the embodiment shoWn in FIG. 1, the intrusion 
detection system 108 is communicatively coupled to ?rst and 
second portions of the ?ber optic Web 106 (also referred to 
here as the “input” and “output” of the ?ber optic Web 106, 
respectively). The intrusion-detection system 108 comprises 
a generator 110 that is communicatively coupled to the input 
of the ?ber optic Web 106. The generator 110 outputs an 
optical signal (for example, in the infrared, ultraviolet, or 
visible spectra range) onto the ?ber optic Web 106 via the 
input. The intrusion-detection system 108 further comprises a 
detector 112 that detects any optical signal that is able to be 
received at the output of the ?ber optic Web 106. 

In the particular embodiment shoWn in FIG. 1, the genera 
tor 110 comprises a pseudo-random bit sequence (PRBS) 
generator 114 that outputs a digital, electrical signal that 
comprises a pseudo-random sequence of bits (also referred to 
here as a “bit stream”). In the embodiment shoWn in FIG. 1, 
the PRBS generator 114 is implemented using a linear-shift 
feedback register 116. One embodiment of a linear shift reg 
ister 116 is shoWn in FIG. 2A. As shoWn in FIG. 2A, linear 
feedback shift register 116 comprises a series of n cells (re 
ferred to here as “cell 1”, “cell 2”, through “cell N”), Where 
one bit is stored in each of the N cells. The initial value stored 
in the linear feedback shift register 116 is referred to here as 
the “seed value” for the register 116. Periodically (for 
example, When the linear feedback shift register 116 is 
clocked), the bits contained in the cells are shifted in a pre 
determined direction. That is, the bit previously stored in cell 
1 is stored in cell 2, the bit previously stored in cell 2 is stored 
in cell 3, and so on. The bit previously stored in cell N is taken 
as the output of the linear feedback shift register 116. The bit 
that is stored in cell 1 is determined by evaluating a polyno 
mial that comprises an exclusive OR (XOR) operation per 
formed on the bits previously stored in one or more of the 
other cells. The one or more cells that are used in the XOR 
operation to generate the neW bit that is stored in cell 1 are also 
referred to here as the “tapped” cells or the “taps.” One com 
monly knoWn polynomial used in such an approach is the 
CRC-l 6 polynomial. Other polynomials can be used. 

In one implementation, the polynomial that is used in each 
of linear feedback shift register is recon?gurable. FIG. 2B is 
a high-level block diagram of such an implementation of a 
linear feedback shift register 200. In this implementation, the 
cells of the linear feedback shift register 200 are stored in a 
linear ?nite shift register 202 (each bit or cell of Which is 
labeled B0, B1, B2 through BN, BNH, and BN+2 in the example 
of FIG. 2B). A control register 210 is used to modify the 
polynomial by “tuming on” or “turning off” taps. Each bit of 
the control register 210 (labeled CO, C 1, C2 through CN, CN+ 1, 
and CN+2 in the example of FIG. 2B) controls a respective one 
of the cells of the linear ?nite shift register 202. Each cell of 
the linear ?nite shift register 202 is logically AND’ed (using 
a respective AND gate 212) With a corresponding bit of the 
control register 210, and the result of such AND operation is 
input to a XOR gate 214 of the linear feedback shift register 
200. In this example, if a bit of the control register 210 is set 
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4 
to a logical value of “0”, the corresponding cell of the linear 
?nite shift register 202 is not tapped; if a bit of the control 
register 210 is set to a logical value of “l”, the corresponding 
cell of the linear ?nite shift register 202 is tapped. Each tap is 
a variable in the polynomial expression. It is to be understood 
that the control register 210 can be the same siZe as the linear 
?nite shift register 202 or can be some smaller siZe. If a 
control register 210 is smaller, such a control register 210 Will 
not control all bits of the linear ?nite shift register 202 and 
thus Will not be able implement all possible polynomial com 
binations. 
The generator 110 (shoWn in FIG. 1) further comprises an 

electrical-to-optical (E/O) interface 118 (for example, a laser 
or light emitting diode (LED)) that receives the electrical bit 
stream output by the bit-pattem generator 114 and generates 
an optical signal on Which the received bit stream is modu 
lated or encoded. The E/O interface 118 applies the optical 
signal to the input of the ?ber optic Web 106. For example, in 
one implementation of such an embodiment, the E/O inter 
face 118 outputs an optical burst or pulse having a predeter 
mined amplitude and duration for each bit in the bit stream 
that has a ?rst logic value (for example, a logical “1” value) 
and does not output a burst for the predetermined duration for 
each bit in the bit stream that has a second logic value (for 
example, a logical “0” value). In other embodiments, the bit 
stream is modulated or encoded on the optical signal output 
by the E/O interface 118 in other Ways. 
The detector 112 comprises an optical-to-electrical (O/E) 

interface 120 (for example, a photo diode) that detects any 
optical signal received at the output of the ?ber optic Web 106 
and outputs an electrical signal that comprises the bit stream, 
if any, that has been modulated or encoded onto the received 
optical signal. In the embodiment shoWn in FIG. 1, the detec 
tor 112 also comprises a reference pseudo-random bit 
sequence (PRBS) generator 122 that outputs a digital, elec 
trical signal that comprises a pseudo-random sequence of bits 
(also referred to here as a “reference bit stream”). The refer 
ence bit stream output by the reference PRBS generator 122 
of the detector 112 is the same as the bit stream output by the 
PRBS generator 114 of the generator 110. In the embodiment 
shoWn in FIG. 1, the reference PRBS generator 122 is imple 
mented using a linear-shift feedback register 124 that is con 
?gured using the same polynomial, seed value, and taps as the 
linear shift feedback register 116 of the detector 110. For 
example, in one implementation of such an embodiment, the 
linear-shift feedback register 124 is implemented using a 
recon?gurable linear shift feedback register of the type shoWn 
in FIG. 2B (Where recon?guration occurs using the control 
register 210 described above in connection With FIG. 2B). 
The detector 112 further comprises a comparator 126 that 

compares each bit of the bit stream output by the O/ E inter 
face 120 With a respective bit of the reference bit stream 
output by the reference PRBS generator 122. The output of 
the comparator 126 indicates Whether the current comparison 
Was a match or not. The output of the comparator 126 is also 
referred to here as an “out-of-sync indicator” that is indicative 
of Whether the bit stream output by the O/E interface 120 is 
synchroniZed With the reference bit stream output by the 
reference PRBS generator 122. 
The intrusion-detection system 108 further comprises an 

error ?lter 128 that receives the output of the comparator 126 
and determines When an “error” has occurred. That is, the 
error ?lter 128 determines When a disruption of the bit stream 
communicated over the ?ber optic Web 106 is considered to 
have occurred. A disruption is considered to have occurred 
(and the error signal output by the error ?lter 128 is asserted) 
When a predetermined error condition exists. The predeter 
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mined error condition is a function of the out-of-sync indica 
tor. In one implementation of such an embodiment, the pre 
determined error condition exists When a given number of bit 
mismatches occur Within a predetermined amount of time or 
a predetermined number of bits have been received at the O/ E 
interface 120 (also referred to here as an “error WindoW”). In 
such an implementation, the error ?lter 128 counts the num 
ber of mismatches that occur betWeen the most recent bit 
output by the linear shift register 122 and the most recent bit 
output by the O/E interface 120 and When the count exceeds 
a predetermined threshold Within a given error WindoW, the 
error ?lter 128 asserts the error signal. In other implementa 
tions and embodiments, other error conditions are used. In the 
embodiment shoWn in FIG. 1, an intrusion attempt is consid 
ered to have occurred When the error condition is true. 

The intrusion-detection system 108 further comprises a 
pattern selector 130. The pattern selector 130 is communica 
tively coupled to the PRBS generator 114 of the generator 110 
and the reference PRBS generator 122 of the detector 112. 
The pattern selector 130 communicates information to the 
PRBS generator 114 and the reference PRBS generator 122 
that speci?es the particular bit stream to be output by the 
generators 114 and 122 (also referred to here as “PRBS con 
?guration information”). In the particular embodiment 
shoWn in FIG. 1, the information communicated by the pat 
tern selector 130 to the PRBS generator 114 and the reference 
PRBS generator 122 comprises information that is used to 
con?gure the linear shift feedback register 116 and the linear 
feedback shift register 124, respectively. For example, in one 
implementation of such an embodiment, the PRBS con?gu 
ration information comprises a seed value, polynomial, and 
taps to be used by the linear feedback shift registers 116 and 
124. In another implementation, the PRBS con?guration 
information comprises a selection of one of a set of predeter 
mined linear feedback shift register con?gurations main 
tained at the PRBS generators 114 and 122. 

In the embodiment shoWn in FIG. 1, When the PRBS gen 
erator 114 and the reference PRBS generator 122 are recon 
?gured, the E/O interface 118 stops transmitting on the ?ber 
optic Web 106. As a result, the O/E interface 120 loses syn 
chronization With the E/O interface 118. In such an embodi 
ment, the E/O interface 118, after the PRBS generator 116 has 
been recon?gured, outputs a predetermined synchronization 
pattern for a predetermined period of time in order for the O/ E 
interface 120 to synchronize its processing to the E/O inter 
face 118. After the synchronization pattern has been trans 
mitted, the PRBS generator 116 starts outputting the neW 
PRBS bit stream for transmission by the E/O interface 118 on 
the ?ber optic Web 106. 

While such re-synchronization is occurring, the pattern 
selector 130 asserts a re-synch signal. If the re-sync signal is 
asserted, the comparator 124 does not perform the compari 
son of the mo st recent bit output by the linear shift register 122 
With the most recent bit output by the O/E interface 120. 
When su?icient time has elapsed for such recon?guration and 
re-synchronization to be completed, the pattern selector 128 
de-asserts the re-sync signal and the comparator 124 per 
forms the comparison of the most recent bit output by the 
linear shift register 122 With the most recent bit output by the 
O/E interface 120. In this Way, the comparator 126 does not 
erroneously assert the out-of-sync signal While such a re 
con?guration is occurring. 

The intrusion-detection system 108 also comprises a timer 
132 that indicates to the pattern selector 130 and the error 
?lter 126 When a recon?guration of the PRBS generators 114 
and 122 should occur. For example, in one implementation of 
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the embodiment shoWn in FIG. 1, the PRBS generators 114 
and 122 are re-con?gured periodically. 

In the particular embodiment shoWn in FIG. 1, the system 
100 further comprises an anti-tamper response mechanism 
140 that performs (or causes to be performed) one or more 
anti-tamper related actions in response to one or more intru 
sion attempts (or When some other intrusion-related condition 
is true). Examples of such actions include signaling an alarm 
(either silent or audible), transmitting a homing beacon, and/ 
or disabling or destroying one or more components of the 
system 100. For example, in the embodiment shoWn in FIG. 1, 
the items 104 comprises critical functionality and/or data that 
are disabled, destroyed and/ or deleted by an anti-tamper 
related action performed (or caused to be performed) by the 
anti-tamper response mechanism 140. In the particular 
embodiment shoWn in FIG. 1, the system 100 also includes an 
anti-tamper poWer supply 142 for providing poWer to carry 
out such anti-tamper related actions in the event there is no 
main system poWer for the system 100. Examples of such 
anti-tamper functionality are described in the ’881 Applica 
tion. 

In operation, When the intrusion-detection system 108 is 
“armed” (that is, is operated so as to detect intrusions) and the 
timer 132 indicates to the pattern selector 130 and the error 
?lter 126 that a recon?guration of the PRBS generators 114 
and 122 should occur, the pattern selector 130 provides PRBS 
con?guration information to the PRBS generators 114 and 
122 and asserts the re-sync signal. When the comparator 126 
detects that the re-sync signal has been asserted, the compara 
tor 126 ceases performing the comparison of the output of the 
O/E interface 120 and the output of the reference PRBS 
generator 122. When the PRBS generators 114 and 122 
receives the PRBS con?guration information, the PRBS gen 
erators 114 and 122 recon?gure their linear shift feedback 
registers 116 and 124, respectively. After the PRBS genera 
tors 114 and 122 have been recon?gured, the E/O interface 
118 outputs the synchronization pattern for the predeter 
mined synchronization period in order for the O/ E interface 
120 to synchronize to the transmissions of the E/O interface 
118. After the synchronization pattern has been transmitted 
and the synchronization period has elapsed, the PRBS gen 
erator 114 starts outputting the neW PRBS bit stream to the 
E/O interface 118 for transmission on the ?ber optic Web 106. 

The O/E interface 120 detects any optical signal that it is 
able to receive at the output of the ?ber optic Web 106 and 
outputs an electrical signal that comprises the bit stream, if 
any, that has been modulated or encoded onto the received 
optical signal. The comparator 126 compares the most recent 
bit output by the linear shift register 124 of the reference 
PRBS generator 122 With the most recent bit output by the 
O/E interface 120. If the ?ber optic Web 106 is intact, O/E 
interface 120 should receive the optical pulse stream output 
by the E/O interface 118 and, as result, the most recent bit 
output by the linear shift register 124 should match the most 
recent bit output by the O/E interface 120. If the ?ber optic 
Web 106 is disrupted such that the O/E interface 120 is not 
able to properly receive the optical pulse stream output by the 
E/O interface 118, eventually the mo st recent bit output by the 
linear shift register 122 Will not match the most recent bit 
output by the O/ E interface 120 and the comparator 126 Will 
assert the out-of-sync signal. The error ?lter 128 Will count 
the number of times that a mismatch has occurred in a given 
error WindoW and if the number of mismatches exceeds the 
predetermined threshold Within a given error WindoW, the 
error ?lter 128 asserts the error signal. In the embodiment 
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shown in FIG. 1, the anti-tamper response mechanism 140 
then, if appropriate, takes one or more anti-tamper related 
actions in response thereto. 

The embodiment shoWn in FIG. 1 is exemplary and it is to 
be understoodthat the methods and techniques described here 
can be implemented in other Ways. One alternative embodi 
ment is shoWn in FIG. 3. 

FIG. 3 is a high-level block diagram of one embodiment of 
a system 300. The system 300 shoWn in FIG. 3 is similar to the 
system 100 shoWn in FIG. 1 except that the intrusion-detec 
tion system 308 of system 300 does not include a separate 
reference PRBS generator 122 (and linear shift feedback 
register 124) to generate the reference bit stream. Instead, the 
bit stream output by the PRBS generator 114 is communi 
cated to the detector 312, Where the bit stream is used by the 
comparator 126. OtherWise, the system 300 is similar to the 
system 100 of FIG. 1 and similar components are referenced 
in FIG. 3 using the same reference numerals used in FIG. 1 for 
those components. 

Moreover, although the intrusion-detection systems of 
FIGS. 1 and 3 are described here as being used to detect 
intrusions of an enclosure 102, it is to be understood that, in 
other embodiments, such intrusion-detection systems are 
used to detect intrusions in other structures or devices. For 
example, in one such embodiment, an item of optical media is 
embedded in or on packaging that surrounds (or otherWise 
encapsulates) an electronic device such as a circuit board or a 
component. Examples of such optical media (and appropriate 
E/O and O/E interfaces) are described in the ’881 Applica 
tion. In one such embodiment, the intrusion-detection system 
itself is not physically located Within the packaging surround 
ing the device under protection. 

The methods and techniques described here may be imple 
mented in digital electronic circuitry, or With a programmable 
processor (for example, a special-purpose processor or a gen 
eral-purpose processor such as a computer) ?rmWare, soft 
Ware, or in combinations of them. Apparatus embodying 
these techniques may include appropriate input and output 
devices, a programmable processor, and a storage medium 
tangibly embodying program instructions for execution by 
the programmable processor. A process embodying these 
techniques may be performed by a programmable processor 
executing a program of instructions to perform desired func 
tions by operating on input data and generating appropriate 
output. The techniques may advantageously be implemented 
in one or more programs that are executable on a program 

mable system including at least one programmable processor 
coupled to receive data and instructions from, and to transmit 
data and instructions to, a data storage system, at least one 
input device, and at least one output device. Generally, a 
processor Will receive instructions and data from a read-only 
memory and/or a random access memory. Storage devices 
suitable for tangibly embodying computer program instruc 
tions and data include all forms of non-volatile memory, 
including by Way of example semiconductor memory 
devices, such as EPROM, EEPROM, and ?ash memory 
devices; magnetic disks such as internal hard disks and 
removable disks; magneto-optical disks; and DVD disks. Any 
of the foregoing may be supplemented by, or incorporated in, 
specially-designed application-speci?c integrated circuits 
(ASlCs). 
A number of embodiments of the invention de?ned by the 

folloWing claims have been described. Nevertheless, it Will be 
understood that various modi?cations to the described 
embodiments may be made Without departing from the spirit 
and scope of the claimed invention. Accordingly, other 
embodiments are Within the scope of the folloWing claims. 
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What is claimed is: 
1. A system comprising: 
an enclosure; 
at least one item enclosed Within the enclosure; 
at least one optical medium disposed betWeen the enclo 

sure and the at least one item, Wherein the at least one 
optical medium is arranged in a pattern such that the at 
least one optical medium substantially encloses the at 
least one item; 

a generator communicatively coupled to a ?rst portion of 
the optical medium, Wherein the generator generates a 
pseudo-random sequence of bits, Wherein the pseudo 
random sequence of bits is optically transmitted over the 
optical medium; and 

a detector communicatively coupled to a second portion of 
the optical medium, Wherein the detector detects a por 
tion of the pseudo-random sequence of bits received at 
the second portion of the optical medium. 

2. The system of claim 1, Wherein the portion of the 
pseudo-random sequence of bits received at the second por 
tion of the optical medium is compared to at least a portion of 
the generated pseudo -random sequence of bits to determine if 
the physical integrity of the optical medium has been com 
promised. 

3. The system of claim 2, further comprising an anti-tamper 
mechanism and an error ?lter, Wherein the error ?lter deter 
mines When the anti -tamper mechanism should cause an anti 
tamper related action to be performed by counting a number 
of bit mismatches betWeen the bits received at the second 
portion of the optical medium and the generated pseudo 
random sequence of bits occurring Within a predetermined 
error WindoW, comparing the count to a predetermined 
threshold count, and determining that an anti-tamper related 
action should be performed When the count exceeds the 
threshold count. 

4. The system of claim 2, further comprising a comparator 
to compare the at least a portion of the pseudo-random 
sequence of bits optically transmitted over the optical 
medium to the portion of the pseudo-random sequence of bits 
received at the second portion of the optical medium. 

5. The system of claim 2, Wherein a reference pseudo 
random sequence of bits is generated, Wherein the reference 
pseudo-random sequence of bits comprises the pseudo-ran 
dom sequence of bits optically transmitted over the optical 
medium, Wherein at least a portion of the reference pseudo 
random sequence of bits is compared to the portion of the 
pseudo-random sequence of bits received at the second por 
tion of the optical medium to determine if the integrity of the 
optical medium has been compromised. 

6. The system of claim 3, Wherein the at least one item 
comprises at least one of an electronic equipment and an 
electronic component, and the anti-tamper related action is 
the destruction or disabling of the at least one of an electronic 
equipment and an electronic component. 

7. The system of claim 1, Wherein the at least one item 
comprises at least one of electronic equipment and an elec 
tronic component, and Wherein said optical medium is inte 
grally formed in or on a packaging material encapsulating the 
at least one item. 

8. The system of claim 1, Wherein the generator is con?g 
ured to periodically generate a different pseudo-random 
sequence of bits. 

9. A system comprising: 
an electrical component; 
packaging substantially encapsulating the electrical com 

ponent; 
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at least one optical medium integrally formed in or on the 
packaging, Wherein the at least one optical medium is 
arranged in a pattern such that the at least one optical 
medium substantially encloses the electrical compo 
nent; 

a generator communicatively coupled to a ?rst portion of 
the optical medium, Wherein the generator generates a 
pseudo-random sequence of bits and optically transmits 
the pseudo-random sequence of bits over the optical 
medium; and 

a detector communicatively coupled to a second portion of 
the optical medium, Wherein the detector detects a por 
tion of the pseudo-random sequence of bits received at 
the second portion of the optical medium. 

10. The system of claim 9, Wherein the portion of the 
pseudo-random sequence of bits received at the second por 
tion of the optical medium is compared to at least a portion of 
the pseudo-random sequence of bits optically transmitted 
over the optical medium to determine if the physical integrity 
of the optical medium has been compromised. 

11. The system of claim 10, further comprising an anti 
tamper mechanism and an error ?lter, Wherein the error ?lter 
determines When the anti-tamper mechanism should cause an 
anti-tamper related action to be performed by counting a 
number of bit mismatches betWeen the bits received at the 
second portion of the optical medium and the generated 
pseudo-random sequence of bits occurring Within a predeter 
mined error WindoW, comparing the count to a predetermined 
threshold count, and determining that an anti-tamper related 
action should be performed When the count exceeds the 
threshold count. 

12. The system of claim 11, Wherein the anti-tamper related 
action is the destruction or disabling of the electrical compo 
nent. 

13. The system of claim 9, Wherein the generator is con 
?gured to periodically generate a different pseudo-random 
sequence of bits. 

14. The system of claim 9, Wherein the generator and 
detector are disposed outside of said optical medium. 

15. A method for detecting intrusion comprising: 
generating a pseudo-random sequence of bits; 
transmitting the pseudo-random sequence of bits over an 

optical medium from a ?rst portion of the optical 
medium, Wherein the optical medium is substantially 
arranged in a pattern such that at least one item is sub 
stantially enclosed by the optical medium; and 

detecting Whether a portion of the pseudo-random 
sequence of bits is received at a second portion of the 
optical medium. 

16. The method of claim 15, further comprising: 
generating a reference pseudo-random sequence of bits, 

Wherein the reference pseudo-random sequence of bits 

20 

25 

35 

40 

45 

50 

10 
comprises the pseudo-random sequence of bits optically 
transmitted over the optical medium; and 

comparing at least a portion of the reference pseudo-ran 
dom sequence of bits to the portion of the pseudo-ran 
dom sequence of bits received at the second portion of 
the optical medium in order to determine if the integrity 
of the optical medium has been compromised. 

17. The method of claim 15, Wherein generating the 
pseudo-random sequence of bits comprises generating the 
pseudo-random sequence of bits using a linear feedback shift 
register, and Wherein the method further comprises: 

periodically re-con?guring the linear feedback shift regis 
ter to generate a neW pseudo-random sequence of bits 
different from a prior pseudo-random sequence of bits; 
and 

communicating a synchronization pattern over the optical 
medium While the con?guring occurs. 

18. The method of claim 15, Wherein the at least one item 
comprises at least one of electronic equipment and an elec 
tronic component, and Wherein said optical medium is inte 
grally formed in or on a packaging material encapsulating the 
at least one item. 

19. The method of claim 15, further comprising: 
comparing the portion of the pseudo-random sequence of 

bits received at the second portion of the optical medium 
to at least a portion of the pseudo-random sequence of 
bits optically transmitted over the optical medium in 
order to determine if the physical integrity of the optical 
medium has been compromised, and 

?ltering results from the comparing in order to determine 
When to perform an anti-tamper related action by count 
ing a number of bit mismatches betWeen the bits 
received at the second portion of the optical medium and 
the generatedpseudo-random sequence of bits occurring 
Within a predetermined error WindoW, comparing the 
count to a predetermined threshold count, and determin 
ing that an anti-tamper related action should be per 
formed When the count exceeds the threshold count. 

20. The method of claim 19, Wherein the anti-tamper 
related action is the destruction or disabling of an electrical 
component encapsulated in a packaging material and sur 
rounded by said optical medium. 

21. An apparatus comprising: 
means for generating a pseudo-random sequence of bits; 
means for transmitting the pseudo -random sequence of bits 

over an optical medium from a ?rst portion of the optical 
medium, Wherein the optical medium is substantially 
arranged in a pattern such that at least one item is sub 
stantially enclosed by the optical medium; and 

means for detecting Whether a portion of the pseudo-ran 
dom sequence of bits is received at a second portion of 
the optical medium. 

* * * * * 


