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METHOD AND APPARATUS FOR FLEXIBLE 
ACCESS TO STORAGE FACILITIES 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The present invention generally relates to computers and, 

more particularly, to techniques for providing ?exible access 
to the resources in one or more storage facilities. 

2. Description of the Background Art 
In storage area netWork (SAN) based data centers, storage 

access and connectivity are provisioned in advance. For 
example, in a SAN cluster each node is con?gured so that 
each node can access all the storage resources each node may 
ever need, even if a given node is not using all the storage 
capacity at any particular moment. Each storage device must 
also be provisioned to and individually con?gured for all the 
nodes in the SAN cluster. This process is error prone and 
makes adding neW resources to the cluster di?icult. Fast and 
?exible data migration from one server host to another cur 
rently requires signi?cant planning and recon?guration 
phase. In cases Where there is a physical host bus adapter 
(HBA) failure on a host and that HBA needs to be replaced, 
the con?guration for that particular host has to be con?rmed 
and/ or redone to make sure that the connectivity betWeen the 
host and the storage resources still exist. Where con?guration 
changes are common and complex, signi?cant resources are 
required to perform host failover recovery and/or data migra 
tion. There is a need, therefore, to address the above-men 
tioned problems. 

SUMMARY OF THE INVENTION 

A method and apparatus for providing ?exible access to 
storage resources in a storage area netWork is provided. One 
aspect of the invention relates to managing hosts and storage 
resources on a storage area netWork. At least one logical 
relationship among the storage resources is associated With 
each of a plurality of virtual identi?ers. At least one of the 
plurality of virtual identi?ers is then associated to an interface 
of each of the hosts. 

BRIEF DESCRIPTION OF THE DRAWINGS 

So that the manner in Which the recited features of the 
present invention can be understood in detail, a more particu 
lar description of the invention, brie?y summariZed beloW, 
can be had by reference to embodiments, some of Which are 
illustrated in the appended draWings. It is to be noted, hoW 
ever, that the appended draWings illustrate only some of the 
embodiments of this invention and are therefore not to be 
considered limiting of its scope, for the invention can admit to 
other equally effective embodiments. 

FIG. 1 is a block diagram depicting an exemplary embodi 
ment of a storage area netWork (SAN) in accordance With one 
or more aspects of the invention; 

FIG. 2 is a block diagram depicting an exemplary embodi 
ment of a method for managing hosts and storage resources 
on a SAN in accordance With one or more aspects of the 

invention; 
FIG. 3 is a ?oW diagram depicting an exemplary embodi 

ment of a method for failover of hosts of a SAN in accordance 
With one or more aspects of the invention; and 

FIG. 4 is a block diagram depicting an exemplary embodi 
ment of a computer system in accordance With one or more 
aspects of the invention. 
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2 
While the invention is described herein by Way of example 

using several embodiments and illustrative draWings, those 
skilled in the art Will recogniZe that the invention is not 
limited to the embodiments of draWing or draWings 
described. It should be understood that the draWings and 
detailed description thereto are not intended to limit the 
invention to the particular form disclosed, but on the contrary, 
the invention is to cover all modi?cation, equivalents and 
alternatives falling Within the spirit and scope of the present 
invention as de?ned by the appended claims. The headings 
used herein are for organizational purposes only and are not 
meant to be used to limit the scope of the description or the 
claims. As used throughout this application, the Word “may” 
is used in a permissive sense (i.e., meaning having the poten 
tial to), rather than the mandatory sense (i.e., meaning must). 
Similarly, the Words “include,” “including,” and “includes” 
mean including, but not limited to. 

DETAILED DESCRIPTION 

A detailed description Will noW be provided. Each of the 
appended claims de?nes a separate invention, Which for 
infringement purposes is recogniZed as including equivalents 
to the various elements or limitations speci?ed in the claims. 
Depending on the context, all references beloW to the “inven 
tion” can in some cases refer to certain speci?c embodiments 
only. In other cases it Will be recogniZed that references to the 
“invention” Will refer to subject matter recited in one or more, 
but not necessarily all, of the claims. Each of the inventions 
Will noW be described in greater detail beloW, including spe 
ci?c embodiments, versions and examples, but the inventions 
are not limited to these embodiments, versions or examples, 
Which are included to enable a person having ordinary skill in 
the art to make and use the inventions, When the information 
in this patent is combined With available information and 
technology. 

FIG. 1 is a block diagram depicting an exemplary embodi 
ment of a storage area netWork (SAN) 100 in accordance With 
one or more aspects of the invention. The SAN 100 includes 
a SAN fabric 102, storage systems 104-1 through 104-N 
(collectively storage systems 104), hosts 110A and 110B, and 
a host 112. The SAN fabric 102 enables host-to-storage 
device connectivity through a sWitching technology, such as 
Fiber Channel (FC) sWitching technology. The SAN fabric 
102 may include one or more sWitches 106 and other devices 

108, such as bridges, hubs, routers, interconnecting cables 
(e.g., ?ber optic cables), and the like. Each of the storage 
systems 1 04 may include various storage resources, including 
but not limited to Redundant Array of Independent Disks 
(RAID) systems, disk arrays, JBOD’s (Just a Bunch Of Disks, 
used to refer to disks that are not con?gured according to 
RAID), tape devices, and optical storage devices. The storage 
systems 104 are coupled to the SAN fabric 102. 

The host 112 includes a SAN manager 114 and a host bus 
adapter (HBA) 118. The host 112 is coupled to a database 
124. The HBA 118 provides an interface betWeen the host 112 
the SAN fabric 102. The SAN manager 114 is generally 
con?gured to discover SAN devices, such as hosts, HBAs, 
sWitches, storage devices, and the like. The SAN manager 
114 maintains a data store of real-time object information to 
manage the SAN resources, monitor conditions on the SAN, 
and perform policy-based actions in response to SAN condi 
tions. For example, the SAN manager 114 may manage stor 
age resources through Zoning and logical unit number (LUN) 
access control. Zoning is a security mechanism that is utiliZed 
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to control access between devices in a SAN fabric. By creat 
ing and managing Zones, a user may control host access to 
storage resources. 
A LUN is the SCSI (Small Computer System Interface) 

identi?er of a logical unit Within a target, Which is the system 
component that receives a SCSI I/O command. A logical unit 
is an entity Within a SCSI target that executes I/O commands. 
SCSI I/O commands are sent to a target and are executed by 
a logical unit Within that target. A SCSI physical disk typi 
cally has a single logical unit. Tape drives and array control 
lers may incorporate multiple logical units to Which I/O com 
mands can be addressed. LUN access control is the collective 
name given to the operations involved in making storage 
resources in the storage systems 104 available to hosts on the 
SAN 100 (e.g., hosts 110A and 110B), and may include LUN 
locating or searching, LUN binding, and/or LUN masking. 
LUN security provides granular control over a host’s access 
to individual LUN’s Within an array or other collection of 
potentially heterogeneous storage devices. LUN binding is 
generally de?ned as the creation of access paths betWeen 
LUN’s Within a disk array and ports on the array. LUN mask 
ing is generally de?ned as enabling access to LUN’s for host 
HBA ports. 

The host 110A includes a SAN agent 122A and an HBA 
120A. Similarly, the host 110B includes a SAN agent 122B 
and an HBA 122B. The hosts 110A and 110B are con?gured 
for communication With the host 112. The hosts 110A and 
110B may also be con?gured for communication With each 
other. The HBAs 120A and 120B are con?gured to provide 
respective interfaces betWeen the hosts 110A and 110B and 
the SAN fabric 102. The SAN agents 122A and 122B assist 
the SAN manager 114 in discovering and managing the SAN 
100. The SAN agents 122A and 122B are typically con?g 
ured to communicate With the SAN manager 114 using vari 
ous protocols to provide information about the hosts 110A 
and 110B, respectively. For purposes of clarity by example, 
only tWo hosts 110A and 110B are shoWn in the SAN 100. 
Those skilled in the art Will appreciate that the SAN 100 may 
include more than tWo hosts 110 managed by the host 112. 
Furthermore, those skilled in the art Will appreciate that one 
or more end-user platforms (not shoWn) may access the SAN 
100, typically via a LAN or WAN connection to one or more 
ofthe hosts 110. 
A World Wide name (WWN) is an identi?er generally used 

to assist With SAN management, including compartmental 
iZation, authorization, and securitiZation. Conventionally, 
each SAN device such as an HBA includes one or more 

physical ports, each of Which is assigned a unique WWN at 
manufacture. The WWNs are used to associate a device, such 
as an HBA, With various logical storage device relationships, 
such as Zones and LUN access controls. A user must con?g 
ure these associations each time a neW device is connected to 
the SAN. 

In accordance With one aspect of the invention, the SAN 
manager 114 includes a virtual World Wide name (V WWN) 
manager 116. The VWWN manager 116 creates and manages 
virtual WWNs (V WWNs). Each VWWN is associated With 
one or more logical relationships among storage resource in 
the storage systems 104 (e.g., Zones and/or LUN access con 
trols). The VWWNs and their associations may be stored in 
the database 124 (“VWWNs 126”). The VWWN manager 
116 assigns at least one VWWN to the HBA of each of the 
hosts it manages (e.g., the HBAs 120A and 120B ofthe hosts 
110A and 110B). The HBAs 120A and 120B use the assigned 
VWWNs, rather then the WWNs that Were provisioned dur 
ing manufacture. The assigned VWWNs alloW the hosts 
110A and 110B to access speci?c storage resources in accor 

20 

25 

30 

35 

40 

45 

50 

55 

60 

65 

4 
dance With the corresponding logical relationships estab 
lished by the host 112. Thus, the speci?c resources to Which 
a given host has access may be changed dynamically by 
assigning different VWWNs to the host HBAs. 

In one embodiment, multiple VWWNs are assigned to an 
HBA using N-port ID virtualiZation (N PIV). NPIV is part of 
the T11 ?ber channel standard set forth by the International 
Committee for Information Technology Standards (INCITS), 
Which is Well knoWn in the art. NPIV provides a PC facility 
for sharing a single physical N_port of an HBA among mul 
tiple N_port IDs (e.g., WWNs). This alloWs multiple initia 
tors, each With its oWn N_port ID, to share the physical 
N_port. In this manner, multiple VWWNs may be assigned to 
a single physical port of an HBA. 
The VWWN manager 116 obviates the need to provision 

storage access and connectivity at the hosts 110 in advance. 
Thus, it is not necessary to con?gure a given host to access 
storage resources that the host does not currently need to 
access, but rather may need to access in the future. If the host 
ever needs to access such storage resources, aVWWN may be 
dynamically assigned to the host to provide such access. In 
addition, neW hosts and/or HBAs may be added to the SAN 
100 more easily. Such neW hosts and/or HBAs are connected 
With the desired storage resources by assigning the appropri 
ate VWWNs. 
The use of VWWNs also facilitates host failover. Notably, 

in some embodiments, hosts of the SAN 100 may be con?g 
ured as a cluster. If one host experiences a hardWare and/or 
softWare failure, one or more services provided by the ho st are 
failed over to another ho st in the cluster. Thus, in one embodi 
ment, the hosts 110A and 110B include cluster agents (CAs) 
128A and 128B, respectively. The cluster agents 128A and 
128B are con?gured to monitor for failures and manage 
failover of resources among the hosts 110. 
Assume the host 110A is assigned a ?rst VWWN that 

provides access to a ?rst group of storage resources in the 
storage system 104. The host 110A executes an application 
that reads information from, and stores information to, the 
?rst group of storage resources. Assume further that the host 
110B is con?gured to assume execution of the application in 
case of failure at the host 110A. HoWever, the host 110B does 
not normally require access to the ?rst group of storage 
resources. Thus, as described above, it is not necessary to 
con?gure the host 110B to be able to access the ?rst group of 
storage resources (e.g., the HBA 120B is not assigned the ?rst 
VWWN). 
NoW assume that the CA 128B of the host 110B detects a 

failure of the application on the ?rst host 110A. For example, 
the application may have crashed or the ?rst host 110A may 
some other type of failure rendering it inoperable. The CA 
128B instructs the CA 128A to release the ?rst VWWN being 
used by the HBA 120A. If the host 110A is unable to respond 
to the request, the CA 128B may send a request to the SAN 
manager 114 that the ?rst VWWN be released from the HBA 
120A. The ?rst VWWN is then assigned to the HBA 120B. 
The assignment may be performed by the CA 128B or by the 
VWWN manager 116 (Which may have been noti?ed of the 
failure by the CA 128B). Thus, the host 110B noW has access 
to the ?rst group of storage resources. The CA 128B then 
starts execution of the application at the host 110B, Which can 
noW continue to read data from, and store data to, the ?rst 
group of resources. 

FIG. 2 is a block diagram depicting an exemplary embodi 
ment of a method 200 for managing hosts and storage 
resources on a SAN in accordance With one or more aspects of 

the invention. The method 200 begins at step 202, Where one 
or more logical relationships among the storage resources 
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is/are associated With each of a plurality of virtual identi?ers. 
In one embodiment, each of the virtual identi?ers is a unique 
VWWN, as described above. Each of the logical relationships 
may comprise Zones and/or LUN access controls, as 
described above. In general, a logical relationship assigned to 
a virtual identi?er may be any type of logical grouping of the 
storage resources. The term “storage resource” is meant to 
encompass both physical storage devices, as Well as logical 
storage areas, such as storage volumes. At step 204, one or 
more virtual identi?ers is/are assigned to one or more host 

interfaces in the SAN. In one embodiment, the ho st interfaces 
comprise HBAs, as described above. A host interface may be 
assigned its virtual identi?ers using NPIV. 

FIG. 3 is a How diagram depicting an exemplary embodi 
ment of a method 300 for failover of hosts of a SAN in 
accordance With one or more aspects of the invention. The 
method 300 begins at step 302, Where a failure is detected at 
a ?rst host. At step 304, a ?rst virtual identi?er is disassoci 
ated from the ?rst host. The ?rst virtual identi?er enables a 
host to access a speci?c group of storage resources. At step 
306, the ?rst virtual identi?er is assigned to the second host. 
This enables the second host to access the speci?c group of 
storage resources previously used by the ?rst host. At step 
308, execution is resumed at the second host. Thus, the ?rst 
host is failed over to the second host. 

FIG. 4 is a block diagram depicting an exemplary embodi 
ment of a computer system 400 in accordance With one or 
more aspects of the invention. The computer system 400 may 
be used to implement any one ofthe hosts 110 or the host 112. 
The computer system 400 includes a processor 401, a 
memory 403, various support circuits 404, and an I/O inter 
face 402. The processor 401 may include one or more micro 
processors knoWn in the art. The support circuits 404 for the 
processor 401 include conventional cache, poWer supplies, 
clock circuits, data registers, I/O interfaces, and the like. The 
I/O interface 402 may be directly coupled to the memory 403 
or coupled through the processor 401. The I/O interface 402 
may also be con?gured for communication With a netWork, 
With various storage devices, as Well as other types of input 
devices 411 and output devices 412 (e.g., mouse, keyboard, 
display, etc). 

The memory 403 stores processor-executable instructions 
and/or data that may be executed by and/or used by the 
processor 401. These processor-executable instructions may 
comprise hardWare, ?rmWare, softWare, and the like, or some 
combination thereof. Software 450 having processor-execut 
able instructions that are stored in the memory 403 may 
implement the SAN manager 114, the VWWN manager 116, 
the SAN agent 122, and/or the duster agent 120. The com 
puter system 400 may be programmed With an operating 
system 450, Which may be OS/2, Java Virtual Machine, 
Linux, Solaris, Unix, WindoWs, WindoWs95, WindoWs98, 
WindoWs NT, and WindoWs2000, WindoWsME, and Win 
doWsXP, WindoWs Server, among other knoWn platforms. At 
least a portion of an operating system 450 may be disposed in 
the memory 403. The memory 403 may include one or more 
of the folloWing random access memory, read only memory, 
magneto-resistive read/Write memory, optical read/Write 
memory, cache memory, magnetic read/Write memory, and 
the like, as Well as signal-bearing media as described beloW. 
An aspect of the invention is implemented as a program 

product for use With a computer system. Program(s) of the 
program product de?nes functions of embodiments and can 
be contained on a variety of signal-bearing media, Which 
include, but are not limited to: (i) information permanently 
stored on non-Writable storage media (e.g., read-only 
memory devices Within a computer such as CD-ROM or 
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6 
DVD-ROM disks readable by a CD-ROM drive or a DVD 
drive); (ii) alterable information stored on Writable storage 
media (e.g., ?oppy disks Within a diskette drive or hard-disk 
drive or read/Writable CD or read/Writable DVD); or (iii) 
information conveyed to a computer by a communications 
medium, such as through a computer or telephone netWork, 
including Wireless communications. The latter embodiment 
speci?cally includes information doWnloaded from the Inter 
net and other netWorks. Such signal-bearing media, When 
carrying computer-readable instructions that direct functions 
of the invention, represent embodiments of the invention. 

While the foregoing is directed to embodiments of the 
present invention, other and further embodiments of the 
invention can be devised Without departing from the basic 
scope thereof, and the scope thereof is determined by the 
claims that folloW. 
The invention claimed is: 
1. A method of managing hosts and storage resources on a 

storage area netWork (SAN), comprising: 
associating at least one logical relationship among the stor 

age resources to each of a plurality of virtual identi?ers 
Wherein each of the plurality of virtual identi?ers com 
prises a virtual World Wide name (VWWN); and 

assigning at least one of the plurality of virtual identi?ers to 
an interface of each of the hosts Wherein the hosts are 
con?gured to communicate With the storage resources 
using a SAN fabric, and Wherein interface of each of the 
hosts comprises a host bus adapter (HBA) coupled to the 
SAN fabric and Wherein the SAN fabric comprises a 
?ber channel (FC) fabric, and Wherein at least one of the 
plurality of virtual identi?ers is assigned to the interface 
of each of the hosts using N-port ID virtualization 
(N PIV). 

2. The method of claim 1, Wherein the hosts includes a ?rst 
host and a second host, Wherein the step of assigning com 
prises assigning a ?rst virtual identi?er to the ?rst host, and 
Wherein the method further comprises: 

detecting a failure in an application at the ?rst host; 
disassociating the ?rst virtual identi?er With the ?rst host; 
assigning the ?rst virtual identi?er to the second host; and 
resuming execution of the application at the second host. 
3. The method of claim 1, Wherein the at least one logical 

relationship associated With each of the plurality of virtual 
identi?ers comprises at least one of Zones or logical unit 
number (LUN) access controls associated With the storage 
resources. 

4. The method of claim 1, further comprising: 
storing the at least one logical relationship associated With 

each of the plurality of virtual identi?ers in a con?gura 
tion database. 

5. Apparatus for managing hosts and storage resources on 
a storage area netWork (SAN), comprising: 
means for associating at least one logical relationship 
among the storage resources to each of a plurality of 
virtual identi?ers; 

means for assigning at least one of the plurality of virtual 
identi?ers to an interface of each of the hosts; 

means for detecting a failure in an application at the ?rst 

host; 
means for disassociating the ?rst virtual identi?er With the 

?rst host; 
means for assigning the ?rst virtual identi?er to the second 

host; and 
means for resuming execution of the application at the 

second host; 
and Wherein the hosts includes a ?rst host and a second 

host, Wherein the means for assigning comprises assign 
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ing a ?rst Virtual identi?er to the ?rst ho st, and Wherein 
the apparatus further comprises, Wherein the hosts are 
con?gured to communicate With the storage resources 
using a SAN fabric, and Wherein interface of each of the 
hosts comprises a host bus adapter (HBA) coupled to the 
SAN fabric, Wherein each of the plurality of Virtual 
identi?ers comprises a Virtual World Wide name 
(V WWN), and Wherein the SAN fabric comprises a ?ber 
channel (FC) fabric, and Wherein at least one of the 
plurality of Virtual identi?ers is assigned to the interface 
of each of the hosts using N-port ID VirtualiZation 
(NPIV). 

6. The apparatus of claim 5, Wherein the at least one logical 
relationship associated With each of the plurality of Virtual 
identi?ers comprises at least one of Zones or logical unit 
number (LUN) access controls associated With the storage 
resources. 

7. A storage area netWork (SAN), comprising: 
a plurality of storage resources; 
a plurality of hosts; 
a SAN fabric con?gured to couple the hosts to the storage 

resources; 
the plurality of hosts including a plurality of interfaces to 

the SAN fabric and a Virtual identi?er manager, the 
Virtual identi?er manager con?gured to associate at least 
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8 
one logical relationship among the storage resources to 
each of a plurality of Virtual identi?ers and assign at least 
one of the plurality of Virtual identi?ers to each of the 
plurality of interfaces, Wherein each of the plurality of 
interfaces comprises a host bus adapter (HBA), and 
Wherein the SAN fabric comprises a ?ber channel (FC) 
fabric, and Wherein at least one of the plurality of Virtual 
identi?ers is assigned to the interface of each of the hosts 
using N-port ID VirtualiZation (NPIV). 

8. The SAN of claim 7, Wherein each of the plurality of 
Virtual identi?ers comprises a Virtual World Wide name 

(V WWN). 
9. The SAN of claim 7, Wherein the at least one logical 

relationship associated With each of the plurality of Virtual 
identi?ers comprises at least one of Zones or logical unit 
number (LUN) access controls associated With the plurality 
of storage resources. 

10. The SAN of claim 7, Wherein the Virtual identi?er 
manager is part of a SAN manager implemented by one of the 
plurality of hosts. 

11. The SAN of claim 10, further comprising: 
a con?guration database, coupled to the one of the plurality 

of hosts, con?gured to store the plurality of Virtual iden 
ti?ers. 


