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CONTEXT-FREE DATA TRANSACTIONS 
BETWEEN DUAL OPERATING SYSTEMS 
EMBEDDED WITHIN A DATA STORAGE 

SUBSYSTEM 

FIELD OF THE INVENTION 

The claimed invention relates generally to the ?eld of dis 
tributed data storage systems and more particularly, but not by 
Way of limitation, to an apparatus and method for increasing 
the processing throughput of data services by a storage sys 
tem. 

BACKGROUND 

Storage networking began proliferating When the data 
transfer rates of industry standard architectures could not 
keep pace With the data access rate of the 80386 processor 
made by Intel Corporation. Local area netWorks (LANs) 
evolved to storage area netWorks (SANs) by consolidating the 
data storage capacity in the netWork. Users have realiZed 
signi?cant bene?ts by the consolidation of equipment and the 
associated data handled by the equipment in SANs, such as 
the capability of handling an order of magnitude more storage 
than Would otherWise be possible With direct attached stor 
age, and doing so at manageable costs. 
More recently the movement has been toWard a netWork 

centric approach to controlling the data storage subsystems. 
That is, in the same Way that the storage Was consolidated, so 
too are the systems that control the functionality of the storage 
being of?oaded from the servers and into the netWork itself. 
Host-based software, for example, can delegate maintenance 
and management tasks to intelligent sWitches or to a special 
iZed netWork storage services platform. Appliance-based 
solutions eliminate the need for the softWare running in the 
hosts, and operate Within computers placed as a node in the 
enterprise. In any event, the intelligent netWork solutions can 
centraliZe such things as storage allocation routines, backup 
routines, and fault tolerance schemes independently of the 
hosts. 

While moving the intelligence from the hosts to the net 
Work resolves some problems such as these, even more 
recently the trend has been toWard storage-centric solutions. 
HoWever, there are tremendous processing overhead chal 
lenges that must be solved in order to pave the Way to storage 
centric viability. What is needed is an intelligent data storage 
sub system that self-deterministically manages netWork trans 
actions as Well as datapath control transactions, and does so 
fast and reliably. It is to this solution that embodiments of the 
present invention are directed. 

SUMMARY OF THE INVENTION 

Embodiments of the present invention are generally 
directed to mapping of memory and resources in a distributed 
storage system. 

In some embodiments a method is provided for storing and 
retrieving data in a netWork-attached data storage device by a 
cooperatively multitasking real time operating system con 
?gured to execute datapath routines and a general purpose 
operating system kernel con?gured to communicate With the 
netWork. 

In some embodiments a method is provided comprising 
providing a data storage subsystem comprising an embedded 
processor; operating the processor in a user mode for execut 
ing datapath control ?rmWare threads; and operating the pro 
cessor in a kernel mode for executing kernel threads. 
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2 
In some embodiments a distributed storage system is pro 

vided, comprising a data storage subsystem comprising an 
embedded operating system kernel; and means for commu 
nicating betWeen a ?rmWare process and the kernel by mak 
ing a shared memory available to both at the same virtual 
address. 

These and various other features and advantages Which 
characterize the claimed invention Will become apparent 
upon reading the folloWing detailed description and upon 
revieWing the associated draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a diagrammatic representation of a distributed 
data storage system in Which embodiments of the present 
invention are useful. 

FIG. 2 is a simpli?ed diagrammatic representation of the 
computer system of FIG. 1. 

FIG. 3 is an exploded isometric vieW of an intelligent data 
storage subsystem constructed in accordance With embodi 
ments of the present invention. 

FIG. 4 is an exemplary data storage device used in the 
multiple disc array of FIG. 4. 

FIG. 5 is a functional block diagram of the intelligent data 
storage subsystem of FIG. 3. 

FIG. 6 is a functional block diagram of the intelligent 
storage processor circuit board of the intelligent data storage 
subsystem of FIG. 3. 

FIG. 7 is a functional block diagram of the intelligent 
storage processor of the intelligent data storage subsystem 
FIG. 3. 

FIG. 8 is a functional block diagram of the intelligent data 
storage subsystem of FIG. 3. 

FIGS. 9-13 are diagrammatic illustrations of the mapping 
of the shared memory area. 

FIG. 14 is a diagrammatic illustration of the simultaneous 
processing by the FCCs in the ISP and the kernel threads and 
?rmWare threads on the policy processor. 

DETAILED DESCRIPTION 

FIG. 1 is an illustrative computer system 100 in Which 
embodiments of the present invention are useful. One or more 
hosts 102 are netWorked to one or more netWork-attached 

servers 104 via a local area netWork (LAN) and/or Wide area 
netWork (WAN) 106. Preferably, the LAN/WAN 106 uses 
Internet protocol (IP) netWorking infrastructure for commu 
nicating over the World Wide Web. The hosts 102 access 
applications resident in the servers 104 that routinely need 
data stored on one or more of a number of intelligent data 
storage subsystems 108. Accordingly, SANs 110 connect the 
servers 104 to the intelligent data storage subsystems 108 for 
access to the stored data. The intelligent data subsystems 108 
provide blocks of data storage capacity 109 for storing the 
data over various selected communication protocols such as 
serial ATA and ?bre-channel, With enterprise or desktop class 
storage medium Within it. 

FIG. 2 is a simpli?ed diagrammatic vieW of the computer 
system 100 of FIG. 1. The hosts 102 interact With each other 
as Well as With a pair of the intelligent data storage sub 
systems 108 (denotedA and B, respectively) via the netWork 
or fabric 110. Each intelligent data storage subsystem 108 
includes dual redundant controllers 112 (denoted A1, A2 and 
B1, B2) preferably operating on the data storage capacity 109 
as a set of data storage devices characteriZed as a redundant 
array of independent drives (RAID). The controllers 112 and 
data storage capacity 109 preferably utiliZe a fault tolerant 
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arrangement so that the various controllers 112 utilize paral 
lel, redundant links and at least some of the user data stored by 
the system 100 is stored in redundant format Within at least 
one set of the data storage capacities 109. 

It is further contemplated that the A ho st computer 102 and 
theA intelligent data storage subsystem 108 can be physically 
located at a ?rst site, the B host computer 102 and B intelli 
gent data storage subsystem 108 can be physically located at 
a second site, and the C host computer 102 can be yet at a third 
site, although such is merely illustrative and not limiting. All 
entities on the distributed computer system are connected 
over some type of computer network. 

FIG. 3 illustrates an intelligent data storage subsystem 108 
constructed in accordance With embodiments of the present 
invention. A shelf 114 de?nes cavities for receivingly engag 
ing the controllers 112 in electrical connection With a mid 
plane 116. The shelf is supported, in turn, Within a cabinet 
(not shoWn). A pair of multiple disc assemblies (MDAs) 118 
are receivingly engageable With the shelf 114 on the same 
side of the midplane 116. Connected to the opposing side of 
the midplane 116 are dual batteries 122 providing an emer 
gency poWer supply, dual alternating current poWer supplies 
124, and dual interface modules 126. Preferably, the dual 
components are con?gured for operating either of the MDAs 
118 or both simultaneously, thereby providing backup pro 
tection in the event of a component failure. 

This illustrative embodiment of the MDA 118 is the subject 
matter of patent application Ser. No. 10/ 884,605 entitled Car 
rier Device and Method for a Multiple Disc Array Which is 
assigned to the assignee of the present invention and incor 
porated herein by reference. Another illustrative embodiment 
of the MDA is the subject matter of patent application Ser. No. 
l0/8l7,378 of the same title Which is also assigned to the 
assignee of the present invention and incorporated herein by 
reference. In alternative equivalent embodiments the MDA 
118 can be provided Within a sealed enclosure, as discussed 
beloW. 

FIG. 4 is an isometric vieW of an illustrative data storage 
device 128 suited for use With embodiments of the present 
invention and in the form of a rotating media disc drive. A data 
storage disc 140 is rotated by a motor 142 to present data 
storage locations of the disc 140 to a read/Write head (“head”) 
143. The head 143 is supported at the distal end of a rotary 
actuator 144 that is capable of moving the head 143 radially 
betWeen inner and outer tracks of the disc 140. The head 143 
is electrically connected to a circuit board 145 by Way of a ?ex 
circuit 146. The circuit board 145 is adapted to receive and 
send control signals controlling the functions of the data 
storage device 128. A connector 148 is electrically connected 
to the circuit board 145, and is adapted for connecting the data 
storage device 128 With the circuit board 134 (FIG. 4) of the 
MDA 118. 

FIG. 5 is a diagrammatic vieW of an intelligent data storage 
subsystem 108 constructed in accordance With embodiments 
of the present invention. The controllers 112 operate in con 
junction With redundant intelligent storage processors (ISP) 
150 to provide managed reliability of the data integrity. The 
intelligent storage processors 150 can be resident in the con 
troller 112, in the MDA 118, or elseWhere Within the intelli 
gent data storage subsystem 108. Aspects of the managed 
reliability include invoking reliable data storage formats such 
as RAID strategies. Managed reliability can also include 
scheduling of diagnostic and correction routines based on a 
monitored usage of the system. Data recovery operations are 
executed for copying and reconstructing data. These and 
other aspects of the managed reliability aspects contemplated 
herein are disclosed in patent application Ser. No. 10/ 817,6 1 7 
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4 
entitled Managed Reliability Storage System and Method 
Which is assigned to the present assignee and incorporated 
herein by reference. Other aspects of the managed reliability 
include responsiveness to predictive failure indications in 
relation to predetermined rules, as disclosed for example in 
patent application Ser. No. ll/040,4l0 entitled Deterministic 
Preventive Recovery From a Predicted Failure in a Distrib 
uted Storage System Which is assigned to the present assignee 
and incorporated herein by reference. 

FIG. 6 is a diagrammatic illustration of an intelligent stor 
age processor circuit board 152 in Which resides the pair of 
redundant intelligent storage processors 150. The intelligent 
storage processor 150 interfaces the data storage capacity 109 
to the SAN fabric 110. Each intelligent storage processor 150 
can manage assorted storage services such as routing, volume 
management, and data migration and replication. The intel 
ligent storage processors 150 divide the board 152 into tWo 
ISP subsystems 154, 156 coupled by a bus 158. The ISP 
subsystem 154 includes the ISP 150 denoted “B” Which is 
connected to the fabric 110 and the storage capacity 109 by 
links 160, 162, respectively. The ISP subsystem 154 also 
includes a policy processor 164 executing a real-time operat 
ing system. The ISP 154 and policy processor 164 commu 
nicate over bus 166, and both communicate With memory 
168. 

FIG. 7 is a diagrammatic vieW of an illustrative ISP sub 
system 154 constructed in accordance With embodiments of 
the present invention. The ISP 150 includes a number of 
functional controllers (170-180) in communication With list 
managers 182, 184 via a cross point sWitch (CPS) 186 mes 
sage crossbar. Accordingly, the controllers (170-180) can 
each generate CPS messages in response to a given condition 
and send the messages through the CPS to a list manager 182, 
184 in order to access a memory module and/ or invoke an ISP 

150 action. LikeWise, responses from a list manager 182, 184 
can be communicated to any of the controllers (170-180) via 
the CPS 186. The arrangement of FIG. 8 and associated 
discussion are illustrative and not limiting of the contem 
plated embodiments of the present invention. 
The policy processor 164 can be programmed to execute 

desired operations via the ISP 150. For example, the policy 
processor 164 can communicate With the list managers 182, 
184, that is send and receive messages, via the CPS 186. 
Responses to the policy processor 164 can serve as interrupts 
signaling the reading of memory 168 registers. 

FIG. 8 illustrates a functional block diagram of the present 
embodiments that provide a method for storing and retrieving 
data in a netWork-attached data storage device by coopera 
tively multitasking the real time operating system (RTOS) 
190, discussed above, and a general purpose operating system 
kernel (OS) 192 con?gured to communicate With the netWork 
110. A shared memory space 194 is visible at the same virtual 
address to both datapath control ?rmware, via the RTOS 190, 
and kernel threads, via the OS 192. Preferably, the shared 
memory 194 is not visible to other processes. 

FIGS. 9-13 illustrate a method Whereby the shared memory 
194 is mapped. In FIG. 9 the OS 192 is loaded at the loWest 
physical address in the shared memory 194. Next, in FIG. 10 
the OS 192 maps itself into the shared memory 194, and 
further breaks the area into tWo sections: a direct memory 
mapping area 196 and a virtual memory allocation area 198. 

It is important that every virtual address in the shared 
memory 194 be covered With a physical memory, in order to 
prevent an occurrence of a miss exception. Commercially 
available OS kernels typically have a ?nite number of physi 
cal pages available for this purpose. Increasing the siZe of all 
the pages is not preferable, because that tends to lead to 
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fragmenting the memory and slow the processing speed. 
Instead, it has been observed to be advantageous to reserve 
only a portion of the available pages and increase their siZe to 
cover the virtual memory addresses. For example, for a 200 
MB shared memory 194 andpages aligned at a page siZe of l 6 
MB, a total of thirteen pages are necessary. During initialiZa 
tion, these thirteen pages are reserved, and not otherwise used 
or swapped. Also during initialiZation the kernel 192 can be 
instructed to reduce the amount of usable RAM within the 
kernel 192 by the siZe of the shared memory area 194. The 
shared memory area 194 should also be ?agged as non-swap 
pable by the kernel 192 during initialiZation. 

The ISP 150 has registers and memories that are needed for 
direct I/O, and are addressable via PCI addresses. FIG. 12 
shows these addresses being loaded, beginning at the end of 
physical memory. Finally, FIG. 13 shows that after initialiZa 
tion, the ISP 150 switches to kernel mode and moves the data 
structures indicative of the present con?guration to the shared 
memory 194. The shared memory 194 is thus completely 
mapped, and is then inserted into the ?rmware page tables and 
VMA structures. The ISP 150 then returns to user mode and 
?rmware processing continues. 

FIG. 14 illustrates the single queue of critical path work 
items that are processed without context switch overhead, at 
least to some extent context free, during the processing. By 
“context-free” it is meant that all contexts related to the 
respective kernel threads 200 have been deliberately stored in 
the shared memory 194 rather than randomly on a stack. FIG. 
14 shows the simultaneous processing by the plurality of 
FCCs (170-180) in the ISP 150 and the kernel threads and 
?rmware threads on the policy processor 164, generating new 
work to be processed by the kernel threads and ?rmware 
threads. The new requests pass through an event ring buffer 
(ERB) 200 via an interrupt service routine (ISR) which places 
the work item on a waitless thread work ring (WTWR) 202.A 
kernel process removes the item pointers, such as in a FIFO 
sequence, and invokes “work segments” to process the items. 
Note that the WTWR 202 allows passing of items without 
using any ?elds on the data structures for link pointers. This 
minimiZes the overhead substantially because neither linking 
nor disabling of interrupts is required. 

It is to be understood that even though numerous charac 
teristics and advantages of various embodiments of the 
present invention have been set forth in the foregoing descrip 
tion, together with details of the structure and function of 
various embodiments of the invention, this detailed descrip 
tion is illustrative only, and changes may be made in detail, 
especially in matters of structure and arrangements of parts 
within the principles of the present invention to the full extent 
indicated by the broad general meaning of the terms in which 
the appended claims are expressed. For example, the particu 
lar elements may vary depending on the particular processing 
environment without departing from the spirit and scope of 
the present invention. 

In addition, although the embodiments described herein 
are directed to a data storage system, it will be appreciated by 
those skilled in the art that the claimed subject matter is not so 
limited and various other processing systems can utiliZe the 
embodiments of the present invention without departing from 
the spirit and scope of the claimed invention. 
What is claimed is: 
1. A method comprising: 
sequencing an operating system kernel module via instruc 

tions stored in computer readable memory to communi 
cate data between a storage device and a remote device; 

sequencing a policy processor to execute a real time oper 
ating system module, the operating system kernel mod 
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6 
ule not included in the real time operating system mod 
ule, via instructions stored in computer readable 
memory to establish datapath control for data transfers 
with respect to the storage device; 

mapping a shared memory so that it is addressable at a 
same virtual address for both a kernel thread from the 
operating system kernel module and a ?rmware thread 
from the policy processor executing the real time oper 
ating system module; and 

storing datapath control ?rmware con?guration informa 
tion in the shared memory. 

2. The method of claim 1 comprising making the shared 
memory not visible to other processes. 

3. The method of claim 2 comprising loading the operating 
system kernel module at the lowest physical address of the 
shared memory. 

4. The method of claim 3 comprising the operating system 
kernel module mapping itself into an area of the shared 
memory. 

5. The method of claim 4 comprising pinning a physical 
page to every virtual address in the shared memory. 

6. The method of claim 5 comprising reserving a portion of 
physical pages available from the operating system kernel 
module for covering all virtual addresses, and increasing a 
page siZe that each reserved page maps. 

7. The method of claim 6 comprising reducing an amount 
of usable random access memory (RAM) in the operating 
system kernel module by the siZe of the shared memory. 

8. The method of claim 7 comprising the operating system 
kernel module ?agging the shared memory as non-swap 
pable. 

9. The method of claim 8 wherein the operating system 
kernel module maps device register peripheral component 
interconnect (PCI) addresses to the shared memory. 

10. The method of claim 9 comprising mapping a virtual 
memory allocation at a true end of physical RAM. 

11. An apparatus comprising: 
an operating system kernel module communicating data 

between a data storage device and a remote device; 
a policy processor executing a real time operating system 

module, the operating system kernel module not 
included in the real time operating system module, han 
dling datapath control of data transfers with respect to 
the data storage device; 

a shared memory that is addressable at a same virtual 
address for both a kernel thread from the operating sys 
tem kernel module and a ?rmware thread from the policy 
processor executing the real time operating system mod 
ule; and 

datapath control ?rmware con?guration information 
stored in the shared memory. 

12. The apparatus of claim 11 wherein the shared memory 
is mapped with respect to device register peripheral compo 
nent interconnect (PCI) addresses. 

13. The apparatus of claim 11 wherein the shared memory 
is non-swappable. 

14. The apparatus of claim 11 wherein the processor com 
prises a plurality of function-speci?c controllers communi 
cating with one or more list managers via a cross point switch. 

15. The apparatus of claim 11 wherein the ?rmware threads 
and kernel threads are processed to generate work items that 
are passed to a work ring via an event ring buffer. 

16. A method comprising: 
sequencing an operating system kernel module via instruc 

tions stored in computer readable memory to communi 
cate data between a storage device and a remote device; 
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sequencing a processor to execute a real time operating 
system module, the operating system kernel module not 
included in the real time operating system module, via 
instructions stored in computer readable memory to 
establish datapath control for data transfers With respect 
to the storage device; 

mapping a shared memory so that it is addressable by 
kernel threads from the operating system kernel module 
and by ?rmware threads from the processor executing 
the real time operating system module; 

8 
storing datapath control ?rmWare con?guration informa 

tion in the shared memory; 

reserving a portion of physical pages available from the 
operating system kernel module for covering all virtual 
addresses; and 

increasing a page siZe that each reserved page maps. 


