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SYSTEM AND METHOD FOR DETECTING 
SOFTWARE DEFECTS 

TECHNICAL FIELD OF THE INVENTION 

This invention relates in general to software diagnostics 
and, more particularly, to a system and method for detecting 
software defects. 

BACKGROUND OF THE INVENTION 

As software projects grow larger and more complex, tech 
niques for detecting errors in them become more important. A 
common technique for detecting errors in large commercial 
systems is through the use of test cases. However, creating 
good test cases is very di?icult, and testing for concurrency 
errors (errors caused by more than one process or threadbeing 
run at the same time) can be extremely frustrating. 

There are several different techniques available for diag 
nosing software. One such technique, model checking, 
involves algorithmically checking whether a program (the 
model) satis?es a speci?cation. The model re?ects the func 
tional or operational requirements that the program being 
tested is trying to address. Then test cases, sometimes gener 
ated semi-automatically based on scenarios that the program 
may be involved in, are supplied to the model checker. The 
model checker then applies the test case to the model and 
generates the result. Unfortunately model checking tools face 
a combinational blow up of the state-space, commonly 
known as the state explosion problem that may require more 
time or computational power/resources than may be avail 
able. For example, when testing a large program (30,000 or 
more lines) using a model checker the model checker may run 
out of memory or run out of time before it is able to complete 
the testing. 

Sometimes various metric tools are also used to evaluate 
the results of the test cases. The test cases may simulate 
different scenarios but they often are not able to explore all 
possible situations that a program may encounter. Other 
attempted solutions include static analysis andrun time moni 
toring but, like a model checker, these techniques are not able 
to detect every defect in large software systems in an e?icient 
manner. This may be because of one of two reasons, either the 
technique is not able to reduce the software system being 
tested to a suf?ciently reduce siZe, or the technique is too 
aggressive in reducing the siZe of the software system mask 
ing some of the bugs. 
Some of the different reduction techniques are environ 

ment generation, slicing, and abstraction. In environment 
generation external constraints to a particular portion of the 
software are maintained; in slicing the portions of the soft 
ware that are of interest or related to a particular part of the 
software are identi?ed; and in abstraction the number of 
program states associated with the software is reduced. 

SUMMARY 

Particular embodiments provide a system and method for 
detecting software defects that substantially eliminates or 
reduces at least some of the disadvantages and problems 
associated with previous methods and systems. 

In accordance with a particular embodiment, a method for 
detecting software defects includes selecting from a target 
program comprising a plurality of modules a ?rst module for 
evaluation and isolating the ?rst module. The method also 
includes iteratively performing the following steps until the 
?rst module has been reduced such that a validation program 
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2 
is able to determine whether the ?rst module contains a 
defect: generating an environment surrounding the ?rst mod 
ule, the generated environment preserving at least one exter 
nal constraint on the ?rst module; reducing the siZe of the ?rst 
module; and reducing the number of program states associ 
ated with the ?rst module. 

In some embodiments the validation program may com 
prise a model checker. In particular embodiments reducing 
the siZe of the ?rst module may include detecting an error in 
the target program and identifying a portion of the ?rst mod 
ule that could cause the error. Reducing the siZe of the ?rst 
module may also include slicing the ?rst module so that at 
least one parameter not related to the portion of the ?rst 
module that could cause the error is removed from the poten 
tially faulty module. In some embodiments reducing the num 
ber of program states associated with the ?rst module may 
include abstracting the program states associated with the 
?rst module. 

In accordance with another embodiment a system for 
detecting software defects includes a processor operable to 
select from a target program comprising a plurality of mod 
ules a ?rst module for evaluation and to isolate the ?rst mod 
ule. The system also includes an environment generation unit 
coupled to the processor and operable to generate an environ 
ment surrounding the ?rst module. The generated environ 
ment preserves at least one external constraint on the ?rst 
module. The system further includes a siZe reduction unit 
coupled to the processor and operable to reduce the siZe of the 
?rst module. The system additionally includes a state reduc 
tion unit coupled to the processor and operable to reduce the 
number of program states associated with the ?rst module. 
The processor is further operable to iteratively invoke the 
environment generation unit, the siZe reduction unit and the 
state reduction unit until the ?rst module has been reduced 
such that a validation program is able to determine whether 
the ?rst module contains a defect. 

Technical advantages of particular embodiments include 
iteratively combining multiple reduction techniques to appro 
priately reduce the siZe of the software program being tested. 
Accordingly, it may be possible to detect defects in large 
software systems that may not have been found by existing 
methods. 

Other technical advantages will be readily apparent to one 
skilled in the art from the following ?gures, descriptions and 
claims. Moreover, while speci?c advantages have been enu 
merated above, various embodiments may include all, some 
or none of the enumerated advantages. 

BRIEF DESCRIPTION OF THE DRAWINGS 

For a more complete understanding of particular embodi 
ments and their advantages, reference is now made to the 
following description, taken in conjunction with the accom 
panying drawings, in which: 

FIG. 1 illustrates a computer operable to detect software 
defects, in accordance with a particular embodiment; 

FIG. 2 illustrates a box diagram of an example test program 
being evaluated, in accordance with a particular embodiment; 
and 

FIG. 3 illustrates a method for detecting software defects, 
in accordance with a particular embodiment. 

DETAILED DESCRIPTION 

FIG. 1 illustrates a computer operable to detect software 
defects, in accordance with a particular embodiment. Com 
puter 100 comprises interfaces 110, processor 120, and 
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memory 130. Coupled to computer 100 via interface 11011 is 
storage unit 140 and coupled to computer 100 via interface 
110!) is keyboard 150 and monitor 160. These components 
may be coupled such that they may be used in conjunction 
With one another to alloW a user, such as a programmer, to 

detect programming defects Within a large (e.g., over 30,000 
lines of code) program. The large program may include mul 
tiple levels (e.g., a Web tier, a business application tier, and a 
database tier) that the programmer Wishes to ensure conforms 
to the parameters/ speci?cations provided by a customer. The 
programmer may use computer 1 00 to test the program before 
it is shipped to the customer or otherWise made available to 
the public. 

In testing the program, computer 100 may be able to iden 
tify/isolate particular areas, sections or modules of a large 
program that are believed to contain one or more defects that 
could have caused a particular error. A reduced environment 
may then be generated around the potentially faulty area or 
module (hereinafter the “faulty module”). The reduced envi 
ronment may provide a closed environment around the faulty 
module alloWing it to interact With the reduced environment 
Without having to maintain the entire program. Then slicing 
may be used to remove any extraneous portions (e.g., portions 
of the program that are not related to the error) from the faulty 
module. This may not provide a large reduction in siZe, but it 
may be a safe reduction step (e. g., relatively small chance of 
removing the defect). Next, abstraction may be used to reduce 
the number of program states associated With the faulty mod 
ule by combing several program states into a single program 
state (e.g., combining separate program states for the United 
States and Canada into a single program state for North 
America). This can greatly decrease the amount of time 
needed to process the individual, unab stracted, program 
states associated With the faulty module by reducing the num 
ber of program states that have to be analyZed. 

Interfaces 110a and 1101) may be used in the communica 
tion of signaling and/ or data betWeen computer 100 and exter 
nal components such as storage unit 140, keyboard 150 and/ 
or monitor 160. For example, interface 110a may receive data 
comprising the source code for a program containing a defect 
or interface 110a may send data comprising the results of the 
analysis of a particular program. As another example, inter 
face 110b may receive user input from keyboard 150 and send 
data to be displayed on monitored 160. The number and type 
of interfaces 110 included With computer 100 may be based 
on the number and type of external components that are to be 
coupled to computer 100. 

Processor 120 may be a microprocessor, controller, or any 
other suitable computing device, resource, or combination of 
hardWare, softWare and/or encoded logic operable to provide, 
either alone or in conjunction With other computer compo 
nents such as memory 130 and interface 110, computer 100 
functionality. Such functionality may include providing vari 
ous features discussed herein to a user, such as a programmer 
accessing computer 100 via keyboard 150 and monitor 160. 
Such features may include providing the user With a graphical 
user interface Which the user may use, in connection With 
keyboard 150, for con?guring computer 100 to analyZe a 
particular program. Computer 100 may then analyZe the par 
ticular program and detect one or more defects. Then the 
faulty module containing the defect may be iteratively 
reduced in size using environment generation, slicing and 
abstraction. The reduced faulty module is then validated 
using one or more validation techniques. The results may then 
be presented to the user via monitor 160 and/or stored Within 
memory 130 and/or storage unit 140. 
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4 
Memory 130 may be any form of volatile or non-volatile 

memory including, Without limitation, magnetic media, opti 
cal media, random access memory (RAM), read-only 
memory (ROM), removable media, or any other suitable local 
or remote memory component. Memory 130 may store any 
suitable data or information, including softWare and encoded 
logic, utiliZed by computer 100. In some embodiments 
memory 130 may store any information, data, commands or 
instructions needed by processor 120 to detect defects in a 
program. Memory 130 may also store the program being 
analyZed, or some portion thereof, as Well as any of the 
results, either ?nal or intermediary, from the validation pro 
gram. 

Storage unit 140 may comprise any type of storage medium 
Within any type of device capable of storing and communi 
cating data and signaling With computer 100. More speci? 
cally, storage unit 140 may be another computer, ?le-server, 
external hard drive, or database that comprises any form of 
volatile or non-volatile memory including, Without limita 
tion, magnetic media, optical media, random access memory 
(RAM), read-only memory (ROM), removable media, or any 
other suitable local or remote memory or data storage com 
ponent. Storage unit 140 may be connected directly to com 
puter 100 or it may be coupled to computer 100 via a netWork, 
such as a LAN or the intemet. Storage unit 140 may be used 
to store such data as the source code for the program that is to 
be analyZed by computer 100, the data used by computer 100 
in analyZing the program (e. g., an environment generated by 
processor 120) and/or some combination thereof. 

Keyboard 150 and monitor 160 represent any combination 
of input and output devices that may be employed by com 
puter 100 to facilitate the interaction betWeen a user and 
computer 100. While FIG. 1 only depicts a keyboard and a 
monitor, other input devices may include a mouse, a trackball, 
a touchpad, a touch screen, a keypad, a speech recognition 
device, or any other device capable of communicating user 
input to computer 100. Other output devices may include a 
printer, a fax machine, a loudspeaker, or any other device 
capable of communicating information to a user. 
The folloWing example is presented in order to illustrate 

hoW the various components described above may Work 
together in order to provide some of the functionality associ 
ated With detecting defects in softWare. This example does not 
cover all possible con?gurations of internal or external com 
ponents nor does it discuss all possible features and functions 
associated With detecting software defects. For purposes of 
this example assume that a programmer is using keyboard 
150 to enter data into computer 100 and monitor 160 to vieW 
information presented by computer 100.Also assume that the 
softWare that is to be analyZed (hereinafter the “test pro 
gram”) is a large program containing over 100,000 lines of 
code that are stored in storage unit 140. Further assume that 
any programming, logic, commands and/or instructions 
needed to analyZe the program are stored Within memory 130. 
The programmer may ?rst use computer 100 to run the test 

program. In doing so computer 100 may encounter one or 
more errors, each error may be caused by one or more defects 

in the test program. Computer 100 or the programmer may be 
able to determine and/ or gather information about the archi 
tecture of the test program and/or the nature of the defect/ 
error. The information may be used to identify one or more 

modules, such as classes, sections, sub-programs, drivers, 
libraries, or portions or areas of the test program, that may 
potentially be causing the defect (e. g., based on the informa 
tion the programmer may be able to identify three modules 
that may have caused the error, but only one of them may 
actually have a defect). For example in some embodiments 
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computer 100 may decompose global properties of the test 
program into smaller properties Which may be cast as asser 
tions that may be inserted into the faulty module. Additional 
information concerning the defect/ error may then be ascer 
tained based on Whether or not a particular assertion fails. 
Information regarding both the faulty module and the defect/ 
error may be used by computer 100 to determine at least one 
potential cause of the error. More speci?cally, computer 100 
may use processor 120, memory 130 and storage unit 140, to 
iteratively apply environment generation, slicing and abstrac 
tion to reduce the siZe of the test program. Once the test 
program has been successfully reduced it may be validated 
using one or more validation techniques such as static analy 
sis, run time analysis, model checking, theorem proving, 
standard testing, or any combination of the above or any other 
validation technique that may be desired. 

In order to validate a particular module that has been sepa 
rated/isolated from the test program, the context of its execu 
tion (e.g., its surrounding environment) needs to be pre 
served. In environment generation, processor 120 may load 
the test program from storage unit 140 and determine the 
properties, variables, states, and/ or characteristics With Which 
the module may interact. Processor 120 may then create a 
reduced environment to surround the faulty module. The 
reduced environment may impose the same external con 
straints on the faulty module that Would have been imposed 
had the module remained Within the test program, but With 
feWer properties, variables, states, and/or characteristics. 
Thus, the context of the faulty module’s execution is pre 
served Without having to maintain the entire test program. 
Depending on the embodiment, processor 120 may synthe 
size the environment from user assumptions and/or it may 
extract the environment via environment implementation 
using static analysis techniques. It should be noted that in 
some embodiments the programmer may himself create the 
environment using an appropriate approach (e. g., Writing the 
appropriate drivers and/or softWare using a trial-and-error 
approach). 

Computer 100 may also perform slicing. In slicing, pro 
ces sor 120 may analyZe the faulty module to determine Which 
portions of the module may have an effect on the suspected 
defect in the faulty module. Once these portions of the faulty 
module have been determined the processor 120 may then 
reduce the siZe of the faulty module by removing or ignoring 
the rest of the faulty module. Depending on the test program 
this may not result in a very drastic reduction because most of 
the variables, states and/or properties of a module are often 
interrelated, and thus most portions of the faulty module Will 
be have an effect on the suspected defect. 

Computer 100 may also perform abstraction. In abstrac 
tion, processor 120 may attempt to reduce the number of 
program states associated With the faulty module. For 
example, if the program states for the test program involve the 
local time in every city in the continental United States, 
abstraction may reduce the program states to the local time in 
each of the four time Zones in the continental United States. In 
order to abstract the number of program states the program 
mer may use keyboard 150 to enter in information that com 
puter 100 may use during the abstraction process. In some 
embodiments computer 100 may be able to generate any 
information it needs during abstraction (e.g., it may look for 
similarities among several program states). 
Computer 100 may then repeat one or more of the three 

reduction techniques discussed above until the module has 
been suf?ciently reduced to meet certain parameters. These 
parameters may re?ect an estimate of a desired siZe for the 
faulty module. The desired siZe is one that is small enough 

20 

25 

30 

35 

40 

45 

50 

55 

60 

65 

6 
that computer 100 is able to e?iciently run the reduced faulty 
module through a validation program, yet large enough that 
the defect has not been removed. Once computer 100 has 
completed this iterative application of environment genera 
tion, slicing, and abstraction, computer 100 may then run a 
validation program. The validation program, such as a model 
checker, may be used to determine or identify the defect or to 
determine that the faulty module does not contain a defect. 

If the defect Was not identi?ed then it may be that the 
reduction techniques used by computer 100 Were too aggres 
sive (e.g., they removed too much of the test program causing 
either the defect or a contributing factor to the defect to be 
removed). In such a situation the programmer may use key 
board 150 and monitor 160 to edit the parameters used by 
computer 100 during the reduction process so that a less 
aggressive approach is taken. In some embodiments com 
puter 100 may have stored in memory 130 alternate param 
eters or an algorithm that may be used to generate parameters 
for a less aggressive approach to reducing the siZe of the 
faulty module. Regardless of hoW the parameters for reducing 
the faulty module are generated or received, computer 100 
may use processor 120 and memory 130 to re-execute the 
three reduction techniques in a less aggressive manner to 
preserve more of the faulty module. More speci?cally, during 
environment generation and slicing, processor 120 may 
attempt to identify more variables, states and/or properties of 
the test program to include; and during abstraction, processor 
120 may attempt to include more program states. For 
example, during abstraction processor 120 may include a set 
of variables that Were initially ignored; during slicing proces 
sor 120 may include system properties that are related to the 
suspected defect only in a tangential manner; and during 
abstraction, processor 120 may abstract the local time of each 
city to the local time for the 48 contiguous states instead of the 
four time Zones. 

In some instances the three reduction techniques may not 
have suf?ciently reduced the siZe of the faulty module. Such 
instances may be detected, for example, if the validation 
technique exceeds a certain amount of time or runs out of 
resources (eg memory) before the validation program has 
?nished. For example, Where the number of program states 
groWs very rapidly as different combinations are tried (e.g., 
state explosion), the programmer may instruct computer 100 
to reexecute one or more of the reduction technique described 
above applying a more aggressive reduction approach. In 
some embodiments computer 100 may reexecute the reduc 
tion techniques Without input from the programmer. 

Although FIG. 1 illustrates a particular number and con 
?guration of internal and external components of a computer 
used to detect softWare defects, it should be apparent that a 
computer contemplates any number or arrangement of such 
components for use by and/ or With a computer. 

FIG. 2 illustrates a box diagram of an example test program 
being evaluated, in accordance With a particular embodiment. 
Depending on the functionality, scope and/or design of a test 
program, the test program may comprise any number of mod 
ules and/ or stubs. FIG. 2 illustrates a particular test program, 
test program 210, Which comprises ?ve modules 220 and 
sixteen stubs 230, With modules 220a, 220b, and 2200 com 
prising four stubs apiece, and modules 220d and 220e com 
prising tWo stubs apiece. Each stub 230 may comprise any 
number of variables, classes, sub-classes, states, tables, 
loops, data, or any other grouping or collection of lines of 
code. Evaluation program 240 comprises environment gen 
eration unit 250, siZe reduction unit 260, state reduction unit 
270 and validation unit 280. These components may Work 
With one another to detect a defect Within test program 210. 
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Environment generation unit 250, siZe reduction unit 260, 
state reduction unit 270 and validation unit 280 may comprise 
any collection and/or arrangement of processors, memory 
modules, interfaces and/ or other hardware that may be 
needed in order to perform the unit’ s respective functionality, 
such as the functionality described beloW. These units may be 
located Within a single computer, such as computer 100 
depicted in FIG. 1, or spread out among multiple, intercon 
nected, computers or other hardWare. Furthermore, each unit 
may have its oWn separate set of resources that it uses in 
performing its respective task, or one ore more of the 
resources may be shared With other units. For example, all 
four units may share a single processor that may also coordi 
nate When each unit is invoked. 

In order to illustrate an example of hoW these units Work, 
assume that it has been determined that test program 210 
contains an error. Further assume that a programmer has been 
able to determine that the error is likely caused by a defect in 
a stub Within module 22011 or 2201). Accordingly, the pro 
grammer has chosen to begin With module 22011. 

Environment generation unit 250 may begin by determin 
ing With Which stubs 230 module 220a interacts. For 
example, module 220a interacts With stubs 230a, 230b, 2300, 
230k, and 23011. These stubs 230 may be used in generating 
the reduced environment for analyZing module 22011. In this 
example it may be assumed that the programmer knoWs if 
module 220a contains a defect it Would likely be in stub 230]. 
This information may be provided to evaluation program 240 
for use by siZe reduction unit 260. In some embodiments siZe 
reduction unit 260 may comprise a slicer program Which may 
identify those portions of a module that are related to a par 
ticular stub, variable, state or other module parameter. For 
example, siZe reduction unit 260 may use the information 
provided to evaluation program 240 to remove stub 2301' 
because it is not directly related to stub 23 0f(e.g., it does not 
pass or receive information to or from stub 23 0]). Evaluation 
program 240 may also provide state reduction unit 270 With 
information that state reduction unit 270 may use to reduce 
the number of program states that may be applied to module 
22011. For example, in an embodiment in Which state reduc 
tion unit 270 comprises an abstraction program, state reduc 
tion unit 270 may reduce the number of program states via 
abstraction, as described above With respect to FIG. 1. These 
three units may be reexecuted as many times as needed. For 
example, in some embodiments evaluation program 240 may 
have certain parameters that module 220a must meet before 
validation unit 280 Will be alloWed to attempt to validate 
module 22011. In other embodiments, the programmer may 
decide Whether module 22011 has been suf?ciently reduced to 
alloW it to be passed to validation unit 280. 

If validation unit 280 is not able to validate module 220a 
because it has run out of time or resources then either the 
programmer or evaluation program 240 may decide to have 
environment generation unit 250, siZe reduction unit 260, and 
state reduction unit 270 perform a more aggressive reduction 
of module 22011 to reduce the scope of the validation process. 
For example, environment generation unit 250 may only 
examine those stubs that provide module 22011 With data (e. g., 
stubs 230a and 23019). 

If validation unit 280 is able to complete the validation of 
module 22011 but does not ?nd the defect, the programmer or 
evaluation program 240 may decide Whether the defect Was 
not found because the cause of the defect Was removed, or 
because the defect is not in module 22011. If it is decided that 
the defect Was removed, then evaluation program 240 may 
have been too aggressive in running environment generation 
unit 250, siZe reduction unit 260, and state reduction unit 270. 
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8 
Accordingly, one or more of these units may be reexecuted to 
perform a less aggressive reduction. For example, siZe reduc 
tion unit 260 may include stub 230i, and/or environment 
generation unit 250 may include additional stubs, such as stub 
230k, Which may only be tangentially involved With module 
220a. 

If the defect is still not found, the programmer or evaluation 
program 240 may decide that the defect is not Within module 
220a and that it is noW time to analyZe module 2201). Envi 
ronment generation unit 250, siZe reduction unit 260, state 
reduction unit 270 and validation unit 280 may all perform 
similarly for module 2201) as they did for module 220a. 
Although FIG. 2 illustrates a particular number and con 

?guration of modules, stubs, and evaluation program units, it 
should be apparent that a test program and/or evaluation 
program contemplate any number or arrangement of such 
components for use by and/ or With one another. 

FIG. 3 illustrates a method for detecting softWare defects, 
in accordance With a particular embodiment. The method 
begins at step 310 Where the target program is run. The target 
program may, for example, be run on a computer (e.g., com 
puter 100 of FIG. 1) by a programmer developing the target 
program. The target program may be any program that a user, 
such as the programmer, Wants checked for defects. For 
example, When developing a program for a client the pro 
grammer may Wish to identify and correct any defect in the 
target program that may cause a runtime error before present 
ing the program to the client. 
At step 320 an error is detected. This error may detected by 

an unexpected result (e.g., the target program displays the 
current time instead of the current temperature), a system 
crash or failure, or some other error message. Regardless of 
the type of error both the programmer and the computer may 
be able to collect certain information about the error and 
possible the defect that may have caused the error. This infor 
mation may then be used at step 330 to identify the modules 
that could cause the error. For example, in the scenario in 
Which the program displayed the time instead of the tempera 
ture, the programmer may be able to ascertain that the defect 
is in either the module responsible for displaying the tem 
perature or the module responsible for calculating the tem 
perature. 
Once the programmer has identi?ed the modules that could 

of caused the error he may, at step 340, select a ?rst module to 
be evaluated. Once the module to be evaluated has been 
identi?ed a computer may begin to analyZe that module to 
detect any defects that may lie therein. 
At step 350 the ?rst module may be isolated from the rest 

of the target program. Then at step 360 an environment may 
be generated around the noW isolated ?rst module. The gen 
erated environment may alloW the ?rst module to be isolated 
from the rest of the program While still preserving any vari 
ables, data, parameters, constraints, or states that the ?rst 
module may need. Accordingly, the module is able to perform 
as though it Were still Within the target program even though 
it is only interacting With the smaller generated environment. 
At step 370 the siZe of the module may be reduced. This 

may involve any type of reduction technique, program or 
algorithm that may be desired. For example, in some embodi 
ments the siZe of the ?rst module may be reduced using a 
slicer. The slicer may identify those portions of the module 
that relate to either the defect or the error and then remove the 
rest of the ?rst module. Because the exact cause of the error 
and the defect are not knoWn the slicer may generally only 
remove a relatively small portion of the module. 

At step 380 the number of program states associated With 
the ?rst module may be reduced. The Way in Which the num 
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ber of pro gram states may be reduced may depend on the type 
of state, the target program, and the capabilities, resources, 
and/ or programs available on the device analyzing the target 
program. For example, in some embodiments the number of 
states may be reduced by using an abstraction program. Other 
embodiments may involve a user reducing the number of 
program states applied to the ?rst module. 

Once steps 360, 370 and 380 have been performed a vali 
dation program, such as a model checker, may attempt to 
validate the module at step 390. If it successfully identi?es the 
defect (or concludes that there is no defect) then the method 
ends. If the validation program Was not able to identify a 
defect then steps 360, 370 and 380 may be repeated. In doing 
so, one or more of the steps may be repeated in a more or less 
aggressive fashion, depending on the result of the validation 
program. More speci?cally, if the validation program runs out 
of resources before completing the validation process then the 
steps may be repeated in a more aggressive fashion to reduce 
the amount of resources needed to validate the ?rst module. If 
the validation program does not detect a defect because the 
defect (or its cause) has been removed, then the steps may be 
repeated in a less aggressive manner to avoid removing the 
defect (or its cause). 

It should be noted that While in the above method some 
steps Were performed by a user While other steps Were per 
formed by a computer, any of the steps may include any 
degree of involvement or input from a user or a computer. 
Accordingly some of the steps identi?ed as involving user 
input may be automated and steps that Were automated may 
include user input. 

Thus far several different embodiments and features have 
been presented. Particular embodiments may combine one or 
more of these features depending on operational needs and/or 
component limitations. This alloWs for great adaptability of 
computer 100 to the needs of various organiZations and users. 
For example, a particular embodiment may use multiple pro 
cessors to increase the computational poWer of computer 100. 
Some of the steps illustrated in FIG. 3 may be combined, 

modi?ed or deleted Where appropriate, and additional steps 
may also be added to the ?owchart. Additionally, steps may 
be performed in any suitable order Without departing from the 
scope of the invention. 

While various implementations and features are discussed 
With respect to multiple embodiments, it should be under 
stood that such implementations and features may be com 
bined in various embodiments. For example, features and 
functionality discussed With respect to a particular ?gure, 
such as FIG. 2, may be used in connection With features and 
functionality discussed With respect to another such ?gure, 
such as FIG. 1, according to operational needs or desires. 

Although the present invention has been described in detail 
With reference to particular embodiments, it should be under 
stood that various other changes, substitutions, and alter 
ations may be made hereto Without departing from the spirit 
and scope of the present invention. For example, although the 
present invention has been described With reference to a num 
ber of elements included Within computer 100, these elements 
may be combined, rearranged or positioned in order to 
accommodate particular computational needs. In addition, 
any of these elements may be provided as separate external 
components to computer 100, or each other Where appropri 
ate. The present invention contemplates great ?exibility in the 
arrangement of these elements as Well as their internal com 
ponents. 
Numerous other changes, substitutions, variations, alter 

ations and modi?cations may be ascertained by those skilled 
in the art and it is intended that the present invention encom 
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10 
pass all such changes, substitutions, variations, alterations 
and modi?cations as falling Within the spirit and scope of the 
appended claims. 
What is claimed is: 
1. A method for detecting softWare defects, comprising: 
selecting from a target program comprising a plurality of 

modules a ?rst module for evaluation; 
isolating the ?rst module; and 
iteratively performing the folloWing steps until the ?rst 

module has been reduced such that a validation program 
is able to determine Whether the ?rst module contains a 
defect: 
generating an environment surrounding the ?rst module, 

the generated environment preserving at least one 
external constraint on the ?rst module; 

reducing the siZe of the ?rst module, Wherein reducing 
the siZe of the ?rst module comprises: 
detecting an error in the target program; 
identifying a portion of the ?rst module that could 

cause the error; and 
slicing the ?rst module so that at least one parameter 

not related to the portion of the ?rst module that 
could cause the error is removed from the poten 
tially faulty module; and 

reducing the number of program states associated With 
the ?rst module. 

2. The method of claim 1, Wherein selecting from the target 
program comprising a plurality of modules a ?rst module to 
be evaluated comprises: 

running the target program; 
detecting at least one error during the running of the pro 

gram, the at least one error caused by a defect in one or 
more modules of the plurality of modules; 

identifying the one or more modules of the plurality of 
modules that could cause the at least one error; and 

selecting a ?rst module from among the one or more mod 
ules that could cause the at least one error. 

3. The method of claim 1, Wherein the validation program 
comprises a model checker. 

4. The method of claim 1, Wherein reducing the number of 
program states associated With the ?rst module comprises 
abstracting the program states associated With the ?rst mod 
ule. 

5. The method of claim 4: 
further comprising receiving at least one abstraction 

parameter; and 
Wherein abstracting the program states associated With the 

?rst module comprises applying the at least one abstrac 
tion parameter When abstracting the program states 
associated With the ?rst module. 

6. A system for detecting softWare defects, comprising: 
a hardWare-based processor operable to: 

select from a target program comprising a plurality of 
modules a ?rst module for evaluation; and 

isolate the ?rst module; 
an environment generation unit coupled to the processor 

and operable to generate an environment surrounding 
the ?rst module, the generated environment preserving 
at least one external constraint on the ?rst module; 

a siZe reduction unit coupled to the processor and operable 
to reduce the siZe of the ?rst module; and 

a state reduction unit coupled to the processor and operable 
to reduce the number of program states associated With 
the ?rst module; and 

Wherein the processor is further operable to iteratively 
invoke the environment generation unit, the siZe reduc 
tion unit and the state reduction unit until the ?rst mod 
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ule has been reduced such that a validation program is 
able to determine Whether the ?rst module contains a 
defect; and 

Wherein the processor is further operable to detect an error 
in the target program and identify a portion of the ?rst 
module that could cause the error, and Wherein the siZe 
reduction unit is further operable to reduce the siZe of the 
?rst module comprises a siZe reduction unit operable to 
slice the ?rst module so that at least one parameter not 
related to the portion of the ?rst module that could cause 
the error is removed from the potentially faulty module. 

7. The system of claim 6, Wherein the processor operable to 
select from the target program comprising a plurality of mod 
ules a ?rst module to be evaluated comprises a processor 
operable to: 

run the target program; 
detect at least one error during the running of the program, 

the at least one error caused by a defect in one or more 

modules of the plurality of modules; 
identify the one or more modules of the plurality of mod 

ules that could cause the at least one error; and 
select a ?rst module from among the one or more modules 

that could cause the at least one error. 

8. The system of claim 6, Wherein the validation program 
comprises a model checker. 

9. The system of claim 6, Wherein the state reduction unit 
operable to reduce the number of program states associated 
With the ?rst module comprises a state reduction unit oper 
able to abstract the program states associated With the ?rst 
module. 

10. The system of claim 9: 
further comprising an interface coupled to the processor 

and operable to receive at least one abstraction param 
eter; and 

Wherein the state reduction unit operable to abstract the 
program states associated With the ?rst module com 
prises a state reduction unit operable to apply the at least 
one abstraction parameter When abstracting the program 
states associated With the ?rst module. 

11. Logic embodied in a computer readable medium, the 
computer readable medium comprising code operable to: 

select from a target program comprising a plurality of 
modules a ?rst module for evaluation; 

isolate the ?rst module; and 
iteratively perform the folloWing logic until the ?rst mod 

ule has been reduced such that a validation program is 
able to determine Whether the ?rst module contains a 
defect: 
generate an environment surrounding the ?rst module, 

the generated environment preserving at least one 
external constraint on the ?rst module; 

reduce the siZe of the ?rst module, Wherein reducing the 
siZe of the ?rst module comprises: 
detecting an error in the target program; 
identifying a portion of the ?rst module that could 

cause the error; and 

12 
slicing the ?rst module so that at least one parameter 

not related to the portion of the ?rst module that 
could cause the error is removed from the poten 
tially faulty module; and 

5 reduce the number of program states associated With the 
?rst module. 

12. The medium of claim 11, Wherein the code operable to 
select from the target program comprising a plurality of mod 
ules a ?rst module to be evaluated comprises code operable 

10 to: 

run the target program; 
detect at least one error during the running of the program, 

the at least one error caused by a defect in one or more 

modules of the plurality of modules; 
identify the one or more modules of the plurality of mod 

ules that could cause the at least one error; and 
select a ?rst module from among the one or more modules 

that could cause the at least one error. 
13. The medium of claim 11, Wherein the validation pro 

20 gram comprises a model checker. 
14. The medium of claim 11, Wherein the code operable to 

reduce the number of program states associated With the ?rst 
module comprises code operable to abstract the program 
states associated With the ?rst module. 

15. The medium of claim 14: 
Wherein the code is further operable to receive at least one 

abstraction parameter; and 
Wherein the code operable to abstract the program states 

associated With the ?rst module comprises code oper 
able to apply the at least one abstraction parameter When 
abstracting the program states associated With the ?rst 
module. 

16. A system for detecting softWare defects, comprising: 
means for selecting from a target program comprising a 

plurality of modules a ?rst module for evaluation; 
means for isolating the ?rst module; and 
means for iteratively performing the folloWing steps until 

the ?rst module has been reduced such that a validation 
program is able to determine Whether the ?rst module 
contains a defect: 

generating an environment surrounding the ?rst module, 
the generated environment preserving at least one 
external constraint on the ?rst module; 

reducing the siZe of the ?rst module, Wherein reducing 
the siZe of the ?rst module comprises: 
detecting an error in the target program; 
identifying a portion of the ?rst module that could 

cause the error; and 
slicing the ?rst module so that at least one parameter 

not related to the portion of the ?rst module that 
could cause the error is removed from the poten 
tially faulty module; and 

reducing the number of program states associated With 
the ?rst module. 
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