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PROCESSOR FOR ENCRYPTING AND/OR 
DECRYPTING DATA AND METHOD OF 

ENCRYPTING AND/OR DECRYPTING DATA 
USING SUCH A PROCESSOR 

The invention relates to a processor for encrypting and/or 
decrypting data and to a method of encrypting and/ or decrypt 
ing data using such a processor having the features mentioned 
in the preambles of claims 1 and 11. 

The Rijndael algorithm, Which has been selected by the 
American National Institute of Standards and Technology 
(NIST) as the Advanced Encryption Standard (AES), consists 
of tWo main blocks: the key scheduling block for calculating 
the key for the individual encryption rounding operations and 
the actual encryption and decryption block. Up to noW there 
have been tWo types of ABS coprocessor. Either all rounding 
keys are calculated prior to encryption/decryption (precalcu 
lation), Whereby large storage areas are required to store the 
rounding keys, or else the rounding keys are calculated prior 
to each encryption rounding operation, as a result of Which it 
is knoWn at Which point in time a rounding key is calculated 
and hence an attack on key generation is easier. Since a 
recursive algorithm is used in key generation, a relatively 
large storage area is required in this case too. 

It is an object of the invention to provide a processor for 
encrypting and/ or decrypting data and a method of encrypting 
and/ or decrypting data using such a processor Which are 
characterized by a loWer storage requirement and greater 
safety against attacks on the rounding key generation than 
previously knoWn. In particular, it is an obj ect of the invention 
to provide an AES coprocessor and a method of ABS calcu 
lation having said properties. 

This object is achieved according to the invention by a 
processor having the features mentioned in claim 1 and a 
method of encrypting and/ or decrypting data having the fea 
tures mentioned in claim 11. The processor according to the 
invention is characterized in that a control device is connected 
to at least one encryption/decryption means via at least one 
communication means, the control device is connected to at 
least one rounding key generation means via at least one 
further communication means, the control device has at least 
one external key input, the at least one encryption/decryption 
means has at least one external data input and at least one 
external data output, and the at least one encryption/decryp 
tion means and the at least one rounding key generation 
means are decoupled from one another. There is thus neither 
a direct data path betWeen the at least one encryption/decryp 
tion means and the at least one rounding key generation 
means nor a direct connection of the at least one rounding key 
generation means to the outside World. Access to the at least 
one rounding key generation means can thus take place only 
by means of sequence control or the at least one encryption/ 
decryption means. Increased safety against attacks on round 
ing key generation combined With a small necessary storage 
area, Which is used only to accommodate data that are tem 
porarily needed for the recursive key calculation, are thereby 
achieved. 

In one preferred re?nement of the invention it is provided 
that the at least one communication means comprises at least 
one request line, at least one release line and at least one data 
line and/ or the at least one further communication means 
comprises at least one further request line, at least one further 
release line and at least one further data line. Particularly 
favorable properties are thereby advantageously achieved, as 
a result of Which the processor according to the invention is 
suitable for implementing a Wide range of control algorithms 
in a simple manner. 
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2 
Furthermore, in one preferred re?nement of the invention it 

is provided that the at least one request line, the at least one 
release line and the at least one data line and/or the at least one 
farther request line, the at least one further release line and the 
at least one further data line at least partially use the same line 
physics. In this Way, a minimiZation of the required installa 
tion space and thus increased economy are advantageously 
achieved. 

Moreover, in one preferred re?nement of the invention it is 
provided that the control device comprises at least one storage 
means in Which at least one rounding key generated by the at 
least one rounding key generation means can be temporarily 
stored. The necessary storage area is thus small and depends 
only on the depth of recursion. In this Way, the required 
installation space is minimiZed, resulting in increased 
economy. 

Furthermore, in one preferred re?nement of the invention it 
is provided that at least one rotating pointer is provided for 
access to the at least one storage means. Storage areas that 
have already been read can thus be released in a simple 
manner for Writing With neW rounding keys, since by virtue of 
the pointer no areas Which have not yet been read are Written 
to and only areas Which have been Written to With valid 
keyWords are read. As a result, the required storage area can 
be kept small. 

Moreover, in one preferred re?nement of the invention it is 
provided that at least one handshake protocol is provided for 
communication of the control device With the at least one 
encryption/decryption means and/or With the at least one 
rounding key generation means. A temporary inactivity of 
encryption/ decryption means and/ or rounding key generation 
means is thereby obtained, as a result of Which attacks on key 
generation are made more dif?cult. 

Furthermore, in one preferred re?nement of the invention it 
is provided that the modes of operation of the control device, 
of the at least one encryption/ decryption means and of the at 
least one rounding key generation means are asynchronous 
With respect to one another. As a result, attacks on key gen 
eration are made more dif?cult. 

In one preferred re?nement of the invention it is moreover 
provided that at least one dummy calculation and/or at least 
part of at least one previous rounding key calculation can be 
carried out by means of the at least one rounding key genera 
tion means during at least one inactive phase. This gives 
additional protection against attacks on key generation. 

In addition, in one preferred re?nement of the invention it 
is provided that the time betWeen calculation and use of the at 
least one rounding key is variable. Attacks on the calculation 
of the rounding key are thereby advantageously made more 
dif?cult. 

Preferably the processor according to the invention for 
encrypting and/ or decrypting data is embodied so as to be an 
AES coprocessor and used as such. 
The method of encrypting and/ or decrypting data accord 

ing to the invention using a processor according to the inven 
tion is characteriZed in that 

a) at least one initial key is read into a control device, 
b) external data are read into at least one encryption/de 

cryption means, 
c) at least one data Word needed to calculate at least one 

rounding key is read from at least one storage means of the 
control device and transferred to at least one rounding key 
generation means, 

d) at least one rounding key is calculated recursively on the 
basis of the at least one data Word by means of the at least one 
rounding key generation means, transferred to the control 
device and stored in the at least one storage means, 
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e) the at least one rounding key is transferred to the at least 
one encryption/ decryption means, 

f) the external data are encrypted or decrypted by means of 
the at least one encryption/decryption means using the at least 
one rounding key and the encrypted or decrypted data are 
made available at least one external data output, and 

g) steps b) to f) are repeated as often as necessary to encrypt 
or decrypt a set of external data. 

There is thus neither a direct data path betWeen the at least 
one encryption/decryption means and the at least one round 
ing key generation means nor a direct connection of the at 
least one rounding key generation means to the outside World. 
Access to the at least one rounding key generation means thus 
takes place only by means of sequence control or the at least 
one encryption/ decryption means. Increased safety against 
attacks on rounding key generation combined With a small 
necessary storage area, Which is used only to accommodate 
data that are temporarily needed for the recursive key calcu 
lation, are thereby achieved. 

Within the context of the method according to the invention 
it is preferably provided that the communication of the con 
trol device With the at least one encryption/decryption means 
and/ or the at least one rounding key generation means takes 
place by means of at least one handshake protocol. A tempo 
rary inactivity of encryption/ decryption means and/or round 
ing key generation means is thereby obtained, as a result of 
Which attacks on key generation are made more dif?cult. 

Furthermore, Within the context of the method according to 
the invention it is preferably provided that the communication 
of the control device With the at least one encryption/decryp 
tion means and the at least one rounding key generation 
means takes place asynchronously. As a result, attacks on key 
generation are made more dif?cult. 

Moreover, Within the context of the method according to 
the invention it is preferably provided that access to the at 
least one storage means takes place by means of at least one 
rotating pointer. Storage areas that have already been read can 
thus be released in a simple manner for Writing With neW 
rounding keys, since by virtue of the pointer no areas Which 
have not yet been read are Written to and only areas Which 
have been Written to With valid keyWords are read. As a result, 
the required storage area can be kept small. 

Furthermore, Within the context of the method according to 
the invention it is preferably provided that at least one dummy 
calculation and/or at least part of at least one previous round 
ing key calculation is carried out by means of the at least one 
rounding key generation means during at least one inactive 
phase. This gives additional protection against attacks on key 
generation. 

In addition, Within the context of the method according to 
the invention it is preferably provided that the time betWeen 
calculation and use of the at least one rounding key is vari 
able. Attacks on the calculation of the rounding key are 
thereby advantageously made more dif?cult. 

Finally, the method of encrypting and/ or decrypting data 
according to the invention can preferably be embodied and 
used as a method of AES calculation using a processor 
according to the invention Which is embodied so as to be an 
AES coprocessor and used as such. 

Further preferred re?nements of the invention emerge from 
the other features mentioned in the dependent claims. 

The invention Will be further described With reference to an 
example of embodiment shoWn in the draWing to Which, 
hoWever, the invention is not restricted. 

The FIGURE shoWs an AES coprocessor. 
The FIGURE shoWs a block diagram of one embodiment 

of an AES coprocessor 10 according to the invention. The 
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4 
AES coprocessor 10 comprises a control device 12, an 
encryption/decryption means 14 and a rounding key genera 
tion means 18, Wherein the control device 12 is connected to 
the encryption/decryption means 14 via a communication 
means 16 and to the rounding key generation means 18 via a 
further communication means 20. The communication means 

16 and the further communication means 20 each have a 
request line and a release line and also a data line for trans 
mitting the rounding keys, the rounding key generation 
means 18 being connected to the control device 12 via an 
additional data line for transmitting intermediate results for 
the recursive calculation of the rounding keys. The control 
device 12 comprises a storage means 28 for temporarily 
accommodating an initial key, introduced into the control 
device via an external key input 22, rounding keys and also 
intermediate results of the recursion. No rounding keys can be 
stored in the encryption/ decryption means 14 or the rounding 
key generation means 18. The blocks4encryption/decryp 
tion means 14, control device 12 and rounding key generation 
means ISiWhICh operate asynchronously With respect to 
one another, communicate by means of a handshake protocol, 
there being no direct data connection betWeen encryption/ 
decryption means 14 and rounding key generation means 18. 
At the start of an AES calculation, all three blocks are started 
in parallel. External data are read into the encryption/decryp 
tion means 14 via an external data input 24, and the initial key 
is read into the control device 12 via an external key input 22. 
The encryption/decryption means 14 and the rounding key 
generation means 18 both transmit a request to the control 
device 12, indicating that input data are required, and Wait 
until this request is met. In respect of the ?rst encryption/ 
decryption rounding operation, the rounding key generation 
means 18 has priority, that is to say that the data Words needed 
for the recursive algorithm are read from the storage means 
28. The priority may be changed for the further rounding 
operations. Once a keyWord has been calculated, the request 
to Write this data Word to the storage means 28 is transmitted 
to the control device 12. The rounding key generation means 
18 Waits until this request has been met. The actual rounding 
key is then transmitted to the encryption/decryption means 
14, and the external data are encrypted or decrypted in the 
encryption/decryption means 14 and made available at an 
external data output 26. In order to keep the required storage 
area small and make a saving in terms of silicon area, the 
method is carried out With rotating pointers Which release 
areas that have already been read in order that further round 
ing keys may be Written to them. By virtue of the means 
according to the invention, a loWer storage requirement and 
greater safety against attacks on rounding key generation than 
previously knoWn are achieved. 

LIST OF REFERENCES 

10 AES coprocessor 

12 control device 

14 encryption/ decryption means 
16 communication means 

18 rounding key generation means 
20 further communication means 

22 external key input 
24 external data input 
26 external data output 
28 storage means 
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The invention claimed is: 
1. A processor that performs an encryption/decryption 

operation, the processor comprising: 
a control device that receives at least one initial key, the 

control device comprising: 
a memory that temporarily stores the at least one initial 

key, and 
at least one external key input that receives the at least 

one initial key from a source; 
a round key generator connected to the control device via at 

least one communication device, Wherein the round key 
generator receives the at least one initial key from the 
control device to calculate at least one round key and 
transfers the at least one round key to the memory of the 
control device; 

at least one encryption/ decryption device comprising: 
at least one external data input that receives external 

data, 
an input that receives the at least one round key from the 
memory of the control device, and 

at least one external data output that outputs the external 
data encrypted or decrypted With the at least one 
round key by the at least one encryption/decryption 
device, Wherein the at least one encryption/decryp 
tion device and the round key generator communicate 
solely via the control device, and the control device 
transmits intermediate results to the round key gen 
erator to perform recursive calculation of the at least 
one round key; 

a ?rst request line that sends requests from the at least one 
encryption/decryption device to the control device; and 

a second request line that sends requests from the round 
key generator to the control device, Wherein the at least 
one encryption/decryption device and the round key 
generator both transmit requests on the respective ?rst 
and second request lines to start the encryption/decryp 
tion operation after both requests are met, Wherein the 
encryption/decryption operation is repeated as often as 
necessary, except for receiving the at least one initial key 
by the control device, to encrypt or decrypt a set of 
external data. 

2. The processor of claim 1, Wherein the at least one com 
munication device further comprises: 

?rst and second release lines; and 
?rst and second data lines. 
3. The processor of claim 2, Wherein the ?rst and second 

request lines, the ?rst and second release lines, and the second 
data lines at least partially use a single physical path. 

4. The processor of claim 1, Wherein the at least one round 
key is temporarily stored in the memory of the control device. 

5. The processor of claim 1, Wherein the at least one round 
key is accessed using a rotating pointer. 

6. The processor of claim 1, Wherein the communication 
betWeen the control device and the at least one encryption/ 
decryption device and betWeen the control device and the 
round key generator is accomplished using at least one hand 
shake protocol. 

7. The processor of claim 1, Wherein the operation of the of 
the control device, of the at least one encryption/decryption 
device, and of the round key generator are asynchronous With 
respect to one another. 

8. The processor of claim 1, Wherein the round key gen 
erator performs a dummy operation. 

9. The processor of claim 1, Wherein a time betWeen the 
calculating of the at least one round key by the round key 
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generator and the processing of the external data using the at 
least one round key is variable. 

10. The processor of claim 1, Wherein the processor is an 
Advanced Encryption Standard (AES) coprocessor. 

11. A method of performing an encryption/decryption 
operation using a processor, the method comprising: 

sending a ?rst request on a ?rst request line from at least 
one encryption/ decryption device to a control device and 
a second request on a second request line from a round 
key generator to the control device to start the encryp 
tion/decryption operation after both requests are met, 
Wherein the at least one encryption/decryption device 
and the round key generator communicate solely via the 
control device; 

reading at least one initial key into the control device, 
Wherein the at least one initial key is obtained from a 
source other than the round key generator; 

reading external data into the at least one encryption/de 
cryption device; 

reading at least one data Word needed to calculate at least 
one round key from at least one storage device of the 
control device; 

transferring the at least one data Word to the round key 
generator; 

calculating at least one round key recursively on the basis 
of the at least one data Word by using the round key 
generator; 

transferring the at least one round key to the control device; 
storing the at least one round key in the at least one storage 

device; 
transferring the at least one round key from the at least one 

storage device to the at least one encryption/decryption 
device; 

encrypting or decrypting the external data by using the at 
least one encryption/ decryption device, using the at least 
one round key, and the encrypted or decrypted external 
data are made available to at least one external data 
output; and 

repeating the method as often as necessary, except for 
reading the at least one initial key into the control device, 
to encrypt or decrypt a set of external data, 

Wherein the control device transmits intermediate results to 
the round key generator to perform recursive calculation 
of the at least one round key. 

12. The method of claim 11, Wherein communication 
betWeen the control device and the at least one encryption/ 
decryption device, and betWeen the control device and the 
round key generator is accomplished using at least one hand 
shake protocol. 

13. The method of claim 11, Wherein the operation of the 
control device, of the at least one encryption/decryption 
device, and of the round key generator are asynchronous With 
respect to one another. 

14. The method of claim 11, Wherein the at least one round 
key is accessed using a rotating pointer. 

15. The method of claim 11, further comprising: 
performing a dummy operation using the round key gen 

erator. 
16. The method of claim 11, Wherein a time betWeen the 

calculating of the at least one round key by the round key 
generator and the processing of the external data using the at 
least one round key is variable. 

17. The method of claim 11, Wherein the processor is an 
Advanced Encryption Standard (AES) coprocessor. 

* * * * * 


