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ADAPTABLE NETWORK BRIDGE 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This nonprovisional application claims priority under 35 
USC § 119(e) on US. Provisional Application No. 60/517, 
737 entitled, Programmable Bridge, ?led Nov. 6, 2003, the 
disclosure of Which is incorporated herein in its entirety. 

BACKGROUND OF THE INVENTION 

1. Technical Field of the Invention 
The present invention relates generally to digital commu 

nication systems. More particularly, and not by Way of limi 
tation, the invention is directed to an adaptable netWork 
bridge having a Rule Engine that simpli?es adapting the 
bridge to dynamically changing conditions. 

2. Description of Related Art 
Ethernet is a layer-2 packet-based transmission protocol 

that is primarily used in local area netWorks (LANs). Ethernet 
is the common name for the Institute of Electrical and Elec 
tronics Engineers (IEEE) 802.3 industry speci?cation. Data is 
transmitted in Ethernet frames. Each frame includes a pre 
amble With 64 bits utilized for synchronization. A Start of 
Frame Delimiter (SFD), a destination address, a source 
address, and a length/type identi?er folloW the preamble. 
Media Access Control (MAC) client data, together With a 
Packet Assembler/Disassembler (PAD) may vary in length 
from 46 to 1500 bytes (octets). A Frame Check Sequence 
(FCS) adds four more octets. Higher-level protocols reside in 
the content part of the frame. The frame size is counted from 
the destination address to the FCS, inclusive, and thus may 
vary betWeen 64 and 1518 octets, not including a Virtual 
Local Area NetWork (V LAN) tag, Which adds 4 octets. 

Today most packet-based netWorks are built on Ethernet 
technology, as it is a cheap and reliable technology With good 
performance. Ethernet has been used in of?ce netWorks for a 
long time and is noW used to build Wide Area Networks 
(WANs) as Well as small netWorks in homes. The communi 
cations industry is noW expanding the use of Ethernet to What 
is called “Public Ethernet” Where millions of users are con 
nected in the same netWork. Unfortunately, Ethernet does not 
scale to such large netWorks due to ?ooding of broadcasted 
messages. Some solutions have been proposed, but these 
solutions require modi?cations to the existing standards if 
they are to be implemented on standard equipment. 

Ethernet bridging is a Way to connect netWorks together to 
form a larger netWork. The standard for bridging is ANSI/ 
IEEE 802.1d, Which is hereby incorporated by reference 
herein. A bridge is a Way to connect tWo separate netWork 
segments together in a protocol-independent Way. Packets are 
forWarded based on Ethernet address, rather than IP address. 
Since forWarding is done at Layer 2, all protocols can go 
transparently through a bridge. 

There are basically tWo approaches to adding neW func 
tionality to Ethernet bridges (and other Ethernet equipment as 
Well): standardization thru IEEE, or proprietary solutions, 
Which make the equipment non-standard. Adding neW func 
tionality and behavior to IEEE 802.1d MAC bridges, better 
knoWn as Ethernet sWitches (or other Ethernet equipment), is 
a dif?cult and time-consuming process Without any guaran 
tees of success. Each neW function must be proposed to and 
scrutinized by an IEEE standardization group (an existing 
Working group or a neW group has to be accepted and estab 
lished). If one is lucky, the proposed function is accepted and 
added to the standard. HoWever, since each neW function 

20 

25 

30 

35 

40 

45 

50 

55 

60 

65 

2 
requires a change in the standard, there is reluctance to add 
neW functions. If the proposal is rejected, one is limited to a 
proprietary solution on non-standard equipment. The mem 
bers of the standardization groups come from different ven 
dors and other organizations, and although they are supposed 
to act in the interest of IEEE and the entire community, they 
may also act on agendas from their oWn organization/com 
pany that might be in con?ict With the proposed functionality, 
thereby turning it doWn. It should also be noted that if a neW 
function is added to the standard, it is then up to the different 
vendors to add the standardized functionality. A feature may 
be standardized but not made mandatory. 
The proprietary approach also has its draWbacks. For 

example, programmable netWork processors have been avail 
able for some time, and bridges may be purchased off the 
shelf containing programmable netWork processors. Propri 
etary solutions can be implemented on these. HoWever, these 
netWork processors are vendor speci?c, and the solution Will 
only Work on that netWork processor or processor family. The 
solution Will not be portable, and it Will not be possible to run 
it on other vendors’ equipment. Additionally, programming a 
netWork processor is done at a very loW level, basically in 
assembly language, and the programming model is hard, 
requiring special skill. It should also be noted that a propri 
etary solution Will make the equipment non-standard, and 
customers are more reluctant to buy non- standard equipment. 
There might also be inter-operational problems With other 
equipment. 

SUMMARY OF THE INVENTION 

The present invention is an adaptable netWork bridge hav 
ing a Rule Engine that simpli?es the adaptation of the bridge 
to dynamically changing conditions related, for example, to 
netWork conditions and user context. Simplicity is achieved 
by specifying hoW data frames should be processed and 
sWitched in terms of sWitching rules. Flexibility is achieved 
by enabling dynamic loading and updating of rules in the 
bridge via a protocol. In addition, one bridge may generate or 
modify rules for loading at another, neighboring, bridge. In a 
preferred embodiment, the bridge is an Ethernet bridge. 

Thus, in one aspect, the invention is directed to an adapt 
able netWork bridge that includes a Rule Engine that pro 
cesses data frames according to a set of sWitching rules. Each 
sWitching rule identi?es a type of frame to Which the rule 
applies, and hoW the type of frame is to be processed. The 
bridge also includes means for dynamically modifying the 
sWitching rules. In particular, the rules may be dynamically 
loaded and updated, for example, in response to changes in 
the bridge’s state information, or changes in context informa 
tion. In another embodiment, the bridge includes a plurality 
of input/ output ports, and the Rule Engine includes a plurality 
of sets of sWitching rules, Wherein each set of sWitching rules 
is applicable to a different port in the bridge. 

In one aspect the rules are forced on the sWitch by external 
units such as a NetWork Management System (NMS). 

In a further aspect, a sWitch generates or modi?es rules that 
are forced on other sWitches. 

In yet another aspect, the invention is directed to a method 
of processing and sWitching Ethernet frames in an adaptable 
Ethernet bridge. The method includes the steps of de?ning a 
set of sWitching rules for the adaptable Ethernet bridge; 
receiving a given frame in the bridge; determining Whether 
any of the rules are applicable to the given frame; and upon 
determining that one of the rules is applicable to the given 
frame, processing and sWitching the frame according to the 
applicable rule. The sWitching rules may be dynamically 
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added, subtracted, or modi?ed, for example, in response to 
changes in state or context information. 

An important aspect of the invention is how the extended 
state vector can be utilized in new ways in the switching 
process. The switching process can be controlled and adapted 
in new ways allowing completely new ways to control net 
works. 

BRIEF DESCRIPTION OF THE DRAWINGS 

In the following, the essential features of the invention will 
be described in detail by showing preferred embodiments, 
with reference to the ?gures of the attached drawings. 

FIG. 1 is a simpli?ed block diagram of a Rule Engine 
utilized in the adaptable network bridge of the present inven 
tion; 

FIG. 2 is a sequence diagram illustrating the steps of a 
process performed by the Rule Engine; and 

FIG. 3 is an illustration of a network of adaptable Ethernet 
bridges controlled by a Network Management System 
(NMS). 

DETAILED DESCRIPTION OF THE INVENTION 

In the following description, for purposes of explanation 
and not limitation, speci?c details are set forth, such as par 
ticular embodiments, circuits, signal formats etc. in order to 
provide a thorough understanding of the present invention. It 
will be apparent to one skilled in the art that the present 
invention may be practiced in other embodiments that depart 
from these speci?c details. 

In existing Ethernet bridges, there are two identi?able 
phases in the switching process. In the ?rst phase, parts of the 
frame header are checked for speci?c information. For 
example, the destination address of each frame may be 
checked against a forwarding table, priority bits, VLAN tags, 
and the like. In the second phase, different actions are taken 
within the bridge depending on the result of this check. For 
example, the frame may be sent to the port pointed to in the 
forwarding table, or the frame may be sent to all ports except 
the originating port, and so on. These steps characterize a 
process in which a frame is put through a ?lter that selects the 
action to take. Another important element is that the bridge 
stores and retrieves information in the form of a simple state 
vector in a forwarding table (i.e., memory), which the bridge 
is using in the process. However, the different parts of this 
process are ?xed and may not be altered. 

The present invention is based on a generalization of this 
switching process that adds several new key aspects to 
switching, enabling new ways of adapting and controlling the 
switching process as well as new ways to control Ethernet 
networks. The invention provides an adaptable Ethernet 
bridge having a Rule Engine that simpli?es the addition or 
modi?cation of functionality within the bridge. One of the 
purposes of the adaptable bridge is to provide a simple solu 
tion whereby anyone with reasonable skill can implement and 
add new functionality in a standardized way on standard 
equipment. Simplicity is achieved by specifying how Ether 
net frames should be processed and switched in terms of 
switching rules. Flexibility is achieved by enabling dynamic 
loading and updating, inspection, and prioritization of rules in 
bridges via a protocol. 

The generalized switching process consists of the Rule 
Engine processing Ethernet frames by applying the switching 
rules. A switching rule encapsulates a speci?c switching 
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4 
behavior that describes the ?lter and action processes together 
with the state vector. A switching rule thus consists of three 
parts: 

1) A ?lter function that can ?lter any part or parts of a 
frame. The purpose of the ?lter is to decide if the rule is 
applicable to a given frame. In other words, the ?lter 
works as a predicate function on frames. In this decision 
process information in the state vector may be used. 

2) An action function that describes how a frame header (or 
the entire frame) should be transformed and how the 
frame should be switched, i.e. to which port or ports the 
frame should be sent. In this process the action function 
may alter the state vector. 

3) A state vector that the ?lter function and the action 
function can use in the switching process. 

The switching rule can also contain other information such 
as version, priority speci?cation, vendor information, and the 
like. 
The state vector is an abstraction of several parts: 
1) A local memory for a rule or a set of rules where rule 

speci?c data can be stored and altered. Speci?c “man 
agement rules” make it possible to access that data from, 
for example, a management system. 

2) A global bridge memory where bridge-speci?c data 
applicable to and accessible by all rules can be stored 
and altered. One example is the port-forwarding table. 

3) Access to a set of bridge resources that can be imple 
mented as library functions. Some examples are a func 
tion to retrieve the source port of the frame processed, a 
function that provides timestamps, counters and timers, 
and functions that describe the tra?ic ?ows and load in 
the bridge. The invention is not limited to these 
examples; other functions may be identi?ed by those 
skilled in the art. 

A switching rule describes the types of frames that match 
the rule and how these frames should be processed (e. g., 
switched or transformed before switching). Each incoming 
frame is checked against the set of rules stored in the bridge. 
If a rule matches, the frame is processed and switched accord 
ing to the speci?cation in the rule. If no rule matches the 
frame, a default rule may be utilized, or the frame may be 
dropped. 

With the concept of rules, the switching process is de?ned 
as a simple and understandable programming model. Stan 
dardizing rule language and making it possible to dynami 
cally load new rules in a bridge also makes it possible to add 
new functionality, adapting standard equipment to the needs 
at hand. If some functionality becomes obsolete, that func 
tionality can be removed by removing the rule or set of rules 
implementing it. 
A powerful extension is to allow different rule sets to be 

valid for different ports enabling, for example, different net 
work providers to share the same hardware but have different 
network behavior. Different embodiments of this extension 
include: a rules control mechanism that selects and prioritizes 
available rule sets based on port, time of day, load, and the 
like. Alternatively, this kind of information may be described 
in the ?lter functions, and the Rule Engine tries all rules until 
it ?nds a match. 

Yet another powerful extension is to allow rules that moni 
tor the state vector instead of being matched against Ethernet 
frames. That is, the ?lter function monitors the state vector, 
and when some condition is ful?lled, the action function is 
invoked. The monitoring process can be implemented by 
regularly processing these rules in the Rule Engine or in a 
separate Rule Engine. 
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Note that allowing the ?lter and action functions to have 
access to a state vector that goes beyond the forwarding table 
provides new and powerful ways to process and switch 
frames. 

FIG. 1 is a simpli?ed block diagram of an exemplary 
embodiment of the dynamically adaptable network bridge 10 
of the present invention. The adaptable bridge includes many 
of the same components as existing bridges such as switch 
fabric 11, frame buffers 1211-1211 and 1311-1311, and ports 
1411-1411 and 1511-1511. In addition, however, the adaptable 
bridge includes a Rule Engine 16, which replaces the imple 
mentation of some or all protocols. The adaptable bridge also 
includes a state vector memory 17 accessible by the Rule 
Engine, a rule control function 18, and a rules memory 19 
accessible by the Rule Engine through the rule control func 
tion. Collectively, these new bridge components enable the 
adaptable bridge to receive and store rules from external 
units, store a state vector which may be dependent on external 
sources, and store rules that are imposed on other bridges. 

Hybrid designs having both a Rule Engine and some of the 
protocols of existing bridges may also be implemented. The 
Rule Engine has processing capabilities, that is, the Rule 
Engine can (1) apply the ?lter function to a frame and calcu 
late the result; (2) apply the action function if the rule 
matches; (3) access the state vector; and (4) access the other 
resources of the switch. A frame entering the adaptable bridge 
through an input port such as port 1411 and frame buffer 1211 is 
acted upon by switching rules in the Rule Engine 16, includ 
ing the ?lter function, action function, and state vector. The 
result is a calculated result frame, which is outputted through 
switch fabric 11, and an appropriate frame buffer and output 
port such as frame buffer 1311 and output port 1511. 

The rule control function 18 adds and removes rules 
dynamically, and orders or prioritizes THE set of rules. The 
rule control function may be implemented as protocols and 
secured against unwanted manipulation by using well known 
techniques intended for that purpose, for example, using digi 
tal signatures and encryption. Additionally, the rule control 
function may include a mechanism to transform (or translate) 
switching rules in human-readable form to an e?icient form 
understandable by the Rule Engine 16. 

The mechanisms to access different bridge resources and 
state information (i.e., state vectors), mechanisms to access 
library functions, and a protocol for externally accessing the 
state information are important parts of the adaptable bridge. 
The bridge resources and state information may be accessed 
via, for example, an Application Programming Interface 
(API). The protocol for externally accessing the state infor 
mation may be implemented as a set of rules. The state of the 
bridge can affect switching rules dynamically, that is, a rule 
can behave differently depending on the current state. For 
example, frames can be switched differently depending on 
time of day, tra?ic pattern, traf?c load, and the like. This 
behavior can also be controlled externally by, for example, a 
network management system (N MS). 

FIG. 2 is a sequence diagram illustrating the steps of a 
method of processing an Ethernet frame by the Rule Engine 
16. The process starts at step 21 and moves to step 22 where, 
for each incoming Ethernet frame, the port-speci?c rules 
associated with the Source Port are merged with the rules 
shared among all ports of the bridge (this merge can be done 
in advance by the priority module as a ordered list). The rules 
in the list are then tested to determine whether the frame 
matches the rule. This process begins at step 23, where a 
determination is made whether there are any more rules left to 
test. If not, and all the rules have been tested, the frame is 
dropped at step 24. However, in the case of the ?rst rule, there 
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6 
are rules left to test, so the method moves to step 25 where the 
?lter function of the ?rst rule in the list is applied to the frame. 
The ?lter function uses the information found in the frame 
together with the current state vector to determine whether the 
frame matches the rule. The ?lter function is a predicate, so 
the result at step 26 will be either true (the frame matches the 
rule) or false (the frame does not match the rule). If the result 
is false, the rule is discarded at step 27, and the methodreturns 
to step 23 where the test is performed on the next rule in the 
list. 
The remainder of the rules are then tested until either no 

rules are left and the frame is dropped at step 24, or there is a 
match at step 26, and the method moves to step 28 where the 
action function of the rule is applied to the frame. The action 
function may use the library functions, the information in the 
frame, and the state vector to transform (or modify) the frame. 
In this process, the action function can use functions to 
modify the state vector. For example, a counter may be incre 
mented, which counts the number of frames containing a 
speci?c high-level protocol coming from the port. At step 29, 
the action function determines the destination port or ports 
and sends the (possibly transformed) frame to the determined 
port or ports. The method then ends at step 30. 

Another important aspect of the invention not shown in the 
sequence diagram is that other resources or modules in the 
bridge may continuously monitor and change the state vector 
in parallel. An extended Rule Engine, to the one described, 
may then invoke rules that, instead of being matched against 
Ethernet frames, monitor the state vector. When one or more 
prede?ned criteria are ful?lled (determined by the ?lter func 
tion), the action function generates new frames containing 
new rules to be sent to the bridge itself or to nearby bridges 
altering their behavior. 

FIG. 3 is an illustration of a network 35 of adaptable 
Ethernet bridges controlled by a Network Management Sys 
tem (N MS) 36. The NMS monitors the state in the bridges and 
issues rules that adapt the behavior of certain bridges accord 
ingly. For example, if Bridge 1 1 becomes heavily loaded with 
traf?c, the NMS may issue a rule that will move some traf?c 
from associated bridges (i.e., Bridge2 l-Bridge23) to Bridge 1 2. 
For example, the rule may move every third frame or frames 
carrying a particular protocol to Bridgelz. Context informa 
tion may also be added to the state vector, thereby allowing 
context to in?uence switching. Context information may con 
tain, but is not limited to, information about tra?ic load in 
nearby bridges, forecasts or predictions of expected traffic, 
and the like. This feature is of particular interest in a mobile 
environment. 
The NMS 36 is shown connected to the network by a dotted 

line because the adaptable bridges may automatically gener 
ate speci?c context rules and distribute them to nearby 
bridges as users move around in the network. When bridges 
automatically generate rules to other bridges (and to them 
selves), a self-managed network can be implemented in 
which bridges exchange rules dynamically. This capability 
can be used, for example, to setup a particular ?ow-path, 
distribute tra?ic during heavy load, or automatically redirect 
traf?c in the case of network failures. For example, if 
Bridge11 receives a ?ow of high priority frames when it is 
already heavily loaded with tra?ic, it can issue a rule or set of 
rules to Bridge22 that move the ?ow to Bridge12 instead. 
An Ethernet bridge is working in “wire-speed” and there 

fore it is desirable that the bridge introduce as little delay as 
possible. Adding a Rule Engine and basing the switching on 
rules may increase the delay. However, a number of tech 
niques and mechanisms can be used to make the Rule Engine 
more e?icient: 
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1) Filter functions can be tested in parallel, and a priority 
module can select the matching rule With highest prior 
ity. These computations can be performed because the 
?lter functions are pure predicates, i.e. they contain no 
side effects. 

2) Filter functions Will in most cases be a conjunction (or 
disjunction) of comparisons. These can be directly 
mapped onto a pipelined matrix of comparison modules 
in hardWare. 

3) A similar pipelined hardWare matrix realizing the lan 
guage constructs used in the action functions can be 
implemented. 

4) Some parts of the state vector, for example library func 
tions re?ecting bridge context and resources, can be 
implemented in hardWare such as registers, thereby pro 
viding “instant” access to them. 

In the preferred embodiment, the rule language used to 
describe the ?lter and action functions is not a general pur 
pose programming language. A programming language 
should only have the necessary constructs and mechanisms 
needed to express the solutions to the problems in the speci 
?ed domain. If the language is too poWerful, as a general 
purpose language, it is possible to express an in?nite loop 
(accidentally or on purpose) thereby increasing the delay to 
in?nity. The preferred sWitching rule language, therefore, is a 
language primarily restricted to the domain of Ethernet 
sWitching (layer 2), With language constructs expressing the 
mechanisms used in the sWitching process. HoWever, lan 
guage constructs that are useful for other purposes like net 
Work management, constructs related to exchange of neW 
rules, and so on, that are not in con?ict With the basic require 
ments may also be included. 

The present invention provides several advantages. The 
Ethernet standards can be implemented as sWitching rule sets, 
and as the standards evolve, the rule sets are updated. These 
updated rule sets can then easily be loaded into an adaptable 
netWork bridge. The rule sets can be vendor-independent and, 
for example, published by IEEE. Today, each vendor decides 
Which protocols (standards) to support in a bridge, and unless 
the vendor issues an update Whenever the standard is updated, 
users have to buy a neW bridge if they need to folloW the neW 
standard. 

In the present invention, the “programming language” of 
rules may be standardiZed thereby enabling anyone to add 
neW functionality, as a sWitching rule, to any bridge With a 
Rule Engine. These rules can then be updated or removed if 
necessary. A proprietary solution can also be implemented as 
a rule or set of rules and loaded in any bridge With a Rule 
Engine. If a user later Wants to use another solution, the rule 
set is simply replaced With a neW rule set. It Will be much less 
expensive to implement neW functionality because, in most 
cases, the user only has to Write some softWare in the form of 
a set of rules. 

The present invention also greatly increases ?exibility in 
netWorks because each bridge can be loaded With its oWn rule 
set doWn to the individual port level. The invention also 
provides the ability to adapt the functionality on each port 
based on time, user demands, service agreements, and the 
like. For example, different operators can share the same 
physical bridge (netWork) and provide different services to 
their respective users. 
Some examples of functionality that can be implemented 

With sWitching rules include the following: 
1) Broadcast tunnels. It is simple to implement broadcast 

tunnels necessary for building Public Ethernet Net 
Works. 

2) Distributed router functionality added to a set of bridges. 
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8 
3) Simple ?reWall functionality. 
4) User adapted services on the port level. 
5) Authentication and security mechanisms on the port 

level that are transparent to users. 
6) Self-managed netWorks or semi-self managed netWorks. 

This list is not intended to be exhaustive, and other 
functions may also be implemented With sWitching rules 
and loaded into any adaptable bridge With a Rule 
Engine. 

As shoWn by the above examples, the state of the dynami 
cally adaptable bridge can be utiliZed in the sWitching process 
to enable entirely neW functionality and to provide neW Ways 
to use bridges in netWorks. 

Although preferred embodiments of the present invention 
have been illustrated in the accompanying draWings and 
described in the foregoing Detailed Description, it is under 
stood that the invention is not limited to the embodiments 
disclosed, but is capable of numerous rearrangements, modi 
?cations, and substitutions Without departing from the scope 
of the invention. The speci?cation contemplates any all modi 
?cations that fall Within the scope of the invention de?ned by 
the folloWing claims. 

What is claimed is: 
1. A dynamically adaptable netWork bridge, Wherein the 

netWork bridge is one of a plurality of adaptable bridges in a 
netWork, said netWork bridge comprising the folloWing inter 
nal components: 

a Rule Engine that processes data frames according to a set 
of sWitching rules, Wherein each sWitching rule in the set 
comprises: 
a ?tter function for determining Whether a given sWitch 

ing rule is applicable to a given frame; 
an action function for determining hoW the given frame 

should be sWitched if the ?lter function determines 
that the given sWitching rule is applicable to the given 
frame; and 

a state vector accessible by the ?lter function and the action 
function, said state vector de?ning a plurality of sets of 
sWitching rules. bridge-speci?c data applicable to and 
accessible by all sWitching rules, a set of bridge 
resources for handling data frames, and context infor 
mation regarding the traf?c load in the bridge and other 
bridges in the network; 

means for dynamically modifying the sWitching rules, 
Wherein When the state vector changes, the ?lter func 
tion applies different sWitching rules to the data frames 
and the action function sWitches the frames differently; 
and 

means for implementing a self-managed netWork by gen 
erating speci?c context rules as the tra?ic load on the 
bridge chances and distributing the context rules to other 
adaptable bridges in the netWork. 

2. The dynamically adaptable netWork bridge of claim 1 
Wherein the means for dynamically modifying the sWitching 
rules includes a protocol for dynamically loading and updat 
ing the sWitching rules. 

3. The dynamically adaptable netWork bridge of claim 1, 
Wherein the state vector includes an abstraction of a local 
memory for storing rule-speci?c data for each sWitching rule. 

4. The dynamically adaptable netWork bridge of claim 3, 
Wherein speci?c management rules enable the Rule Engine to 
access the rule-speci?c data for each sWitching rule. 

5. The dynamically adaptable netWork bridge of claim 3, 
Wherein the state vector also includes an abstraction of a 
global bridge memory for storing the bridge-speci?c data 
applicable to and accessible by all the sWitching rules. 
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6. The dynamically adaptable network bridge of claim 5, 
wherein the bridge-speci?c data includes a port-forwarding 
table. 

7. The dynamically adaptable network bridge of claim 5, 
wherein the state vector also includes a set of library functions 
that implement the bridge resources. 

8. The dynamically adaptable network bridge of claim 7, 
wherein the set of library functions are selected from a group 
consisting of: 

a function that retrieves a source port of a processed frame; 
a function that provides timestamps; 
a function that describes tra?ic ?ows in the network bridge; 

and 
a function that indicates the tra?ic load in the bridge. 
9. The dynamically adaptable network bridge of claim 1, 

wherein the given frame is processed in accordance with the 
given switching rule if the ?lter function determines that the 
given switching rule is applicable to the given frame, and the 
given frame is dropped if the ?lter function determines that 
there is no switching rule applicable to the given frame. 

10. The dynamically adaptable network bridge of claim 1, 
wherein the network bridge includes a plurality of input/ 
output ports, and each of the plurality of sets of switching 
rules, is applicable to a different port in the network bridge. 

11. The dynamically adaptable network bridge of claim 1, 
wherein the network bridge is an Ethernet bridge. 

12. The dynamically adaptable network bridge of claim 1, 
wherein the means for dynamically modifying the switching 
rules includes a protocol that dynamically adds, subtracts, 
and modi?es the switching rules. 

13. The dynamically adaptable network bridge of claim 1, 
further comprising means for prioritizing switching rules 
within each of the plurality of sets of switching rules. 

14. The dynamically adaptable network bridge of claim 1, 
further comprising a port for receiving switching rules from a 
Network Management System (N MS), wherein the NMS 
monitors the state information for a plurality of adaptable 
bridges in a network, and issues switching rules that adapt the 
behavior of the network bridge changing network conditions. 

15. A method of processing and switching data frames in an 
adaptable network bridge, wherein the network bridge is one 
of a plurality of adaptable bridges in a network, said method 
comprising the steps of: 
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10 
de?ning a set of switching rules for the network bridge in a 

Rule Engine in the network bridge, wherein each switch 
ing rule in the set comprises: 
a ?lter function for determining whether a given switch 

ing rule is applicable to a given frame; 
an action function for determining how the given frame 

should be switched if the ?lter function determines 
that the given switching rule is applicable to the given 
frame; and 

a state vector accessible by the ?lter function and the 
action function, said state vector de?ning a plurality 
of sets of switching rules, bridge-speci?c data appli 
cable to and accessible by all switching rules, a set of 
bridge resources for handling data frames, and con 
text information regarding the tra?ic load in the 
bridge and other bridges in the network; 

upon determining that one of the switching rules in the set 
is applicable to the given frame, processing and switch 
ing the frame according to the applicable switching rule 
determined by the internal Rule Engine; 

dynamically modifying the switching rules, wherein when 
the state vector changes, the ?lter function applies dif 
ferent switching rules to the data frames and the action 
function switches the frames differently; 

generating speci?c context rules as the tra?ic load on the 
bridge changes; and 

distributing the context rules to other adaptable bridges in 
the network. 

16. The method of claim 15, further comprising the steps 
of: 

receiving a new or modi?ed switching rule from a Network 
Management System (NMS), wherein the NMS moni 
tors the state information for the plurality of adaptable 
bridges in the network, and issues switching rules that 
adapt the behavior of the network bridge to changing 
network conditions; and 

processing and switching frames according to the new or 
modi?ed switching rule received from the NMS. 

17. The method of claim 15, wherein the network bridge is 
an Ethernet bridge. 


