
US007668114B2 

(12) Unlted States Patent (10) Patent N0.2 US 7,668,114 B2 
Kitawaki (45) Date of Patent: Feb. 23, 2010 

(54) COMMUNICATION APPARATUS AND 6,917,620 B1 * 7/2005 Sindhu et a1. ............. .. 370/401 

METHOD WITH ENHANCED ANONYMITY 7,161,929 B1 * 1/2007 O’Neillet a1. 370/349 
VIA MODIFIED USE OF ADDRESSES 7,170,885 B2 * 1/2007 Hirota et a1. .............. .. 370/351 

7,286,468 B2* 10/2007 Scudderetal. ........... .. 370/219 

75 _ . . . 7,489,699 B2* 2/2009 Sindhu et a1. .......... .. 370/401 
( ) Inventor‘ HaruyuklKltaWakl’ Tokyo (JP) 7,571,156 B1* 8/2009 Gupta et a1. ........... .. 707/3 

. _ . . . 2002/0105954 A1* 8/2002 Craig etal. . . . . . . . . . .. 370/401 

(73) Asslgnee' Canon KabushlklKalsha’Tokyo (JP) 2002/0124091 A1* 9/2002 Kurose et a1. 709/228 
* . _ . . . _ 2003/0225912 A1* 12/2003 Takedaetal. .......... .. 709/246 

( ) Nome" subleclto any dlsclalmeritheterm Ofthls 2004/0090913 A1* 5/2004 Scudderetal. ........... .. 370/219 
P211811t 15 extended Or adlusted under 35 2004/0095944 A1* 5/2004 Mitchell ................... .. 370/401 
U.S.C. 154(b) by 776 days. 2004/0111529 A1* 6/2004 Parmar ..................... .. 709/245 

2004/0203596 A1* 10/2004 Sreemanthula et a1. .... .. 455/411 

(21) Appl.NO.Z 10/859,679 2005/0102415 A1* 5/2005 Ishiyama etal. .......... .. 709/238 

(22) Filed: Jun. 3, 2004 

(65) Prior Publication Data 

US 2004/0258005 A1 Dec. 23, 2004 

(30) Foreign Application Priority Data 

Jun. 6, 2003 (JP) ........................... .. 2003-162160 

(51) Int. Cl. 
H04L 12/28 (2006.01) 
H04L 12/56 (2006.01) 
G06F 15/16 (2006.01) 

(52) US. Cl. ...................... .. 370/254; 370/389; 709/245 

(58) Field of Classi?cation Search ..................... .. None 

See application ?le for complete search history. 

(56) References Cited 

U.S. PATENT DOCUMENTS 

5,909,440 A * 6/1999 Ferguson et a1. .......... .. 370/389 

6,412,003 B1* 6/2002 Melen ...................... .. 709/225 

6,493,765 B1 * 12/2002 Cunningham et a1. ..... .. 709/245 

6,609,152 B1 8/2003 Ono 
6,781,982 B1 * 8/2004 Borella et a1. ............. .. 370/352 

6,892,245 B1 * 5/2005 Crump et al. ............. .. 709/245 

SET THE TEMPORARY 
ADDRESS TO USE AS 
A SOURCE ADDRESS 

FROM NOW 

mam 

TEMPORA 

ADDRESS’ EX 

S102 
RV 
PIRED 

ES 

SET THE TEMPORARY ADDRESS 
TO USE AS A SOURCE ADDRESS 

FROM NOW 

OTHER PUBLICATIONS 

R. Draves; “Default Address Selection for IPv6”; http://www.ietf. 
org/internet-drafts/draft-ietf-ipv6 -default-addr-select-09 .tXt; Aug. 6, 
2002; (2 pp). 
T. Narten et al.; “Privacy Extensions for Stateless Address 
Autocon?guration IPv6”; RFC3041; http://www.ietforg/rfc/ 
rfc3041.D<t; Jan. 2001; (16 pp). 
T. Narten et al.; “Neighbor Discovery for IP Version 6 (IPv6)”; 
RFC2461; http://WWW.ietf.org/rfc/rfc2461.tXt; Dec. 1998; (87 pp.) 

* cited by examiner 

Primary ExamineriGregory B Sefcheck 
(74) Attorney, Agent, or F i rmiCoWan, LieboWitZ & Latman, 
RC. 

(57) ABSTRACT 

A communication apparatus receives identi?cation informa 
tion and generates source information indicating a source of 
transmission made based on the received identi?cation infor 
mation. The communication apparatus changes the source 
information and a transmission route. The transmission route 
corresponds to the identi?cation information used in gener 
ating the source information. 

5 Claims, 6 Drawing Sheets 

3102A 

6106 

CHANGE DEFAULT ROUTER TO 
NOTHER ROUTER THAT 

ADVERTISED THE NETWORK 
PREFIX 

$107 

%I :5110 



US. Patent Feb. 23, 2010 Sheet 1 of6 US 7,668,114 B2 

5 

3 4 
/\/ /\/ 

ROUTER fe80 :: 1000 ROUTER fe80 :: 2000 

2001: 1000 :: /64 2001:200011/64 
1 
\ 

2 

E9 



US. Patent Feb. 23, 2010 Sheet 2 of6 US 7,668,114 B2 

201 202 
/\/ /\/ 

CPU RAM 

205 
/\/ 

203 204 
/~/ /\/ 

NETWORK 
RUM INTERFACE 

301 302 
/\/ /\/ 

CPU RAM 

305 
/\/ 

303 304 306 
/\/ /\/ /\/ 

ROM NETWORK NETWORK 
INTERFACE INTERFACE 

CONNECT TO CONNECT TO 
LINK LOCAL INTERNET 5 
NETWORK 1 



US. Patent 

NO 

Feb. 23, 2010 Sheet 3 0f 6 

FIG. 4 

TEMPORARY 

II 

ADDRESS’7 EXPIRED 

US 7,668,114 B2 

SET ACTIVE TEMPORARY 
ADDRESS IN “DEPRECATED" 

‘STATE 

II 

CREATE NEW TEMPORARY 
ADDRESS 

IS THERE 
AN ADDRESS HAVING 
DIFFERENT PREFIX 

II 
( END ) 

SET THE TEMPORARY 
ADDRESS TO USE AS 5 
A SOuROE ADDRESS 

FROM NOW 
8105 

N0 = II N 

SET THE O ARY ESS SELECT ONE TEMP R ADDR 
TO USE AS A SOuRcE ADDRESS ———I 

FROM NOW “8106 

II 

CHANGE DEFAULT ROUTER TO 58107 
ANOTHER ROUTER THAT 

ADVERTISED THE NETWORK 
PREFIX 

II ‘ 

T 8110 



US. Patent Feb. 23, 2010 Sheet 4 0f 6 US 7,668,114 B2 

4 
/\/ 

ROUTER fe80 :: 1000 ROUTER 1e80 :: 2000 

2001: 1000 ::/64 2001:2000 ::/64 

a 



US. Patent Feb. 23, 2010 Sheet 5 of6 US 7,668,114 B2 

S201 

S202 
ROUTING 

TABLE INCLUDES NO 
CORRESPONDING 
DESTINATION v 3203 
ADDRESS 

? ADD DESTINATION ADDRESS 
IN ROUTING TABLE 

S204 
LAST PREFIX YES 

EXISTS? 3206 
T N 

SELECT ONE FROM TEMPORARY 
ADDRESSES DIFFERENT FROM 

LAST PREFIX 

S210 v 

( END I 

8205 
SELECT ONE FROM ALL 5 
TEMPORARY ADDRESSES 

II< 
UPDATE GATEWAY AND £8207 

NETWORK P_|I=_IEBF||_)I(E IN ROUTING 



US. Patent Feb. 23, 2010 Sheet 6 of6 

DESTINATION ADDRESS GATEWAY LAST NETWORK PREFIX 

default fe80 :: 1000 2001: 1000 1: / 64 

TINATION DDHESS GATEWAY LAST NETWORK PREFIX 

default fe80 :: 1000 2001: 1000 :: / 64 
2001: 340 :: 100 

DESTINATION ADDRESS GATEWAY LAST NETWORK PREFIX 

default fe80 :: 1000 2001: 1000 :: / 64 
2001: 340 :: 100 fe80 :: 2000 2001 : 2000 :: / 64 

DESTINATION ADDRESS GATEWAY LAST NETWORK PREFIX 

default fe80 :: 1000 2001: 1000 :: / 64 
2001:340::100 Ie80::1000 2001:1000 ::/64 

US 7,668,114 B2 



US 7,668,114 B2 
1 

COMMUNICATION APPARATUS AND 
METHOD WITH ENHANCED ANONYMITY 

VIA MODIFIED USE OF ADDRESSES 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The present invention relates to a communication appara 

tus and method. 
2. Related Background Art 
The Internet Protocol Version 4 (IPv4) has been used for 

many years in the Internet communication. However, the 
Internet Protocol Version 6 (IPv6) is proposed as a solution to 
the problems of the IPv4, such as an insuf?cient number of 
addresses, and its practical usage is gradually started. 

The IPv6 address has a length of 128 bits. The upper 64 bits 
of the IPv6 address are data mainly relating to routing and are 
called “network part.” The loWer 64 bits are data Which is 
mainly necessary to ?nally specify a termination under one 
router and are called “host part.” 

While data in the netWork part can be con?gured manually, 
it can be automatically set by a stateless autocon?guration 
technique. Brie?y, a device asks a router to send 64-bit data 
(netWork pre?x) together With a packet called a router adver 
tisement, and sets the received netWork pre?x in the netWork 
part to accomplish autocon?guration. The stateless autocon 
?guration is described in detail in, for example, RFC2461 
(“Neighbor Discovery for IP Version 6 (IPv6),” T. Narten, E. 
Nordmark, W. Simpson, December 1998). 
A typical IPv6 address uses data called an interface ID for 

data in the host part. The interface ID is generated as folloWs 
based on the MAC address of 48 bits of the Ethernet (regis 
tered trademark) interface When the Ethernet (registered 
trademark) is used in a physical layer. 

The IEEE identi?er (MAC address) of the Ethernet (regis 
tered trademark) is an address of 6 bytes (48 bits), the ?rst 
three bytes of Which are managed and assigned by the IEEE as 
a manufacture vender code. The remaining three bytes are 
managed and assigned by each vender in such a Way as not to 
cause overlapping. As codes Which are managed by a vender 
are allocated in such a Way as to differ from one Ethernet 

(registered trademark) card to another, a unique address, only 
one in the World, corresponds to each Ethernet (registered 
trademark) card and is used as an address (data link layer 
address) at the time of transmitting and receiving data on the 
Ethernet (registered trademark). 64 -bit data Which is acquired 
by dividing the MAC address of the Ethernet (registered 
trademark) into tWo sub addresses each of three bytes, insert 
ing “FFFE,” a hexadecimal number, betWeen the tWo sub 
addresses and setting the seventh bit from the top to “1” is 
called an interface ID. 

With the typical IPv6 address used, the interface ID in the 
host part is unique as long as the same netWork interface is 
used, Whereas the netWork part depends on the netWork envi 
ronment. It is therefore possible to trace a device equipped 
With a netWork interface by conducting a search using the 
interface ID as a key. As a device is traceable, the action of a 
user Who uses that device is traceable too. As long as an 
interface ID is used in the host part, therefore, it is probable 
that the privacy of the user Who uses that device Would be 
invaded. 
As a solution to the problem, a special address called 

“temporary address” is proposed. This temporary address is 
de?ned by RFC3041 (“Privacy Extensions for Stateless 
AddressAutocon?guration IPv6,” T. Narten, R. Draves, Janu 
ary 2001). A temporary address is an address Which makes it 
hard to specify a device by generating different 64-bit data 
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2 
every predetermined period and using the 64-bit data in the 
host part (loWer 64 bits of the IPv6 address). 

The folloWing brie?y describes hoW to generate a tempo 
rary address. The MD5 message digest algorithm is used to 
generate a temporary address. “MD5” is a function Which 
outputs 128 bits corresponding to an input of some bits. In this 
example, 128 bits are input. The upper 64 bits and loWer 64 
bits of the 128-bit input are con?gured as folloWs. The inter 
face ID is the upper 64 bits. A random value of 64 bits 
generated by some method or the loWer 64 bits of the com 
putation result of the last MD5 are the loWer 64 bits of the 
128-bit input. With the 128 bits being an input, the MD5 
message digest algorithm is carried out and the upper 64 bits 
of the computation result of 128 bits are acquired. The sev 
enth bit in the acquired 64 bits from the left is set to 0 and the 
resultant 64 bits are treated as the host part. The loWer 64 bits 
of the computation result are recorded to be used in the 
computation of the next MD5. The details are given in 
RFC3041. 

If different host parts are generated every predetermined 
period by the method discussed above and a global address 
using the different host parts is used in communication, it is 
harder to determine if devices are the same as compared With 
a case Where a global address simply including an interface 
ID is used in communication, and brings about an effect of 
preventing privacy violation. 

Because the loWer 64 bits of the IPv6 address are changed 
every predetermined period by using the temporary address, 
the anonymity becomes greater as compared With a case 
Where an interface ID is used for the loWer 64 bits. 

HoWever, the netWork part belongs to an Internet service 
provider or an organization Which uses the same devices and 
is not basically changed unless a netWork controller does 
setting in such a Way as to change the netWork pre?x. When a 
stationary type device belongs to a single organiZation and 
alWays uses the same netWork part, particularly, the organi 
Zation is likely to be speci?ed. If an organiZation is speci?ed, 
one can take various actions, such as requesting a log of the 
netWork controller, to specify a user from that device. 

In case of Wide Wireless communication using a mobile IP 
or so, a netWork pre?x may change as a base station is 
changed. While this overcomes the problem, it is necessary to 
actively move a device to change the netWork pre?x. In case 
Where a device is located over tWo or more radio Zones in 

mobile communication, a Zone having a stronger radio Wave 
intensity (higher communication sensitivity) is normally 
selected to establish communication. If one radio Zone appar 
ently has a strong radio Wave intensity and no sWitching of a 
base station does not take place, therefore, the netWork pre?x 
does not change, so that the problem is left unsolved. The 
same is true of a case Where there are three or more base 

stations involved. 

SUMMARY OF THE INVENTION 

Accordingly, it is an object of the invention to enhance 
anonymity. 

It is another object of the invention to ensure selective 
usage of one of temporary addresses With different netWork 
pre?xes as a source address. 

It is a different object of the invention to reduce the amount 
of information to be stolen by tapping or so. 

It is a further object of the invention to disperse the load of 
a routing process done by a router. 

It is a still further object of the invention to permit the 
modi?ed use of not only the loWer 64 bits but also the upper 
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64 bits as a source IPv6 address under the condition that two 
or more network pre?xes are available. 

The other objects of the invention will become apparent 
from the detailed description of preferred embodiments given 
hereinafter. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a diagram showing an example of a network 
according to a ?rst embodiment of the invention; 

FIG. 2 is a diagram illustrating the general structure of a 
device 2 according to the ?rst embodiment; 

FIG. 3 is a diagram illustrating the general structure of 
routers 3 and 4 which constitute a network according to the 
?rst embodiment; 

FIG. 4 is a ?owchart for alteration of a source address 
which is triggered by update of a temporary address; 

FIG. 5 is a diagram showing an example of a network 
according to a second embodiment of the invention; 

FIG. 6 is a ?owchart for setting one of temporary addresses 
with different network pre?xes as a source address at a given 
timing; and 

FIGS. 7A, 7B, 7C and 7D are diagrams showing routing 
tables to be referred to in the second embodiment. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

First Embodiment 

The ?rst embodiment is premised on that a device is con 
nected to a network under the control of two routers. 

FIG. 1 is a diagram showing the environment to which the 
embodiment is applied. Two routers 3 and 4 are connected to 
a link local network 1. The types of the physical layers of the 
link local network 1 are not particularly speci?ed, as long as 
communication by IPv6 is possible at an upper physical layer, 
as done in the Ethernet (registered trademark), IEEE802.11 
or Bluetooth. Wireless communication is also possible on the 
premise that a temporary address as de?ned by RFC3041. A 
physical layer is not a particular object in the embodiment. 

FIG. 2 is a diagram illustrating the general structure of the 
device 2. A CPU 201 controls the general operation of the 
device 2. A RAM 202 is a temporary memory device and a 
ROM 203 is a read only memory where unerasable data, such 
as a program, is stored. A network interface 204 is the inter 
face that is used when the device 2 exchanges data with an 
external device. A bus 205 is an internal bus which connects 
individual modules. The device 2 may further include a large 
capacity memory device, such as a hard disk, and an interface 
for input/output devices, such as a display, a keyboard, a 
mouse and a print-out unit. The device 2 is connectable to the 
link local network 1 and can undergo stateless autocon?gu 
ration as de?ned by RFC2461. 

The network interface 204 is a reception unit which 
receives a network pre?x, and a CPU 301 is an alteration unit 
which changes the source address and route. As described 
later, the CPU 301 as an alteration unit changes the source 
address to a temporary address whose network pre?x differs 
from that of the source address before alteration. In the 
embodiment, the CPU 301 as an alteration unit changes the 
source address to a temporary address whose network pre?x 
differs from that of the source address before alteration and 
changes the route too. 

FIG. 3 is a diagram illustrating the general structure of the 
routers 3 and 4. The routers 3 and 4 have the identical struc 
ture. The CPU 3 01 controls the general operation of the router 
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4 
3 . A RAM 302 is a temporary memory device and a ROM 303 
is a read only memory where unerasable data, such as a 
program, is stored. A bus 305 is an internal bus which con 
nects individual modules. The router 3 or 4 may further 
include a large-capacity memory device, such as a hard disk, 
and an interface for input/output devices, such as a display, a 
keyboard, a mouse and a print-out unit. 
Network interfaces 304 and 306 are used when the routers 

3 and 4 exchange data with an external device. The network 
interface 304 is connected to the link local network 1 (inward 
to the local) and the network interface 306 is connected to an 
Internet 5 (outward to the Internet). The routers 3 and 4 can 
send a router advertisement which becomes necessary in 
stateless autocon?guration as de?ned by RFC2461. 

In the embodiment, the router 3 advertises a network pre?x 
“2001: 1000:1/64” to the link local network 1 and the router 4 
advertises a network pre?x “2001:2000zz/64” thereto. It is 
assumed that the link local address of the network interface 
304 that faces the link local network 1 of the router 3 is 
“fe80zzl000” while the link local address of the router 4 is 
“fe80zz2000.” 
The device 2 is connected to the environment as shown in 

FIG. 1. The device 2 receives a router advertisement sent from 
the network interface 304 of the router 3, 4. The device 2 
generates and con?gures a temporary address according to 
RFC3041 in response to the reception of the router advertise 
ment. 

For the sake of descriptive convenience, the ?rst temporary 
address generated in response to the router advertisement 
from the router 3 is a temporary address 3-1 (200l:l000:: 
3333) and the ?rst temporary address generated in response to 
the router advertisement from the router 4 is a temporary 
address 4-1 (2001 :2000::4444). The device 2 stores the link 
local addresses of the network interfaces 304 of the routers 3 
and 4 and temporary addresses (3-1 and 3-2) corresponding to 
the routers 3 and 4 in the RAM 202. It is assumed that the 
device 2 uses the temporary address 3-1 and performs com 
munication using the router 3 as a default router. 

With the conditions premised, the embodiment will be 
described referring to a ?owchart illustrated in FIG. 4. FIG. 4 
is a ?owchart illustrating the operation of an algorithm which 
changes the source address and route. A program which 
executes the ?owchart in FIG. 4 is prestored in the ROM 203 
of the device 2, is developed in an executable form on the 
ROM 202 or a temporary storage unit (hard disk or so), and is 
executed by the CPU 201. 

After the ?ow starts at S101, the CPU 201 of the device 2 
checks if the validness of an active temporary address or a 
temporary address which has been used (e.g., temporary 
address 3-1) is expired. If the temporary address is valid, the 
result of the decision at S102 becomes NO and the ?ow goes 
to S110 to terminate the routine. In this case, the use of the 
temporary address (3-1) continues. In addition, con?guration 
to set the router 3 as the default router is maintained. 

If the temporary address is expired, on the other hand, the 
result of the decision at S102 becomesYES and the ?ow goes 
to S102A to set the expired temporary address in the “depre 
cated” state. The “deprecated” state is the state where the 
temporary address, though expired, has been used since 
before expiration and a new temporary address cannot be 
used soon (e.g., when a TCP connection is made using the 
address and the connection is not been disconnected). The 
“deprecated” temporary address is not used in subsequent 
new communication. It is to be noted that while the TCP 
connection is made, communication is made using the tem 
porary address as the source address. 
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Thereafter, a neW temporary address is generated at S102B 
and the How goes to S103. The neW temporary address is 
called a “preferred” temporary address that is likely to be used 
in communication Which Will neWly be started thereafter. 
Note hoWever that the netWork pre?x is the same as a “dep 
recated” temporary address (3-1). In the embodiment, the 
temporary address 3-1 is “deprecated” and a temporary 
address Which is the same as the temporary address 3-1 in 
netWork pre?x “2001:1000::” but differs in host part is gen 
erated. The neWly generated temporary address is called a 
temporary address 3-2. 

At S103, the CPU 201 of the device 2 checks the netWork 
interface 204 and checks if there is a temporary address Which 
contains a netWork pre?x different from the netWork pre?x 
that has been used in the last “deprecated” temporary address 
(3-1). When there is no such temporary address, the result of 
decision at S103 becomes NO and the How goes to S103A. At 
S103A, the temporary address 3-2 is con?gured to be used as 
a source address in the next and subsequent communications 
and the How goes to S110. The con?guration to set the default 
router to the router 3 continues. 

If there is a temporary address containing a different net 
Work pre?x, on the other hand, the result of the decision at 
S103 becomesYES and the How goes to S104. In the embodi 
ment, as there is a temporary address 4-1 Whose netWork 
pre?x “2001 :2000::/ 64” differs from the netWork pre?x 
“2001:1000z1/64” of the temporary address 3-1, the decision 
result becomes YES. 

At S104, it is checked if there are plural temporary 
addresses found as a result of the decision made at S103. 
When there is only one temporary address, the result of the 
decision is NO, and the flow goes to S106. When there are tWo 
or more temporary addresses, the result of the decision is 
YES, and the How goes to S105. As there is only one tempo 
rary address in the embodiment, the decision result becomes 
NO. If there are three or more routers Which advertise a 

netWork pre?x (if there are plural routers other than the 
default router 3), temporary addresses containing different 
netWork pre?xes can be generated. One temporary address or 
tWo or more temporary addresses found at S103 are “pre 
ferred” temporary addresses. 
When the decision result at S104 shoWs the presence of tWo 

or more “preferred” temporary addresses Which contain net 
Work pre?xes different from the netWork pre?x of the “dep 
recated” temporary address, one of the temporary addresses is 
selected at S105. The selection algorithm is not particularly 
speci?ed. For example, one of a plurality of temporary 
addresses may be selected at random, or a table having history 
information a?ixed to each netWork pre?x may be managed 
to evenly use different netWork pre?xes. Alternatively, the 
folloWing method may be employed to select an appropriate 
temporary address. The remaining temporary addresses are 
given numbers starting at 0 and incremented by 1 at a time. All 
the loWer 64 bits of the currently active temporary address are 
all added and the resultant value is divided by the number of 
the remaining temporary addresses. The remainder is com 
pared With the number a?ixed last time, and the temporary 
address Which has a match is selected. 
When one temporary address is selected at S105 in the 

above-described manner, the How goes to S106. 
When there is only one temporary address found at S103, 

the found temporary address is con?gured to be used as a 
source address in the next and sub sequent communications at 
S106. When there are plural temporary addresses found at 
S103, the temporary address selected at S105 is con?gured to 
be used as a source address in the next and subsequent com 
munications at S106. One speci?c Way of con?guration avail 
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6 
able is that the algorithm Which selects one source address 
from a plurality of source address candidates is modi?ed and 
selects the selected temporary address With the top priority as 
de?ned in, for example, the Internet draft called “Default 
Address Selection for IPv6,” draft-ietf-ipv6-default-addr-se 
lect-09.txt, Richard Draves, Aug. 6, 2002. With the con?gu 
ration done, the How goes to S107. In the embodiment, con 
?guration is done in such a Way that the temporary address 
4-1 (one of temporary addresses Which contain netWork pre 
?xes different from the netWork pre?x used in the “depre 
cated” temporary address (3-1)) is used With the highest pri 
onty. 
At S1 07, the default router registered in the routing table of 

the device 2 is changed to the router to Which the netWork 
pre?x of the temporary address con?gured at S106 is adver 
tised. In the embodiment, the default router is changed to the 
router 4 from the router 3. That is, the gateWay for the desti 
nation “default” is changed to “fe80::2000” from “fe80:: 
1000.” This process alloWs a packet addressed to an external 
destination to be transmitted or received through the router 4. 
If a speci?c destination address is con?gured in the routing 
table in such a Way as to pass through the router 3, the 
con?guration is changed so that the destination address 
passes through the router 4 as a gateWay. Then, the How goes 
to S110 to terminate the routine. Although the routing table is 
stored in the RAM 202 in the embodiment, it can be stored in 
any readable and Writable recording medium. 
When the temporary address 4-1 is expired, the routine 

illustrated in FIG. 4 is applied again. In this case, When the 
temporary address 3-2 is not expired, the temporary address 
3-2 is used as a source address. When the temporary address 
3-2 is expired, the neWly generated temporary address that 
has the netWork pre?x “2001 :1000::/ 64” and is not expired is 
used as a source address. 

According to the method, every time the temporary address 
is expired, a temporary address With a different netWork pre 
?x can be used as a source address. 

That is, the device 2 changes the destination address and 
the route. This method includes a reception procedure of 
receiving a netWork pre?x. The device 2 generates a tempo 
rary address from the received netWork pre?x. The method of 
changing the destination address and route includes a source 
address changing procedure of changing the destination 
address and a route changing procedure of changing the route. 
The source address changing procedure changes the destina 
tion address to a temporary address Whose netWork pre?x 
differs from that of the destination address before change. In 
the embodiment, When the temporary address is expired, the 
destination address is changed to a temporary address Whose 
netWork pre?x differs from that of the destination address 
before change. 
A program Which changes the destination address and 

route is stored in the ROM 203 and the CPU 201 reads the 
program from the ROM 203 and runs it. The ROM 203 is a 
recording medium in Which the program is stored in such a 
Way as to be readable by the CPU 201. 

Although the foregoing description of the embodiment has 
been given of the case Where there are tWo routers and tWo 
types of netWork pre?xes are advertised, the invention is 
likeWise adaptable to a case Where there are three or more 
routers or a case Where three or more netWork pre?xes are 

advertised. 

Second Embodiment 

In the ?rst embodiment, the device 2 changes the destina 
tion address and selects a temporary address Which has dif 
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ferent network pre?x, when triggered by expiration of the 
temporary address. At that time, the default router is changed 
and all the routes for communication of the device to the 
Internet are changed. 

The following discusses a method according to the second 
embodiment which uses a temporary address with a different 
network pre?x as a source address every time communication 
is initiated. 

The device 2 receives a router advertisement sent from the 
network interface 304 of the router 3, 4, as per the ?rst 
embodiment. The device 2 generates and con?gures a tem 
porary address according to RFC3041 in response to the 
reception of the router advertisement. For the sake of descrip 
tive convenience, the ?rst temporary address generated in 
response to the router advertisement from the router 3 is a 
temporary address 3-1 (2001:1000::3333) and the ?rst tem 
porary address generated in response to the router advertise 
ment from the router 4 is a temporary address 4-1 (2001: 
2000::4444). The device 2 stores the link local addresses of 
the network interfaces 304 of the routers 3 and 4 and tempo 
rary addresses (3-1 and 3-2) corresponding to the routers 3 
and 4 in the RAM 202. It is assumed that the device 2 uses the 
temporary address 3-1 and has carried out communication 
using the router 3 as a default router (gateway). 

The environment as shown in FIG. 5 is premised in the 
embodiment. It is assumed that a global address “2001 :340:: 
100” is set in a communication destination 6. The following 
description is given on the assumption that the device 2 com 
municates with the communication destination 6 under such 
an environment. 

The embodiment will be described referring to a ?owchart 
illustrated in FIG. 6. FIG. 6 is a ?owchart illustrating the 
operation of an algorithm which changes the source address 
and route at the time the device 2 makes communication. A 
program which executes the ?owchart in FIG. 4 is prestored 
in the ROM 203 of the device 2, is developed in an executable 
form on the ROM 202 or a temporary storage unit (hard disk 
or so), and is executed by the CPU 201. It is also assumed that 
the device 2 manages a table called a routing table transfer 
destinations (gateways) according to the destination 
addresses are recorded in the routing table. Although the 
routing table is stored in the RAM 202 in the embodiment, it 
can be stored in any readable and writable recording medium. 

The ?ow starts at S201 where a communication destination 
address is to be designated. 
At S202, it is checked if the designated communication 

destination address (128 bits) is registered as a destination 
address in the routing table of the device 2. The routing table 
of the device 2 is shown in FIG. 7A, for example. When the 
destination address is the “default” or the condition does not 
match with the condition for any other destination address, 
the routing table shows that a packet is transferred according 
to the condition given in the line of the “default.” In the 
example in FIG. 7A, all the packets are transmitted through 
the gateway “fe80:: 1000.” When the checking results in that 
the routing table contains the destination address which 
matches with the communication destination address, the 
result of decision becomes YES and the ?ow goes to S204. If 
the routing table has no matched destination address, the 
result of decision becomes NO and the ?ow goes to S203. 
Because the communication destination address “2001 :340:: 
100” is not registered in the routing table in FIG. 7A, the result 
of decision becomes NO and the ?ow goes to S203. 

At S203, the CPU 201 adds the communication destination 
address as a destination address in the routing table on the 
RAM 202. For example, the communication destination 
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8 
address “2001 :340::100” is added as the destination address 
to the routing table in FIG. 7A, yielding the table contents as 
shown in FIG. 7B. 
The CPU 201 checks at S204 if an entry has been made to 

the ?eld “last network pre?x” corresponding to the commu 
nication destination address in the routing table. When the 
check result shows no entry made, the ?ow goes to S205. 
When the check result shows some entry made, the ?ow goes 
to S206. As no entry is made to the ?eld “last network pre?x” 
corresponding to the destination address “2001 :340:: 100” in 
FIG. 7B in the embodiment, the ?ow goes to S205. 
At S205, the CPU 201 selects one of the entire temporary 

addresses allocated to the network interface 204. This selec 
tion method is not limited. The selection may be made at 
random or the history of usage may be recorded for each 
network pre?x so that the selection may be made by referring 
to the frequency of usage. As the temporary address 3-1 and 
the temporary address 4-1 are set for the network interface 
204 in the embodiment, either one of the temporary addresses 
is selected at random. In this example, the temporary address 
3-1 is to be used. 
When the last network pre?x is written, one of temporary 

addresses whose network pre?xes differ from the last one is 
selected at S206. If the routing table as shown in FIG. 7C is 
set, the “last network pre?x” corresponding to the destination 
address “2001:340::100” is “2001:2000::/64” advertised by 
the router 4, so that a temporary address (temporary address 
3-1 in this case) other than that address is selected. If the 
device 2 has obtained three or more network pre?xes, two or 
more temporary addresses are selectable at S206, so that an 
adequate one is selected. The selection method is not limited. 
At S207, the CPU 201 makes entries in, or updates, the ?eld 

“gateway” and the ?eld “last network pre?x.” In the embodi 
ment, for example, the gateway “fe80::1000” (the link local 
address of the network interface 304 of the router 3 which has 
advertised the network pre?x of the temporary address 3-1) 
that is used by the temporary address 3-1 is written in the ?eld 
“gateway” in the routing table and writes “2001:1000::/64,” 
the network pre?x of the temporary address 3-1, in the ?eld 
“last network pre?x,” yielding the table contents as shown in 
FIG. 7D. 
When the routing table shown in FIG. 7C which has been 

described in the foregoing description of S206 is set, the 
routing table is updated from the table in FIG. 7C to the one 
in FIG. 7D for the temporary address 3-1 is selected as the 
next temporary address. 

After S207 is ?nished, the ?ow goes to S210 to terminate 
the routine. 
The above-described operation provides the environment 

under which destination addresses different from one com 
munication destination to another can be used. In the com 
munication with the communication destination address des 
ignated at S201, the temporary address selected at S205 or 
S206 is used as the source address. A packet in the commu 
nication with the communication destination 
“2001 :340:: 100” is transmitted or received through the router 
3. 

Hereinafter, every time the algorithm shown in FIG. 6 is 
used, the temporary address can be changed to a temporary 
address with a different network pre?x. 

In case of the routing table in FIG. 7C, for example, the 
CPU 201 of the device 2 refers to the routing table in FIG. 7C 
to check the ?eld “last network pre?x” when making trans 
mission to the communication destination address “2001: 
340:: 100.” Then, a temporary address which has a network 
pre?x other than the network pre?x described in the ?eld “last 
network pre?x” is retrieved and is used as the source address. 
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Thereafter, every time the algorithm shown in FIG. 6 is used, 
the value of the network pre?x described in the ?eld “last 
network pre?x” changes, thereby making it possible to 
change the source address. 

If the algorithm shown in FIG. 6 is used every time, for 
example, a socket is generated to execute communication, 
communication can be done using a source address whose 
network pre?x differs from one socket communication to 
another. If the algorithm is used for each packet transmission, 
communication can be done using a source address whose 
network pre?x differs from one packet to another. Likewise, 
every time an application is activated, the algorithm shown in 
FIG. 6 can be used. 

In other words, the algorithm shown in FIG. 6 is used 
before making communication at the desired frequency of 
usage, communication with the source address whose net 
work pre?x differs from one packet to another can be carried 
out. 

That is, the device 2 changes the source address and route. 
This method includes a reception procedure of receiving a 
network pre?x. The device 2 generates a temporary address 
from the received network pre?x. The method of changing the 
destination address and route includes a source address 
changing procedure of changing the destination address and a 
route changing procedure of changing the route. The source 
address changing procedure changes the destination address 
to a temporary address whose network pre?x differs from that 
of the destination address before change. 
A program which changes the destination address and 

route is stored in the ROM 203 and the CPU 201 reads the 
program from the ROM 203 and runs it. The ROM 203 is a 
recording medium in which the program is stored in such a 
way as to be readable by the CPU 201. 

In the embodiment, the update of the temporary addresses 
3-1 and 4-1 themselves is not the work of the algorithm. That 
is, when both the temporary addresses 3-1 and 4-1 are 
expired, the lower 64 bits are updated as explained in the 
foregoing description of the ?rst embodiment, for example, 
but the algorithm shown in FIG. 6 is not in?uenced at all. 

While the preferred embodiments of the invention have 
been described above, the invention is not limited to the 
embodiments but can be modi?ed in various other forms 
within the scope and equivalence of the appended claims. 
What is claimed is: 
1. A communication apparatus comprising: 
a communication unit con?gured to receive plural pieces of 

pre?x information from a plurality of devices, and to 
transmit data; 

a memory unit con?gured to memorize a piece of pre?x 
information which has been used in a last transmission 
to each of a plurality of communication destination 
addresses; 

a changing unit con?gured to change host information 
within source information indicating a source of trans 
mission made by said communication unit; 

a determining unit con?gured to, when a ?rst piece of 
pre?x information is memorized in said memory unit as 
the pre?x information which has been used in the last 
transmission to a ?rst communication destination 
address, a second piece of pre?x information is memo 
rized in said memory unit as the pre?x information 
which has been used in the last transmission to a second 
communication destination address, and the pre?x 
information which has been used in the last transmission 
to a third communication destination address is not 
memorized in said memory unit, determine a new piece 
of pre?x information to be used in a new transmission 
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10 
from the plural pieces of pre?x information received by 
said communication unit other than the ?rst piece of 
pre?x information in a case where said communication 
unit transmits the data to the ?rst communication desti 
nation address, determine a new piece of pre?x informa 
tion to be used in a new transmission from the plural 
pieces of pre?x information received by said communi 
cation unit other than the second piece of pre?x infor 
mation in a case where said communication unit trans 
mits the data to the second communication destination 
address, and determine a new piece of pre?x information 
to be used in a new transmission from the plural pieces of 
pre?x information received by said communication unit 
in a case where said communication unit transmits the 
data to the third communication destination address; and 

a setting unit con?gured to set the source information 
based on the host information changed by said changing 
unit and the new piece of pre?x information determined 
in accordance with the communication destination 
address by said determining unit, and to set a transmis 
sion route indicating that the data transmitted from said 
communication unit passes a device which sent the new 
piece of pre?x information. 

2. The communication apparatus according to claim 1, 
wherein said transmission route indicates a device which 
connects a network connected with said communication unit 
to another network. 

3. A communication method comprising: 
a reception step of receiving plural pieces of pre?x infor 

mation from a plurality of devices; 
a transmission step of transmitting data; 
a memory step of memorizing a piece of pre?x information 

which has been used in a last transmission to each of a 
plurality of communication destination addresses in a 
memory; 

a change step of changing host information within source 
information indicating a source of transmission made at 
said transmission step; 

a determination step of determining a new piece of pre?x 
information to be used in a new transmission, when a 
?rst piece of pre?x information is memorized in said 
memory step as the pre?x information which has been 
used in the last transmission to a ?rst communication 
destination address, a second piece of pre?x information 
is memorized in the memory step as the pre?x informa 
tion which has been used in the last transmission to a 
second communication destination address, and the pre 
?x information which has been used in the last transmis 
sion to a third communication destination address is not 
memorized in said memory step, from the plural pieces 
of pre?x information received by said reception step 
other than the ?rst piece of pre?x information in a case 
where the data is transmitted to the ?rst communication 
destination address in said transmission step, determin 
ing a new piece of pre?x information to be used in a new 
transmission from the plural pieces of pre?x information 
received by said reception step other than the second 
piece of pre?x information in a case where the data is 
transmitted to the second communication destination 
address in said transmission step, and determining a new 
piece of pre?x information to be used in a new transmis 
sion from the plural pieces of pre?x information 
received by said reception step in a case where the data 
is transmitted to the third communication destination 
address in said transmission step; and 

a setting step of setting the source information based on the 
host information changed in said change step and the 
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new piece of pre?x information determined in accor 
dance With the communication destination address in 
said determination step, and of setting a transmission 
route indicating that the data of said transmission step 
passes a device Which sent the neW piece of pre?x infor 
mation. 

4. A computer-readable medium for storing instructions 
executable by a processor for netWork communications, the 
medium comprising instructions to: 

receive plural pieces of pre?x information from a plurality 
of devices; 

transmit data; 
memorize a piece of pre?x information Which has been 

used in a last transmission to each of a plurality of 
communication destination addresses in a memory; 

change host information Within source information indi 
cating a source of transmission made by said transmit 
instruction; 

determine a neW piece of pre?x information to be used in a 
neW transmission, When a ?rst piece of pre?x informa 
tion is memorized in said memory as the pre?x informa 
tion Which has been used in the last transmission to a ?rst 
communication destination address, a second piece of 
pre?x information is memorized in said memory as the 
pre?x information Which has been used in the last trans 
mission to a second communication destination address, 
and the pre?x information Which has been used in the 
last transmission to a third communication destination 
address is not memorized in said memory, from the 
plural pieces of pre?x information received by said 
receive instruction other than the ?rst piece of pre?x 
information in a case Where the data is transmitted to the 
?rst communication destination address by said transmit 
instruction, determine a neW piece of pre?x information 
to be used in a neW transmission from the plural pieces of 
pre?x information received by said receive instruction 
other than the second piece of pre?x information in a 
case Where the data is transmitted to the second commu 
nication destination address by said transmit instruction, 
and determine a neW piece of pre?x information to be 
used in a neW transmission from the plural pieces of 
pre?x information received by said receive instruction in 
a case Where the data is transmitted to the third commu 
nication destination address by saidtransmit instruction; 
and 
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set the source information based on the host information 

changed by said change instruction and the neW piece of 
pre?x information determined in accordance With the 
communication destination address by said determine 
instruction, and set a transmission route indicating that 
the data of said transmit instruction passes a device 
Which sent the neW piece of pre?x information. 

5. A communication apparatus comprising: 
a communication unit con?gured to receive plural pieces of 

pre?x information from a plurality of devices, and to 
transmit data; 

a memory unit con?gured to memorize a piece of pre?x 
information Which has been used in the last transmission 
to each of a plurality of communication destination 

addresses; 
a determining unit con?gured to, When a ?rst piece pre?x 

information is memorized in said memory unit as the 
pre?x information Which has been used in the last trans 
mission to a ?rst communication destination address, a 
second piece pre?x information is memorized in the 
memory unit as the pre?x information Which has been 
used in the last transmission to a second communication 
destination address, determine a neW piece of pre?x 
information to be used in a neW transmission from the 
plural pieces of pre?x information received by said com 
munication unit other than the ?rst piece of pre?x infor 
mation in a case Where said communication unit trans 
mits the data to the ?rst communication destination 
address, and determine a neW piece of pre?x information 
to be used in a neW transmission from the plural pieces of 
pre?x information received by said communication unit 
other than the second piece of pre?x information in a 
case Where said communication unit transmits the data 
to the second communication destination address; and 

a changing unit con?gured to change, according to the neW 
piece of pre?x information determined in accordance 
With the communication destination address by said 
determining unit, source information indicating a source 
of transmission made by said communication unit, and 
to change a transmission route indicating that the data 
transmitted from said communication unit passes a 
device Which sent the neW piece of pre?x information 
for changing the piece of pre?x information Within the 
source information. 

* * * * * 


