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SECURELY HOSTING A WEBBROWSER 
CONTROL IN A MANAGED CODE 

ENVIRONMENT 

BACKGROUND 

Web browser functionality may be provided via an 
ActiveX® control that is hosted by another program code 
container. For example, one such hosting program is 
Microsoft Corporation’s Internet Explorer component (e.g., 
iexplore.exe), Which is essentially a frame that hosts a 
broWser control Web broWser ActiveX® control (e.g., 
shdocvW.dll). Virtually any other application program that 
Wants to add broWser functionality to the rest of its program 
may do so by appropriately hosting such a broWser control. 
When dealing With Web broWsing, security is an important 

consideration, as some Websites can be malicious and gener 
ally cause problems to a user’s computer system When a user 
visits such a site. For security purposes, the existing 
Microsoft® Internet Explorer Web broWser ActiveX® con 
trol, also referred to herein as the Web OLE (Object Linking 
and Embedding) control, or WebOC, provides a security 
model based on the concept of Zones. With Zone-based secu 
rity, each Website is categoriZed based on its Website address 
as belonging to a particular Zone, namely, Internet, intranet, 
trusted, or restricted. (The concept of a local machine Zone 
also exists and corresponds to locally-maintained ?les, but 
such a Zone is not for Websites.) Internet Explorer uses the 
Zone information for a given site to alloW or deny that site the 
ability to perform some requested functionality. For example, 
because the Internet Zone is considered less secure than the 
intranet Zone, a Webpage from the Internet Zone is not alloWed 
to display content referenced via an image tag in the page if 
that image tag points to a ?le in the intranet Zone (or alterna 
tively points to any more secure Zone). 

With contemporary operating systems such as Microsoft 
Corporation’s WindoWs® VistaTM-based operating system, 
the concept of “managed code” needs to be considered With 
respect to security, Wherein managed code generally refers to 
any softWare code that contains one or more programs that are 
not in the CPU’s native instruction set and/or have memory 
functionality managed for them by the system. For example, 
WindoWs® VistaTM Works With a managed platform (Win 
doWs® Presentation Foundation) that is designed to run in a 
Microsoft®.Net environment, Which is a managed code envi 
ronment. 

Regarding Internet security, the security model of at least 
one such managed code environment, e.g., the .Net environ 
ment, is not based on Zones, but rather is based on Code 
Access Security (CAS). In the CAS model, a program runs 
With full trust or With partial trust. More particularly, in the 
CAS model, managed code can run in a full trust context With 
a full set of rights and privileges, or in a partial trust context 
With some lesser subset of rights and privileges. In general, in 
full trust, code is alloWed to do essentially anything, While in 
partial trust, the code is alloWed to only do those things for 
Which it has permissions. For example, application code With 
full trust can read and Write ?les to a hard disk, but partial trust 
application code cannot do the same, unless the code has an 
appropriate permission, e.g., a FileIO permission. When an 
application program is launched from the Internet, by default 
the application program is not given the FileIO permission, 
thereby preventing that program from performing ?le read/ 
Write operations. 

For security reasons, in a managed code environment, the 
appropriate permissions are needed to run unmanaged code. 
The Web OLE control is Written in unmanaged code, and the 
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2 
permission to run unmanaged code is not granted to partially 
trusted code that is launched from the Internet. As a result, in 
a managed code environment, the Web OLE control needs to 
be run by fully trusted code, e.g., the platform (Windows@ 
Presentation Foundation) code after asserting for the 
“unmanaged code” permission. Note that platform code, 
Which is signed and trusted, has the ability to elevate permis 
sions so as to do speci?c Work on behalf of partially trusted 
code; this Way, the platform can provide a Way for partial trust 
code to perform operations in a controlled manner, such as to 
access certain ?les. 

The platform code that launches and hosts the Web OLE 
control itself may be a managed control that is part of the 
platform code, and hence is able to assert the “unmanaged 
code” permission. HoWever if this hosting control simply 
elevated permissions and instantiated the unmanaged Web 
OLE control, then the hosting site could navigate essentially 
anyWhere, including navigating to local content or to non 
originating Websites. This Would be an unacceptable security 
?aW. 

SUMMARY 

This Summary is provided to introduce a selection of rep 
resentative concepts in a simpli?ed form that are further 
described beloW in the Detailed Description. This Summary 
is not intended to identify key features or essential features of 
the claimed subject matter, nor is it intended to be used in any 
Way that Would limit the scope of the claimed subject matter. 

Brie?y, various aspects of the subject matter described 
herein are directed toWards a technology by Which a managed 
Web broWser control hosts an unmanaged Web OLE control to 
control navigation requests by the unmanaged Web OLE con 
trol on behalf of partially trusted code. Site locking may be 
performed to constrain a site to navigation only to other pages 
Within its site, thereby preventing navigation to an undesir 
able location. 

In one example implementation, the unmanaged Web OLE 
control communicates information corresponding to a navi 
gation request to a managed application frameWork (essen 
tially managed Wrapper code over the unmanaged Web 
broWser control), and the managed Web broWser control pro 
cesses the information to establish Whether the navigation is 
to be alloWed or blocked. For example, an object creation 
request is made, using the parameters of the current site and 
the desired URI (uniform resource identi?er); if creation is 
successful, navigation is alloWed, otherWise it is blocked. 
The bene?ts of site-locking With respect to privacy are also 

described, as is Z-order management to protect against site 
spoo?ng. 

Other advantages may become apparent from the folloW 
ing detailed description When taken in conjunction With the 
draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention is illustrated by Way of example and 
not limited in the accompanying ?gures in Which like refer 
ence numerals indicate similar elements and in Which: 

FIG. 1 shoWs an illustrative example of a general-purpose 
computing environment into Which various aspects of the 
present invention may be incorporated. 

FIG. 2 is a representation of an unmanaged Web OLE 
control hosted by a managed broWser control in a presentation 
foundation/platform useable in a managed code environment. 
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FIG. 3 is a block diagram generally representing an 
example implementation by Which a Web OLE control and 
Web browser host that control lock an untrusted application 
program to its current site. 

FIG. 4 is a How diagram generally representing example 
steps in a Web OLE control and Web broWser hosting that 
control to determine Whether a requested navigation is to be 
alloWed or blocked. 

DETAILED DESCRIPTION 

Exemplary Operating Environment 
FIG. 1 illustrates an example of a suitable computing sys 

tem environment 100 on Which the invention may be imple 
mented. The computing system environment 100 is only one 
example of a suitable computing environment and is not 
intended to suggest any limitation as to the scope of use or 
functionality of the invention. Neither should the computing 
environment 100 be interpreted as having any dependency or 
requirement relating to any one or combination of compo 
nents illustrated in the exemplary operating environment 1 00. 

The invention is operational With numerous other general 
purpose or special purpose computing system environments 
or con?gurations. Examples of Well knoWn computing sys 
tems, environments, and/or con?gurations that may be suit 
able for use With the invention include, but are not limited to: 
personal computers, server computers, hand-held or laptop 
devices, tablet devices, multiprocessor systems, micropro 
cessor-based systems, set top boxes, programmable con 
sumer electronics, netWork PCs, minicomputers, mainframe 
computers, distributed computing environments that include 
any of the above systems or devices, and the like. 

The invention may be described in the general context of 
computer-executable instructions, such as program modules, 
being executed by a computer. Generally, program modules 
include routines, programs, objects, components, data struc 
tures, and so forth, Which perform particular tasks or imple 
ment particular abstract data types. The invention may also be 
practiced in distributed computing environments Where tasks 
are performed by remote processing devices that are linked 
through a communications netWork. In a distributed comput 
ing environment, program modules may be located in local 
and/ or remote computer storage media including memory 
storage devices. 

With reference to FIG. 1, an exemplary system for imple 
menting the invention includes a general purpose computing 
device in the form of a computer 110. Components of the 
computer 110 may include, but are not limited to, a process 
ing unit 120, a system memory 130, and a system bus 121 that 
couples various system components including the system 
memory to the processing unit 120. The system bus 121 may 
be any of several types of bus structures including a memory 
bus or memory controller, a peripheral bus, and a local bus 
using any of a variety of bus architectures. By Way of 
example, and not limitation, such architectures include Indus 
try Standard Architecture (ISA) bus, Micro Channel Archi 
tecture (MCA) bus, Enhanced ISA (EISA) bus, Video Elec 
tronics Standards Association (VESA) local bus, and 
Peripheral Component Interconnect (PCI) bus also knoWn as 
MeZZanine bus. 

The computer 110 typically includes a variety of computer 
readable media. Computer-readable media can be any avail 
able media that can be accessed by the computer 110 and 
includes both volatile and nonvolatile media, and removable 
and non-removable media. By Way of example, and not limi 
tation, computer-readable media may comprise computer 
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4 
storage media and communication media. Computer storage 
media includes volatile and nonvolatile, removable and non 
removable media implemented in any method or technology 
for storage of information such as computer-readable instruc 
tions, data structures, program modules or other data. Com 
puter storage media includes, but is not limited to, RAM, 
ROM, EEPROM, ?ash memory or other memory technology, 
CD-ROM, digital versatile disks (DVD) or other optical disk 
storage, magnetic cassettes, magnetic tape, magnetic disk 
storage or other magnetic storage devices, or any other 
medium Which can be used to store the desired information 
and Which can accessed by the computer 110. Communica 
tion media typically embodies computer-readable instruc 
tions, data structures, program modules or other data in a 
modulated data signal such as a carrier Wave or other transport 
mechanism and includes any information delivery media. The 
term “modulated data signal” means a signal that has one or 
more of its characteristics set or changed in such a manner as 
to encode information in the signal. By Way of example, and 
not limitation, communication media includes Wired media 
such as a Wired netWork or direct-Wired connection, and 
Wireless media such as acoustic, RF, infrared and other Wire 
less media. Combinations of the any of the above should also 
be included Within the scope of computer-readable media. 
The system memory 130 includes computer storage media 

in the form of volatile and/ or nonvolatile memory such as read 
only memory (ROM) 131 and random access memory 
(RAM) 132. A basic input/output system 133 (BIOS), con 
taining the basic routines that help to transfer information 
betWeen elements Within computer 110, such as during start 
up, is typically stored in ROM 131. RAM 132 typically con 
tains data and/ or program modules that are immediately 
accessible to and/or presently being operated on by process 
ing unit 120. By Way of example, and not limitation, FIG. 1 
illustrates operating system 134, application programs 135, 
other program modules 136 and program data 137. 
The computer 110 may also include other removable/non 

removable, volatile/nonvolatile computer storage media. By 
Way of example only, FIG. 1 illustrates a hard disk drive 141 
that reads from or Writes to non-removable, nonvolatile mag 
netic media, a magnetic disk drive 151 that reads from or 
Writes to a removable, nonvolatile magnetic disk 152, and an 
optical disk drive 155 that reads from or Writes to a remov 
able, nonvolatile optical disk 156 such as a CD ROM or other 
optical media. Other removable/non-removable, volatile/ 
nonvolatile computer storage media that can be used in the 
exemplary operating environment include, but are not limited 
to, magnetic tape cassettes, ?ash memory cards, digital ver 
satile disks, digital video tape, solid state RAM, solid state 
ROM, and the like. The hard disk drive 141 is typically 
connected to the system bus 121 through a non-removable 
memory interface such as interface 140, and magnetic disk 
drive 151 and optical disk drive 155 are typically connected to 
the system bus 121 by a removable memory interface, such as 
interface 150. 
The drives and their associated computer storage media, 

described above and illustrated in FIG. 1, provide storage of 
computer-readable instructions, data structures, program 
modules and other data for the computer 110. In FIG. 1, for 
example, hard disk drive 141 is illustrated as storing operating 
system 144, application programs 145, other program mod 
ules 146 and program data 147. Note that these components 
can either be the same as or different from operating system 
134, application programs 135, other program modules 136, 
and program data 137. Operating system 144, application 
programs 145, other program modules 146, and program data 
147 are given different numbers herein to illustrate that, at a 
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minimum, they are different copies. A user may enter com 
mands and information into the computer 110 through input 
devices such as a tablet, or electronic digitizer, a microphone, 
a keyboard 162 and pointing device 161, commonly referred 
to as mouse, trackball or touch pad. Other input devices not 
shoWn in FIG. 1 may include a joystick, game pad, satellite 
dish, scanner, or the like. These and other input devices are 
often connected to the processing unit 120 through a user 
input interface 160 that is coupled to the system bus, but may 
be connected by other interface and bus structures, such as a 
parallel port, game port or a universal serial bus (U SB). A 
monitor 191 or other type of display device is also connected 
to the system bus 121 via an interface, such as a video inter 
face 190. The monitor 191 may also be integrated With a 
touch-screen panel or the like. Note that the monitor and/or 
touch screen panel can be physically coupled to a housing in 
Which the computing device 110 is incorporated, such as in a 
tablet-type personal computer. In addition, computers such as 
the computing device 110 may also include other peripheral 
output devices such as speakers 197 and printer 196, Which 
may be connected through an output peripheral interface 195 
or the like. 

The computer 110 may operate in a netWorked environ 
ment using logical connections to one or more remote com 
puters, such as a remote computer 180. The remote computer 
180 may be a personal computer, a server, a router, a netWork 
PC, a peer device or other common netWork node, and typi 
cally includes many or all of the elements described above 
relative to the computer 110, although only a memory storage 
device 181 has been illustrated in FIG. 1. The logical connec 
tions depicted in FIG. 1 include a local area netWork (LAN) 
171 and a Wide area netWork (WAN) 173, but may also 
include other netWorks. Such netWorking environments are 
commonplace in of?ces, enterprise-Wide computer netWorks, 
intranets and the Internet. 
When used in a LAN netWorking environment, the com 

puter 110 is connected to the LAN 171 through a netWork 
interface or adapter 170. When used in a WAN netWorking 
environment, the computer 110 typically includes a modem 
172 or other means for establishing communications over the 
WAN 173, such as the Internet. The modem 172, Which may 
be internal or external, may be connected to the system bus 
121 via the user input interface 160 or other appropriate 
mechanism. In a netWorked environment, program modules 
depicted relative to the computer 110, or portions thereof, 
may be stored in the remote memory storage device. By Way 
of example, and not limitation, FIG. 1 illustrates remote 
application programs 185 as residing on memory device 181. 
It may be appreciated that the netWork connections shoWn are 
exemplary and other means of establishing a communications 
link betWeen the computers may be used. 

Securely Hosting a Control in a Managed Code Environment 
Various aspects of the technology described herein are 

directed toWards an example model, generally represented in 
FIG. 2, in Which managed code, in the form of a control 
referred to herein as a WebBroWser control 220, runs in a 
managed presentation foundation/platform code environ 
ment 210. In general, the WebBroWser control 220 launches 
and hosts an unmanaged control (e.g., the Web OLE control 
230) in such a Way that it alloWs the hosted control 230 certain 
capabilities, such as to render HTML and the like, While at the 
same time restricting the control’s functionality to provide 
some of the same protections that are provided via a Zone 
based security model (as Well as facilitating privacy, as 
described beloW). To this end, site locking technology is 
described, Which in an appropriate situation con?nes the Web 
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OLE control 230 to the site from Which a partially trusted 
program (e.g., Web broWser application) that uses the Web 
OLE control 230 Was deployed. NotWithstanding, the various 
aspects described herein are not limited to site-locking tech 
nology, nor to any of the particular examples used herein, but 
rather the technology provides numerous bene?ts and advan 
tages to computing in general. 

Note that even though a hosted Web OLE control 230 can 
implement Zone security, security problems can arise in a 
managed code environment. By Way of an example, consider 
an HTML page (e.g., obtained from http://WWW.aaa.com/ 
main.htm) that contains an IFRAME that points to a ?le, in 
this example named ?le://cz/?le/sensitive-info.htm. With a 
Zone-based security model Where managed code is not an 
issue, the broWser component (e.g., Internet Explorer, com 
prising the unmanaged Web OLE control) Will refuse to ren 
der the internal IFRAME because main.htm is in the Internet 
Zone, While sensitiveinfo.htm is in the localmachine Zone, 
Which is a higher security Zone than the Internet Zone. An 
attempt to navigate to a higher security Zone is called a Zone 
elevation attempt, and is blocked by the broWser component. 
HoWever, if the broWser component itself Was navigated (e. g., 
directly by the local user) to the ?le named ?le://c:/?le/sen 
sitive-info.htm, then the navigation Would not be blocked, 
because in such a direct navigation there is only one Zone in 
effect, namely the localmachine Zone, and thus there is no 
Zone elevation attempt. 

Consider then a managed code situation, such as generally 
represented in FIG. 3, in Which some Web broWser application 
308 (e.g., a Windows@ Presentation Foundation-based, 
broWser-hosted application such as a XAML BroWser Appli 
cation, having an .xbap extension) is deployed at http://WW 
W.aaa.com/main.xbap. To use an instance of the unmanaged 
Web OLE control 230, the partially trusted Web broWser 
application 308 needs to invoke an instance of a managed 
WebBroWser control 220, Which in turn hosts the unmanaged 
Web OLE control 230. This is because as mentioned above, a 
partially trusted application does not have the permissions 
needed to run unmanaged code such as the Web OLE control, 
and thus needs the fully trusted managed WebBroWser control 
220 to run the Web OLE control 230. 

Continuing With this example, if the site 308 references a 
?le such as ?le://c:/data/sensitive-info.htm in this environ 
ment, e.g., in Which the WebBroWser control 220 hosts the 
Web OLE control 230, Without the technology described 
herein, the hosted Web OLE control 230 Will render this 
HTML ?le. This is because from the hosted Web OLE con 
trol’s perspective, it is a top-level control, Which is rendering 
a local ?le on behalf of the local WebBroWser control 220. As 
a result of its being top-level, there is no Zone elevation issue 
from the control’s perspective. In other Words, the Web OLE 
control 230 is unaWare of the fact that the ultimate host 
application 308 is a partially trusted application that came 
from some other Zone; (note that this information cannot be 
readily ascertained by the Web OLE control 230, as there is a 
hard, process boundary present). Since the Web OLE control 
230 is unaWare of this Zone, the Web OLE control 230 cannot 
perform the calculations required to determine if Zone-eleva 
tion is being attempted. As a result, the program launched 
from the Internet Would be alloWed to access anything, 
including other Websites, as Well as access content on the 
local machine, e.g., an application launched from “http:// 
WWW.aaa.com,” could access content from “http://WW 
W.bbb.com” as Well as access a local ?le such as “?le://c:/ 

data/sensitive-image.jpg.” This Would be a signi?cant 
security ?aW. 
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As described herein, site locking technology prevents such 
access, essentially performing at least the security equivalent 
of mapping the code access security model to a Zone-based 
model. To this end, before allowing the Web broWser object 
230 to navigate to a site or ?le location, the WebBroWser 
control 220 traps each navigation event, essentially giving the 
Web OLE control 230 the opportunity to ask Whether navi 
gating to a site is alloWed, before navigating to that site. 

In one example implementation, site locking is accom 
plished by having the WebBroWser control 220 trap (hook up 
to) a BeforeNavigate event or the like that is ?red by the Web 
OLE control 230, before the Web OLE control navigates to 
anything, including subframe navigation. This event provides 
the WebBoWser control With a URI that identi?es Where the 
navigation is about to occur. As described beloW, this event 
also accepts a return value, Which the Web OLE control 230 
uses to determine Whether the navigation request should con 
tinue (e.g., be passed to other operating system components 
350) or should be failed. 

In an example implementation, upon receiving the Befor 
eNavigate event, a handler 322 in the WebBroWser control 
220 takes the URI from the event arguments, and uses the URI 
to check to see Whether the partially trusted application 308 
that is executing this code has the permission to access the 
URI. If it does have permission, the navigation is alloWed to 
continue; if it fails, that is, the program 308 does not have 
permission, then the navigation is failed. 

In the example .NET managed code environment of FIG. 2, 
permission is granted only for URIs corresponding to the site 
from Which the Web application program Was launched, 
Whereby this site-locking technique locks the Web OLE con 
trol to the site from Which the Web browsing application Was 
deployed. To this end, the managed WebBroWser control 220 
requests that the .NET/CLR (common language runtime) 
frameWork create a managed Web request object 342 on 
behalf of the partially trusted application using the event 
speci?ed URI. The managed object 342 (represented by a 
dashed block to indicate it may or may not be created) Will 
only be created if the partially trusted application is navigat 
ing Within its oWn site. If creation fails, the frameWork 340 
Will throW an exception that is trapped by the managed Web 
BroWser control 220. 

The results of the object creation request are made knoWn 
to the managed WebBroWser control 220 that requested it. If 
successful, the managed WebBroWser control 220 returns a 
“True” value or the like in response to the event, Whereby the 
Web OLE control 230 knoWs it is alloWed to navigate to the 
site requested by the partially trusted Web application 308. If 
“False” or the like is returned, the Web OLE control 230 
blocks the navigation, e. g., by not attempting the navigation 
and returning an errorcode or other message to the requesting 
entity, e. g., the partially trusted application 308. 

Note that to determine Whether the pending navigation is 
alloWed, in one implementation, the WebBroWser control 220 
takes advantage of existing .NET structure and functionality. 
For example, the .NET frameWork 340 includes code that, 
When given the parameters, uses string matching techniques 
or the like to determine Whether the Web request object may 
be created. In this example implementation, the .NET frame 
Work 340 is leveraged because .NET provides a consistent, 
uniform and carefully controlled mechanism that performs 
such functionality. It is alternatively feasible to have the man 
aged WebBroWser control 220 perform the string matching 
itself, or have some other comparison code entity do so, 
hoWever the risk in doing so is that a security hole may occur 
if the comparison code that checks for cross-site navigation 
contains a bug or otherWise may be compromised. 
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8 
FIG. 4 summarizes these example operations in a How 

diagram, beginning at step 402 Where the Web OLE control 
230 receives a navigation request initiated by the partially 
trusted Web application (or any partially trusted program) 
308. As described above, before navigating, the Web OLE 
control 230 ?res an event to the managed WebBroWser con 
trol 220, Which traps the event (step 406) for processing via 
the event handler 322. 

Step 408 represents the request to create the Web object 342 
given the information of the current site/Web program 308 
and the requested URI. As described above, this may be 
accomplished by having the .NET/CLR attempt to create an 
object that alloWs the given site to communicate With this 
URI. As the site code 308 only has permission to communi 
cate With a URI Within its oWn site, if the object is not created 
(as evaluated at step 410), the WebBroWser 220 returns 
“False” via step 412, While if created, the WebBroWser 220 
returns “True” via step 414. 

Step 416 represents the (e.g., True or False) result of the 
creation being provided to the unmanaged hosted object con 
trol in response to the event that Was ?red at step 404. At step 
418, if the result is false, step 420 is executed to block the 
navigation, and possibly return an errorcode/message. If true 
at step 418, step 422 is performed Which represents navigat 
ing to the requested site. In this manner, a site is constrained 
to navigate/access only Within its oWn site, e.g., http://WW 
W.aaa.com cannot navigate to content at http://WW 
W.bbb.com. Note that such cross-site navigation (Within secu 
rity Zone limits) is still possible in this model, but requires the 
use of an IFRAME (e. g., embedded in the rendered content’ s 
HTML) to reference the other site. 
As can be readily appreciated, various alternatives to the 

above object creation mechanism may be performed. For 
example, rather than checking for cross-site navigation, a 
Zone elevation-like analysis may be performed by the Web 
BroWser control or by another entity on its behalf. In one 
alternative, existing Internet Explorer APIs can be used to 
determine Whether Zone elevation occurred. Other means for 
securely hosting the WebOC control include inserting a Web 
page above the hosted page (to force a condition such as a 
third party condition Whereby existing security-related tech 
nology such as a Zone-checking mechanism Would operate), 
and changing the existing hosted Web broWser object so that 
it understands partially trusted Web OLE control. Note that 
any alternative Zone-based analyses Will need to prevent Zone 
elevation and constrain a program to its oWn Zone, but Will not 
by themselves constrain the program to its oWn site, and thus 
do not protect privacy as does site-locking, as described 
beloW. 
More particularly, With respect to privacy, Web pages create 

cookies that are persisted on the client machine. Provided that 
a given cookie has not expired, that cookie is then available to 
those Web pages at a later date. Web pages (and sites) use 
cookies for various features such as user identi?cation, shop 
ping carts, and so forth. Blocking all cookies is often not 
desirable to users, as cookies provide many user conve 
niences. 

To enable cookies, a DHTML (dynamic hypertext markup 
language) scripting API for a broWser component such as 
Internet Explorer uses a mechanism that stores a cookie in the 
cookie cache via a document.cookie (of type string). Cookies 
coming back With an HTTP (hypertext transfer protocol) 
response are stored in a cookie cache, (e.g., the same cache as 
the Temporary Internet cache), and the cookie is associated 
With the domain that made the HTTP request. The next time 
an HTTP request is made to that domain, those cookies are 
automatically read and passed back along With the request; 
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these mechanisms use the public Wininet APIs of Intemet 
GetCookieEx( ) and IntemetSetCookieEx( ). 
A privacy issue occurs in that Internet cookies can be used 

to track the Web browsing habits of customers Without the 
customers being aWare of it. For example, if a user visits a site 
such as http://WWW.aaa.com/mailhome.htm, the mailhome 
.htm page may contain some tag, e.g., <img src:http://WW 
W.bbb.com/adl .jpg>. When the page mailhome.htm Was dis 
played, the broWser component (e. g., Internet Explorer) made 
an additional request to get adl.jpg. When that request Was 
made, http://WWW.aaa.com Was sent as the referrer. That 
request came back With a response Which included one or 
more cookies in the HTTP header, and the broWser compo 
nent stored those cookies, noting that they came from http:// 
WWW.bbb.com. 

If that user then visits some other site, e.g., http://WWW.d 
dd.com/Weather.htm, the Weather.htm page may contain the 
tag <img srcIhttp://WWW.bbb.com/ad2.jpg>. When Weath 
er.htm Was displayed, the broWser component makes an addi 
tional request to bbb.com for ad2.jpg (and this time the refer 
rer is http://WWW.ddd.com). HoWever, along With that 
request, the broWser component also sends out any cookies 
that Were previously persisted for http ://WWW.bbb.com. What 
this does, essentially, is to alloW bbb.com (a third party) to 
?gure out from the user’s visit to ddd.com that the user had 
previously visited aaa.com. In this Way, one site can track the 
other sites a user has visited, Which is a serious privacy 
violation. 

Previous privacy solutions implemented P3P (Platform for 
Privacy Preferences), such as described in US. Pat. No. 
6,959,420. In general, a third party ?ag (indicating if the 
set/ get cookie API is for a third party page) is evaluated 
against a P3P compact policy from the HTTP header to detect 
a violation. HoWever, P3P does not Work for a scenario in 
Which a control is itself hosted (e.g., by the managed Web 
BroWser code), because the hosted control thinks it is the 
top-level program, and hence ?rst party. 
As can be readily understood, site-locking solves this prob 

lem by blocking navigation to other sites, thereby forcing 
cookies Written out by the top-level page in the Web OLE 
control 230 to be ?rst-party cookies (e.g., cookies from http:// 
WWW.aaa.com in the above example) With respect to the par 
tially trusted (e.g., XBAP) program 308. Note that any cook 
ies Written by content inside the hosted Web OLE control 230 
Will go through the normal third party cookie (P3P) mitiga 
tion mechanism put in place by the Web OLE control 230. 

Turning to another issue, in partial trust, the Windows@ 
Presentation Foundation 210 supports popups comprising 
WindoWs that render on top of other rendered content. Popups 
are typically used to alloW a user to interact With the WindoW 
(e.g., corresponding to a dialog or other interactive mecha 
nism) on an immediate basis. For example, menus are imple 
mented using popups. Consider a partially trusted application 
(e. g., an XBAP Web application) that hosts the WebBroWser 
control that points to some sensitive content, such as a bank 
ing Websites home page. Such a page typically includes tWo 
or more text boxes, including one to enter a usemame and the 
other to enter a passWord. 

A problem arises in that Without the technology described 
herein, popups may be positioned over a valid site’s content 
rendered via a Web OLE control, spoo?ng the entire page or 
some portion thereof. In the above example, tWo popups 
(each of Which containing nothing but a single text box) may 
be positioned by a malicious site precisely over the banking 
site’s usemame and the passWord text boxes, Whereby the 
malicious site Would receive the user’s credentials; that is, 
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10 
instead of going to the banking site, the user Would be pro 
viding the credentials to the partially trusted XBAP. This is 
clearly a security problem. 

To avoid this problem, When instantiating popups in partial 
trust, the popups are instantiated such that their WindoWing 
Z-order is loWer than the Z-order of the loWest WebBroWser 
control, Whereby the popup cannot receive user input in the 
event there is any overlap. To this end, in one implementation, 
existing Win32 APIs may be used to obtain and manage such 
Z-order information such that the Web broWser control has a 
higher Z-order than any popup. 

While the invention is susceptible to various modi?cations 
and alternative constructions, certain illustrated embodi 
ments thereof are shoWn in the draWings and have been 
described above in detail. It should be understood, hoWever, 
that there is no intention to limit the invention to the speci?c 
forms disclosed, but on the contrary, the intention is to cover 
all modi?cations, alternative constructions, and equivalents 
falling Within the spirit and scope of the invention. 

What is claimed is: 
1. A computer program product for use in controlling a 

computing system Which includes a managed code environ 
ment, the computer program product comprising a computer 
storage medium having computer-executable instructions for 
implementing a method of controlling navigation requests by 
the unmanaged Web OLE control on behalf of partially 
trusted code in order to prevent navigation to an undesirable 
location, the method comprising: 

launching at the computing system a Web broWser that 
utiliZes code access security (CAS) Which de?nes pro 
gram code as running With full trust or With partial trust, 
the Web broWser including a managed Web broWser con 
trol that hosts an unmanaged Web object linking and 
embedding (OLE) control using a security model based 
on Zones, Wherein a Website is categorized based on its 
Website address as belonging to a particular Zone Which 
includes at least one of the Internet, intranet, a trusted or 
untrusted Zone; 

receiving at the broWser a navigation request from a par 
tially trusted Web application program to navigate to a 
site; 

the Web OLE control creating an event prior to navigation 
to the requested site to provide the managed Web 
broWser control With a uniform resource identi?er (URI) 
that identi?es Where the navigation is to occur before 
proceeding, and locking navigation to a set of Web pages 
based on the current site until further authoriZation to 
proceed is obtained; and 

the managed Web broWser control of the computing sys 
tem’s broWser then using the URI to check Whether the 
partially trusted Web application program has permis 
sion to access the URI and then returning to the Web 
OLE control an indication as to Whether the partially 
trusted Web application program has permission to 
access the URI, and if so, 
the Web OLE control permitting navigation by the par 

tially trusted Web application program to the URI, 
otherWise, 

the Web OLE control blocking navigation to the URI for 
the navigation to continue to be locked to limit the 
navigation to a set of Web pages based on the current 
site of the partially trusted Web application program. 

2. The computer program product of claim 1 Wherein the 
managed Web broWser control processes data associated With 
the event to determine if a site identi?er corresponds to the 
current site. 
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3. The computer program product of claim 2 wherein pro 
cessing the data associated With the event comprises request 
ing creation of an object based on the site identi?er. 

4. A computer program product as de?ned in claim 3 
Wherein the managed Web broWser control includes an event 
handler that processes the event from the unmanaged Web 
OLE control. 

5. The computer program product of claim 3 Wherein the 
object is created via a .NET framework. 

6. The computer program product of claim 1 Wherein lock 
ing the navigation to the set of Web pages comprises inserting 
a page to create a condition that causes Zone checking. 

7. The computer program product of claim 1 Wherein the 
implemented method further comprises managing the Z-order 
of rendered content such that the managed Web broWser con 
trol is higher in Z-order than any popup. 

8. In a computing system Which includes a managed code 
environment, a method of controlling navigation requests by 
the unmanaged Web OLE control on behalf of partially 
trusted code in order to prevent navigation to an undesirable 
location, the method comprising: 

launching at the computing system a Web broWser that 
utiliZes code access security (CAS) Which de?nes pro 
gram code as running With full trust or With partial trust, 
the Web broWser including a managed Web broWser con 
trol that hosts an unmanaged Web object linking and 
embedding (OLE) control using a security model based 
on Zones, Wherein a Website is categoriZed based on its 
Website address as belonging to a particular Zone Which 
includes at least one of the Internet, intranet, a trusted or 
untrusted Zone; 

receiving at the broWser a navigation request from a par 
tially trusted Web application program to navigate to a 
site; 

the Web OLE control creating an event prior to navigation 
to the requested site to provide the managed Web 
broWser control With a uniform resource identi?er (U RI) 
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that is used to identify Whether the partially trusted Web 
application is attempting to navigate Within its oWn site 
or not, and if not the managed Web broWser control then 
locking navigation to a set of Web pages based on the 
current site until further authorization to proceed is 
obtained; and 

the managed Web broWser control of the computing sys 
tem’s broWser then using the URI to check Whether the 
partially trusted Web application program has permis 
sion to access the URI and then returning to the Web 
OLE control an indication as to Whether the partially 
trusted Web application program has permission to 
access the URI, and if so, 
the Web OLE control permitting navigation by the par 

tially trusted Web application program to the URI, 
otherWise, 

the Web OLE control blocking navigation to the URI for 
the navigation to continue to be locked to limit the 
navigation to a set of Web pages based on the current 
site of the partially trusted Web application program. 

9. The method of claim 8 Wherein the managed Web 
broWser control includes a handler for processing the event, 
and Wherein the handler processes by the event by requesting 
a frameWork to create a managed Web request object using the 
URI and providing ?rst data corresponding to a current loca 
tion and second data corresponding to a requested location 
along With the object creation request to the frameWork, 
Which then creates the requested object only When the current 
and requested locations suf?ciently correspond. 

10. The method of claim 9 Wherein the locations sul? 
ciently correspond and an object is created When the current 
location is Within the same site as the requested location. 

11. The method of claim 8 Wherein locking the navigation 
to the set of Web pages comprises inserting a page to create a 
condition that causes Zone checking. 


