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PROGRAMMABLE LOGIC DEVICE, 
INFORMATION PROCESSING DEVICE AND 

PROGRAMMABLE LOGIC DEVICE 
CONTROL METHOD 

FIELD OF THE INVENTION 

The present invention relates to a programmable logic 
device, an data processing device and the control method of 
the programmable logic device, and more particularly to a 
technology effective When stored in a storage device, such as 
reWritable non-volatile memory or the like and applied to the 
handling of con?guration data or the like referenced at the 
time of logic building. 

DESCRIPTION OF THE RELATED ART 

In response to requests of the recent miniaturization of an 
data processing device in a computer system, a netWork sys 
tem or the like and reduction of its development period, a 
programmable logic device represented by a ?eld program 
mable gate array (FPGA), a complex programmable logic 
device (CPLD) and the like has occupied a large ratio in the 
circuit con?guration of the data processing device. Therefore, 
there is a fear that the failure of the programmable logic 
device may be fatal to the data processing device in Which it 
is built. 

This programmable logic device is used to realiZe any 
programmable logic function a user Wants by arbitrarily 
de?ning (con?guring) the internal combination of logic cir 
cuit groups and their connections, based on con?guration data 
read from an external reWritable non-volatile memory at the 
time of poWer on. 

Therefore, by using this programmable logic device, the 
trial manufacturing of a variety of logic functions at the early 
development stage, its functional reinforcement/modi?cation 
after its commercialization and the like, of the data processing 
device can be easily and rapidly realiZed simply by reWriting 
the con?guration data. Thus, the reduction of the develop 
ment period at the early development stage, its functional 
modi?cations/reinforcement at an operation site after ship 
ment and the like, of the data processing device can be easily 
and rapidly realiZed. As described above, the con?guration 
data determines the logic function of the programmable logic 
device, and the propriety check of the con?guration data is 
important. 

HoWever, conventionally, this propriety of the con?gura 
tion data Was checked only at the time of con?guration opera 
tion When the programmable logic device reads the con?gu 
ration data from the non-volatile memory and is developed 
into a target logic function. 

Therefore, if abnormality occurs in the con?guration data 
in the non-volatile memory after the con?guration operation, 
the abnormality could not be detected before subsequent con 
?guration is on operation. 
As a result, for example, if unexpected abnormality occurs 

in the con?guration data of the non-volatile memory after the 
target user logic is built in the programmable logic device by 
a con?guration operation at the time of poWer on, at the time 
of subsequent re-start, con?guration data to be read from the 
non-volatile memory is abnormal. Therefore, the re-building 
of the user logic fails and the programmable logic device 
cannot be re-started, Which is a technical problem. 

For example, communication equipment remotely oper 
ated and maintained and the like is generally provided With a 
function to continue the operation by the automatic poWer 
sWitch-on When abnormality occurs. HoWever, if such a pro 
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2 
grammable logic device With the above-mentioned technical 
problem is built in, there is a fear that automatic re-start of the 
operation may be unavailable When abnormality occurs in the 
con?guration data of the non-volatile memory during the 
operation and that it may lead to the large-scaled failure of the 
entire communication equipment. 

Patent Reference 1 discloses a technology for preventing a 
failure due to abnormal data to be outputted from a failed 
FPGA from spreading to the outside, by providing a monitor 
unit for suppressing data from being outputted to the outside 
When the FPGA fails. HoWever, the above-mentioned techni 
cal problem due to the abnormality of con?guration data 
stored in the non-volatile memory is not recogniZed. 

Patent Reference 1 : 

Japanese Patent Application No. 2000-1513 88 

SUMMARY OF THE INVENTION 

It is an object of the present invention to provide a technol 
ogy capable of realiZing the preventive maintenance due to 
early detection of abnormality in con?guration data to be 
used in a programmable logic device. 

It is another object of the present invention to provide a 
technology capable of realiZing preventive maintenance due 
to early detection of abnormality in con?guration data to be 
used in a programmable logic device Without modifying the 
con?guration of an existing programmable logic device. 

It is another object of the present invention to provide a 
technology capable of improving the operational reliability of 
a data processing device including a programmable logic 
device. 

It is another object of the present invention to provide a 
technology capable of improving the operational reliability of 
a programmable logic device in the case Where the execution 
interval of a con?guration operation using con?guration data 
is fairly long. 
The ?rst aspect of the present invention provides a pro 

grammable logic device, comprising a main circuit unit 
capable of variably building desired user logic, based on 
con?guration data inputted from a storage device, and a con 
?guration data monitor unit for monitoring the con?guration 
data stored in the storage device. 
The second aspect of the present invention provides a pro 

grammable logic device, comprising a main circuit unit 
capable of variably building desired user logic, a con?gura 
tion data control unit for building the user logic by reading the 
con?guration data from a storage device and inputting it in the 
main inputting circuit unit, and a con?guration data monitor 
unit provided in a part of the con?guration control unit, for 
monitoring the con?guration data stored in the storage 
device. 
The third aspect of the present invention provides a pro 

grammable logic device, comprising a main circuitry capable 
of variably building desired user logic, based on con?gura 
tion data inputted from a storage device, and a con?guration 
data monitor unit Which constitutes a part of the user logic, for 
monitoring the con?guration data stored in the storage 
device. 
The fourth aspect of the present invention provides a data 

processing device, comprising a programmable logic device 
capable of variably building desired user logic, based on 
con?guration data read from a storage device, and a con?gu 
ration data monitor device, inserted betWeen the storage 
device and the programmable logic device, for monitoring the 
con?guration data stored in the storage device. 
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The ?fth aspect of the present invention provides a control 
method of a programmable logic device, capable of variably 
building desired user logic, based on con?guration data read 
from a storage device. The control method comprises a ?rst 
step of building user logic, based on con?guration data read 
from the storage device, and a second step of reading the 
con?guration data from the storage device and checking 
Whether there is an error in the con?guration data except 
When executing the ?rst step. 

The sixth aspect of the present invention provides a con 
?guration data monitor device, provided betWeen program 
mable logic device capable of variably building desired user 
logic, based on con?guration data and a storage device stor 
ing the con?guration data, 

comprising: 
a con?guration data monitor unit, for monitoring the con 

?guration data stored in the storage device. 
According to the present invention, for example, after 

executing a con?guration operation to build user logic in a 
programmable logic device, using con?guration data read 
from a storage device, such as non-volatile memory or the 
like, the con?guration data in the non-volatile memory is 
regularly or irregularly read and monitored. If there is an error 
in this con?guration or in the non-volatile memory, the error 
is reported to the outside. 

Thus, a state Where the con?guration operation of a pro 
grammable logic device cannot be performed due to the 
incorrect con?guration data of the non-volatile memory can 
be detected at the early stage. Therefore, at an early stage 
before a subsequent con?guration operation is performed, 
preventive maintenance, such as the rewriting of correct con 
?guration data into non-volatile memory, the replacement of 
non-volatile memory and the like can be realiZed, and accord 
ingly, the maintenability and reliability of a programmable 
logic device and a data processing device With the program 
mable logic device can be improved. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 shoWs an example of the basic internal con?guration 
of a programmable logic device for implementing the control 
method of a programmable logic device, Which is one aspect 
of the present invention. 

FIG. 2 shoWs an example of the entire con?guration. 
FIG. 3 is a How chart shoWing an example of its function. 
FIG. 4 is a block diagram shoWing an example of the 

con?guration of a programmable logic device for implement 
ing the control method of a programmable logic device, 
Which is another aspect of the present invention. 

FIG. 5 shoWs an example of the entire con?guration. 
FIG. 6 is a block diagram shoWing an example of the 

con?guration of a data processing device for implementing 
the control method of a programmable logic device, Which is 
another aspect of the present invention. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

The preferred embodiments of the present invention are 
described in detail beloW With reference to the draWings. In 
the folloWing description, the same reference numerals 
among different draWings represent the same components. 

FIG. 1 shoWs an example of the basic internal con?guration 
of a programmable logic device for implementing the control 
method of a programmable logic device, Which is one aspect 
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4 
of the present invention. FIG. 2 shoWs an example of the 
entire con?guration. FIG. 3 is a ?owchart shoWing an 
example of its function. 
As exempli?ed in FIGS. 1 and 2, the programmable logic 

device 10 in this preferred embodiment 1 comprises a con 
?guration circuit 20, a main circuit unit 30, a user input/ output 
pin 11, a con?guration input/output pin 12 and a register 13. 
The main circuit unit 30 is provided With a function to 

realiZe desired programmable user logic 3011 by de?ning the 
combination of logic circuit groups con?gured by hardWare, 
the connection among the logic circuit groups or the like, 
based on con?guration data externally set. 
The user input/output pin 11 is used for the user logic 3011 

built in the main circuit unit 30 to input/output data from/to 
the outside. The con?guration input/ output pin 12 is used for 
the con?guration circuit 20 to access an external non-volatile 
memory 60. 
The register 13 is used to read data indicating the internal 

state of a programmable logic device from the outside and to 
externally set data for controlling the operation of the pro 
grammable logic device. The register 13 is also provided With 
a function to output an interruption signal S7 for cutting in on 
the central processing unit (CPU) of an external higher-order 
system, Which is not shoWn in FIGS. 1 nor 2, and an LED 
indication signal S8 When a con?guration data error signal S5 
is inputted from an error check circuit 23. The LED indication 
signal S8 lights a light emitting diode (LED) externally set, 
Which is not shoWn in FIGS. 1 nor 2 When detecting the 
con?guration data error signal S5. 
The con?guration circuit 20 performs a con?guration 

operation to build desired user logic 30a in the main circuit 
unit 30, based on con?guration data S4 read from an external 
non-volatile memory 60 via the con?guration input/output 
pin 12. 

The non-volatile memory 60 is composed of, for example, 
batch deletion type EEPROM and the like, and stores erasable 
con?guration data S4. Therefore, any programmable user 
logic 30a corresponding to the con?guration data S4 can be 
built in the main circuit unit 30 by reading this con?guration 
data S4 and performing a con?guration operation by the 
con?guration circuit 20, after reWriting the con?guration data 
S4 stores in the non-volatile memory 60. 

If the poWer of the programmable logic device is sWitched 
off, the user logic 3011 built in the main circuit unit 30 is lost. 
Therefore, in order to re-build this user logic 30a, con?gura 
tion data S4 must be read again from the non-volatile memory 
60 and a con?guration operation must be performed again. 
The con?guration circuit 20 for executing a con?guration 

operation comprises a con?guration memory control circuit 
24, an error check circuit 23 and a circuit data development 
circuit 25. 

In the case of this preferred embodiment l, the con?gura 
tion circuit 20 further comprises a memory-monitor memory 
control circuit 21 (con?guration data monitor unit) and a 
selector 22. 
The selector 22 sWitches in such a Way that either memory 

monitor memory-control circuit 21 or the con?guration 
memory control circuit 24 can be connected to the non-vola 
tile memory 60. 
The con?guration memory control circuit 24 reads con 

?guration data S4 from the non-volatile memory 60 by out 
putting a con?guration-time memory control signal S2, such 
as an access control signal, an address signal and the like, to 
the non-volatile memory 60 as a memory control signal S3 
(reading address data) When executing an ordinary con?gu 
ration operation. 
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The circuit data development circuit 25 develops con?gu 
ration data S4 read from the non-volatile memory 60 into 
circuit data for building target user logic 30a in the main 
circuit unit 30 and stores it to the main circuit unit 30. After 
the completion of the con?guration, the circuit data develop 
ment circuit 25 outputs a con?guration completion signal S6 
to the main circuit unit 30 and the selector 22. 

The selector 22 is usually set to select con?guration-time 
memory control signal S2, and selects a memory monitor 
time memory control signal S1 using the input of con?gura 
tion completion signal S6 from the circuit data development 
circuit 25 as a trigger. 

The error check circuit 23 comprises, for example, a CRC 
circuit 23a. The error check circuit 23 veri?es the propriety 
(check the existence /non-existence of an error) of con?gu 
ration data S4 read from the non-volatile memory 60 by this 
CRC circuit 23a, and outputs the result of the veri?cation to 
the register 13 and the main circuit unit 30 as con?guration 
data error signal S5. 

The memory-monitor memory-control circuit 21 outputs 
memory monitor-time memory control signal S1, such as an 
access control signal, an address signal and the like, to the 
non-volatile memory 60 as memory control signal S3 When 
monitoring con?guration data S4 stored in the non-volatile 
memory 60. Then, the error check circuit 23 reads con?gu 
ration data S4 from the non-volatile memory 60. 

This memory-monitor memory-control circuit 21 com 
prises a timer 21a and a control data generation circuit 21b. 
The timer 21a starts the control data generation circuit 21b in 
timing or a cycle based on setting data externally preset in the 
register 13. The control data generation circuit 21b generates 
memory monitor-time memory control signal S1, such as an 
access control signal, an address signal and the like, for the 
non-volatile memory 60, in timing it is started by the timer 
2111. 
An example of the operation of the programmable logic 

device 10 in this preferred embodiment l is described beloW 
With reference to the ?owchart shoWn in FIG. 3. 

Firstly, in the non-volatile memory 60, con?guration data 
S4 for realiZing target user logic 30a in the main circuit unit 
30 is Written in advance from an external data processing 
system. 

In the register 13, data about Whether to conduct the steady 
monitor of the non-volatile memory 60 and data about the 
operation cycle of the timer 21a in the case Where steady 
monitor is conducted and the like is set by a CPU bus signal 
S10 from the external system. 

If in this state, the programmable logic device 10 is 
sWitched on, the con?guration memory control circuit 24 in 
the con?guration circuit 20 provided in the programmable 
logic device 10 generates con?guration-time memory control 
signal S2, and this con?guration-time memory control signal 
S2 is inputted to the non-volatile memory 60 as memory 
control signal S3 via the selector 22. Thus, the circuit data 
development circuit 25 and error check circuit 23 read con 
?guration data S4 stored in the non-volatile memory 60 (step 
101). 

In this case, in parallel With the development into circuit 
data of con?guration data S4 in the circuit data development 
circuit 25 (step 103), in the error check circuit 23, the cyclic 
redundancy check (CRC) of the con?guration data S4 read 
from the non-volatile memory is conducted (step 102). If an 
error is detected by this CRC, con?guration data error signal 
S5 is outputted to the circuit data development circuit 25, 
main circuit unit 30 and register 13. From the register 13, 
interruption signal S7 and LED indication signal S8 are out 
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6 
putted to the external system via the user input/output pin 11 
(step 104) to notify the outside of error occurrence. 

If an error occurs, con?guration data S4 is read from the 
non-volatile memory 60 again. 

If the development into circuit data and the input to the 
main circuit unit 30 of con?guration data S4 is completed 
(step 103), con?guration completion signal S6 is outputted to 
the main circuit unit 30 and selector 22, and in response to the 
con?guration data S4, the user logic 30a built in the main 
circuit unit 30 is started and operated. Then, if the user logic 
30a inputs/outputs data, for example, using the user input/ 
output pin 11, a prescribed data processing is started. 

In this case, conventionally, once the user logic 30a built in 
the main circuit unit 30 is started, no access to the non-volatile 
memory 60 occurs from the programmable logic device 10 
until a subsequent con?guration operation is needed. 

HoWever, in the case of this preferred embodiment, the 
con?guration data S4 stored in the non-volatile memory 60 is 
monitored as folloWs. 

Speci?cally, When the con?guration completion signal S6 
is inputted to the selector 22, the selector 22 sWitches in such 
a Way as to select the memory monitor-time memory control 
signal S1 of the memory-monitor memory-control circuit 21 
as memory control signal S3, using the completion of the 
con?guration operation in steps 101 through 103 as a trigger. 

Then, the memory-monitor memory control circuit 21 
determines Whether to monitor the non-volatile memory 60, 
referring to setting data for the register 13 from the external 
system (step 105). 

If the non-volatile memory 60 is monitored, in the 
memory-monitor memory control circuit 21, the timer 21a 
starts the control data generation circuit 21b in a cycle set by 
a timer setting signal S9 inputted from the register 13 (step 
106) and the control data generation circuit 21b inputs 
memory monitor-time memory control signal S1 to the non 
volatile memory 60 as memory control signal S3, thereby the 
error check circuit 23 reads con?guration data S4 (step 107). 
Then, the error check circuit 23 monitors the propriety of the 
con?guration data S4 stored in the non-volatile memory 60 by 
conducting the CRC of the con?guration data S4 read from 
the non-volatile memory 60 (step 108). 

If an error is detected from the con?guration data S4 read 
from the non-volatile memory 60, interruption signal S7 is 
outputted from the register 13 to a higher-order CPU to notify 
the CPU of the error and also to notify the system manager of 
the occurrence of abnormality in the con?guration data S4 
stored in the non-volatile memory 60 by lighting an LED, 
Which is not shoWn in FIGS. 1 and 2 (step 109). 
Upon receipt of this error notice, the system manager con 

ducts the maintenance check and replacement of the non 
volatile memory 60, and also in preparation of the execution 
of con?guration operation after that, conducts preventive 
maintenance for overWriting normal con?guration data S4 on 
the non-volatile memory 60 and correcting the error of the 
con?guration data S4 in advance. 
As described above, in this preferred embodiment 1, after 

the completion of an ordinary con?guration operation to 
build desired user logic 30a in the main circuit unit 30, the 
non-volatile memory 60 is irregularly accessed by the 
memory-monitor memory control circuit 21 provided in the 
con?guration circuit 20 by developing con?guration data S4 
read from the non-volatile memory 60 into circuit data and 
inputting the data in the main circuit unit 30. Then, the error 
check circuit 23 reads the con?guration data S4 stored in the 
non-volatile memory 60 to conduct error check. 

Thus, the occurrence of abnormality in the con?guration 
data S4 that is stored and left alone in the non-volatile 
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memory 60 until a subsequent con?guration operation is per 
formed after the ?rst con?guration operation can be detected 
at an early stage, and accordingly, preventive maintenance 
can be realized by error recovery, such as the replacement of 
the non-volatile memory 60, the overWriting of normal con 
?guration data S4 or the like. 

The preventive maintenance of this non-volatile memory 
60 and con?guration data S4 stored in the non-volatile 
memory 60 can be conducted Without affecting the operation 
of the user logic 30a of the programmable logic device 10 
being normally operating and Without suspending the opera 
tion of the user logic 30a. 

For example, if user logic 3011 built in the main circuit unit 
30 is continuously operated and used for a long time, the 
non-volatile memory 60 storing con?guration data S4 is left 
alone for a long time until a subsequent con?guration opera 
tion is performed after the ?rst con?guration operation, and 
there is high probability that an error may occur in con?gu 
ration data S4 stored in the non-volatile memory 60. If the 
programmable logic device 10 performs a con?guration 
operation again in a state Where there is an error in the con 
?guration data S4 in the non-volatile memory 60, there is fear 
that it may lead to a large-scaled failure. For example, the 
con?guration operation using the failed con?guration data S4 
fails, the programmable logic device 10 doWns and the entire 
system in Which the failed programmable logic device 10 is 
built doWns. 

HoWever, in the case of this preferred embodiment 1, even 
if a period until a subsequent con?guration operation is per 
formed after the ?rst con?guration operation is long like this, 
the preventive maintenance of con?guration data S4 stored in 
the non-volatile memory 60 by regular check is conducted 
While the non-volatile memory 60 is left alone. Therefore, the 
large-scaled failure due to the doWn of the programmable 
logic device 10 can be prevented. 

Especially, recently, the programmable logic device 10 has 
been Widely popular in all kinds of data processing systems. 
In a system presuming the continuous operation in high reli 
ability for a long time, such as a communication system, the 
execution interval of a con?guration operation, that is, the 
left-alone period of the non-volatile memory 60 storing con 
?guration data S4 tends to prolong. The con?guration opera 
tion must be surely performed if required. Therefore, the 
technology of the preferred embodiment of the present inven 
tion, for performing the error check of con?guration data S4 
stored in the non-volatile memory 60 during a long left-alone 
period except con?guration operation time is very effective in 
preventive maintenance. 

FIG. 4 is a block diagram shoWing an example of the 
con?guration of a programmable logic device for implement 
ing the control method of the programmable logic device, 
Which is another aspect of the present invention. FIG. 5 shoWs 
an example of the entire con?guration. 

In this preferred embodiment 2 of the present invention, a 
case Where a memory monitor circuit (con?guration data 
monitor logic) 40 With a function to monitor con?guration 
data S4 stored in the non-volatile memory 60 is provided in 
the main circuit unit 30 of the programmable logic device 10 
as a part of programmable user logic 3011 built in the main 
circuit unit 30, is described. 

Speci?cally, the programmable logic device 10A in the 
preferred embodiment 2 of the present invention comprises 
the main circuit unit 30 for variably building user logic 3011 by 
a con?guration operation and a con?guration circuit 20A for 
performing this con?guration operation. 

For this con?guration circuit 20A, a conventional circuit 
Without the respective functions of the memory-monitor 
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8 
memory control circuit 21, selector 22 and the like, exempli 
?ed in the above mentioned preferred embodiment 1 can be 
used Without modi?cations. Speci?cally, in this preferred 
embodiment 2, for the programmable logic device 10A as 
hardWare, a conventional circuit can be used Without modi? 
cations. 
The memory monitor circuit 40 provided in the main cir 

cuit unit 30 as a part of user logic 30a comprises a memory 
control circuit 41, a selector 42 and an error check circuit 43. 
The memory control circuit 41 comprises the timer 41a and 

the control data generation circuit 41b. The error check circuit 
43 comprises a CRC circuit 43a. 
The memory control circuit 41, selector 42 and error check 

circuit 43 are con?gured to perform operations equivalent to 
the memory-monitor memory control circuit 21, selector 22 
and error check circuit 23, respectively. Therefore, the respec 
tive descriptions of the memory control circuit 41, selector 42 
and error check circuit 43 are omitted here. 

The entire programmable memory monitor circuit 40 can 
be built as a part of the user logic 30a of the main circuit unit 
30 by the con?guration circuit 20A reading memory monitor 
circuit con?guration data 4011 stored in the non-volatile 
memory 60 as con?guration data S4. 

In the example shoWn in FIG. 5, an access to the non 
volatile memory 60 of the memory monitor circuit 40 is made 
using a user input/output pin 1111 as a part of the user input/ 
output pin 11. 

In the case of this preferred embodiment 2, the memory 
monitor circuit con?guration data 4011 (con?guration data S4) 
stored in the non-volatile memory 60 is also the monitor 
target of the memory monitor circuit 40. 
An example of the operation of this preferred embodiment 

2 is described beloW. Firstly, in the ?rst con?guration opera 
tion of the programmable logic device 10A, con?guration 
time memory control signal S2 (reading address) outputted 
from the con?guration circuit 20A is selected by the selector 
42. Then, the con?guration circuit 20A reads the con?gura 
tion data S4 including the memory monitor circuit con?gu 
ration data 4011 by inputting this con?guration-time memory 
control signal S2 to the non-volatile memory 60, and user 
logic 3011 including the memory monitor circuit 40 is built in 
the main circuit unit 30 by developing the con?guration data 
S4 into circuit data and inputting it to the main circuit unit 30. 

After this con?guration operation is completed, the selec 
tor 42 is made ready to select the memory monitor-time 
memory control signal S1 of the memory monitor circuit 40 
as memory control signal S3 by con?guration completion 
signal S6 outputted from the con?guration circuit 20A to the 
selector 42. 

In the main circuit unit 30, the user logic 30a is started and 
the memory monitor circuit 40 as its part also starts. 

Speci?cally, the memory control circuit 41 and error check 
circuit 43 of the memory monitor circuit 40 regularly reads 
con?guration data S4 including the memory monitor circuit 
con?guration data 40a from the non-volatile memory 60 in 
parallel With the operation of the other functions of the user 
logic 30a and checks Whether there is an error, by performing 
the processes in steps 105 through 109 in the ?owchart shoWn 
in FIG. 3. 

In the case of this preferred embodiment 2, When an error 
in the non-volatile memory 60 is noti?ed, a user conducts the 
maintenance of the non-volatile memory 60 after suspending 
the function of the memory control circuit 41 via the register 
13 and preventing the occurrence of an access to the non 
volatile memory 60 of the memory monitor circuit 40, Thus, 
the user can carry out maintenance Work Without suspending 
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the operation of the logic functions except the memory moni 
tor circuit 40 of the user logic 30a. 

Thus, in the case of this preferred embodiment 2 too, the 
same effect as the above-mentioned preferred embodiment 1 
can be obtained. 

Furthermore, in the case of this preferred embodiment 2, 
the memory monitor circuit 40 can be realized as a part of user 
logic 3011 built in the main circuit unit 30 of the programmable 
logic device 10A, using the hardWare of an existing program 
mable logic device 10A Without any modi?cation. Therefore, 
no special hardWare circuit is needed, and the preventive 
maintenance of con?guration data S4 stored in the non-vola 
tile memory 60 can be realiZed at a loW cost. 

FIG. 6 is a block diagram shoWing an example of the 
con?guration of the data processing device for implementing 
the control method of a programmable logic device, Which is 
another aspect of the present invention. 

In this preferred embodiment 3, an error monitor device 
(con?guration data monitor device) 50 is disposed betWeen a 
programmable logic device 10B and the non-volatile memory 
60 storing con?guration data used by this programmable 
logic device 10B. 
As described above, the data processing device in this 

preferred embodiment 3 comprises a programmable logic 
device 10B, the non-volatile memory 60 and an error monitor 
device 50. 

This error monitor device 50 performs a con?guration 
operation to build user logic in the main circuit unit, Which is 
not shoWn in FIG. 6, of the programmable logic device 10B, 
by reading con?guration data S4 stored in the non-volatile 
memory 60 and developing the con?guration data S4 into 
circuit data. Furthermore, the error monitor device 50 moni 
tors con?guration data stored in the non-volatile memory 60. 

The error monitor device 50 comprises a memory-monitor 
memory control circuit 51, a selector 52, an error check 
circuit 53, a con?guration memory control circuit 54, a data 
processing unit 55 and a register 56. 

The memory-monitor memory control circuit 51, selector 
52, error check circuit 53, con?guration memory control cir 
cuit 54 and register 56 Which constitute this error monitor 
device 50 are provided With functions equivalent to the 
memory-monitor memory control circuit 21, selector 22, 
error check circuit 23, con?guration memory control circuit 
24, and register 13, respectively, in the above-mentioned pre 
ferred embodiment 1. Therefore, their descriptions are omit 
ted here. 

Although the data processing unit 55 is provided With a 
function equivalent to the above-mentioned circuit data 
development circuit 25, con?guration completion signal S6 
for controlling the selection operation of the selector 52 is 
obtained from the programmable logic device 10B side. 
An example of the function of the data processing device in 

this preferred embodiment 3 is described beloW. 
Firstly, at the time of ordinary con?guration operation, in 

the selector 52, con?guration-time memory control signal S2 
outputted from the con?guration memory control circuit 54 is 
selected as memory control signal S3. By inputting this 
memory control signal S3 to the non-volatile memory 60 as a 
reading address signal, the data processing unit 55 and error 
check circuit 53 read con?guration data S4 stored in the 
non-volatile memory 60, and by developing the con?guration 
data S4 into circuit data and inputting it to the programmable 
logic device 10B, user logic is built in the main circuit unit of 
the programmable logic device 10B. 

If the con?guration operation of this user logic is com 
pleted, con?guration completion signal S6 is outputted from 
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10 
the programmable logic device 10B to the selector 52, and 
memory monitor-time memory control signal S1 is selected 
as memory control signal 3. 

After this con?guration operation is completed, the timer 
51a of the memory-monitor memory control circuit 51 starts 
a control data generation circuit 51b in a cycle set in the 
register 56. The started control data generation circuit 51b 
outputs memory monitor-time memory control signal S1. 
This memory monitor-time memory control signal S1 is 
inputted to the non-volatile memory 60 via the selector 52 as 
memory control signal S3. Then, the error check circuit 53 
reads con?guration data S4 stored in the non-volatile memory 
60 to check Whether there is an error. The result of this error 
check is noti?ed to the CPU of the higher-order system and 
the system manager via the register 56. 

If in the error check circuit 53, an error is detected in 
con?guration data S4, in preparation for a subsequent con 
?guration operation, preventive maintenance, such as the 
replacement of the non-volatile memory 60, the Writing of 
con?guration data S4 in the non-volatile memory 60, the 
overWriting of normal data on con?guration data S4 stored in 
the non-volatile memory 60 or the like is conducted. 
As described above, in this preferred embodiment 3, the 

propriety of con?guration data S4 stored in the non-volatile 
memory 60 can also alWays be maintained by conducting the 
error check of con?guration data S4 stored in the non-volatile 
memory 60 from time to time except at the execution time of 
a con?guration operation. 

Accordingly, a failure in the con?guration operation of the 
programmable logic device 10B due to the failure of the 
non-volatile memory 60, the error of con?guration data S4 
stored in the non-volatile memory 60 or the like can be surely 
prevented. 
As a result, the major failure of the data processing device 

in Which the programmable logic device 10B is built can be 
surely prevented. 
As described above, according to each preferred embodi 

ment of the present invention, in the programmable logic 
device for reading con?guration data stored in the non-vola 
tile memory 60 and building user logic, after the completion 
of the execution of a con?guration operation, the con?gura 
tion data S4 of the non-volatile memory 60 can also be regu 
larly accessed and its error can also be checked. Therefore, 
abnormality in con?guration data stored in the non-volatile 
memory 60 can be detected prior to a future neW con?gura 
tion operation. 
As a result, the unavailable state of the neW con?guration 

operation of the programmable logic device, due to the failure 
of con?guration data stored in the non-volatile memory 60 
can be detected at an early stage, Which greatly contributes to 
the improvement of the reliability and maintenability of a 
programmable logic device and a data processing device 
including it. 
The present invention is not limited to the above-mention 

preferred embodiments. Its variations and modi?cations can 
be possible as long as the subject matter is not deviated. 

For example, although in the above-mentioned preferred 
embodiments, the non-volatile memory 60 is disposed out 
side the programmable logic device 10, the non-volatile 
memory 60 can also be incorporated into the programmable 
logic device 10. 

According to the present invention, preventive mainte 
nance can be realiZed by the early detection of abnormality in 
con?guration data used in a programmable logic device. 

Preventive maintenance can also be realiZed by the early 
detection of abnormality in con?guration data used in a pro 
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grammable logic device Without modifying the con?guration 
of an existing programmable logic device. 

The reliability of the operation of a data processing device 
including a programmable logic device can also be improved. 

The reliability of the operation of a programmable logic 
device in the case Where the execution interval of a con?gu 
ration operation using con?guration data is fairly long can 
also be improved. 
What is claimed is: 
1. A programmable logic device, comprising: 
a main circuit unit capable of variably building desired user 

logic, based on con?guration data inputted from a stor 
age device; and 

a con?guration data monitor unit for monitoring the con 
?guration data stored in the storage device, Wherein an 
error in the con?guration data is checked one of regu 
larly and irregularly after a con?guration operation is 
executed to build user logic in the programmable logic 
device and con?guration data monitor logic reads the 
con?guration data from the storage device in a timing 
other than When building the user logic. 

2. A programmable logic device, comprising: 
a main circuit unit capable of variably building desired user 

logic, based on con?guration data inputted from a stor 
age device; and 

a con?guration data monitor unit for monitoring the con 
?guration data stored in the storage device, and Wherein 
said con?guration data monitor unit comprising: 
a reading control unit for reading the con?guration data 

from the storage device; 
a reading trigger control unit for providing the reading 

control unit With a trigger for reading the con?gura 
tion data from the storage device except at the build 
ing time of the user logic in the main circuit unit; 

an error check unit for checking Whether there is an error 
in the con?guration data read from the storage device. 

3. A programmable logic device, comprising: 
a main circuit unit capable of variably building desired user 

logic, based on con?guration data; 
a con?guration data control unit for building the user logic 
by reading the con?guration data from a storage device 
and inputting the data to the main circuit unit; and 

a con?guration data monitor unit, provided in a part of the 
con?guration data control unit, for monitoring the con 
?guration data stored in the storage device, Wherein an 
error in the con?guration data is checked one of regu 
larly and irregularly after a con?guration operation is 
executed to build user logic in the programmable logic 
device and con?guration data monitor logic reads the 
con?guration data from the storage device in a timing 
other than When building the user logic. 

4. The programmable logic device according to claim 3, 
further comprising 

an external interface for externally setting data for control 
ling an operation of the con?guration data monitor unit 
and outputting resulted data of monitor by the con?gu 
ration data monitor unit. 

5. A programmable logic device, comprising: 
a main circuit unit capable of variably building desired user 

logic, based on con?guration data; 
a con?guration data control unit for building the user logic 
by reading the con?guration data from a storage device 
and inputting the data to the main circuit unit; and 

a con?guration data monitor unit, provided in a part of the 
con?guration data control unit, for monitoring the con 
?guration data stored in the storage device, and Wherein 
said con?guration control unit comprising: 
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12 
a ?rst reading control unit for reading the con?guration 

data from the storage device When building the user 
logic; and 

an error check unit for checking Whether there is an error 
in the con?guration data read from the storage device, 
and 

said con?guration data monitor unit comprises 
a second reading control unit for reading the con?gura 

tion data from the storage device; and 
a reading trigger control unit for providing the second 

reading control unit With a trigger for reading the 
con?guration data from the storage device except at 
the building time of the user logic; and 

an error check unit for checking Whether there is an error 
in the con?guration data read from the storage device. 

6. A programmable logic device, comprising: 
a main circuit unit capable of variably building desired user 

logic, based on con?guration data; and 
a con?guration data control unit for building the user logic 

by reading the con?guration data from a storage device 
and inputting the data to the main circuit unit; 

said con?guration data control unit comprises 
a con?guration memory control circuit for reading the 

con?guration data from the storage device When 
building the user logic; 

a memory-monitor memory control circuit for reading 
the con?guration data from the storage device except 
at the building time of the user logic; 

a selector for connecting either the con?guration 
memory control circuit or the memory-monitor 
memory control circuit to the storage device; and 

an error check unit for checking Whether there is an error 
in the con?guration data read from the storage device 
by either the con?guration memory control circuit or 
the memory-monitor memory control circuit to the 
storage device. 

7. The programmable logic device according to claim 6, 
Wherein said memory-monitor memory control circuit com 
prises 

a control data generation circuit for generating data for 
accessing the storage device; and 

a timer for providing the control data generation circuit 
With a trigger for accessing the storage device. 

8. The programmable logic device according to claim 6, 
further comprising 

an external interface for externally setting data for control 
ling an operation of the con?guration data monitor unit 
and outputting resulted data of monitor by the con?gu 
ration data monitor unit. 

9. A programmable logic device, comprising: 
a main circuit unit capable of variably building desired user 

logic, based on con?guration data read from a storage 
device; and 

a con?guration data monitor logic Which constitutes a part 
of the user logic, for monitoring the con?guration data 
stored in the storage device, Wherein an error in the 
con?guration data is checked one of regularly and 
irregularly after a con?guration operation is executed to 
build user logic in the programmable logic device and 
the con?guration data monitor logic reads the con?gu 
ration data from the storage device in a timing other than 
When building the user logic. 

10. The programmable logic device according to claim 9, 
further comprising 
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an external interface for externally setting data for control 
ling an operation of the con?guration data monitor unit 
and outputting resulted data of monitor by the con?gu 
ration data monitor unit. 

11. A programmable logic device, comprising: 
a main circuit unit capable of variably building desired user 

logic, based on con?guration data read from a storage 
device; and 

a con?guration data monitor logic Which constitutes a part 
of the user logic, for monitoring the con?guration data 
stored in the storage device, and Wherein said con?gu 
ration data monitor logic comprising: 
a function to read the con?guration data from the storage 

device in timing other than When building the user 
logic; and 

a function to check Whether there is an error in the 
con?guration data. 

12. A data processing device, comprising: 
a programmable logic device capable of variably building 

desired user logic, based on con?guration data read from 
a storage device; and 

a con?guration data monitor device, provided betWeen the 
storage device and the programmable logic device, for 
monitoring the con?guration data stored in the storage 
device, Wherein an error in the con?guration data is 
checked one of regularly and irregularly after a con?gu 
ration operation is executed to build user logic in the 
programmable logic device and con?guration data 
monitor logic reads the con?guration data from the stor 
age device in a timing other than When building the user 
logic. 

13. A data processing device, comprising: 
a programmable logic device capable of variably building 

desired user logic, based on con?guration data read from 
a storage device; and 

a con?guration data monitor device, provided betWeen the 
storage device and the programmable logic device, for 
monitoring the con?guration data stored in the storage 
device, and Wherein said con?guration data monitor 
device comprising: 
a reading control unit for reading the con?guration data 

from the storage device; 
a reading trigger control unit for providing the reading 

control unit With a trigger for reading the con?gura 
tion data from the storage device except at the build 
ing time of the user logic; and 

an error check unit for checking Whether there is an error 
in the con?guration data read from the storage device. 

14. A con?guration data monitor device, provided betWeen 
programmable logic device capable of variably building 
desired user logic, based on con?guration data and a storage 
device storing the con?guration data, comprising: 

a con?guration data monitor unit, for monitoring the con 
?guration data stored in the storage device, Wherein an 
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error in the con?guration data is checked one of regu 
larly and irregularly after a con?guration operation is 
executed to build user logic in the programmable logic 
device and con?guration data monitor logic reads the 
con?guration data from the storage device in a timing 
other than When building the user logic. 

15. A con?guration data monitor device, provided betWeen 
programmable logic device capable of variably building 
desired user logic, based on con?guration data and a storage 
device storing the con?guration data, comprising: 

a con?guration data monitor unit, for monitoring the con 
?guration data stored in the storage device, and Wherein 
said con?guration data monitor unit comprising: 
a reading control unit for reading the con?guration data 

from the storage device; 
a reading trigger control unit for providing the reading 

control unit With a trigger for reading the con?gura 
tion data from the storage device except When build 
ing the user logic; and 

an error check unit for checking Whether there is an error 
in the con?guration data read from the storage device. 

16. A control method of a programmable logic device 
capable of variably building desired user logic, based on 
con?guration data read from a storage device, comprising: 

a ?rst step of building user logic, based on con?guration 
data read from the storage device; and 

a second step of reading the con?guration data from the 
storage device except at the execution time of the ?rst 
step and checking Whether there is an error in the con 
?guration data. 

17. The control method of a programmable logic device 
according to claim 16, Wherein 

said second step is regularly or irregularly executed by a 
timer function. 

18. The control method of a programmable logic device 
according to claim 16, Wherein 

said second step is executed by a con?guration data moni 
tor unit provided in a con?guration data control unit, 
provided in a part of the programmable logic device, for 
inputting the con?guration data read from the storage 
device to said main circuit unit and building the user 
logic. 

19. The control method of a programmable logic device 
according to claim 16, Wherein 

said second step is executed by the con?guration data 
monitor logic constituting a part of the user logic. 

20. The control method of a programmable logic device 
according to claim 16, Wherein 

said second step is executed by a con?guration data moni 
tor device provided betWeen the storage device and the 
programmable logic device. 


