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METHOD AND SYSTEM FOR 
CONTROLLING SCOPE OF USER 

PARTICIPATION IN A COMMUNICATION 
SESSION 

BACKGROUND 

1. Field of the Invention 
The present invention is directed to a method and system 

for controlling scope of user participation in an ongoing com 
munication session. The techniques described here can 
extend to use With respect to various types of communication 
sessions, Whether circuit-sWitched or packet-sWitched. 

2. Description of Related Art 
As a general matter, it is knoWn to establish a conference 

session over a telecommunications netWork betWeen multiple 
user stations, each operated by a respective user. An multi 
point control unit (MCU) can reside in the telecommunica 
tions netWork and can function as a bridging or sWitching 
device betWeen the participating stations, to support the con 
ference session. 
A participating station can initiate the conference session 

by sending a session setup message to the MCU, identifying 
the other desired participant(s). The MCU may then seek to 
connect With the designated other participants, such as by 
forWarding the session setup message to each other party. 
Upon successful setup of the session, the MCU may then 
establish a communication session respectively With each 
participating station, and the MCU may bridge together the 
communication sessions, so that the users at the stations can 
confer With each other via the MCU. 
By Way of example, consider tWo users, A and B, operating 

respective user stations. A Wishes to engage in a conference 
session With B and therefore instructs his user station to 
initiate the conference. A’s user station may then respon 
sively execute a session initiation protocol (SIP) client appli 
cation to generate and send a SIP INVITE message to the 
MCU, seeking to invite B to the conference session. The 
MCU Will then treat that INVITE message as a request to 
establish a conference session With B. To establish the con 
ference session, the MCU may send another INVITE to B’s 
station, seeking to set up a session With B. 
Upon receipt of the INVITE from the MCU, B’s station 

may execute a SIP client application to accept the invitation, 
by sending a SIP 200 OKAY message back to the MCU. Upon 
receipt of the 200 OKAY, the MCU Would then send a 200 
OKAY to A’s station. In turn, A’s station Would send a SIP 
ACKNOWLEDGEMENT to the MCU, and the MCU Would 
send anACKNOWLEDGEMENT to B’s station. As a result, 
tWo communication sessions or “legs” Will have been initi 
ated, one betWeen A’s station and the MCU, and another 
betWeen the MCU and B’s station. 

Once these legs have been initiated, the tWo stations may 
then begin communicating With the MCU via respective real 
time protocol (RTP) sessions. Client A’s station Would com 
municate With the MCU via one RTP session, and client B’s 
station Would communicate With the MCU via another RTP 
session. The MCU Would then bridge together the tWo ses 
sions, thereby alloWing A and B to communicate With each 
other. A real-time control protocol (RTCP) could be used to 
manage each session and to tear doWn the sessions When they 
are ?nished. 

SUMMARY 

According to an exemplary embodiment of the invention, a 
mechanism is provided for controlling the scope of user par 
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2 
ticipation during an ongoing communication session (i.e., 
betWeen the times that the session is set up and torn doWn). As 
a general matter, a central communication server (e.g., a 
conference server) Will receive a control signal during the 
ongoing session and Will respond to the control signal by 
changing the scope of at least one user’s participation in the 
session, While retaining the user’s participation in the session. 
Thus, the server Will effectively sWitch the user from one 
mode of participation to another. 

For example, the server may receive from one of the par 
ticipants in the session a control code that indicates a request 
to sWitch the participant from an active (bi-directional) mode 
of participation in the session to a listen-only mode of par 
ticipation in the session, and vice versa. And the server may 
respond to the control code by blocking communications 
from being transmitted from the requesting participant to one 
or more other participants in the session, While still alloWing 
communications to be transmitted to the requesting partici 
pant from one or more other participants in the session. 
As another example, given a group of participants in the 

session, the server may receive a control code that indicates a 
request to establish a private session of a subset of those 
participants, i.e., a sub-session Within the session. In 
response, the server may alloW that subset of participants to 
communicate With each other in a sub-session, While prevent 
ing their communications from being transmitted to one or 
more other participants in the session. (The other(s) may be 
put on “hold” or may engage continue communicating during 
this period.) In turn, the server may receive a restore code that 
indicates a request to restore the full session. And, in 
response, the server may then restore the full session betWeen 
the group of participants. Many other examples are possible 
as Well. 

These as Well as other aspects and advantages of the 
present invention Will become apparent to those of ordinary 
skill in the art by reading the folloWing detailed description, 
With appropriate reference to the accompanying draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

An exemplary embodiment of the present invention is 
described herein With reference to the draWings, in Which: 

FIG. 1 is a block diagram of a communication system in 
Which the exemplary embodiment can be employed; 

FIG. 2 is a block diagram of an exemplary communication 
server; 

FIG. 3 is a table depicting participation modes of various 
session participants; 

FIG. 4 is a logic table de?ning control codes and associated 
changes in scope of user participation; 

FIG. 5 is another block diagram of a communication sys 
tem in Which the exemplary embodiment can be employed; 

FIG. 6 is a block diagram of an exemplary client station; 
FIG. 7 is a more particular block diagram of a communi 

cation system in Which the exemplary embodiment can be 
employed; and 

FIG. 8 is a How chart depicting functions that may be 
employed in the exemplary embodiment. 

DETAILED DESCRIPTION OF AN EXEMPLARY 
EMBODIMENT 

Referring to the draWings, FIG. 1 illustrates a simpli?ed 
block diagram of a communication system 10 in Which an 
exemplary embodiment of the present invention can be 
employed. System 10 includes at its core a conference bridge 
or other central communication server 12, Which is arranged 
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to bridge together communications betWeen a number of user 
stations or client stations. FIG. 1 depicts four exemplary 
client stations, A, B, C and D. However, server 12 may sup 
port communication betWeen more or feWer client stations at 
a time. 

With the arrangement shoWn in FIG. 1, the server might 
engage in bi-directional communication respectively With 
each of the client stations, and the server may then bridge 
together those communications so as to alloW users at the 
stations to communicate With each other. As shoWn, for 
instance, the server may communicate With station A via a 
link 14, the server may communicate With station B via a link 
16, the server may communicate With station C via a link 18, 
and the server may communicate With station D via a link 20. 

Each of these communication links may take various 
forms. As examples, one or more of the links may include a 
Wireless component such as a radio frequency (RF), micro 
Wave, satellite or other such link. As another example, one or 
more of the links may include a landline component, such as 
an Ethernet, tWisted pair, coaxial or other such link. Other 
examples are also possible. 

Generally, or When in communication With server 12, each 
of the client stations Will preferably have a respective netWork 
address and/or other station identi?er. The station identi?er 
might depend on the type of link that ties the station to the 
server. For instance, the station identi?er could be an IP 
address, a telephone number (e.g., a mobile identi?cation 
number (MIN), or a netWork address identi?er or SIP address 
that is correlated With the station by a central registry. Other 
examples are possible as Well. 

Server 12 may also take various forms. As indicated above, 
the server preferably functions to bridge communications 
betWeen client stations A, B, C and D, via links 14, 16, 18 and 
20. As such, the server preferably includes ports to send and 
receive communication signals via these links. Further, the 
server preferably includes logic to control the bridge betWeen 
communications on the various links. 

Referring next to FIG. 2, a generalized block diagram of a 
representative server 12 is shoWn. As illustrated, exemplary 
server 12 includes a number of communication interfaces (or 
ports) 22, a processor 24, and data storage 26, all tied together 
via a system bus 28. 

Communication interfaces 22 are tied respectively to links 
14, 16, 18 and 20. The server may thus send and receive 
communication signals (such as user data and control signals) 
via these links. The communication interfaces 22 may take 
various forms (and may vary among each other), depending 
for instance on the type of links to Which they are tied. For 
example, if the links are RF links, then the interfaces may 
include an antenna and RF communication circuitry. 

Additionally, the server includes a processor 24 and data 
storage 26. Data storage 26 preferably holds machine lan 
guage instructions and/or other logic executable by processor 
24 to carry out various functions described herein. (Alterna 
tively, some such functions could be carried out by hardWare 
and/ or ?rmWare). 

For example, data storage 26 may include logic to set up 
and tear doWn communications With the various client sta 
tions. This logic can vary depending on the type of links and 
protocols used for communication. By Way of example, the 
logic could be a SIP client application. As such, it could 
receive an INVITE requests from one of the client stations, 
Which seeks to set up a communication session With the other 
client stations. In response, it may send INVITE requests of 
its oWn to the other client stations and ultimately set up 
communications respectively betWeen itself and each client 
station, as described in the background section above. Fur 
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4 
ther, at the end of a bridged session, the SIP client application 
can function to tear doWn communications With each client 
station. 
As another example, data storage 26 may include logic to 

communicate real-time media signals With the client stations. 
Again, this logic can vary depending on the type of links and 
protocols that are employed. For instance, the logic might 
function to communicate according to the UDP/IP (or TCP/ 
IP) and RTP protocols. 

Further, data storage 26 preferably includes logic to bridge 
together communications betWeen the various client stations. 
Similarly, this logic Would vary depending on the type of 
protocols employed. For instance, assuming each client sta 
tion communicates signals as UDP/IP packets, the logic 
might function to depacketiZe and uncover the underlying 
signals received from each client station, combine the signals 
together (or select a strongest signal), and re-packetiZe and 
transmit the resulting signal out to the stations. Other 
examples are possible as Well. 

In addition, data storage 26 preferably includes logic to 
control communications betWeen the various client stations. 
For instance, this logic may take the form of a set of access 
control rules (e.g., a table of rules) that specify alloWed or 
disalloWed bridging of communications betWeen the client 
stations. For example, an access control rule might specify (or 
provide by default, Without specifying) that, When the server 
receives real-time media signals from any client station in the 
group A, B, C and D, the server should transmit those signals 
to each of the other stations in the group. As another example, 
an access control rule might specify that When the server 
receives real-time media signals from client station A, the 
server should not transmit those signals to other stations in the 
group (thereby facilitating a “listen-only” mode for station 
A). In operation, processor 24 may folloW these rules, so as to 
restrict communications accordingly. 
The access control logic effectively indicates the state of 

participation of each client station. In addition, data storage 
26 may include a rolled up state-table that processor can use 
to quickly determine the state of a given client station. FIG. 3 
sets forth such a table by Way of example. The table of FIG. 3 
shoWs that client stations A, B and D are in an active mode, 
While client station C is in a listen-only mode. 

Still further, data storage 26 preferably includes logic to 
alloW server 12 to receive and respond to prede?ned control 
codes that indicate requests to change the scope of user par 
ticipation during an ongoing communication session. The 
server Will preferably receive those control codes from one of 
the participating client stations, during the ongoing commu 
nication session betWeen the stations. HoWever, the server 
may alternatively receive such a control code from some other 
entity during the ongoing session. 
The manner in Which the server receives a given prede?ned 

control code could take various forms. For example, the 
server could receive the control codes in an RTCP message in 
the same media channel that is used to carry real-time media 
signals (i.e., as an “in-band” message). Alternatively or addi 
tionally, the server could receive the control codes via some 
other control channel (i.e., as an “out-of-band” message). 
As is knoWn in the art, the RTCP protocol functions to 

alloW a netWork entity to tear doWn an RTP session. Further, 
it functions to alloW netWork entities to control aspects of the 
transmission channel, such as bandWidth, and other channel 
characteristics. As such, RTCP de?nes certain types of con 
trol packets, each designated by a respective header ?eld, and 
each having a respective payload block. One type of control 
packet is an APPLICATION type. 
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According to the exemplary embodiment, the server can 
receive a prede?ned control code carried as payload in an 
APPLICATION type RTCP packet. Thus, the server logic 
may include an RTCP client that functions to receive RTCP 
packets. Further, the server logic may function to detect an 
APPLICATION type RTCP packet and to responsively look 
to the payload block of that packet (e.g., to a predetermined 
position in the payload block) to ?nd a control code. 

The logic may then de?ne certain control codes and corre 
sponding changes in scope of user participation. This corre 
lation may take the form of a table that processor 24 can 
reference. An exemplary table is shoWn in FIG. 3. Referring 
to FIG. 3, ?ve exemplary control codes are de?ned, a MUTE 
code, an UNMUTE code, a BLOCK code, an UNBLOCK 
code and a PRIVATE code. It should be understood that these 
are speci?ed by Way of example only, and other control codes 
are possible as Well. 

The table de?nes the MUTE code to be indicated by the 
value “135” carried in the payload block of an APPLICA 
TION type packet. The table then indicates that the processor 
should respond to the MUTE code by sWitching the sender of 
the code to a listen-only mode. Thus, When the processor 
detects the value “135” in the payload block of anAPPLICA 
TION type packet sent from client station A, the processor 
may update the access control rules so as to indicate that (i) 
communications that the server receives from client stationA 
should not be sent to client stations B, C and D, but (ii) 
communications that the server receives from any of client 
stations B, C and D can still be sent to client station A. 

Next, the table de?nes an UNMUTE code to be indicated 
by the value “137” carried in the payload block of an APPLI 
CATION type packet. The table then indicates that the pro 
ces sor should respond to the UNMUTE code by sWitching the 
sender of the code to an active participation mode (assuming 
the sender Was in a listen-only modeiotherWise, the proces 
sor may ignore or reject the request). Thus, When the proces 
sor detects the value “137” in the payload block of anAPPLI 
CATION type packet sent from client station A, the processor 
may update the access control rules so as to indicate that 
communications that the server receives from client stationA 
can be sent to client stations B, C and D. 

In turn, the table de?nes a BLOCK code to be indicated by 
the value “139” (and, optionally, a designation of the partici 
pant to be blocked) carried in a predetermined position of the 
payload block of an APPLICATION type packet. And the 
table indicates that the processor should respond to the 
BLOCK code by sWitching the sender of the code to a trans 
mit-only mode (possibly With respect to a designated other 
participant), i.e., by blocking communications to the sender 
from one or more other participating stations. Thus, When the 
processor receives an APPLICATION type packet from client 
station A (sender) and detects in the payload block of the 
packet the value “139” together With a designation of client 
station B (target), the processor may update the access control 
rules so as to indicate that the communications that the server 
receives from client station B should not be sent to client 
station A. 
The table then de?nes an UNBLOCK code to be indicated 

by the value “141” (and, again, optionally a designation of the 
participant to be unblocked) carried in a predetermined posi 
tion of the payload block of an APPLICATION type packet. 
And the table indicates that the processor should respond to 
the UNBLOCK code by sWitching the sender of the code to an 
active (bi-directional) mode (possibly With respect to a des 
ignated other participant). Thus, When the processor receives 
an APPLICATION type packet from client station A and 
detects in the payload block of the packet the value “141” 
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6 
together With a designation of client station B, the processor 
may update the access control rules so as to indicate that the 
communications that the server receives from client station B 
can be sent to client station A. 

It should be understood that the prede?ned control codes 
employed in the exemplary embodiment can call for a change 
in scope of participation of a single participant or can call for 
a change in scope of participation of multiple participants at 
once. A good example of changing the scope of participation 
of multiple participants at once might be establishing a sub 
session among a subset of participants in a larger session. For 
example, When stations A, B, C and D are participating in a 
bridged session, a control code received by the sever might 
direct the server to establish a sub-session betWeen stations A 
and B, to the exclusion of stations C and D. 

To this end, as further shoWn in FIG. 4, the table may de?ne 
a PRIVATE code to be indicated by the value “143” together 
With a designation of other participants With Whom the sender 
Wishes to engage in a private session. (Alternatively, the logic 
may indicate that a PRIVATE code from a particular station, 
Without a designation of one or more other participants, 
should be treated as a request to establish a sub-session 
among the sender and one or more particular other stations of 
those participating in the current session.) 
The table then may then indicate that the processor should 

respond to the PRIVATE code by maintaining a bridge 
betWeen the sender and the other designated participant(s), 
While temporarily blocking communications betWeen them 
and the other participant(s) in the session. Thus, for instance, 
When the processor receives an APPLICATION type packet 
from client station A and detects in the payload block of the 
packet the value “141” together With a designation of client 
station B, the processor may update the access control rules so 
as to indicate that the bi-directional communications should 
be alloWed betWeen stations A and B, but that stations C and 
D should not be alloWed to communicate With stations A and 
B. Although not shoWn, the table may then also de?ne a 
RESTORE control code that stationA or B could send so as 
to restore the larger session betWeenA, B, C and D, ending the 
sub-session. 
Although FIG. 1 depicts server 12 as a single component, 

it should be understood that the function of the server could in 
fact be distributed among a number of components. For 
instance, tWo servers could be provided and, by establishing 
communication betWeen the servers, communications 
betWeen stations served by the respective servers could be 
bridged. An example of this arrangement is shoWn in FIG. 5. 

Referring to FIG. 5, a ?rst server X is shoWn serving client 
stations A, B and C, and a second serverY is shoWn serving 
client stations D and E. Server X might sit at one netWork 
address, While serverY sits at another netWork address. It is 
possible that server X might be oWned and operated by com 
pany X, While server Y might be oWned and operated by 
company Y. Further, one or more additional communication 
servers might be interposed betWeen servers X and Y. 
Assume noW that a user at station A Wishes to engage in a 

conference session With (i) users at stations B, C, D and E. To 
initiate the conference session, station A may send a setup 
message to server-X, identifying the requested other partici 
pants. In identifying the participants served by server-Y, the 
setup message may identify server-Y by netWork address. 
Alternatively, server-X may have access to a routing table or 
other data source that points server-X to server-Y for pur 
poses of establishing a session With stations D and E. 

Thus, server-X may establish communication legs 200, 
202, 204 respectively With users A, B and C and a communi 
cation leg 206 With server-Y, and can bridge those legs 
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together. And server-Y may then establish communication 
legs 208, 210 respectively With stations D and E, and bridge 
those legs together With leg 206 betWeen server X and server 
Y. As a result, all of the stations can communicate With each 
other. 

The sub-session mechanism described above can Work 
particularly Well in this multiple-server arrangement. For 
instance, station A may send a PRIVATE control code to 
server-X, Which server-X may be programmed to understand 
as a request to establish a sub-session betWeen the stations 
served by server-X (namely, stations A, B and C), to the 
exclusion of the stations served by server-Y (namely, stations 
D and E). In response, server-X may block communications 
With server-Y, thereby blocking communications betWeen (i) 
stations A, B and C on the one hand and (ii) users D and E on 
the other, While still maintaining communications among 
users A, B and C. Many variations are possible as Well. (For 
instance, rather than blocking off users D and E entirely, the 
server could just block communications from server-X to 
server-Y, While alloWing incoming communications from 
server-Y to server-X.) 

Client stations A, B, C and D, in turn, are each preferably 
arranged to communicate (send and receive) real-time media 
signals via their respective links With server 12, and to inter 
face With respective users. As such, each client station pref 
erably includes suitable signal handling logic, a suitable com 
munication interface and a suitable user interface. 

Referring next to FIG. 6, for example, a generaliZed block 
diagram of a representative client station 30 is shoWn. Client 
station 30 includes a processor 32, data storage 34, a commu 
nication interface 36 and a user interface 38, all of Which may 
be tied together by a system bus 40. 

In the exemplary embodiment, data storage 34 contains 
machine language instructions that are executable by proces 
sor 32 to carry out various functions described herein. (As 
With the logic in the server, some of these functions could 
alternatively be embodied in hardWare and/ or ?rmware). 

For example, data storage 34 may include logic to set up 
and tear doWn communications With server 12. This logic can 
vary depending on the type of link and protocol(s) used for 
communication. Consistent With the example above, the logic 
could be a SIP client application. Further, the logic can de?ne 
a user-selection mechanism, such as a menu graphic or the 
like, that a user of the station can employ to set up or tear doWn 
a communication session. Thus, the logic could be arranged 
to receive a user request to initiate a bridged communication 
session With users at designated other stations, and to respon 
sively send out a SIP INVITE request to server 12, seeking to 
set up the requested session. Ultimately, a leg of the bridged 
session Would then be set up betWeen the station and the 
server. 

As another example, data storage 34 preferably includes 
logic to interface user communications With the respective 
communication link to server 12. This interface logic Will 
likely vary depending on the type of communication link and 
protocols employed, as Well as the type of real-time media 
involved. 

For example, if the user speaks, the logic might function to 
digitiZe the analog speech signal, to encode the resulting 
digitiZed speech signal (using a suitable encoder, such as 
G.723 . l, for instance), and to packetiZe the encoded signal so 
as to produce a sequence of RTP packets representing the 
underlying signal. The processor 32 could then send those 
packets via the communication link to server 12. Similarly, 
When the processor receives incoming RTP packets from 
server 12, the logic might function to depacketiZe the packets, 
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8 
decode the encapsulated signals, and convert the resulting 
digital signals into analog signals to be played out to the user 
of the station. 
As yet another example, data storage 34 preferably 

includes logic to provide prede?ned control codes to server 
12 during an ongoing communication session, so as to request 
changes in the scope of user participation. This logic can also 
take various forms, depending on the means of communica 
tion betWeen the station and the server. Again consistent With 
the example described above, the logic may include an RTCP 
client and may function to insert into an APPLICATION type 
RTCP packet a prede?ned control code indicative of a spe 
ci?c request to change the scope of user participation during 
a communication session. 

Further, the logic preferably includes a user-selection 
mechanism, such as a menu graphic or the like, that a user of 
the station can employ, during the communication session, to 
direct the station to send to the server a request to change the 
scope of user participation. For example, the logic might 
include an HDML or WML card that processor 32 may cause 
to be displayed to the user during an ongoing session. The 
card might provide the user With choices such as MUTE, 
UNMUTE, BLOCK, UNBLOCK, PRIVATE and 
RESTORE, in line With the example described above. (Pref 
erably, the station Will maintain an indication of its oWn state 
and may display only choices that make sense given the 
current state. For instance, the station might be programmed 
to display the UNMUTE option only if the server has the 
station in a mute mode.) 

In response to the user selection of the MUTE option, logic 
underlying the card might then cause processor 32 to insert 
the associated control code value “135” into the payload 
block of an APPLICATION type RTCP packet and to then 
send the packet to server 12. As described above, the server 
Would then adjust the station’s mode of participation in the 
session accordingly. 
Communication interface 36, in turn, functions to send and 

receive user data (e.g., real-time media signals) and control 
signals (e.g., session participation control signals) over a 
respective communication link (or links). As such, interface 
36 may vary depending on the type of communication link. 
For example, if the link is an RF Wireless link, then interface 
36 may include an antenna and may function to send and 
receive RF signals. Alternatively, if the link is an Ethernet 
link, then interface 36 might include a packet-netWork inter 
face. 

User interface 38 then functions to interface With a user of 
the client station. As such, user interface 38 preferably 
includes equipment for receiving user input, such as a micro 
phone, a video camera, and/or a keypad. Further, the user 
interface preferably includes equipment for presenting sig 
nals to a user, such as a speaker and/ or a screen display. Thus, 
by Way of example, the processor may cause to be displayed 
on the user interface the selection-mechanisms described 
above. Further, the processor may receive an outgoing speech 
signal from the user, and may present an incoming speech 
signal to the user. Other examples are possible as Well. 

System 10 is generally representative of many possible 
communication systems in Which the exemplary embodiment 
can be employed. As such, the components and links of sys 
tem 10 can take various forms. Referring next to FIG. 7, for 
instance, a more speci?c example of a communication sys 
tem, designated as system 50, is shoWn. 
As illustrated in FIG. 7, communication system 50 

includes an IP netWork 52, such as the Internet or a private 
Ethernet for instance. Coupled With (or as nodes on) the IP 
netWork are an MCU 54, a netWork access server (NAS) 56, 
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a wireless access gateway (WAG) 58, and a packet data serv 
ing node (PDSN) 60. NAS 56, WAG 58 and PDSN 60 each 
function to provide IP network connectivity for one or more 
client stations, so that the client stations can communicate via 
the IP network with MCU 54 (for instance). 
By way of example, NAS 56 is shown connecting a multi 

media personal computer 62 to the IP network. As such, 
computer 62 may engage in packet-based communication 
with NAS 56 over a suitable link (e.g., a point-to-point pro 
tocol (PPP) session over a telephone channel, or a LAN 
connection), and NAS 56 may route packets between the IP 
network and the computer. When the computer is coupled 
with the IP network, it may have an assigned IP address. 

In the exemplary embodiment, computer 62 may include a 
microphone and speakers as well as a voice-over-IP mecha 
nism suitable for communicating speech signals as packet 
data. By way of example, the computer may include an ana 
log/digital converter, a G.723.l vocoder, and a packetiZer/ 
depacketiZer. Thus, when a user is operating the computer, the 
user can engage in speech communications over the IP net 
work. Further, the computer may include mechanisms for 
communicating other forms of real-time media signals, such 
as video for instance. 
WAG 58, in turn, is shown providing connectivity for a 

mobile station (MS) 64, which may be a cellular telephone, 
personal digital assistant, or other such device. In particular, 
WAG 58 is linked to a base transceiver station (BTS) 66, 
which communicates with MS 64 over an air interface 68. 
Similar to computer 62, MS 64 may be equipped with a 
mechanism for converting between speech signals and packet 
data. PacketiZed speech may then ?ow via WAG 58, BTS 66 
and air interface 68, between MS 64 and the IP network. Thus, 
when a user is operating the MS, the user can similarly engage 
in speech communications with other users via the IP net 
work. Fur‘ther, similar to computer 62, MS 64 may be able to 
communicate other sorts of real-time media signals as well. 

Next, PDSN 60 is shown providing connectivity for mobile 
stations 70, 72. As such, PDSN 60 is coupled with a base 
station controller (BSC) 74, which is in turn coupled with a 
BTS 76. BTS 76 then communicates with mobile stations 70, 
72 over respective air interfaces 78, 80. In normal operation, 
PDSN 60 can conventionally establish a PPP session with 
each of these mobile stations. In turn, each mobile station may 
be equipped to convert between speech signals and packet 
data. Thus, a user operating either mobile station may engage 
in speech communications with other users via the IP net 
work. 

Comparing the exemplary arrangement of FIG. 7 to that 
shown in FIG. 1, mobile station 70 corresponds with client 
station A, personal computer 62 corresponds with client sta 
tion B, mobile station 72 corresponds with client station C, 
and mobile station 64 corresponds with client station D. In 
turn, MCU 34 corresponds with server 12. The descriptions 
above may thus extend by analogy to each of these compo 
nents. 

Referring next to FIG. 8, a ?ow chart is provided to illus 
trate some of the functions that may be carried out in accor 
dance with the exemplary embodiment. In particular, FIG. 8 
depicts a method of controlling the scope of userpar‘ticipation 
during an ongoing session (such as a conference call) in 
which multiple client stations communicate with each other 
through a central server, such as server 12 in FIG. 1. 
As shown in FIG. 8, at block 90, the server receives a 

prede?ned control code during the ongoing session. Accord 
ing to the exemplary embodiment, the prede?ned control 
code requests (e.g., is indicative of a request for) a change in 
scope of user participation in the session. At block 92, the 
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10 
server responds to the control code by changing the scope of 
participation of at least one of the client stations in the ses 
sion, while retaining participation of the at least one client 
station in the session. For instance, the server may switch a 
client station from an active mode of participation to a listen 
only mode of participation. With the switch, the client station 
would still be participating, albeit in a less than complete 
mode (a listen-only mode). 
As presented in the table at FIG. 4, a MUTE code is de?ned 

as a code that switches a sender to listen-only mode. An 
UNMUTE codes is de?ned as a code that switches a sender to 
active mode allowing a participant to listen and to talk. A 
BLOCK code is de?ned as a code that stops bridging com 
munications from a target to a sender so that a given client 
station is permitted to transmit, but not receive, communica 
tions. An UNBLOCK code is de?ned as a code that starts 
bridging communications from a target to a sender allowing a 
participant to listen and to talk. Finally, a PRIVATE code is 
de?ned as a code that establishes a sub-session between a 

sender and one or more other designated stations(s). 
An exemplary embodiment of the present invention has 

been described above. Those skilled in the art will under 
stand, however, that changes and modi?cations may be made 
to this embodiment without departing from the true scope and 
spirit of the present invention, which is de?ned by the claims. 

I claim: 
1. A computing system for controlling scope of user par 

ticipation during an ongoing real-time transport protocol 
(RTP) session in which a plurality of client stations commu 
nicate with each other through a central communication 
server, the system comprising: 

the central communication server for receiving from one of 
the plurality of client stations, during the ongoing RTP 
session, a single prede?ned control code requesting a 
change in scope of user participation in the session, for 
referencing a table to determine an appropriate response 
to the received single prede?ned control code, and for 
updating access control rules in accordance with the 
response, 

wherein the access control rules govern a state of partici 
pation of each of the plurality of client stations, thereby 
controlling the scope of participation for each user com 
municating therefrom, and 

wherein the central communication server allows and dis 
allows bridging communications between one or more 
of the plurality of client stations based on the updated 
access control rules; and 

the plurality of client stations in the session having the state 
of participation responsively changed while retaining 
participation of at least one client station in the session, 

wherein an indication of the changed state of participation 
for each of the plurality of client stations is maintained 
thereon, thereby affecting which choices for changing 
the state of participation of others in the plurality of 
client stations are available and displayed to a user, 
which, when selected, provide a prede?ned control code 
to the central communication server, 

wherein the plurality of client stations have unique identi 
?ers, wherein the unique identi?ers are selected from a 
group consisting of an IP address, a telephone number, 
and a SIP address based on a type of link that ties each of 
the plurality of client stations to the central communica 
tions server, and 

wherein each and every of the plurality of client stations is 
con?gured to provide, during the ongoing RTP session, 
over a single server link connected to at least one of the 
plurality of client stations, the prede?ned control code 
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and one or more of the unique identi?ers of the plurality 
of client stations together in a payload block of a packet, 
concurrently With a packetiZed encoded signal compris 
ing a sequence of packets representing an underlying 
voice communication. 

2. The system of claim 1, Wherein the prede?ned control 
code comprises a MUTE control code. 

3. The system of claim 2, Wherein changing the state of 
participation of the plurality of client stations in the session 
comprises: 

blocking communications from being sent, during the 
ongoing session, from a given client station to one or 
more other client stations of the plurality of client sta 
tions. 

4. The system of claim 1, Wherein the prede?ned control 
code comprises an UNMUTE control code. 

5. The system of claim 4, Wherein changing the state of 
participation of the plurality of client stations in the session 
comprises: 

alloWing communications to be sent, during the ongoing 
session, from a given client station to one or more other 
client stations of the plurality of client stations. 

6. The system of claim 1, Wherein the prede?ned control 
code comprises a BLOCK control code. 

7. The system of claim 6, Wherein changing the state of 
participation of the plurality of client stations in the session 
comprises: 

blocking communications from being sent, during the 
ongoing session, to a given client station from one or 
more other client stations of the plurality of client sta 
tions. 

8. The system of claim 1, Wherein the prede?ned control 
code comprises a PRIVATE control code. 

9. The system of claim 8, Wherein changing the scope of 
participation of the one or more client station in the session 
comprises: 

establishing a sub-session among a subset of the plurality 
of client stations. 

10. The system of claim 9, Wherein establishing a sub 
session among a subset of the plurality of client stations 
comprises alloWing communications betWeen members of 
the subset, While blocking communications betWeen (i) mem 
bers of the subset and (ii) at least one other client station of the 
plurality of client stations. 

11. The system of claim 9, Wherein establishing a sub 
session among a subset of the plurality of client stations 
comprises alloWing communications betWeen members of 
the subset, While blocking communications from (i) members 
of the subset to (ii) at least one other client station of the one 
or more client stations. 

12. The system of claim 1, Wherein receiving the pre 
de?ned control code comprises receiving the prede?ned con 
trol code as a prede?ned parameter in an RTCP control packet 
sent from the plurality of client stations to the central server. 

13. The system of claim 1, Wherein receiving the pre 
de?ned control code comprises receiving the prede?ned con 
trol code from a communication path comprising a Wireless 
link. 

14. A computing system for controlling scope of user par 
ticipation during an ongoing conference session in Which one 
or more client stations are bridged by a conference controller 
executable by a processor embodied on a server, the system 
comprising: 

the conference controller for receiving, during the ongoing 
conference session, a single prede?ned control code 
requesting a change in scope of user participation, for 
referencing a table to determine an appropriate response 
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to the received single prede?ned control code, for updat 
ing access control rules in accordance With the response, 

Wherein the conference controller is stored on the server, 
Wherein the access control rules indicate a state of partici 

pation of each of the one or more client stations that 
controls the scope of participation for each user commu 
nicating therefrom, 

Wherein an indication of the changed state of participation 
for each of the one or more client stations is maintained 

thereon, respectively, 
Wherein maintaining comprises: 
(a) ascertaining Which choices for changing the state of 

participation of another in the one or more client stations 
are available based on the state of participation of a 
subject client station; 

(b) displaying the available choices to a user of the subject 
client station; and 

(c) providing a prede?ned control code to the central com 
munication server upon selection of at least one of the 
available choices, 

Wherein each and every one of the client stations is con?g 
ured to provide the prede?ned control code and one or 
more unique identi?ers of the others of the one or more 
client stations together in a payload block of a to the 
conference controller for responsively changing the 
scope of user participation, and 

Wherein the conference controller identi?es the plurality of 
client stations by the one or more unique identi?ers that 
comprise at least one of an IP address, a telephone num 
ber, or a SIP address. 

15. The system of claim 14, Wherein receiving the pre 
de?ned control code comprises receiving the prede?ned con 
trol code via an out-of-band channel. 

16. The system of claim 14, Wherein receiving the pre 
de?ned control code comprises receiving the prede?ned con 
trol code via an in-band channel. 

17. The system of claim 14, Wherein the one or more client 
stations are participating in the conference session, and 
Wherein responsively changing the scope of user participation 
comprises: 

establishing a sub-session among a subset of the one or 
more stations. 

18. The system of claim 17, Wherein establishing a sub 
session among a subset of the one or more client stations 
comprises alloWing communications betWeen members of 
the subset, While blocking communications betWeen (i) mem 
bers of the subset and (ii) other members of the group. 

19. The system of claim 17, Wherein establishing a sub 
session among a subset of the one or more client stations 
comprises alloWing communications betWeen members of 
the subset, While blocking communications from (i) members 
of the subset (ii) other members of the group. 

20. A conference controller comprising: 
a processor; 

data storage; and 
machine language instructions stored in the data storage 

and executable by the processor to carry out functions 
comprising: 
detecting a single prede?ned control code transmitted to 

the conference controller, 
Wherein the conference controller is con?gured to receive 

the prede?ned control code from each and every of one 
or more client stations during an ongoing real-time 
transport protocol (RTP) conference session betWeen 
the one or more client stations, 

Wherein each of the one or more client stations has a unique 
identi?er Wherein the unique identi?er is selected from a 



US 7,636,750 B2 
13 

group consisting of an IP address, a telephone number, 
and a SIP address based on a type of link that ties each of 
the one or more client stations to the central communi 

cations server, and 
Wherein each of the one or more client stations is con?g 

ured to convey, during the ongoing RTP conference ses 
sion, over a single server link connected to the one or 
more client stations, the prede?ned control code and the 
unique identi?er of the one or more client stations 
affected by the prede?ned control code together in a 
payload block of a packet, concurrently With a pack 
etiZed encoded signal comprising a sequence of packets 
representing an underlying voice communication; 

referencing a table to determine an appropriate response to 
the received single prede?ned control code, 

updating access control rules in accordance With the 
response, Wherein the access control rules indicate a 
state of participation of each of the plurality of client 
stations that controls the scope of participation for each 
user communicating therefrom, and 

changing the scope of user participation in the ongoing 
conference session based on the updated access control 
rules. 

21. The conference controller of claim 20, Wherein chang 
ing the scope of user participation in the ongoing conference 
session comprises changing the scope of the participation of 
the one or more user stations in the ongoing conference ses 
sion. 

22. The conference controller of claim 21, Wherein chang 
ing the scope of participation of the one or more user stations 
in the ongoing conference session comprises sWitching the 
one or more user stations to a listen-only mode of participa 
tion in the ongoing conference session. 

23. A conference-server for bridging together communica 
tions betWeen one or more client stations so as to establish 

conferences betWeen the one or more client stations, the 
conference-server comprising: 

a processor; 

data storage; and 
a sub-conferencing routine stored in the data storage and 

executable by the processor to establish a sub-confer 
ence betWeen a subset of the one or more client stations 

currently engaged in a conference, Wherein the sub 
conferencing routine is executable to achieve the folloW 
ing: 

(I) accept a single prede?ned control signal from the pro 
cessor, Wherein the processor is con?gured to receive the 
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single prede?ned control signal from each and every of 
the one or more client stations, Wherein each of the one 
or more client stations is con?gured to convey, during 
the ongoing conference, over a single server link con 
nected to the one or more client stations, the prede?ned 
control code and the unique identi?er of the one or more 
client stations affected by the prede?ned control code 
together in a payload block of a packet, concurrently 
With a packetiZed encoded signal comprising a sequence 
of packets representing an underlying voice communi 
cation; 

(2) reference a table to determine an appropriate response 
to the received single prede?ned control signal; 

(3) update access control rules in accordance With the 
response, Wherein the access control rules indicate a 
state of participation of each of the one or more client 
stations, thereby controlling the scope of participation 
for each user communicating therefrom; 

(4) maintain an indication of the state of participation for 
the one or more client stations, Wherein maintaining 
comprises: 
(a) ascertaining Which choices for changing the state of 

participation of others in the one or more client sta 
tions are available based on the state of participation 
for each of the one or more client stations; 

(b) displaying the available choices to a user of the one 
or more client stations; and 

(c) providing a single prede?ned control code to a cen 
tral communication server upon selection of at least 
one of the available choices; and 

(5) establish the sub-conference in response to a single 
prede?ned control signal, Wherein the one or more client 
stations have unique identi?ers Wherein the unique iden 
ti?ers are selected from a group consisting of an IP 
address, a telephone number, and a SIP address based on 
a type of link that ties each of the one or more client 
stations to the central communications server. 

24. The conference-server of claim 23, further comprising: 
a restoring routine stored in the data storage and executable 

by the processor, after establishing the sub-conference, 
to end the sub-conference and restore the conference. 

25. The conference-server of claim 24, Wherein the restor 
ing routine is executable to restore the conference in response 
to a prede?ned control signal received by the conference 
server during the sub-conference. 

* * * * * 
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