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METHODS AND APPARATUS FOR 
SWITCHING BETWEEN METRO ETHERNET 
NETWORKS AND EXTERNAL NETWORKS 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The present invention generally relates to network switch 

ing. More speci?cally, the present invention provides tech 
niques for effectively and ef?ciently mapping frames for 
transmission between Layer 2 Virtual Local Area Networks 
and external networks. 

2. Description of Related Art 
A Layer 2 Virtual Local Area Network such as a Metro 

Ethernet network provides mechanisms for setting up virtual 
local area networks so that individual local area networks can 

be seamlessly integrated into a wide area network. An indi 
vidual node in a ?rst local area network can communicate 
with a node in a second local area network as though the two 
nodes were in the same local area network. Metro Ethernet 
networks allow effective intercommunication between nodes 
in disparate local area networks. 

However, communication with nodes outside of the Metro 
Ethernet network is limited. For example, to establish com 
munication with an external Internet Protocol (IP) network, 
each local area network would have to set up separate com 
munications with this external network. In another example, 
to establish communication with an external ATM network, 
again each local area network would have to set up links to the 
ATM network. For communication with external ATM net 
works, an RFC 1483 bridge can be used to connect individual 
local area networks with an ATM network. However, a RFC 
1483 bridge has scalability limitations. 

Consequently, it is desirable to provide techniques for 
improving the mechanisms and techniques for communica 
tions between Metro Ethernet networks and external net 
works. 

SUMMARY OF THE INVENTION 

According to the present invention, methods and apparatus 
are provided to allow e?icient switching of frames for trans 
mission between a Layer 2 Virtual Local Area Network such 
as a Metro Ethernet Network and an external network. 
Reserved inner tags are used to identify particular services. In 
one example, inner tags allow mapping of frames associated 
with a particular subnetwork onto a particular virtual circuit 
associated with an ATM network. 

In one embodiment, a method for receiving frames at a 
gateway device is provided. A frame is received at a metro 
ethernet gateway coupled to a metro ethernet network and an 
external network. The frame has an outer tag value identify 
ing a customer site in a metro ethernet network, an inner tag 
value, an ethernet packet header, and an ethernet packet pay 
load. The inner tag value that identi?es a service provisioned 
for the customer site is determined. The outer tag and the 
inner tag are replaced with one or more identi?ers for trans 
mission onto the extemal network. 

In another embodiment, a gateway device includes an 
external network interface, a metro ethernet network inter 
face, and a processor. The external network interface is 
coupled to an external network. The metro ethernet network 
interface is coupled to a metro ethernet network. The interface 
is con?gured to receive a frame from the metro ethernet 
network. The frame has an outer tag value, an inner tag value, 
an ethernet packet header, and an ethernet packet payload. 
The outer tag value identi?es a customer site in the metro 
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2 
ethernet network. The processor is operable to determine that 
the inner tag value identi?es a service provisioned for the 
customer site and to replace the outer tag and the inner tag 
with one or more identi?ers for transmission onto the external 
network. 
A further understanding of the nature and advantages of the 

present invention may be realized by reference to the remain 
ing portions of the speci?cation and the drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The invention may best be understood by reference to the 
following description taken in conjunction with the accom 
panying drawings, which are illustrative of speci?c embodi 
ments of the present invention. 

FIG. 1 is a diagrammatic representation of a Metro Ether 
net network. 

FIG. 2 is a diagrammatic representation of a Metro Ether 
net network frame. 

FIG. 3 is a diagrammatic representation of a Metro Ether 
net network coupled to external networks. 

FIG. 4 is a diagrammatic representation showing a services 
mapping table. 

FIG. 5 is a diagrammatic representation showing frame 
processing. 

FIG. 6 is a ?ow process diagram showing transmit frame 
handling. 

FIG. 7 is a ?ow process diagram showing receive frame 
handling. 

FIG. 8 is a ?ow process diagram showing provisioning of 
services. 

FIG. 9 is a diagrammatic representation showing a router. 

DETAILED DESCRIPTION OF SPECIFIC 
EMBODIMENTS 

Reference will now be made in detail to some speci?c 
embodiments of the invention including the best modes con 
templated by the inventors for carrying out the invention. 
Examples of these speci?c embodiments are illustrated in the 
accompanying drawings. While the invention is described in 
conjunction with these speci?c embodiments, it will be 
understood that it is not intended to limit the invention to the 
described embodiments. On the contrary, it is intended to 
cover alternatives, modi?cations, and equivalents as may be 
included within the spirit and scope of the invention as 
de?ned by the appended claims. 
A wide area network using outer tags and inner tags to 

identify local area networks and subnets are suitable for 
implementing speci?c embodiments of the present invention. 
In the following description, numerous speci?c details are set 
forth in order to provide a thorough understanding of the 
present invention. The present invention may be practiced 
without some or all of these speci?c details. Well-known 
process operations have not been described in detail in order 
not to unnecessarily obscure the present invention. Further 
more, the present application’s reference to a particular sin 
gular entity includes that possibility that the methods and 
apparatus of the present invention can be implemented using 
more than one entity, unless the context clearly dictates oth 
erwise. 

FIG. 1 is a diagrammatic representation of one example of 
a typical Metro Ethernet network 111 that can be used with 
the techniques of the present invention. A Metro Ethernet 
network is also often referred to as a layer 2 virtual private 
network. Metro Ethernet allows the extension of local area 
networks e?iciently into the wide area network space. The 
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customer site 101 may be a local area network having a 
number of connected nodes. The connected nodes in the local 
area network of customer site 101 may communicate with 
each other using Ethernet. However, in order to communicate 
with nodes at customer site 103, a Metro Ethernet network is 
used. 
A Metro Ethernet network 111 provides mechanisms for 

setting up virtual local area networks so that individual nodes 
at an originating customer site can communicate with another 
node at a destination customer site as though the other node 
was part of the originating customer site. That is, the virtual 
local area network can be set up so that a node at a customer 

site 105 can easily communicate with a node at customer site 
1 07 transparently, as though the node at customer site 107 was 
part of the local area network of customer site 105. 
One mechanism for allowing nodes at different customer 

sites to communicate with each other in these virtual local 
area networks is tag stacking, also referred to as 802.1Q or 
QinQ. Tag stacking adds information to conventional Ether 
net packets transmitted in local area networks. For example, 
and outer tag can be used to identify a particular customer site 
associated with an Ethernet packet. An inner tag can be used 
to identify a particular subnetwork associated with a cus 
tomer site. According to various embodiments, the outer tag 
space includes 4000 values and the inner tag space includes 
4000 values potentially allowing a theoretical limit of 16 
million nodes connected in a Metro Ethernet network 111. 
However, in typical instances, far fewer nodes are present in 
Metro Ethernet networks. Since, typically, much fewer than 
1.6 million services would be con?gured, it is inef?cient to 
use a ?at table to map these services. The hierarchical 
approach described below is a more effective implementa 
tion. 

The outer tag space and the inner tag space allow each 
customer site to support a large number of nodes. Although 
each customer site has a unique outer tag number, the nodes in 
each customer site may be identi?ed using inner tag values 
that are shared by other nodes at different customer sites. 

FIG. 2 is a diagrammatic representation of a frame having 
an inner tag as well as an outer tag. A frame having an inner 
tag and an outer tag along with Ethernet data is referred to 
herein as a QinQ frame. The QinQ frame includes an Ethernet 
header 203 as well as an Ethernet payload 205. Other ?elds, 
?ags, or optional identi?ers may be included as well. The 
outer tag 211 identi?es a particular customer site connected to 
a Metro Ethernet network. The customer site may include 
many nodes interconnected using a local area network. The 
inner tag 213 identi?es a particular subnet associated with the 
customer site. It should be noted that the diagrammatic rep 
resentation of the frame is provided for contextual purposes. 
Other elements may be included or the arrangement of ele 
ments in the frame may vary. Hence is it incorrect to show the 
tags as the outermost elements. In one example, the ethernet 
header has a DMAC, SMAC, and an ethertype and is not 
contiguous with inner and outer tags. 
By using outer tag and inner tags, Metro Ethernet networks 

allow the creation of virtual local area networks that allow 
relatively transparent communications between nodes at dif 
ferent customer sites. Although Metro Ethernet networks pro 
vide effective connectivity between local area networks at 
customer sites such as customer site 101, 103, 105, 107, 109, 
and 111, interconnectivity with nodes outside the Metro Eth 
ernet network are limited. 

FIG. 3 is a diagrammatic representation showing a Metro 
Ethernet network connected to external networks. Any net 
work connected to a Metro Ethernet network by way of a 
bridge using some form of address mapping is referred to 
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4 
herein as an external network. For example, the Metro Eth 
ernet network may be connected to external networks such as 
ATM networks, other frame relay networks, or IP networks 
such as the Internet 323. For a node at customer site 307 to 
connect with a branch of?ce 345 at an ATM network 321, a 
separate interface is provided at the customer site 307 to 
connect to a bridge. Consequently, the customer site 307 
includes an interface to the Metro Ethernet network 311 as 
well as an interface to an ATM network 321 through a bridge. 

While a local area network at customer site 307 may be a 
broadcast type network such as Ethernet, an ATM network is 
a circuit based network. Consequently, messages are typi 
cally mapped at a bridge 331 to particularATM circuits based 
on MAC addresses associated with various Ethernet packets. 
However, conventional mapping of Mac addresses to virtual 
circuits only allows very limited number of virtual circuits for 
the customer site. Furthermore, although nodes at a customer 
site 307 may be able to transmit to branch of?ces 341, 343, 
and 345, nodes at a customer site 309 may not be able to. In 
order for nodes at a customer site 309 to be able to transmit 
onto the ATM network 321, a connection is added between 
bridge 331 and customer site 309. Although customer sites 
307 and 309 are both connected to ATM network 321, nodes 
at other customer sites are still unable to transmit to the ATM 
network. 

Although customer site 305 and customer site 309 are 
connected to the Internet 323 through bridge 333, other cus 
tomer sites are unable to transmit data over the Metro Ether 
net network 311 and eventually onto the Internet 323. Each 
customer site is thus forced to have its own bridges to external 
networks. Multiple links and multiple interfaces are needed to 
provide connections to external networks. For example, each 
customer site may have to have a link to an external ATM 
network, a link to the Internet, and a link to another frame 
relay network. 

FIG. 4 is a diagrammatic representation showing one 
mechanism for mapping outer tag and inner tag information 
to provisioned services. As noted above, the typical outer tag 
space of 4000 values and the typical inner tag space of 4000 
values leads to 1.6 million possible entries if a table were used 
to directly mapped tag pairs to services. Consequently, a table 
is typically not used based on current technological con 
straints. However, tables could possibly be used if technology 
evolves to allow the administration of l .6 million entry tables. 

According to various embodiments, outer tags 411 are 
maintained in a ?rst table. Some outer tags may be associated 
with particular customer sites. Other outer tags may not be 
associated with any entity. Some customer sites, may have 
mapping services provisioned while other customer sites may 
not have mapping services provisioned. In one example, outer 
tags with mapping services provisioned point to particular 
inner tag tables. Each inner tag table may be associated with 
a particular outer tag. Some inner tag values may be associ 
ated with particular services, others may be associated with 
particular subnetworks, while still other inner tags are 
unused. In one example, the inner tag table holds values 
identifying particular subnetworks and values mapping par 
ticular services. For example, inner tag 2500 is a non-reserved 
inner tag used to identify subnetworks associated with a cus 
tomer site. Other inner tag values 2501 through 2803 may be 
reserved inner tag values. 
Any inner tag value used to provide services to a particular 

customer site is referred to herein as a reserved inner tag. For 
example, reserved inner tag 2501 to reserved inner tag 2800 
are mapped to ATM virtual circuits 1 through 300. An inner 
tag value 2801 is mapped to an Internet service. An inner tag 
value 2802 is mapped to a frame relay service. An inner tag 
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2803 is mapped to a distant Metro Ethernet service. When a 
service mapping bridge receives an outer tag and an inner tag 
frame, it can reference the outer tag to locate an inner tag 
table. The inner tag table can then be referenced by the bridge 
to determine what services the outer and inner tag frame 
should be mapped to. 

FIG. 5 is a diagrammatic representation showing a Metro 
Ethernet frame having an outer tag and an inner tag being 
converted for transmission onto an external network. Accord 
ing to various embodiments, a bridge connecting the Metro 
Ethernet network to an external network examines the outer 
tag associated with a received Metro Ethernet frame. The 
outer tag 501 indicates whether mapping services are provi 
sioned. If mapping services are provisioned, the bridge exam 
ines the inner tag 503 to determine if the inner tag is associ 
ated with any particular provisioned service. In one example, 
the inner tags 503 indicates that the frame should be mapped 
to a particular ATM virtual circuit. The bridge takes the Eth 
ernet header 505 and the Ethernet data 507 and repackages it 
as an ATM cell. 

The ATM cell includes ATM header 511 associated with a 
virtual circuit 513 and ATM data 515. In another example, the 
inner tag 503 identi?es an IP network service. The bridge 
removes the outer tag and the inner tag and repackages the 
data 507 and Ethernet header 505 into an IP tunneling frame. 
The IP tunneling frame has a tunnel header 521, an IP header 
523, and data 525. In yet another example, the inner tag 503 
speci?es transmission onto a label switching network such as 
an MPLS network. The bridge repackages the Ethernet 
header 505 and the data 507 into an MPLS frame. The MPLS 
frame includes an MPLS header 53 1, a frame header 533, and 
data portion 535. It should be noted that the various frames 
and packets shown may include a variety of other ?elds and 
?ags not mentioned. 

Using a bridge to map reserved inner tag values to provi 
sion services provides a variety of bene?ts. For example, 
when a service provider wants to offer use of new Metro 
Ethernet network, the service provider typically has to sup 
port seamless integration with existing ATM and frame relay 
installed nodes. The typical solution is that a customer site 
such as a headquarters site is upgraded the use the new Metro 
Ethernet network while branch of?ces remain on a legacy 
ATM network. The customer site is provided with interfaces 
to both the Metro Ethernet network and an external network 
such as the ATM network connecting various branch of?ces. 

However, a variety of limitations persist, as more line card 
interfaces are typically needed as an increasing number of 
branch of?ces are connected. The MAC address space used to 
map Ethernet frames for transmission onto particular virtual 
circuits is also typically a limiting factor. Using the tech 
niques of the present invention, instead of having every indi 
vidual customer site have interfaces to both the Ethernet 
network and to external networks, only a small number of 
nodes on the Metro Ethernet network need to have links to 
external networks. Other customer sites can send data to 
external networks through the small number of nodes with 
external network interfaces. This signi?cantly reduces net 
work complexity and administrative costs. 

FIG. 6 is a ?ow process diagram showing receive frame 
handling at a bridge connecting a Metro Ethernet network to 
an external network. At 601 the bridge receives a natural 
Ethernet frame. Natural Ethernet frame typically includes an 
outer tag, in inner tag, and Ethernet header, and Ethernet 
payload. At 603, the outer tag is analyzed. It is determined if 
service mapping is provisioned for the particular customer 
site identi?ed by the outer type. If mapping services is not 
provisioned, the frames are handled using default processing. 
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6 
If service mapping is provisioned, the inner tag is analyzed at 
609. In typical Metro Ethernet applications, the inner tag 
identi?es a subnetworks associated with the customer site. 

However, according to various embodiments, portions of 
the inner tag space are reserved for service mapping. At 611, 
the bridge determines what if any services are selected based 
on the value of the inner tag. In some examples, no services 
are selected and the inner tag may not be a reserved value but 
instead may simply identify a particular subnetwork. If the 
inner tag does not identify a reserved value, a bridge or 
gateway determines if the reserved value corresponds to an 
ATM circuit at 613. If the inner tag corresponds to a particular 
ATM virtual circuit, the outer tag and the inner tag of the 
receive frame are replaced using an ATM header and a corre 
sponding virtual circuit identi?er at 615. According to various 
embodiments, the bridge stores mappings associating ATM 
virtual circuits and reserved tags. At 617, the ATM frame is 
forwarded to an ATM branch of?ce. 

If the services associated with the reserved inner tag value 
are frame relay services, the outer and inner tag are replaced 
with a frame header at 633. According to various embodi 
ments, the frame header information is maintained by the 
bridge. At 635, data is forwarded to the frame relay destina 
tion. If the reserved inner tag value is associated with an 
Internet service, the outer tag and inner tag are replaced with 
a tunnel header. The data is encapsulated by the tunneling 
header and forwarded to an Internet destination. 

FIG. 7 is a ?ow process diagram showing frame processing 
for data received from an external network. At 701, the frame 
is received from an external network such as an ATM net 

work, an MPLS network, a frame relay network, or an IP 
network. At 703, destination information associated with the 
received frame is identi?ed to determine the appropriate outer 
tag needed for transmission onto the Metro Ethernet network. 
For example, destination information in the header of anATM 
cell may be analyzed to determine that the frame should be 
transmitted to a particular customer site. The outer tag iden 
tifying the customer site is then determined. At 705, a virtual 
circuit may be checked in order to determine an inner tag. 
According to various embodiments, various circuit switched 
networks include a virtual circuit identi?er corresponding to 
particular reserved inner tag values. 
The bridge determines what particular inner tag value 

should be used for transmission onto the Metro Ethernet 
network. In other examples, the received frame or received 
packet may not include a virtual circuit identi?er and instead 
the bridge merely indicates the type of network or service 
associated with the received frame. For example, if the frame 
is received from an MPLS network, the inner tag associated 
with the MPLS service is identi?ed. The bridge can also 
con?rm that services are provisioned for the particular cus 
tomer site at 705. ATM header, tunnel header, or other header 
identi?ers are then removed at 709 and the information 
removed is used to add new Ethernet headers, outer tags, and 
inner tags at 711. 

FIG. 8 is a ?ow process diagram showing provisioning of 
services. At 801, the customer site requests services, such as 
frame relay services, and TLS services, etc. 803, the bridge 
between the Metro Ethernet network and an external network 
sets the outer tag value associated with the customer site as a 
value having services provisioned. At 807, the bridge deter 
mines the type of services requested. If the services of circuit 
based service such as ATM and at 821, inner tags are reserved 
based on the number of circuits needed. If the service requests 
it is a non-circuit based service such as Internet or TLS at 809, 
a particular inner tag ID is reserved at 811. The reserved inner 
tag information is set to the customer site at 813 and 815 the 
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customer can then proceed to the reserved inner tags so that 
the inner tag can be used to identify services, instead of 
identifying particular subnetworks. 

The techniques of the present invention for mapping 
reserved inner tags to particular provisioned services can be 
implemented on a variety of different systems. In one 
embodiment, the techniques of the present invention can be 
implemented on a Cisco 7600 series Internet router support 
ing high-speed WAN aggregation. The Internet router 
includes processors in memory for performing various map 
ping functions. The Internet router can also have various 
optical, wireless, and cable interfaces to a variety of different 
networks. 

Generally, the techniques of the present invention may be 
implemented on software and/ or hardware. For example, they 
can be implemented in an operating system kernel, in a sepa 
rate user process, in a library package bound into network 
applications, on a specially constructed machine, or on a 
network interface card. In a speci?c embodiment of this 
invention, the technique of the present invention is imple 
mented in software such as an operating system or in an 
application running on an operating system. 
A software or software/hardware hybrid implementation 

of the techniques of the present invention may be imple 
mented on a general-purpose programmable machine selec 
tively activated or recon?gured by a computer program stored 
in memory. Such programmable machine may be a network 
device designed to handle network traf?c, such as, for 
example, a router or a switch. Such network devices may have 
multiple network interfaces including frame relay and ISDN 
interfaces, for example. Speci?c examples of such network 
devices include routers and switches. For example, the map 
ping mechanism of the present invention may be specially 
con?gured routers or servers such as specially con?gured 
router models 1600, 2500, 2600, 3600, 4500, 4700, 7200, 
7500, 7600 and 12000 available from Cisco Systems, Inc. of 
San Jose, Calif. A general architecture for some of these 
machines will appear from the description given below. In an 
alternative embodiment, techniques may be implemented on 
a general-purpose network host machine such as a personal 
computer or workstation. Further, the invention may be at 
least partially implemented on a card (e.g., an interface card) 
for a network device or a general-purpose computing device. 

Referring now to FIG. 9, a network device 960 suitable for 
implementing the techniques of the present invention 
includes a master central processing unit (CPU) 962, inter 
faces 968, and a bus 967 (e.g., a PCI bus) or an interconnect. 
When acting under the control of appropriate software or 
?rmware, the CPU 962 may be responsible for implementing 
speci?c functions associated with the functions of a desired 
network device. For example, when con?gured as a gateway 
device, the CPU 962 may be responsible for removing tags, 
determining services associated with tags, and replacing tags 
with other forms of header information. The CPU 962 pref 
erably accomplishes all these functions under the control of 
software including an operating system, and any appropriate 
applications software. 
CPU 962 may include one or more processors 963 such as 

a processor from the Motorola family of microprocessors or 
the MIPS family of microprocessors. In an alternative 
embodiment, processor 963 is specially designed hardware 
for controlling the operations of network device 960. In a 
speci?c embodiment, a memory 961 (such as non-volatile 
RAM and/or ROM) also forms part of CPU 962. However, 
there are many different ways in which memory could be 
coupled to the system. Memory block 961 may be used for a 
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8 
variety of purposes such as, for example, caching and/or 
storing data, programming instructions, etc. 
The interfaces 968 are typically provided as interface cards 

(sometimes referred to as “line cards”). Generally, they con 
trol the sending and receiving of data packets over the net 
work and sometimes support other peripherals used with the 
network device 960. Among the interfaces that may be pro 
vided are Ethernet interfaces, frame relay interfaces, cable 
interfaces, DSL interfaces, token ring interfaces, and the like. 
In addition, various very high-speed interfaces may be pro 
vided such as fast Ethernet interfaces, Gigabit Ethernet inter 
faces, ATM interfaces, HSSI interfaces, POS interfaces, 
FDDI interfaces and the like. Generally, these interfaces may 
include ports appropriate for communication with the appro 
priate media. In some cases, they may also include an inde 
pendent processor and, in some instances, volatile RAM. The 
independent processors may control such communications 
intensive tasks as packet switching, media control and man 
agement. By providing separate processors for the commu 
nications intensive tasks, these interfaces allow the master 
microprocessor 962 to ef?ciently perform routing computa 
tions, network diagnostics, security functions, etc. 

Although the system shown in FIG. 9 illustrates one spe 
ci?c network device of the present invention, it is by no means 
the only network device architecture on which the present 
invention can be implemented. For example, an architecture 
having a single processor that handles communications as 
well as routing computations, etc. is often used. Further, other 
types of interfaces and media could also be used with the 
network device. 

Regardless of network device’s con?guration, it may 
employ one or more memories or memory modules (such as, 
for example, memory block 965) con?gured to store data, 
program instructions for the general-purpose network opera 
tions and/or other information relating to the functionality of 
the techniques described herein. The program instructions 
may control the operation of an operating system and/or one 
or more applications, for example. The memory or memories 
may also be con?gured to store data structures, mapping 
tables, and/or other speci?c non-program information 
described herein. 

Because such information and program instructions may 
be employed to implement the systems/methods described 
herein, the present invention relates to machine readable 
media that include program instructions, state information, 
etc. for performing various operations described herein. 
Examples of machine-readable media include, but are not 
limited to, magnetic media such as hard disks, ?oppy disks, 
and magnetic tape; optical media such as CD-ROM disks; 
magneto-optical media such as optical disks; and hardware 
devices that are specially con?gured to store and perform 
program instructions, such as read-only memory devices 
(ROM) and random access memory (RAM). Examples of 
program instructions include both machine code, such as 
produced by a compiler, and ?les containing higher level code 
that may be executed by the computer using an interpreter. 

While the invention has been particularly shown and 
described with reference to speci?c embodiments thereof, it 
will be understood by those skilled in the art that changes in 
the form and details of the disclosed embodiments may be 
made without departing from the spirit or scope of the inven 
tion. For example, embodiments of the present invention may 
be employed with multiple processor clusters connected 
through a point-to-point, switch, or bus architecture. In 
another example, multiple clusters of processors may share a 
single interconnection controller, or multiple interconnection 
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controllers can be used in a single cluster. Therefore, the 
scope of the invention should be determined with reference to 
the appended claims. 
What is claimed is: 
1. A method for receiving frames at a gateway device, 

comprising: 
receiving a frame at a metro ethemet gateway coupled to a 

metro ethemet network and an external network, the 
frame having an outer tag value identifying a customer 
site in a metro ethemet network, an inner tag value in an 
inner tag ?eld, an ethernet packet header, and an ethernet 
packet payload, wherein a ?rst value for the inner tag 
?eld is mapped to a frame relay service, a second value 
for the inner tag ?eld is mapped to an Ethernet service, 
and a plurality of values for the inner tag ?eld are 
mapped to Asynchronous Transfer Mode (ATM) virtual 
circuits determining that the inner tag value identi?es a 
service provisioned for the customer site; and 

replacing the outer tag and the inner tag with one or more 
identi?ers for transmission onto the external network; 

wherein determining that the inner tag identi?es a service 
provisioned for the customer comprises determining if 
the inner tag has a reserved value. 

2. The method of claim 1, wherein the external network is 
an ATM network. 

3. The method of claim 2, wherein the inner tag value 
identi?es a service provisioned for the customer and a virtual 
circuit associated with an ATM network. 

4. The method of claim 3, wherein the one or more identi 
?ers are used to specify the virtual circuit. 

5. The method of claim 1, wherein the external network is 
an IP network. 

6. The method of claim 5, wherein the inner tag value 
identi?es a provisioned IP network service. 

7. The method of claim 6, wherein the outer tag and the 
inner tag are replaced with one or more identi?ers for tunnel 
ing to an IP network. 

8. The method of claim 1, wherein the metro ethernet 
network is a multiport layer 2 virtual private network. 

9. The method of claim 1, wherein the inner tag and outer 
tag are QinQ tags. 

10. A gateway device, comprising: 
an external network interface coupled to an external net 

work; a metro ethemet network interface coupled to a 
metro ethernet network, the interface con?gured to 
receive a frame at a metro ethernet gateway coupled to a 
metro ethemet network and an external network, the 
frame having an outer tag value identifying a customer 
site in a metro ethemet network, an inner tag value in an 
inner tag ?eld, an ethernet packet header, and an ethernet 
packet payload, wherein a ?rst value for the inner tag 
?eld is mapped to a frame relay service, a second value 
for the inner tag ?eld is mapped to an Ethernet service, 
and a plurality of values for the inner tag ?eld are 
mapped to Asynchronous Transfer Mode (ATM) virtual 
circuits and 

a processor operable to determine that the inner tag value 
identi?es a service provisioned for the customer site and 
to replace the outer tag and the inner tag with one or 
more identi?ers for transmission onto the external net 

work; 
wherein determining that the inner tag identi?es a service 

provisioned for the customer comprises determining if 
the inner tag has a reserved value. 
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11. The gateway device of claim 10, wherein the external 

network is an ATM network. 
12. The gateway device of claim 11, wherein the inner tag 

value identi?es a service provisioned for the customer and a 
virtual circuit associated with an ATM network. 

13. The gateway device of claim 12, wherein the one or 
more identi?ers are used to specify the virtual circuit. 

14. The gateway device of claim 10, wherein the external 
network is an IP network. 

15. The gateway device of claim 14, wherein the inner tag 
value identi?es a provisioned IP network service. 

16. The gateway device of claim 15, wherein the outer tag 
and the inner tag are replaced with one or more identi?ers for 
tunneling to an IP network. 

17. The gateway device of claim 10, wherein the metro 
ethernet network is a multiport layer 2 virtual private net 
work. 

18. The gateway device of claim 10, wherein the inner tag 
and outer tag are QinQ tags. 

19. A network node, comprising: means for receiving a 
frame at a metro ethernet gateway coupled to a metro ethemet 
network and an external network, the frame having an outer 
tag value identifying a customer site in a metro ethernet 
network, an inner tag value in an inner tag ?eld, an ethemet 
packet header, and an ethemet packet payload, wherein a ?rst 
value for the inner tag ?eld is mapped to a frame relay service, 
a second value for the inner tag ?eld is mapped to an Ethernet 
service, and a plurality of values for the inner tag ?eld are 
mapped to Asynchronous Transfer Mode (ATM) virtual cir 
cuits 
means for determining that the inner tag value identi?es a 

service provisioned for the customer site; and 
means for replacing the outer tag and the inner tag with one 

or more identi?ers for transmission onto the external 

network; 
wherein determining that the inner tag identi?es a service 

provisioned for the customer comprises determining if 
the inner tag has a reserved value. 

20. A computer readable medium comprising computer 
instruction code for receiving frames at a gateway device, the 
computer instruction code executed by the computer, the 
computer readable medium comprising: 

computer code for receiving a frame at a metro ethemet 
gateway coupled to a metro ethemet network and an 
external network, the frame having an outer tag value 
identifying a customer site in a metro ethemet network, 
an inner tag value in an inner tag ?eld, an ethernet packet 
header, and an ethernet packet payload, wherein a ?rst 
value for the inner tag ?eld is mapped to a frame relay 
service, a second value for the inner tag ?eld is mapped 
to an Ethernet service, and a plurality of values for the 
inner tag ?eld are mapped to Asynchronous Transfer 
Mode (ATM) virtual circuits 

computer instruction code for determining that the inner 
tag value identi?es a service provisioned for the cus 
tomer site; and 

computer instruction code for replacing the outer tag and 
the inner tag with one or more identi?ers for transmis 
sion onto the external network; 

wherein determining that the inner tag identi?es a service 
provisioned for the customer comprises determining if 
the inner tag has a reserved value. 

* * * * * 



UNITED STATES PATENT AND TRADEMARK OFFICE 

CERTIFICATE OF CORRECTION 

PATENT NO. : 7,633,937 B2 Page 1 of1 
APPLICATION NO. : 10/664591 
DATED : December 15, 2009 
INVENTOR(S) : Wu et a1. 

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below: 

On the Title Page: 

The ?rst or sole Notice should read - 

Subject to any disclaimer, the term of this patent is extended or adjusted under 35 U.S.C. 15 4(b) 
by 1490 days. 

Signed and Sealed this 

Twenty-?rst Day of December, 2010 

David J. Kappos 
Director of the United States Patent and Trademark Oj?ce 


