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(57) ABSTRACT 

A method for predictively responding to network manage 
ment data requests includes populating a memory with 
prefetched response data based on whether one or more 
requests matches a predetermined pattern and sending a 
response including the prefetched response data if a request 
matches the pattern and if the memory includes response data 
corresponding to the request. The pattern includes one or 
more expected requests and the periodicity of the one or more 
expected requests. The response data includes information 
prefetched from at least one subsystem on a managed network 
device. According to one aspect, the managed network device 
is con?gured with a Simple Network Management Protocol 
(SNMP) agent that responds to requests from a SNMP man 
ager. 

20 Claims, 12 Drawing Sheets 
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PREDICTIVELY RESPONDING TO SNMP 
COMMANDS 

FIELD OF THE INVENTION 

The present invention relates to the ?eld of computer sci 
ence. More particularly, the present invention relates to a 
method and apparatus for predictively responding to Simple 
NetWork Management Protocol (SNMP) commands. 

BACKGROUND OF THE INVENTION 

A successful communication netWork depends in large part 
on planning. Part of planning includes designing the various 
devices in the netWork for ease of management. Managed 
devices may include routers, sWitches, access servers, and the 
like. To this end, a communication protocol knoWn as Simple 
NetWork Management Protocol (SNMP) Was developed and 
is commonly utiliZed. SNMP operations include “Get” and 
“Get-next” requests for reading information and “Set” 
requests for con?guring information. Typically, most SNMP 
requests are requests to “Get” data. Exemplary SNMP opera 
tions are described in Table 1, listed beloW. 

TABLE 1 

Operation Description 

Get-request 
Get-next-request 

Retrieve a value from a speci?c MIB variable. 
Retrieve a value of the object instance that is next in 
the lexicographical order of a speci?c MIB variable 
speci?ed. With this operation, a SNMP manager does 
not need to know the exact variable name. A 
sequential search is performed to ?nd the needed 
variable Within a table. 
The reply to a get-request, get-next-request, and 
set-request sent by a NMS. 
Store a value in a speci?c variable. 
An unsolicited message sent by a SNMP agent to a 
SNMP manager indicating that some event has 
occurred. 

Get-response 

S et-request 
Trap 

FIG. 1 is a block diagram that illustrates a typical netWork 
employing SNMP to manage netWork devices. In general, the 
management of the netWork is controlled by a Network Man 
agement System (NMS) 100. A NMS 100 executes manage 
ment applications 120 that monitor and control managed 
devices 105 at regular intervals via a SNMP Manager 125. 
The SNMP Manager 125 forms Protocol Data Units (PDUs) 
and sends them to the managed devices. Each managed 
device 105 includes a SNMP agent 110 that processes the 
PDU, authenticates it and retrieves information requested by 
the NMS 100. Each managed device 105 maintains this 
requested in formation in a Management Information Base 
(MIB) 115. Some MIB 115 variables may depend on other 
variables. The values for the variables are typically stored in 
a table. There may be many tables in a particular MIB 115 and 
there may be more than one MIB 115 for each managed 
device. The siZe of a MIB table may vary from a feW values to 
hundreds or even thousands of values depending on the man 
aged device 105. 

FIGS. 2A-2C illustrate typical timing of SNMP requests 
and responses. FIG. 2A is a timing diagram that illustrates 
typical timing of SNMP requests issued by a NMS. Reference 
numeral 214 indicates the time during Which SNMP requests 
are generated, also knoWn as the “burst”. As shoWn in FIG. 
2A, SNMP requests 200-208 are typically periodic. The same 
set of requests is typically repeated after interval T (210). 
Moreover, the sequence and content of SNMP requests to a 
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2 
particular SNMP agent are typically invariant over multiple 
bursts. Thus, a SNMP agent typically responds to the same set 
of SNMP requests each period. 

FIG. 2B is a timing diagram that illustrates typical SNMP 
agent CPU loading due to SNMP requests. The agent SNMP 
CPU loading is typically irregular, With a spike 220 in CPU 
loading occurring at the beginning of each burst 222. This 
spike 220 in CPU loading is typically due to the initialization 
of data structures at the beginning of each burst. 

FIG. 2C is a timing diagram that illustrates typical SNMP 
requests and corresponding responses. Requests 230-236 
correspond With responses 238-244, respectively. Note there 
is a relatively small time betWeen each successive request and 
a relatively long period betWeen each corresponding 
response. This added delay is typically caused by the time 
required for the SNMP agent to process the preceding 
request. Thus, response 240 is delayed by the processing time 
for request 230. The effect of processing delays is also cumu 
lative. Hence, response 242 is delayed by the processing time 
for requests 230 and 232 and response 244 is delayed by the 
processing time for requests 230, 232 and 234. This behavior 
means that the number of requests a NMS can send per burst 

is limited by the siZe of period T 246. 

SNMP agent processing often requires collecting the 
requested information from one or more subsystems. For 

example, a router may support multiple interfaces and the 
SNMP agent must collect information from each of the inter 
faces. Interfacing With another subsystem typically involves 
communicating With an application or process running on the 
same CPU or on a different CPU. This inter-process commu 

nication (IPC) typically results in communication delays that 
increase the amount of time required to collect information. 
The inter-process communication also uses precious CPU 
cycles that could otherWise be utiliZed for the core function 
ality of the netWork device. For example, inter-process com 
munication delays for a netWork router SNMP agent use CPU 
cycles that could otherWise be utiliZed for core routing func 
tions. 

Moreover, each request is handled serially, Without regard 
to preceding or succeeding requests. If data request from one 
sub system is interspersed With data requests for another sub 
system, then this process is ine?icient. For example, a burst 
that includes a request for variable X from subsystem 1 (X1), 
folloWed by a request for Y2 folloWed by a request for Zl 
generates tWo requests from subsystem 1 and one from sub 
system 2. 

There is an increasing trend toWards putting more sub 
systems in netWork devices, resulting in more SNMP requests 
and more inter-process communication. But as discussed 
above, the number of requests a NMS can send per burst is 
limited by the siZe of period T 246. In addition, management 
applications typically require current information regarding 
managed devices. Thus, it is desirable to increase the amount 
of data collected Without decreasing the frequency of data 
collection (increasing the period T 246). 
What is needed is a solution that enables responding to 

netWork management requests relatively e?iciently thereby 
increasing the amount of data that may be requested per unit 
time. A further need exists for such a solution that enables 
relatively even processing loads When responding to a group 
of requests. A further need exists for such a solution that can 
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be implemented Without network manager modi?cation. Yet 
another need exists for such a solution that uses open and 
Well-understood standards. 

BRIEF DESCRIPTION OF THE INVENTION 

A method for predictively responding to netWork manage 
ment data requests includes populating a memory With 
prefetched response data based on Whether one or more 
requests matches a predetermined pattern and sending a 
response including the prefetched response data if a request 
matches the pattern and if the memory includes response data 
corresponding to the request. The pattern includes one or 
more expected requests and the periodicity of the one or more 
expected requests. The response data includes information 
prefetched from at least one sub system on a managed netWork 
device. According to one aspect, the managed netWork device 
is con?gured With a Simple NetWork Management Protocol 
(SNMP) agent that responds to requests from a SNMP man 
ager. 
An apparatus for predictively responding to netWork man 

agement data requests includes a request classi?er to classify 
a request based on Whether one or more received requests 

matches a predetermined pattern. The pattern includes one or 
more expected request and the periodicity of the one or more 
expected request. The apparatus also includes a lookahead 
processor coupled to the request classi?er. The lookahead 
processor is con?gured to populate a memory With prefetched 
response data in response to a signal from the request classi 
?er. The response data includes information prefetched from 
at least one subsystem on a managed netWork device. The 
apparatus also includes a an interfacer coupled to the looka 
head processor. The interfacer interfaces With the one or more 
subsystem on the managed netWork device to provide the 
response data. The interfacer is also coupled to a sender that 
sends a response including the prefetched response data if a 
received request matches the pattern and if the memory 
includes response data corresponding to the received request. 
According to one aspect, the managed netWork device is 
con?gured With a Simple NetWork Management Protocol 
(SNMP) agent that responds to requests from a SNMP man 
ager. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The accompanying draWings, Which are incorporated into 
and constitute a part of this speci?cation, illustrate one or 
more embodiments of the present invention and, together 
With the detailed description, serve to explain the principles 
and implementations of the invention. 

In the draWings: 
FIG. 1 is a block diagram that illustrates a typical netWork 

employing the Simple NetWork Management Protocol 
(SNMP) to manage netWork devices. 

FIG. 2A is a timing diagram that illustrates typical timing 
of SNMP requests issued by a netWork manager. 

FIG. 2B is a timing diagram that illustrates typical SNMP 
agent CPU loading due to SNMP requests. 

FIG. 2C is a timing diagram that illustrates typical SNMP 
requests and corresponding responses. 

FIG. 3A is a block diagram that illustrates a SNMP mes 
sage format. 

FIG. 3B is a block diagram that illustrates an apparatus for 
predictively responding to SNMP commands in accordance 
With one embodiment of the present invention. 
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4 
FIG. 4A is a timing diagram that illustrates the timing of 

SNMP requests issued by a netWork manager in accordance 
With one embodiment of the present invention. 

FIG. 4B is a timing diagram that illustrates SNMP agent 
CPU loading due to SNMP requests in accordance With one 
embodiment of the present invention. 

FIG. 4C is a timing diagram that illustrates SNMP requests 
and corresponding responses in accordance With one embodi 
ment of the present invention. 

FIG. 5 is a high-level ?oW diagram that illustrates a method 
for predictively responding to SNMP commands in accor 
dance With one embodiment of the present invention. 

FIG. 6 is a loW-level ?oW diagram that illustrates a method 
for predictively responding to SNMP commands in accor 
dance With one embodiment of the present invention. 

FIG. 7 is a How diagram that illustrates a method for clas 
sifying a SNMP request in accordance With one embodiment 
of the present invention. 

FIG. 8 is a How diagram that illustrates a method for popu 
lating a cache With response packets including prefetched 
response data in accordance With one embodiment of the 
present invention. 

FIG. 9 is a How diagram that illustrates a method for 
prefetching response data in accordance With one embodi 
ment of the present invention. 

FIG. 10 is a How diagram that illustrates a method for 
validating cache entries in accordance With one embodiment 
of the present invention. 

FIG. 11A is a block diagram that illustrates a pattern ?le in 
accordance With one embodiment of the present invention. 

FIG. 11B is a block diagram that illustrates a command 
language interface in accordance With one embodiment of the 
present invention. 

FIG. 11C is a block diagram that illustrates using the com 
mand language interface of FIG. 11B to con?gure the pattern 
?le of FIG. 11A in accordance With one embodiment of the 
present invention. 

DETAILED DESCRIPTION OF A PREFERRED 
EMBODIMENT 

Embodiments of the present invention are described herein 
in the context of a method and apparatus for predictively 
responding to Simple NetWork Management Protocol 
(SNMP) commands. Those of ordinary skill in the art Will 
realiZe that the folloWing detailed description of the present 
invention is illustrative only and is not intended to be in any 
Way limiting. Other embodiments of the present invention 
Will readily suggest themselves to such skilledpersons having 
the bene?t of this disclosure. Reference Will noW be made in 
detail to implementations of the present invention as illus 
trated in the accompanying draWings. The same reference 
indicators Will be used throughout the draWings and the fol 
loWing detailed description to refer to the same or like parts. 

In the interest of clarity, not all of the routine features of the 
implementations described herein are shoWn and described. It 
Will, of course, be appreciated that in the development of any 
such actual implementation, numerous implementation-spe 
ci?c decisions must be made in order to achieve the develop 
er’s speci?c goals, such as compliance With application- and 
business-related constraints, and that these speci?c goals Will 
vary from one implementation to another and from one devel 
oper to another. Moreover, it Will be appreciated that such a 
development effort might be complex and time-consuming, 
but Would nevertheless be a routine undertaking of engineer 
ing for those of ordinary skill in the art having the bene?t of 
this disclosure. 
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According to embodiments of the present invention, a net 
work agent populates a memory with prefetched response 
data based on whether one or more data requests match a 

predetermined pattern. A response that comprises the 
prefetched response data is sent if the memory includes the 
response data corresponding to the request. 

In the context of the present invention, the term “network” 
includes local area networks, wide area networks, the Inter 
net, cable television systems, telephone systems, wireless 
telecommunications systems, ?ber optic networks, ATM net 
works, frame relay networks, satellite communications sys 
tems, and the like. Such networks are well known in the art 
and consequently are not further described here. 

In accordance with one embodiment of the present inven 
tion, the components, processes and/or data structures may be 
implemented using C or C++ programs running on high per 
formance computers (such as an Enterprise ZOOOTM server 
running Sun SolarisTM as its operating system. The Enterprise 
ZOOOTM server and Sun SolarisTM operating system are prod 
ucts available from Sun Microsystems, Inc. of Mountain 
View, Calif.). Different implementations may be used and 
may include other types of operating systems, computing 
platforms, computer programs, ?rmware, computer lan 
guages and/or general-purpose machines. In addition, those 
of ordinary skill in the art will recogniZe that devices of a less 
general purpose nature, such as hardwired devices, ?eld pro 
grammable gate arrays (FPGAs), application speci?c inte 
grated circuits (ASICs), or the like, may also be used without 
departing from the scope and spirit of the inventive concepts 
disclosed herein. 
As is known to those skilled in the art, network devices may 

be con?gured and managed using either out-of-band or in 
band techniques. Out-of-band con?guration and manage 
ment are typically performed by connecting to the console 
port on the network device and using the management con 
sole locally from a terminal or remotely through a modem. 
Alternatively, network devices may be con?gured and man 
aged “in-band,” either by connecting via Telnet to the network 
device and using a management console, or by communicat 
ing with the network device’ s in-band management interface 
using the industry standard Simple Network Management 
Protocol (“SNMP”). This can be accomplished by using a 
SNMP-compatible network management application and the 
network device’s Management Interface Base (“MIB”) ?les. 
Normally, however, in order to perform in-band administra 
tive tasks of a network device, such as con?guration and 
management, the network device must ?rst be assigned an IP 
address. Additionally, in order to use in-band con?guration 
and management capabilities, the SNMP management plat 
form of the network device must be con?gured to understand 
and be able to access the objects contained in the network 
device’s MIB. Embodiments of the present invention use 
in-band network management techniques. 

Embodiments of the present invention can use the Internet 
Protocol or a proprietary Cluster Management Protocol 
(“CMP”) as the underlying mechanism to transport the 
SNMP con?guration and management data. Without limita 
tion, the protocols implemented in embodiments of the 
present invention include the Internet Protocol (“IP”), the 
Internet Control Message Protocol (“ICMP”), the User Data 
gram Protocol (“UDP”), the Trivial File Transfer Protocol 
(“TFTP”), the Bootstrap Protocol (“BOOTP”), and the 
Address Resolution Protocol (“ARP”). 

The MIB variables of network devices according to 
embodiments of the present invention are accessible through 
SNMP. As has been mentioned earlier, SNMP is an applica 
tion-layer protocol designed to facilitate the exchange of 
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6 
management information between network devices. SNMP is 
used to monitor IP gateways and their networks, and de?nes 
a set of variables that the gateway must keep and speci?es that 
all operations on the gateway are a side effect of fetching or 
storing to data variables. SNMP consists of three parts: a 
Structure of Management Information (“SMI”), a Manage 
ment Information Base (“MIB”) and the protocol itself. The 
SMI and MIB de?ne and store the set of managed entities, 
while SNMP itself conveys information to and from the SMI 
and the MIB. 

Instead of de?ning a large set of commands, SNMP places 
all operations in a get-request, get-next-request, and set-re 
quest format. For example, a SNMP manager can get a value 
from a SNMP agent or store a value into that SNMP agent. 
The SNMP manager can be part of a network management 
system (“NMS”), and the SNMP agent can reside on a net 
working device such as a router. The device MIB ?les may be 
compiled with network management software, which then 
permits the SNMP agent to respond to MIB-related queries 
being sent by the NMS. 
The CiscoWorksTM software package, available from 

Cisco Systems, Inc. of San Jose, Calif., is an example of 
network management product supporting SNMP. Cisco 
WorksTM uses the device MIB variables to set device variables 
and to poll devices on the network for speci?c information. 
Among other tasks, the CiscoWorksTM software permits the 
results of a poll to be displayed as a graph and analyZed in 
order to troubleshoot intemetworking problems, increase net 
work performance, verify the con?guration of devices, and 
monitor tra?ic loads. Other products known to those skilled in 
the art, available from several other vendors, provide similar 
functionality. 
As is known to those skilled in the art, the SNMP model 

typically assumes that each managed network device is 
capable of running a SNMP agent internally. However, some 
devices, such as older devices that were not originally 
intended for use on a network, may not have this capability. To 
handle them, the SNMP protocol de?nes what is called a 
“SNMP proxy agent,” namely an agent that watches over one 
or more non-SNMP devices and communicates with the man 

agement console on their behalf, typically communicating 
with the non-SNMP devices themselves using some non 
standard or proprietary protocol. Typically, the SNMP proxy 
agent operates by translating the SNMP interactions it 
receives from the management console into whatever proto 
cols are supported by the foreign device. 

FIG. 3A is a block diagram illustrating an exemplary 
SNMP message format known to those skilled in the art. FIG. 
3A illustrates the message format for a version of SNMP 
known to those skilled in the art as “SNMPvl .” Depending on 
the requirements of each particular implementation, embodi 
ments of the present invention may be implemented using 
other versions of SNMP, or using versions of other network 
management protocols known to those skilled in the art. 
As shown in FIG. 3A, SNMP message 350 comprises a 

message header 352 and a Protocol Data Unit (“PDU”) 354. 
Message header 352 comprises a Version Number ?eld 356 
and a Community String 358. Version Number ?eld 356 
speci?es the version of the SNMP protocol being used, while 
community string 358 de?nes an access environment for a 
group of network management stations/consoles. Network 
management stations/consoles within a community are said 
to exist within the same administrative domain. As is known 
to those skilled in the art, community strings serve as a weak 
form of authentication because devices that do not know the 
proper community name are precluded from SNMP opera 
tions. 
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Still referring to FIG. 3A, PDU 354 of SNMP message 350 
comprises a PDU Type ?eld 360, Request ID ?eld 362, Error 
Status ?eld 364, Error Index ?eld 366, and a Variable Bind 
ings ?eld 368. As is known to those skilled in the art, PDU 
?elds are variable in length. PDU Type ?eld 360 speci?es the 
type of PDU transmitted (e.g., Get, GetNext, Response, Set). 
Request ID ?eld 362 associates a SNMP requests With the 
corresponding response. Error Status ?eld 364 indicates one 
of a number of errors and error types. Only the response 
operation sets this ?eld. Other operations set this ?eld to Zero. 
Error Index ?eld 366 associates an error With a particular 
object instance (if there is an error, the error index is set to a 
non-Zero error code). Variable Bindings ?eld 368 serves as 
the data ?eld of the SNMP PDUs. As is knoWn to those skilled 
in the art, each variable binding 370, 372, 374 associates a 
particular object instance With its current value (With the 
exception of Get and GetNext requests, for Which the value is 
ignored). It should be noted that, as is knoWn to those skilled 
in the art, SNMP also de?nes a PDU knoWn as a “trap.” 

Embodiments of the present invention described herein are 
discussed With speci?c references to SNMP in order to facili 
tate understanding, but the mechanisms and methodology 
described herein Work equally Well With other netWork man 
agement protocols such as simple netWork management pro 
tocol version 2 (SNMPv2). 

For the purposes of this disclosure, the term “SNMP core” 
is used to denote an application that implements basic SNMP 
agent functionality, responding to each SNMP command in a 
serial manner as knoWn to those skilled in the art. The terms 
“SNMP agent” and “agent” are used to denote embodiments 
of the present invention. 

Turning noW to FIG. 3B, a block diagram that illustrates an 
apparatus for predictively responding to SNMP commands in 
accordance With one embodiment of the present invention is 
presented. SNMP agent 300 includes a request classi?er 305 
coupled to a response cache 310 and a pattern storage 320. 
SNMP agent 300 may be part of a netWorked device such as 
a router, sWitch, access server or the like. SNMP agent 300 
may also comprise a SNMP proxy agent. Request classi?er 
305 is also coupled to a SNMP core that implements basic 
SNMP functionality, responding to each SNMP command in 
a serial manner as knoWn to those skilled in the art. Agent 300 
also includes a lookahead processor 325 coupled to the pat 
tern storage 320 and the response cache 310. An interfacer 
330 is coupled to the SNMP core 315 and a managed object 
storage 335. 

In operation, request classi?er 305 receives a SNMP 
request 340, compares the request to at least one pattern 
stored in pattern storage 320, and classi?es the request based 
on Whether it matches a pattern. A pattern comprises one or 
more expected requests and the periodicity of the one or more 
requests. Request classi?er 305 sends the received request to 
SNMP core 315 if the request does not match a pattern. 
SNMP core 315 implements basic SNMP agent functionality, 
responding to each request in a serial manner. If the request 
matches a pattern, request classi?er 305 looks for the corre 
sponding response in response cache 310. If the correspond 
ing response is found, response classi?er 305 sends a SNMP 
response 345 using the response obtained from response 
cache 310. If the corresponding response is not found, loo 
kahead processor 325 examines the requests comprising the 
pattern, groups the request according to the subsystem 
responsible for providing the information and sends the 
grouped requests to interfacer 330. Interfacer 330 interfaces 
With a managed object storage 335 such as a MIB to obtain the 
information requested and returns the grouped response data 
to lookahead processor 325. Lookahead processor 325 
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8 
receives the grouped response data, creates response packets 
and stores the response packets in response cache 310. A 
sender (not shoWn in FIG. 3B) receives a response from 
request classi?er 305 and sends the SNMP response 345. 
Many other devices or subsystems (not shoWn) may be 

connected in a similar manner. Also, it is not necessary for all 
of the devices shoWn in FIG. 3B to be present to practice the 
present invention, as discussed beloW. Furthermore, the 
devices and subsystems may be interconnected in different 
Ways from that shoWn in FIG. 3B. 

FIGS. 4A-4C illustrate the timing of SNMP requests and 
responses in accordance With embodiments of the present 
invention. 

FIG. 4A is a timing diagram that illustrates the timing of 
SNMP requests issued by a netWork manager in accordance 
With one embodiment of the present invention. FIG. 4A is the 
same as FIG. 2A and is used for comparison purposes. 

FIG. 4B is a timing diagram that illustrates SNMP agent 
CPU load in accordance With one embodiment of the present 
invention. Note that the initial spike in SNMP agent CPU load 
430-438 is not present, since predicting SNMP requests 
enables spreading initialiZation tasks over a Wider time 
period. 

FIG. 4C is a timing diagram that illustrates SNMP agent 
responses in accordance With one embodiment of the present 
invention. Note that the time betWeen requests (460, 464) and 
the corresponding responses (462, 466) is reduced relative to 
that shoWn in FIG. 2C. 

Turning noW to FIG. 5, a high-level ?oW diagram that 
illustrates a method for predictively responding to SNMP 
commands in accordance With one embodiment of the present 
invention is presented. At 500, one or more SNMP request 
patterns that include one or more expected requests and the 
periodicity of the one or more expected requests are con?g 
ured and stored in a pattern storage. At 505, a memory such as 
a response cache is populated With prefetched response data 
in response to or in anticipation of one or more requests 
matching a pattern. 
The memory is populated With prefetched response data in 

response to one or more requests matching a pattern When the 
?rst request in a pattern is received. This ?rst request or 
“Trigger request” initiates data collection for the trigger 
request and any remaining requests in a pattern. A SNMP 
response corresponding to the trigger request is sent upon 
completion of the data collection. At this point, the memory 
includes SNMP response data for SNMP requests that are in 
the pattern but Which have not been received by the SNMP 
agent. SNMP response data for remaining requests in the 
pattern are obtained from the memory upon receipt of the 
actual request. 

According to other embodiments of the present invention, 
the trigger request is also used to initiate periodic data col 
lection for requests in a pattern, populating the memory With 
prefetched response data in anticipation of one or more 
requests matching a pattern. The data collection rate is tied to 
the period speci?ed by the pattern. A periodic validation 
process ensures that only non-stale data is used to send a 
SNMP response. 

Still referring to FIG. 5, at 507 a SNMP request is received. 
At 508 a determination is made regarding Whether the SNMP 
request has a matching pattern. If the SNMP request has a 
matching pattern, at 510 a response including prefetched 
response data is sent. If the SNMP request has no matching 
pattern, basic SNMP agent processing is performed at 515. In 
other Words, if a SNMP request has no matching pattern, a 
SNMP core processes the SNMP request in a serial fashion. 
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Turning noW to FIG. 6, a loW-level ?oW diagram that illus 
trates a method for predictively responding to SNMP com 
mands in accordance With one embodiment of the present 
invention is presented. At 600, a SNMP request is received. At 
605, the request is classi?ed according to Whether it matches 
a pattern. At 610, a determination is made regarding Whether 
a matching pattern is found. If the pattern is not found, at 615 
basic SNMP agent processing is performed. If a matching 
pattern is found, at 625 a check is made to determine Whether 
the cache includes a response corresponding to the request. If 
a corresponding response is found in the cache, non-data 
?elds such as the request ID are added to the response PDU at 
640 and the response is sent at 645. 

Turning noW to FIG. 7, a How diagram that illustrates a 
method for classifying a SNMP request in accordance With 
one embodiment of the present invention is presented. At 700, 
the community string and data ?elds of the request PDU and 
the IP address and port number of the SNMP manager that 
sent the request are received. A key comprising the commu 
nity string, NMS IP address and NMS port number is used to 
select possible patterns. Using the NMS port number alloWs 
differentiating betWeen multiple SMNP managers on a NMS. 
At 705, a determination is made regarding Whether the SNMP 
request matches a prede?ned pattern. If the request does not 
match a prede?ned pattern, an indication that a pattern is not 
found is made at 715. If the request matches a prede?ned 
pattern, an indication that a pattern is found is made at 720. 

Turning noW to FIG. 8, a How diagram that illustrates a 
method for populating a cache With response packets includ 
ing prefetched response data in accordance With one embodi 
ment of the present invention is presented. At 800, a determi 
nation is made regarding Whether it is time to prefetch 
response data and Whether patterns are available. It is time to 
prefetch the data if a burst is imminent, based on the time a 
trigger request Was received and the periodicity of the corre 
sponding pattern. It is also time to prefetch the data When a 
burst is in progress, such as upon receiving the ?rst request of 
a pattern. A pattern is available if a request matches a pattern. 
If it is time to prefetch response data and if patterns are 
available, the response data is prefetched at 810. At 815, one 
or more response packets are created for the data obtained at 
810. At 820, the one or more response packets are added to the 
cache. At 825, the cache contents are validated. At 830, a 
determination is made regarding Whether the entry is the ?rst 
expected request in a pattern. If the entry is not the ?rst 
expected request in a pattern, processing continues at 800. 

Turning noW to FIG. 9, a How diagram that illustrates a 
method for prefetching response data in accordance With one 
embodiment of the present invention is presented. At 900, 
SNMP requests in the pattern are examined. At 905, the 
requests are grouped according to the subsystem responsible 
for supplying the response data. Grouping the requests in this 
Way reduces the amount of inter-process communication by 
decreasing the number of times the SNMP agent communi 
cates With a subsystem. At 910, the grouped request data is 
requested from the appropriate subsystem. At 915, the 
requested data is received from the corresponding subsystem. 

Embodiments of the present invention use a validation 
process to periodically determine the validity of cache con 
tents. A cache entry is ?agged as invalid if a predetermined 
time has elapsed since the data Was retrieved from the sub 
system responsible for providing the data. This is described in 
detail beloW With reference to FIG. 10. 

Turning noW to FIG. 10, a How diagram that illustrates a 
method for validating cache entries in accordance With one 
embodiment of the present invention is presented. At 1000, a 
cache entry is received. At 1005, an determination is made 
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10 
regarding Whether the cache entry is valid. According to one 
embodiment of the present invention, the cache entry is 
invalid if a predetermined amount of time has elapsed since it 
Was obtained from the subsystem responsible for it. Accord 
ing to another embodiment, the cache entry is invalid When 
the corresponding request Within a pattern is removed, such 
as When a speci?c request Within a pattern is removed or When 
the entire pattern is removed. If the cache entry is invalid, it is 
invalidated at 1010. At 1015, a determination is made regard 
ing Whether another cache entry needs to be checked. If 
another cache entry needs to be checked, processing contin 
ues at 1000. 

FIGS. 11A-11B illustrate an exemplary pattern ?le and a 
corresponding user interface to con?gure one or more pat 
terns. FIGS. 11A-11B are for purposes of illustration and are 
not intended to be limiting in any Way. Those of ordinary skill 
in the art Will recogniZe that many pattern representations and 
user interfaces are possible Without departing from the inven 
tive concepts disclosed herein. 

Turning noW to FIG. 11A, a block diagram that illustrates 
a pattern ?le in accordance With one embodiment of the 
present invention is presented. Pattern ?le 1100 includes a 
pattern ID 1105, a period indication 1110 and the requested 
data 1115-1130. As shoWn in FIG. 11A, the requested data 
includes object x 1115, object y 1120, table ABC 1125 and 
table XYZ 1 13 0. According to one embodiment of the present 
invention, a table is traversed roW-Wise by default. According 
to another embodiment of the present invention, the access 
rule is speci?ed as shoWn at reference numerals 1135 and 
1140. 

Turning noW to FIG. 11B, a block diagram that illustrates 
a command language interface in accordance With one 
embodiment of the present invention is presented. The “new” 
command 1145 creates a neW pattern identi?ed by a pattern 
ID. The “pattern?le” command 1150 speci?es a ?le that 
includes pattern information. The “sequence” command 
1155 speci?es a particular request Within a pattern. The “no” 
pre?x performs a delete function. More speci?cally, the “no 
snmp patterns neW” command removes a pattern, the “no 
snmp patterns pattem?le” command removes a pattern ?le 
and the “no snmp patterns sequence” command removes a 
request Within a pattern. The “period” command 1160 speci 
?es the burst period. 

FIG. 11C is a block diagram that illustrates using the com 
mand language interface of FIG. 11B to con?gure the pattern 
?le of FIG. 11A in accordance With one embodiment of the 
present invention. Command 1165 speci?es a neW pattern 
With a pattern ID of 1. Command 1170,1175,1180 and 1185 
specify requests for data items 1115, 1120, 1125 and 1130, 
respectively. Command 1190 speci?es a burst period of 10. 
One advantage of the present invention is that a netWork 

agent can group a set of requests internally, signi?cantly 
reducing inter-process communication and processing times. 
Additionally, data required for a response may be obtained 
before the request is received, thereby improving response 
time, increasing the amount of data that may be requested per 
unit time and minimiZing CPU processing spikes. Also, 
embodiments of the present invention may be implemented 
using the SNMP protocol and Without modifying a NMS. 

While embodiments and applications of this invention 
have been shoWn and described, it Would be apparent to those 
skilled in the art having the bene?t of this disclosure that 
many more modi?cations than mentioned above are possible 
Without departing from the inventive concepts herein. The 
invention, therefore, is not to be restricted except in the spirit 
of the appended claims. 



US 7,610,357 B1 
1 1 

What is claimed is: 
1. A method for predictively responding to a network man 

agement data request, the method comprising: 
receiving a ?rst netWork management data request; 
determining if the ?rst netWork management data request 

matches a pattern of request de?ned and stored in 
advance in a memory, the pattern including one or more 
expected management data requests; 

determining if data responsive to the ?rst netWork manage 
ment data request is contained in a cache of prefetched 
netWork management data if the ?rst netWork manage 
ment data request matches a pattern de?ned in the 
memory; 

sending a response including the data responsive to the ?rst 
netWork management data request, if the data responsive 
to the ?rst netWork management data request is con 
tained in the cache and if the ?rst netWork management 
data request matches a pattern de?ned in the memory; 

collecting, if the ?rst netWork management data request 
matches a pattern de?ned in the memory, data respon 
sive to any remaining netWork management data 
requests in the matched pattern, Wherein the pattern 
further comprises a periodicity of the netWork manage 
ment data requests contained in the pattern, and Wherein 
the netWork management data request is a Simple Net 
Work Management Protocol (SNMP) request; and 

if the ?rst netWork management data request matches a 
pattern de?ned in the memory, but data responsive to the 
?rst netWork management data request is not contained 
in the cache, initiating periodic data collections for data 
responsive to netWork management data requests in the 
pattern. 

2. The method of claim 1, further comprising: 
transmitting the ?rst netWork management data request to 

a netWork management data core to respond to the ?rst 
netWork management data request if the ?rst netWork 
management data request does not match a pattern 
de?ned in the memory. 

3. The method of claim 1, Wherein the initiating includes 
initiating periodic data collections at a rate matching a peri 
odicity of the netWork management data requests contained 
in the pattern. 

4. The method of claim 1, Wherein the determining if a ?rst 
netWork management request matches a pattern of request 
based on at least one of: 

a community string; 
a netWork management system IP address; or 
a netWork management system port number. 
5. The method of claim 1 Wherein the determining if a ?rst 

netWork management request matches a pattern of request is 
based at least in part on a community string. 

6. An apparatus for predictively responding to a netWork 
management data request, the apparatus comprising: 

a storage memory adapted to de?ne and store in advance at 
least one pattern of request, the pattern of request includ 
ing one or more expected netWork management data 
requests; 

a cache memory adapted to store prefetched netWork man 
agement data; 

a request classi?er con?gured to determine if a ?rst net 
Work management data request matches a pattern 
de?ned in the storage memory and further con?gured to 
determine if data responsive to the ?rst netWork man 
agement data request is contained in the cache memory 
if the ?rst netWork management data request matches a 
pattern de?ned in the memory; 
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12 
a sender coupled to the request classi?er con?gured to send 

a response including the data responsive to the ?rst net 
Work management data request, if the data responsive to 
the ?rst netWork management data request is contained 
in the cache memory and if the netWork management 
data request matches a pattern de?ned in the storage 
memory; 

a lookahead processor coupled to the request classi?er 
con?gured to collect, if the ?rst netWork management 
data request matches a pattern de?ned in the storage 
memory, data responsive to any remaining netWork 
management data requests in the matched pattern, 
Wherein the pattern further comprises a periodicity of 
the netWork management data requests contained in the 
pattern, and Wherein the netWork management data 
request is a Simple Network Management Protocol 
(SNMP) request; and 

Wherein the lookahead processor is further con?gured to 
initiate periodic data collections for data responsive to 
the netWork management data requests in the pattern, if 
the ?rst netWork management data request matches a 
pattern de?ned in the memory, but data responsive to the 
?rst netWork management data request is not contained 
in the cache. 

7. The apparatus of claim 6, further comprising: 
an interface coupled to the request classi?er con?gured to 

transmit the ?rst netWork management data request to a 
netWork management data core to respond to the ?rst 
netWork management data request if the ?rst netWork 
management data request does not match a pattern 
de?ned in the storage memory. 

8. The apparatus of claim 6, Wherein the lookahead pro 
cessor is further con?gured to initiate periodic data collec 
tions at a rate matching a periodicity of the netWork manage 
ment data requests contained in the pattern. 

9. The apparatus of claim 6, Wherein the request classi?er 
uses, in determining if a ?rst netWork management data 
request matches a pattern, at least one of: 

a community string; 
a netWork management system IP address; or 
a netWork management system port number. 
10. The apparatus of claim 6 Wherein the request classi?er 

uses a community string in determining if a ?rst netWork 
management data request matches a pattern. 

11. An apparatus for predictively responding to netWork 
management data requests, the apparatus comprising: 

a storage memory adapted to de?ne and store in advance a 
pattern of request, the pattern including one or more 
expected netWork management data requests; 

a cache memory adapted to store prefetched netWork man 
agement data; 

means for determining if a ?rst netWork management data 
request contains a pattern de?ned in the storage 
memory; 

means for determining if data responsive to the ?rst net 
Work management data request is contained in the cache 
memory if the ?rst netWork management data request 
contains a pattern de?ned in the storage memory; 

means for sending a response including data responsive to 
the ?rst netWork management data request, if the data 
responsive to the ?rst netWork management data request 
is contained in the cache memory and if the netWork 
management data request matches a pattern de?ned in 
the storage memory; 

means for collecting, if the ?rst netWork management data 
request matches a pattern de?ned in the storage memory, 
data responsive to any remaining netWork management 
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data requests in the matched pattern, wherein the pattern 
further comprises a periodicity of the network manage 
ment data requests contained in the pattern, and wherein 
the network management data request is a Simple Net 
work Management Protocol (SNMP) request; and 

means for initiating periodic data collections for data 
responsive to network management data requests in the 
pattern, if the ?rst network management data request 
matches a pattern de?ned in the storage memory, but 
data responsive to the ?rst network management data 
request is not contained in the cache memory. 

12. The apparatus of claim 11, further comprising: 
means for transmitting the ?rst network management data 

request to a network management data core to respond to 
the ?rst network management data request if the ?rst 
network management data request does not match a 
pattern de?ned in the storage memory. 

13. The apparatus of claim 11, wherein the means for 
initiating includes means for initiating periodic data collec 
tions at a rate matching the periodicity of network manage 
ment data requests contained in the pattern. 

14. The apparatus of claim 11, wherein the means for 
determining if a ?rst network management data request 
matches a pattern uses at least one of: 

a community string; 
a network management system IP address; or 
a network management system port number. 
15. The apparatus of claim 11 wherein the means for deter 

mining if a ?rst network management request matches a 
pattern of request further comprises means for determining if 
a ?rst network management request matches a pattern of 
request based at least in part on a community string. 

16. A program storage device, readable by a machine, 
embodying a program of instructions executable by the 
machine to perform a method for predictively responding to a 
network management data request, the method comprising: 

receiving a ?rst network management data request; 
determining if the ?rst network management data request 

matches a pattern of request de?ned and stored in 
advance in a memory, the pattern including one or more 
expected management data requests; 

determining if data responsive to the ?rst network manage 
ment data request is contained in a cache of prefetched 
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network management data if the ?rst network manage 
ment data request matches a pattern de?ned in the 
memory; 

sending a response including the data responsive to the ?rst 
network management data request, if the data responsive 
to the ?rst network management data request is con 
tained in the cache and if the ?rst network management 
data request matches a pattern de?ned in the memory; 

collecting, if the ?rst network management data request 
matches a pattern de?ned in the memory, data respon 
sive to any remaining network management data 
requests in the matched pattern, wherein the pattern 
further comprises a periodicity of the network manage 
ment data requests contained in the pattern, and wherein 
the network management data request is a Simple Net 
work Management Protocol (SNMP) request; and 

if the ?rst network management data request matches a 
pattern de?ned in the memory, but data responsive to the 
?rst network management data request is not contained 
in the cache, initiating periodic data collections for data 
responsive to network management data requests in the 
pattern. 

17. The program storage device of claim 16, wherein the 
method further comprises: 

transmitting the ?rst network management data request to 
a network management data core to respond to the ?rst 
network management data request if the ?rst network 
management data request does not match a pattern 
de?ned in the memory. 

18. The program storage device of claim 16, wherein the 
initiating includes initiating periodic data collections at a rate 
matching a periodicity of the network management data 
requests contained in the pattern. 

19. The program storage device of claim 16, wherein the 
determining if a ?rst network management request matches a 
pattern of request based on at least one of: 

a community string; 
a network management system IP address; or 
a network management system port number. 
20. The program storage device of claim 16 wherein the 

determining if a ?rst network management request matches a 
pattern of request is based at least in part on a community 
string. 




