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DATA STORAGE DEVICE AND DATA 
STORAGE METHOD WITH NETWORK 

ACCESS MANAGEMENT 

INCORPORATION BY REFERENCE 

The disclosure of the following priority application is 
herein incorporated by reference: 

Japanese Patent Application No. 2005-366400 ?led Dec. 20, 
2005. 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The present invention relates to a data storage device and a 

data storage method, With Which data transmitted via a net 
Work is received, and this received data is stored. 

2. Description of Related Art 
In recent years, along With the possibility of exchanging 

data of high volume at high speed over the internet, the 
provision of image storage service has become popular, With 
Which image data created by a digital camera is entrusted to a 
server for storage via the internet. 

With this type of image storage service, it is possible to 
store the image data of an image Which has been photo 
graphed With a digital camera in some recording region of the 
server by transmitting that data to the server over the internet. 
Furthermore, since image data Which has been stored can be 
read out from the server at any time, the user is able freely to 
transmit image data Which has been read out via the internet 
to an image display device for vieWing (for example, refer to 
Japanese Laid-Open Patent Publication 2002-123637, Japa 
nese Laid-Open Patent Publication 2002-209044, and Japa 
nese Laid-Open Patent Publication 2003-108419). 

Since, With such an image storage service, the image data 
Which has been created can be stored even if it is not recorded 
and stored upon a recording medium such as an internal 
memory or an externally attached removable memory or the 
like Which is provided to the digital camera, accordingly it 
becomes possible to photograph images Without Worrying 
about the recording capacity of the recording medium, and 
moreover it is also possible to use the recording region upon 
the server as a memory for backup over the internet, provided 
against the possibility of loss of the digital camera or the 
recording medium. 

SUMMARY OF THE INVENTION 

Since it is essential to connect the digital camera to the 
internet using a communication means like a Wireless LAN or 
a cable LAN or the like in order to take advantage of the above 
described type of image storage service, accordingly, as Well 
as concluding a contract for utiliZation of the image storage 
service, the user also needs to conclude an internet contract 
With an access point service business (hereinafter “access 
point” Will be abbreviated as “AP”) Which supplies connec 
tion services to the internet, and to input the necessary access 
establishment conditions for connection to the internet to the 
digital camera. 

HoWever, since the input buttons Which are provided upon 
a digital camera are basically not designed With the objective 
of inputting characters, it is extremely troublesome for the 
user to input the access establishment conditions by hand 
operation. 

Furthermore, since sometimes the AP service businesses 
Which handle connection services to the internet are different 
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2 
depending upon the area in Which the connection service is 
being utiliZed, accordingly it is necessary for the user to select 
an appropriate AP service business Which deals With the area 
in Which the communication means to be utiliZed is installed, 
and to conclude an internet contract With that business. 
Due to this, for example, When an opportunity for photo 

graphing an image arises in an area Which is managed by an 
AP service business With Which no internet contract has been 
completed by the user, so that, immediately before taking the 
photograph, the necessity arises for performing the required 
tasks in order to set up an internet contract, then a long time 
period is required for doing the Work for setting up this 
contract and for inputting the settings for this contract into the 
camera, so that there is a fear that the chance for a photograph 
Will be lost, Which is undesirable. 

According to the 1st aspect of the present invention, a data 
storage device comprises: a reception unit that receives data 
transmitted from a transmission device via a netWork; a stor 
age unit that stores the data Which has been received and 
creates registration history data for the stored data; and a 
charge processing unit that identi?es an access point Which 
has been used by the transmission device When accessing the 
netWork based upon access history data created by an access 
management device Which monitors access to the netWork 
and the registration history data, and performs charge pro 
cessing for a user of the transmission device according to a 
result of identi?cation. 

According to the 2nd aspect of the present invention, in the 
data storage device according to the 1st aspect, it is preferred 
that the charge processing unit speci?es Whether or not the 
access point that Was used by the transmission device When 
accessing the network is an access point that is managed by an 
access point service business With Which the user has per 
formed registration as a member. 

According to the 3rd aspect of the present invention, in the 
data storage device according to the 2nd aspect, it is preferred 
that the charge processing unit charges an access point usage 
fee to the user, When the access point that Was used by the 
transmission device When accessing the netWork is an access 
point that is managed by an access point service business With 
Which the user has not performed registration as a member. 

According to the 4th aspect of the present invention, in the 
data storage device according to the 1st aspect, it is preferred 
that the access point that Was used by the transmission device 
When accessing the netWork is an access point that Was used 
When the transmission device transmitted data to the storage 
unit. 

According to the 5th aspect of the present invention, in the 
data storage device according to the 1st aspect, it is preferred 
that the charge processing unit performs the charge process 
ing When the data stored in the storage unit has been doWn 
loaded. 

According to the 6th aspect of the present invention, in the 
data storage device according to the 1st aspect, it is preferred 
that the data is image data. 

According to the 7th aspect of the present invention, in the 
data storage device according to the 6th aspect, it is preferred 
that the transmission device is a digital camera. 

According to the 8th aspect of the present invention, in the 
data storage device according to the 7th aspect, it is preferred 
that, the digital camera creates, based upon the image data 
that has been created, loW resolution data of Which a data siZe 
is small as compared With the image data, and, after the 
created image data has been transmitted to the storage unit, 
deletes the image data that has been transmitted. 

According to the 9th aspect of the present invention, in the 
data storage device according to the 1st aspect, it is preferred 
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that the transmission device creates encoded data based upon 
the data, and transmits the encoded data to the storage unit. 

According to the 10th aspect of the present invention, a 
data storage method comprises: a ?rst step of receiving data 
transmitted from a transmission device via a network; a sec 
ond step of storing the received data; a third step of creating 
registration history data for the stored data; a fourth step of 
identifying an access point that has been used by the trans 
mission device When accessing the network, based upon 
access history data created by an access management device 
that monitors access to the netWork and the registration his 
tory data; and a ?fth step of performing charge processing for 
a user of the transmission device according to a result of 
identi?cation. 

According to the 1 1th aspect of the present invention, in the 
data storage method according to the 10th aspect, it is pre 
ferred that in the fourth step, it is speci?ed Whether or not the 
access point that Was used by the transmission device When 
accessing the netWork is an access point that is managed by an 
access point service business With Which the user has per 
formed registration as a member. 

According to the 12th aspect of the present invention, in the 
data storage method according to the 11th aspect, it is pre 
ferred that in the fourth step, an access point usage fee is 
charged to the user When it has been speci?ed that the access 
point that Was used by the transmission device When access 
ing the netWork is an access point that is managed by an 
access point service business With Which the user has not 
performed registration as a member. 

According to the 13th aspect of the present invention, in the 
data storage method according to the 10th aspect, it is pre 
ferred that the access point that Was used by the transmission 
device When accessing the netWork is an access point that Was 
used When the transmission device transmitted data to the 
storage unit. 

According to the 14th aspect of the present invention, in the 
data storage method according to the 10th aspect, it is pre 
ferred that in the ?fth step, the charge processing is performed 
When the data stored in the second step has been doWnloaded. 

According to the 1 5th aspect of the present invention, in the 
data storage method according to the 10th aspect, it is pre 
ferred that the data is image data. 

According to the 1 6th aspect of the present invention, in the 
data storage method according to the 15th aspect, it is pre 
ferred that the transmission device is a digital camera. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram shoWing the structure of an image 
storage system according to the preferred embodiment of the 
present invention; 

FIG. 2 is a block diagram shoWing the structure of a digital 
camera shoWn in FIG. 1; 

FIG. 3 is a schematic ?gure shoWing an image manage 
ment database Which is recorded in an image management 
database recording area; 

FIG. 4 is a block diagram shoWing the structure of a ?rst 
access management device and a second access management 
device shoWn in FIG. 1; 

FIG. 5 is a schematic ?gure shoWing an access history 
database Which is recorded in the image management data 
base recording area; 

FIG. 6 is a block diagram shoWing the structure of an image 
storage device shoWn in FIG. 1; 

FIG. 7 is a schematic ?gure shoWing an image registration 
history database Which is recorded in an image registration 
history database recording area; 
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4 
FIG. 8 is a block diagram shoWing the structure of a PC 

shoWn in FIG. 1; 
FIG. 9 is a How chart shoWing a main routine Which stores 

an image Which has been photographed by a digital camera in 
the image storage device; 

FIG. 10 is a schematic ?gure shoWing the image manage 
ment database Which is recorded in an image management 
database recording area; 

FIG. 11 is a How chart shoWing a main routine Which 
doWnloads encoded data stored in the image storage device to 
a PC; 

FIG. 12 is a schematic ?gure shoWing the image registra 
tion history database Which is recorded in the image registra 
tion history database recording area; and 

FIG. 13 is a How chart shoWing a subroutine for charge 
processing. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

In the folloWing, the preferred embodiment of the present 
invention Will be explained in detail With reference to the 
appended draWings. 

FIG. 1 is a block diagram shoWing the structure of an image 
storage system according to the preferred embodiment of the 
present invention. 
As shoWn in FIG. 1, the image storage system 1 according 

to this preferred embodiment comprises a digital camera 3, a 
?rst AP 4 for Wireless LAN connection betWeen the digital 
camera 3 and a netWork 2, a ?rst access management device 
5 for managing access to the netWork 2 via the ?rst AP 4, an 
image storage device 6 Which stores image data transmitted 
from the digital camera 3, a personal computer (hereinafter 
termed a “PC”) 7 for vieWing images stored in the image 
storage device 6, a second AP 8 for Wireless LAN connection 
betWeen the PC 7 and the netWork 2, a second access man 
agement device 9 for managing access to the netWork 2 via the 
second AP 8, and an account management device 10 Which 
manages inpayments and outpayments to and from accounts. 

Although, for convenience, only tWo APs are shoWn in 
FIG. 1, i.e. the ?rst AP 4 and the second AP 8, a plurality of 
other APs may be connected to the netWork 2 as Well as the 
?rst AP 4 and the second AP 8. 

In this embodiment, the ?rst AP 4 and the ?rst access 
management device 5, and the second AP 8 and the second 
access management device 9, are respectively managed by a 
?rst AP service business and a second AP service business. 
Accordingly, the ?rst AP 4 and the second AP 8 can normally 
only be utiliZed by a user Who has performed registration as a 
member With the ?rst AP service business and the second AP 
service business, respectively. 

Furthermore, the image storage device 6 is managed by a 
storage service business Which provides image storage ser 
vice; and the account management device 10 is managed by 
one or more banks With Which accounts for the user of the 
digital camera 3 and the PC 7, the ?rst AP service business, 
the second AP service business, and the storage service busi 
ness are set up. 

In this preferred embodiment, the storage service business 
makes an agreement With the ?rst AP service business and the 
second AP service business to the effect that a user Who has 
performed registration as a member With the storage service 
business is able to utiliZe the ?rst AP 4 and the second AP 8, 
even if he has not performed registration as a member With the 
?rst AP service business and the second AP service business, 
instead of paying a usage fee for his use of these APs When he 
has used the ?rst AP 4 and the second AP 8. 
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And, in this embodiment, the user of the digital camera 3 
has performed member registration With the storage service 
business, and accordingly he is able to utiliZe the ?rst AP 4 
and the second AP 8, irrespective of Whether or not he per 
forms registration as a member With the ?rst AP service 
business and the second AP service business. 

FIG. 2 is a block diagram shoWing the structure of the 
digital camera 3 shoWn in FIG. 1. 

As shoWn in FIG. 2, the digital camera 3 comprises a 
image-capturing unit 31 Which captures an image and creates 
image data, a signal processing unit Which performs prede 
termined signal processing upon this image data, a ?rst com 
munication unit 33 for Wireless connection to the ?rst AP 4 
via a Wireless LAN, a display unit 34 Which displays images, 
a CPU 35 Which performs overall control of the camera 3, a 
ROM 36 in Which a control program is stored, a RAM 37 
Which is used as a recording region during calculation pro 
cessing, an internal memory 38 Which is provided With an 
image recording area 38a for recording image data and With 
an image management database recording area 38b for 
recording an image management database (hereinafter “data 
base” Will be abbreviated as “DB”), an actuation unit 39 for 
actuating the digital camera 3, and a second communication 
unit 40 for cable connection With a PC 7. 

Apart from performing predetermined signal processing 
such as White balance processing, gamma correction process 
ing and the like upon the image data outputted from the 
image-capturing unit 31, the signal processing unit 32 also 
thins doWn or sub-samples this image data upon Which signal 
processing has been performed, and creates loW resolution 
data in Which the number of pixels has been reduced in 
comparison With the original image data. Moreover, at the 
same time as creating this loW resolution data, the signal 
processing unit 32 also encodes the image data upon Which 
signal processing has been performed by using a predeter 
mined encoding key, thus creating encoded data. The loW 
resolution data and the encoded data Which have been thus 
created are recorded in the image recording area 3811 of the 
internal memory 38. 

The CPU 35 controls the transmission operation during 
transmission of the image data, and, When image data is being 
transmitted, along With reading out the encoded data recorded 
in the image recording area of the internal memory 38 and 
transmitting it to the image storage device 6, also deletes the 
encoded data Which has been transmitted from the image 
recording area 38a of the internal memory 38. 

Furthermore, When the loW resolution data and the encoded 
data have been created by the signal processing unit 32, the 
CPU 35 creates image management data Which speci?es the 
date and time and the like When the loW resolution data and 
the encoded data Were created, and registers this image man 
agement data in an image management DB Which is recorded 
in the image management DB recording area 38b of the 
internal memory 38. 

FIG. 3 is a schematic ?gure shoWing this image manage 
ment DB Which is recorded in the image management DB 
recording area 38b. As shoWn in FIG. 3, the image manage 
ment data Which is registered in this image management DB 
consists of image ID information, date and time information, 
information specifying the destination of storage of the loW 
resolution data, loW resolution data deletion ?ags, informa 
tion specifying the destination of storage of the high resolu 
tion data, and high resolution data deletion ?ags. 

The image ID information is an intrinsic identi?er Which is 
appended to the image Which has been photographed, While 
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6 
the date and time information is data Which shoWs the date 
and time at Which the image data denoted by this image ID 
information Was created. 

The information specifying the destination of storage of 
the loW resolution data is data Which speci?es the location in 
Which the loW resolution data is stored, While the information 
specifying the destination of storage of the encoded data is 
data Which speci?es the location in Which the encoded data is 
stored. Since, at the time point that the image is photo 
graphed, the loW resolution data and the encoded data are both 
stored in the image recording area 3811 of the internal memory 
38, accordingly, as shoWn in FIG. 3, the information specify 
ing the destination of storage of the loW resolution data and 
the information specifying the destination of storage of the 
encoded data are set to values Which indicate locations in the 
internal memory 38, and moreover are set to values Which 
indicate the addresses Within the image recording area 3811 in 
Which the loW resolution data and the encoded data are 
recorded. 

The deletion ?ag for loW resolution data is a ?ag Which 
indicates Whether or not loW resolution data recorded in the 
internal memory 38 is deleted. This deletion ?ag for loW 
resolution data is set to “OFF” When an item of loW resolution 
data is not to be deleted, is set to “ON” When an item of loW 
resolution data must be deleted, and is set to “DONE” When 
it is actually deleted. 
The deletion ?ag for encoded data is a ?ag Which indicates 

Whether or not encoded data recorded in the image storage 
device 6 is deleted. This deletion ?ag for encoded data is set 
to “OFF” When an item of encoded data is not to be deleted, 
is set to “ON” When an item of encoded data must be deleted, 
and is set to “DONE” When it is actually deleted. It is arranged 
that, When the deletion ?ag for an item of loW resolution data 
has been rewritten, the deletion ?ag for encoded data is syn 
chroniZed thereWith, and its value is also reWritten: for 
example, if the value of the deletion ?ag for an item of loW 
resolution data is rewritten from “OFF” to “ON”, then the 
value of the deletion ?ag for encoded data is also reWritten 
from “OFF” to “ON”. 

At the time point that an image is photographed, both the 
deletion ?ag for loW resolution data and the deletion ?ag for 
encoded data are set to “OFF”, as shoWn in FIG. 3. 

When the digital camera 3 accesses the image storage 
device 6 With the objective of transmitting the encoded data 
from the digital camera 3 to the image storage device 6, then, 
during the transmission of the encoded data, the image man 
agement data Which is created in this manner is also trans 
mitted to the images storage device 6 along With the encoded 
data. By contrast, When the digital camera 3 accesses the 
image storage device 6 With the objective of rearranging the 
stored contents of the internal memory 38 of the digital cam 
era 3 or the stored contents of the image storage device 6, 
then, during this access, the image management data is trans 
mitted to the image storage device 6 by itself. 

Furthermore, in this embodiment, When the digital camera 
3 and the PC 7 are connected together by cable via the second 
communication unit 40, the CPU 35 functions so as to trans 
mit the loW resolution data, the encoding key Which Was used 
during the encoding processing, and the image management 
data to the PC 7. 

FIG. 4 is a block diagram shoWing the structure of the ?rst 
access management device 5 and the second access manage 
ment device 9 shoWn in FIG. 1. 

Since, in this embodiment, the ?rst access management 
device 5 and the second access management device 9 have the 
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same structure, accordingly, in the following description, 
only the structure of the ?rst access management device 5 will 
be explained. 

This ?rst access management device 5 is a server device 
which is connected to the network 2, and it may consist of a 
general purpose computer which can be connected to the 
network 2. This ?rst access management device 5, as shown 
in FIG. 4, comprises a communication unit 51 for connection 
to the network 2, a ROM 52 which stores an access manage 
ment program for managing access to the network 2 via the 
?rstAP 4, a CPU 53 which performs overall control of the ?rst 
access management device 5 according to the access manage 
ment program which is stored in the ROM 52, a RAM 54, a 
hard disk 55 (hereinafter termed a “HD”) upon which is 
provided an access history DB recording area 5511 in which an 
access history DB is recorded, an input interface 56 which 
includes a keyboard and a pointing device or the like, and a 
display unit 57. 

In this embodiment, when executing the program for 
access management, the ?rst access management device 5 
monitors access to the network 2 via the ?rst AP 4. At this 
time, if it has been detected that the user has tried to access the 
network 2 by using a different IP address from the IP address 
which was assigned to him when registering as a member 
with the ?rst AP service business, then an IP address is 
assigned to this user who has thus attempted access. 

The ?rst AP service business which manages the ?rst 
access management device 5 prepares, separately, a plurality 
of IP addresses for assigning to users who perform registra 
tion as members of the ?rst AP service business, and a plu 
rality of IP addresses for assigning to users who do not per 
form registration as members with the ?rst AP service 
business. Due to this, when a user attempts to perform access 
using an IP address which is different from the IP address 
which was assigned to him when registering as a member, the 
?rst access management device 5 selects a single IP address at 
will from among the plurality of IP addresses which it pre 
pared for assignment to users who have not performed regis 
tration as members with the ?rst AP service business, and 
assigns it to that user. 

The IP address which is assigned in this manner is not only 
transmitted to the digital camera 3 via the ?rstAP 4, but is also 
transmitted via the network 2 to the image storage device 6. It 
should be understood that, if access is attempted from a user 
who has performed registration as a member of the ?rst AP 
service business, then transmission of this IP address to the 
digital camera 3 is not performed, but instead, at the same 
time as permitting access to the network 2, the IP address 
which was used during access is transmitted to the image 
storage device 6. 

This assignment processing and transmission processing 
for an IP address is not limited to when access has been 
attempted for storing encoded data which has been generated 
by the digital camera 3 in the image storage device 6; it is also 
executed in the same manner when access is attempted for 
viewing an image which has been stored in the image storage 
device 6, or when access is attempted for rearranging images 
thereupon. 

Moreover, in this embodiment, when an access to the net 
work 2 has been performed via the ?rst AP 4, the ?rst access 
management device 5 creates access management data which 
indicates the date and time of this access and the like, and 
registers this data in the access history DB which is recorded 
in the access history DB recording area 5511 of the HD 55. 

FIG. 5 is a schematic ?gure showing an access history DB 
which is recorded in the image management DB recording 
area 5511. As shown in FIG. 5, the access management data 
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8 
which is registered in this access history DB consists of date 
and time information, membership information, and IP 
address information. 
The date and time information is data which indicates the 

date and time when access to the network was executed via 
the ?rst AP 4, while the membership information is data 
which indicates whether or not registration as a member of the 
?rst AP service business is performed or not. When a user 
who has performed registration as a member with the ?rst AP 
service business has accessed the network 2, then this mem 
bership information is set to a value which indicates “mem 
ber”, while on the other hand, when a user who has not 
performed registration as a member with the ?rst AP service 
business has accessed the network 2, then this membership 
information is set to a value which indicates “non-member”. 
The IP address information is data which indicates the IP 

address which was used when accessing the network 2, and, 
when a user who has performed registration as a member with 
the ?rst AP service business has accessed the network 2, then 
the IP address which was assigned when he registered as a 
member is registered in this ?eld as the IP address informa 
tion. By contrast, when a user who has not performed regis 
tration as a member with the ?rst AP service business has 
accessed the network 2, then the IP address which was 
assigned by the ?rst access management device 5 is registered 
in this IP address information ?eld. 

FIG. 6 is a block diagram showing the structure of the 
image storage device 6 shown in FIG. 1. 

In this embodiment, just like the ?rst access management 
device 5 and the second access management device 7, the 
image storage device 6 is a server device which is connected 
to the network 2, and it may consist of a general purpose 
computer which can be connected to the network 2. As shown 
in FIG. 6, this image storage device 6 comprises a communi 
cation unit 61, a ROM 62 which stores a program for image 
management for managing encoded data which is transmitted 
from the digital camera 3 and a charging program for charge 
processing, a CPU 63 which performs overall control of the 
image storage device 6 according to this program for image 
management and this charging program which are stored in 
the ROM 62, a RAM 64, a HD 65, an input interface 66, and 
a display unit 67. As shown in FIG. 6, an encoded data 
recording area 6511 for recording encoded data which is trans 
mitted from the digital camera 3, an image registration history 
DB recording area 65b for recording an image registration 
history DB, and an IP address DB recording area 650 for 
recording an IP address DB are provided upon the HD 65 of 
the image storage device 6. 

In this embodiment the image storage device 6 is built so 
as, when image management data is transmitted from the 
digital camera 3 via the network 2, to create image registra 
tion data based upon this image management data which has 
been transmitted, and so as to register this image registration 
data in the image registration history DB which is recorded in 
the image registration history DB recording area 65 of the HD 
65. 

FIG. 7 is a schematic ?gure showing an image registration 
history DB which is recorded in the image registration history 
DB recording area 65b. As shown in FIG. 7, the image reg 
istration data which is registered in this image registration 
history DB consists of image ID information, user name 
information, IP address information, and usage history infor 
mation. 
The image ID information is data which has been copied 

from the image ID information in the image management data 
transmitted from the digital camera 3, while the user name 
information is data indicating the user name which was set 
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When the user of the digital camera 3 performed registration 
as a member With the storage service business. 

The IP address information is data Which indicates the IP 
address Which Was transmitted from the ?rst access manage 
ment device 5 or the second access management device 9 
When the user of the digital camera 3 accessed the netWork 2. 
In this embodiment, the IP address is not limited to being 
transmitted When storing the encoded data in the image stor 
age device 6; it is also transmitted from the ?rst access man 
agement device 5 or the second access management device 9 
When vieWing images Which are stored in the image storage 
device 6, or When rearranging those images; but only the IP 
address Which Was transmitted When storing the encoded data 
in the image storage device 6 is registered as IP address 
information in the image registration history DB. 

The usage history information consists of processing infor 
mation Which indicates the processing that Was performed 
When the user accessed the image storage device 6, and date 
and time information Which indicates the date and time at 
Which this processing Was performed. This processing infor 
mation is set to a value Which denotes “stored” if the encoded 
data Was stored in the encoded data recording area 6511 When 
the user accessed the image storage device 6, and is set to a 
value Which denotes “doWnloaded” if the user doWnloaded 
encoded data Which Was recorded in the encoded data record 
ing area 6511. By contrast to the above, When the user has 
accessed the image storage device 6 With some objective 
other than storing or doWnloading encoded data, then the 
processing information is set to a value Which denotes 
“access”. 
On the other hand, the IP address DB Which is recorded in 

the IP address DB recording area 650 differs from the image 
registration history DB, in that it is not created by the image 
storage device 6, but rather is prepared and is recorded upon 
the HD 65 by the storage service business. 

In order to ensure that the IP addresses Which are assigned 
to users by the ?rst AP service business and the IP addresses 
Which are assigned to users by the secondAP service business 
not to overlap, sets of IP addresses Which are mutually dif 
ferent are allocated in advance to each of the ?rst and second 
AP service businesses as IP addresses Which they may use. 

The IP address DB Which is recorded in the IP address DB 
recording area 650 is a database Which speci?es the corre 
spondence relationship betWeen IP addresses and the AP 
service businesses Which may use these IP addresses, and, in 
this IP address DB, there is registered IP address information 
consisting of AP service businesses and the IP addresses 
Which these AP service businesses may use, correlated With 
each other. 

Moreover, in this embodiment, When the user doWnloads 
encoded data Which has been recorded in the encoded data 
recording area 6511, the image storage device 6 functions so as 
to perform charge processing in order, along With demanding 
a doWnloading fee, also to charge to the user anAP usage fee 
for the AP service business Which manages the AP Which the 
user has utiliZed. 

FIG. 8 is a block diagram shoWing the structure of the PC 
7 shoWn in FIG. 1. 

This PC 7 may be structured as a general purpose computer 
Which can be connected to the netWork 2, just like the image 
storage device 6 etc., and, as shoWn in FIG. 8, comprises a ?rst 
communication unit 71 for Wireless connection to the second 
AP 8 via Wireless LAN, a ROM 72 Which stores a program for 
image vieWing, a CPU 73 Which executes this program for 
image vieWing, a RAM 74, a second communication unit 75 
for cable connection to the digital camera 3, an HD 76, an 
input interface 77, and a display unit 78. As shoWn in FIG. 8, 
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an image recording area 7611 for recording loW resolution data 
and encoding keys, and an image management DB recording 
area 76b for recording image management data, both trans 
mitted from the digital camera 3, are provided upon the HD 76 
of the PC 7. 

In this embodiment, When the PC 7 is connected With the 
digital camera 3 by cable connection via the second commu 
nication unit 75, it receives image management data Which is 
transmitted from the digital camera 3, and copies this image 
management data to the image management DB recording 
area 76b. Accordingly, in this embodiment, When the digital 
camera 3 and the PC 7 are connected together, an image 
management DB is recorded upon the HD 76 of the PC 7, 
having the same contents as those of the image management 
DB Which is recorded in the internal memory 38 of the digital 
camera 3. 

The account management device 10 consists of a large 
computer Which is installed in a bank or the like, and, based 
upon commands from the image storage device 6, it performs 
processing forpayment of doWnloading fees from the account 
of the user of the digital camera 3 and the PC 7 to the account 
of the storage service business, and processing forpayment of 
AP usage fees from the account of the storage service busi 
ness to the account of the ?rst AP service business or to the 
account of the second AP service business. 
By the use of the image storage system 1 having the struc 

ture described above, images Which have been photographed 
by the digital camera 3 may be stored in the image storage 
device 6, and, thereafter, these images Which are stored in the 
image storage device 6 may be doWnloaded by the PC 7, as 
Will noW be described. 

FIG. 9 is a flow chart showing a main routine Which stores 
an image Which has been photographed by the digital camera 
3 in the image storage device 6. Although, for the sake of 
convenience of explanation, the processes performed by the 
digital camera 3, the ?rst access management device 5, the 
image storage device 6, and the PC 7 are all described 
together in the How chart of FIG. 9, actually each of the digital 
camera 3, the ?rst access management device 5, the image 
storage device 6, and the PC 7 in fact performs its oWn 
individual processing steps by executing its oWn individual 
program. 
When an image is to be stored in the image storage device 

6, ?rst, by the digital camera 3, the object to be photographed 
is photographed, and then image data is created by the image 
capturing unit 31 and the signal processing unit 32 (a step S1). 
Here, this image data Which is created due to photography 
may be either still image data or moving image (video) data. 

Next, by the signal processing unit 32, loW resolution data 
and encoded data are created based upon this image data 
(steps S2 and S3). The loW resolution data and the encoded 
data Which are created in this manner are recorded in the 
internal memory 38 of the digital camera 3. 
When the loW resolution data and the encoded data are 

recorded in the internal memory 38 in this manner, by the 
CPU 35 of the digital camera 3, image management data is 
created as shoWn in FIG. 3, and is registered in the image 
management DB Which is recorded in the internal memory 38 
(a step S4). 
When this image management data is registered in the 

image management DB, in order to transmit the encoded data 
from the digital camera 3 to the image storage device 6, the 
image storage device 6 is designated from the digital camera 
3 to the ?rst AP 4 as a destination for access, and an attempt 
is made to access the netWork 2 (a step S5). 
When this attempt is made to access the netWork 2, a 

decision is made (in a step S6) by the ?rst access management 
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device 5 as to whether or not the IP address which was used 
during access is the same as the IP address which was 
assigned when registering as a member with the ?rst AP 
service business. 

If the IP address which was used during access is not the 
same as the IP address which was assigned when registering 
as a member with the ?rst AP service business, then a single 
IP address is selected at will by the ?rst access management 
device 5 from the plurality of IP addresses which have been 
prepared for assignment to users who are not registered as 
members with the ?rst AP service business. And thereafter, 
along with this IP address which has been selected being 
transmitted to the digital camera 3 and being assigned to the 
digital camera 3, access to the network 2 is also permitted 
with this assigned IP address (a step S7). 
By contrast, if the IP address which was used during access 

is the same as the IP address which was assigned when reg 
istering as a member with the ?rst AP service business, then 
selection of an IP address and transmission thereof to the 
digital camera 3 is not performed, but simply access to the 
network 2 with the IP address which was used during access 
is permitted. 

It should be understood that, if an attempt is made to access 
the network 2 using an IP address which is different from the 
IP address which was assigned when registering as a member 
with the ?rst AP service business, and when any device on the 
network 2 other than the image storage device 6 is designated 
as a destination for access, then not only are selection of the IP 
address and transmission processing to the digital camera 3 
not performed, but also access to the network 2 is refused. 

Next, by the ?rst access management device 5, the IP 
address is transmitted to the image storage device 6 (a step 
S8). During this transmission of the IP address to the image 
storage device 6, if the IP address which was used during 
access is not the same as the IP address which was assigned 
when registering as a member with the ?rst AP service busi 
ness, then the IP address which was assigned by the ?rst 
access management device 5 is transmitted. By contrast, if the 
IP address which was used during access is the same as the IP 
address which was assigned when registering as a member 
with the ?rst AP service business, then the IP address which 
was used during access is transmitted just as it is to the image 
storage device 6. 
When access to the network 2 is permitted in this manner, 

by the CPU 35 of the digital camera 3, the image management 
data which is registered in the image management DB is read 
out, and is transmitted to the image storage device 6 (a step 
S9). Since, in this embodiment, only the single data item 
shown in FIG. 3 as the image ID information “xxxxx” is 
created as the image management data, accordingly the image 
management data shown as the image ID information 
“xxxxx” is transmitted to the image storage device 6 as the 
image management data which has been newly created. 

Furthermore, when access to the network 2 has been per 
mitted, the encoded data which is to be stored in the image 
storage device 6 is read out from the internal memory 38, and 
is transmitted to the image storage device along with a storage 
command signal to the effect that this encoded data is to be 
stored (the step S9). 

Next, as shown in FIG. 5, by the ?rst access management 
device 5, access history data is created, and this access history 
data which has thus been created is registered in the access 
history DB which is recorded upon the HD 55 of the ?rst 
access management device 5 (a step S10). 
When the IP address is transmitted from the ?rst access 

management device 5 to the image storage device 6 in this 
manner, and the encoded data and the image management 
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data are also transmitted from the digital camera 3 to the 
image storage device 6, these data items are received by the 
image storage device 6 (a step S11). 

Next, by the image storage device 6, along with the 
encoded data being recorded upon the HD 65 of the image 
storage device 6, also image registration data is created as 
shown in FIG. 7, and is registered in the image registration 
history DB which is recorded upon the HD 65 (steps S12 and 
S13). 

Here, since both the low resolution data deletion ?ag and 
the encoded data deletion ?ag for the image management data 
which has thus been created by the digital camera 3 are set to 
values which denote “OFF”, the image storage device 6 does 
not delete any encoded data which is recorded upon its HD 65 
when the image management data which has been transmitted 
from the digital camera 3 has been received. However, if for 
example, on the side of the digital camera 3, actuation has 
been performed to delete the low resolution data, and the 
value of the deletion ?ag for the encoded data has been 
rewritten to “ON”, then the encoded data for the image which 
is designated by the image ID information is deleted from the 
HD 65. 
When the image registration data which has been created is 

registered in the image registration DB, then, as shown in 
FIG. 10, by the image storage device 6, the value of the 
encoded data storage destination information in the image 
management data which has been transmitted from the digital 
camera 3 is rewritten to a value which designates the HD 65 
of the image storage device 6, and to a value which designates 
the address within the encoded data recording area 6511 where 
the encoded data is recorded (a step S14). 

Next, along with the image management data in which the 
value of the encoded data storage destination information has 
been rewritten being transmitted to the digital camera 3, a 
message signal is also transmitted to the effect that the 
encoded data has been stored (steps S15 and S16). 
And next, by the digital camera 3, along with the contents 

of the image management DB recorded in the internal 
memory 38 being rewritten to the same contents as those of 
the image management DB shown in FIG. 10 based upon the 
image management data which has been transmitted from the 
image storage device 6, also a message is displayed upon the 
display unit 34 of the digital camera 3 to the effect that the 
storage of the encoded data has been completed (steps S17 
and S18). 

Thus, in this manner, the image (the encoded data) which 
has been created by the digital camera 3 is stored in the image 
storage device 6. 
When the encoded data which has been created by the 

digital camera 3 is recorded in the image storage device 6, the 
digital camera 3 and the PC 7 are cable connected together via 
the second communication unit 40 of the digital camera 3 and 
the second communication unit 75 of the PC 7 (a step S19). 

Next, the low resolution data which has been recorded in 
the internal memory 38 of the digital camera 3, the encoding 
key which was used during the encoding processing, and the 
image management data are transmitted from the digital cam 
era 3 to the PC 7 (a step S20). 
And next, by the PC 7, along with the low resolution data 

and the encoding key which have thus been transmitted from 
the digital camera 3 being recorded in the image recording 
area 76a of the HD 76 of the PC 7, also the contents of the 
image management DB which is recorded in the image man 
agement DB recording area 76b of the HD 76 are rewritten, 
based upon the image management data transmitted from the 
digital camera 3, to the same contents as the image manage 
ment DB shown in FIG. 10 (a step S21). 










