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(57) ABSTRACT 

Method for securing communication in a local area network 
switch (AN) comprising a user interface (U1) and a network 
interface (N1), comprises the steps of extracting a source 
address (MACi) from each packet received by said Local area 
network switch (AN) and storing said address (MACi) 
together with associated information into a address forward 
ing table (FT) comprised in said Local area network switch 
(AN) is characterised in that a distinction is made between 
source addresses received from the user interface (U1) and the 
network interface (N1), such that upon detecting that a source 
address (MACi) contained within a newly received packet at 
the user interface (U 1) was already stored as a source address 
received at the network interface (N1), said newly received 
packet will be discarded and its source address contained 
therein will not be stored within said address forwarding table 

(FT). 

6 Claims, 2 Drawing Sheets 
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METHOD FOR SECURING 
COMMUNICATION IN A LOCAL AREA 

NETWORK SWITCH 

The present invention relates to a method for securing 
communication in local area network switches. 

BACKGROUND OF THE INVENTION 

Extracting source addresses from incoming packets and 
storing them together with associated information within an 
address forwarding table is a widespread technique, well 
known as self-learning in local area network networks. The 
most widespread standard for local area networks is the Eth 
ernet standard, wherein the source addresses are denoted as 

MAC addresses. The self-learning technique allows for easy 
forwarding of data packets through and by local area network 
switches, without the need to store signi?cant routing tables. 
Indeed, upon arrival of a new packet, the source address as 
well as related associated information as the link via which 
the packet is received and the internal switch port on which 
the packet was received will be stored in a so-called address 
forwarding table. Ethernet switches having at least two inter 
faces comprising at least a user interface an a network inter 

face exist today, and can be found in access networks such as 
DSL access networks, passive optical access networks, cable 
access networks etc. In these particular local area network 
switches a user interface serves to receive and transmit pack 

ets from and to end-users via a local area home network, and 
at the other side, a network interface, serves to receive and 
transmit packets from and to servers and routers via for 
instance an Ethernet metropolitan local area network. Also in 
these Local area network switches having a user and a net 

work interface, self-learning is a common practice. Thus also 
in these local area network switches, each time a new packet 
arrives, from either interface, the source address information 
is extracted and added, to the forwarding table. In case the 
source address was already present in this table, its associated 
information will be overwritten with the new associated 
information. 

Such classical self-learning Ethernet switches are however 
prone to address spoo?ng, with which term is meant that one 
user “steals” the address of another user or server, and uses 

this as its own address by putting it as a source address in 
packets sent by him. The Ethernet switch will then add this 
information or overwrite the already present correct informa 
tion with that of the malicious user, causing other users and 
the Ethernet switch itself, a lot of trouble. 

A method for securing communication trying to overcome 
these problems of malicious use in Ethernet switches is dis 
closed in the published US. patent application 2002/ 
0010869. This prior art document describes a MAC address 
based communication restricting method, wherein it is 
determined whether access vectors of a received MAC 

address are present in an address entry table. If present, a 
comparison takes place between security keys stored under 
the form of access vectors, between these of the MAC desti 
nation and the source address. If these to not match, access is 
denied. 

This prior art method therefore requires these security keys 
to be ?rst con?gured and stored within a so-called “Hacker 
table”. This table is to be pre-con?gured to store the security 
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2 
keys. However this method is rather complex and requires the 
intervention of an operator who has to build up this Hacker 
table. 

SUMMARY OF THE INVENTION 

An object of the present invention is to provide a simpler 
method for securing communication in an Local area network 
switch which is more simple and which does not rely upon the 
buildup of such a anti-hacker table. 

According to the invention, this object is achieved due to 
the fact that a distinction is made between source addresses 
received from a user interface (U I) and a network interface 
(NI), such that upon detecting that a source address (MACi) 
contained within a newly received packet at the user interface 
(UI) was already stored as a source address received at the 
network interface (NI), the newly received packet will be 
discarded and its source address contained therein will not be 
stored within the address forwarding table (PT). 

In this way, a simple method for avoiding spoo?ng of 
source addresses of a router or server, by a user, is presented 
without the need of a anti-hacker table. Instead a distinction is 
made between source addresses received at the user interface, 
and those received at the network interface. This distinction 
can be under the form of a special tag which is additionally 
stored in the (single) address forwarding table, or the address 
forwarding table itself may be split up into 2 separate tables: 
one for the user interface and one for the network interface. In 
addition a direct comparison of the source addresses of the 
servers or routers, learned on the network side, and these 
retrieved from packets received at the user interface takes 
place. When the Local area network switch then extracts a 
source address on the user side, which same source address 
was already learned on the network side, the source address 
learned on the network side will always take precedence. 
More speci?cally this means that, if the source address is ?rst 
learned on the network side, and later this same source 
address is also extracted on the user side, then the address 
forwarding table is not modi?ed and the newly received 
packet from the user is discarded. A malicious user thus 
wanting to spoof a source address from the server such that all 
traf?c intended for this server would not arrive at this server 
but at this client if just standard learning techniques are 
present in the switch, will now not succeed in obtaining its 
aim. By virtue of the self-learning procedure, if a newly 
received packet from the network side includes a source 
address already contained in the forwarding table, the new 
source address and its associated information will be stored in 
the forwarding table, by the standard self-learning process, 
thus also overriding previously stored (wrong) MAC source 
addresses originating from a malicious user. 

This means that only a small adaptation, consisting of a 
determination of the interface on which the packet is received, 
and a small check, in case the packet is received from the user 
interface, is to be added to the widespread self-learning 
mechanism into the existing Local area network switches. 
Thus the subject method is very simple and easily implement 
able in existing standard Ethernet switches. 
A further characteristic feature of the present invention 

detects that a new received network address was already 
stored as a user address in an address forwarding table (FT), 
where the entry in the address forwarding table is related to a 
user address and will be stored in an additional table after 
which entry will be overwritten by the newly received address 
and its associated information. 
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In this way a list of malicious users can then be automati 
cally formed by automatic storage of information related to 
these malicious users in the additional table. 

This list of malicious users can as well be updated in case 
a source address is learned from the network side, which was 
already present in the address forwarding table. This means 
that also in this case a malicious user was active, which was 

yet unknown to the switch, until the same (router) source 
address appears at the network side. In this case the old user 
information is normally overwritten by the information from 
the network side, which action now secures the communica 
tion within the switch, but it can be useful to keep track of 
such malicious users and, before overwriting their informa 
tion present in the address forwarding table, it could thus ?rst 
be entered into the additional table. 

The present invention relates as well to an Local area 
network switch which is adapted for performing the subject 
method. 

It is to be noticed that the term ‘coupled’, used in the 
claims, should not be interpreted as being limitative to direct 
connections only. Thus, the scope of the expression ‘a device 
A coupled to a device B’ should not be limited to devices or 
systems wherein an output of device A is directly connected 
to an input of device B. It means that there exists a path 
between an output of A and an input of B which may be a path 
including other devices or means. 

It is to be noticed that the term ‘comprising’, used in the 
claims, should not be interpreted as being limitative to the 
means listed thereafter. Thus, the scope of the expression ‘a 
device comprising means A and B’ should not be limited to 
devices consisting only of components A and B. It means that 
with respect to the present invention, the only relevant com 
ponents of the device are A and B. 

The above and other objects and features of the invention 
will become more apparent and the invention itself will be 
best understood by referring to the following description of an 
embodiment taken in conjunction with the accompanying 
drawings wherein 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is an illustration of an interactive digital television 
broadcasting system. 

FIG. 1 shows a schematic overview of a local area network 
comprising a Local area network switchAN having a user and 
a network interface and coupled to user terminals T1 to Tn 
and routers R1 to Rr, 

FIG. 2. schematically shows the different steps taking 
place upon arrival of new packets to either interface in the 
Local area network switch AN. 

DETAILED DESCRIPTION OF EXEMPLARY 
EMBODIMENTS OF THE INVENTION 

The present invention is of interest in Ethernet aggregation 
networks where all users share the same Local Area Network, 
hereafter abbreviated with LAN, but it not limitative to these 
local area networks using this Ethernet standard. In such LAN 
networks each user is allocated a unique address, generally 
known as MAC address for Ethernet LAN networks. Local 
area network switches perform forwarding of received pack 
ets based on the source and destination addresses contained 
therein. For this purpose each local area network switch has to 
“learn” the source addresses with which is meant that an 
address forwarding table is completed with information 
related to the address such as the internal port name of the port 
of the Ethernet switch which is linked to the client or user with 

20 

25 

30 

35 

40 

45 

50 

55 

60 

65 

4 
this speci?c address, information related to the link itself, as 
is well known by a person skilled in the art. 
The present invention is applicable to these types of local 

area network switches having at least two interfaces: at one 
side a user interface, at the other side a network interface. 
Local area network switches having the latter two interfaces 
can for instance consist of DSL access nodes, a modem in a 
DSL network coupled to several computers at the user’ s side, 
concentrators or even wireless access nodes. Such a local area 

network switch, as the one depicted in FIG. 1 by AN, is 
coupled, at its user’s side, via its user interface, UI, to several 
user lines, for instance DSL lines in a DSL access network. 
These user lines may as well consist of several coax cables in 
case of a concentrator constituting the local area network 
switch, or of wireless links in case of a wireless access node 
as local area network switch. These user lines are depicted 1 
to n in FIG. 1. Each of these user lines is coupled at the user’ s 
premises side to a user terminal or device, denoted T1 to Tn. 
Such a termination device can consist of a simple personal 
computer, a voice-over-IP phone, a set-top box etc. Some user 
terminals, such as a DSL modem, can in their turn be further 
connected to several devices at a user’ s premise such as one or 
more personal computers, possibly internally coupled by 
internal routers. Each of these termination devices or user 
devices has its own local area network address. The invention 
is as well applicable to the Local area network switches 
coupled to the several modems in case they have a separate 
Local area network source address, as to the modems them 
selves in case they are in their turn coupled to several devices 
such as computers. 
On the other side, being the right-hand side of AN as 

schematically depicted in FIG. 1, the Local area network 
access node AN is coupled via its network interface NI to one 
or more routers or servers, denoted R1 to Rr contained 
therein. Each of these routers is also having its own local area 
network (MAC) address. 
As previously explained, forwarding a packet from one 

terminal or router such as T1 or R1 coupled to AN to another 
one at the other side of AN is based upon learning the 
addresses of the different user terminals and routers, with 
which process is meant that an address forwarding table, in 
FIG. 1 denoted by ET is ?lled with entries, containing the 
source (MAC) addresses received in new arriving packets, as 
well as further information associated with it such as their 
corresponding incoming port identity. So when a DSL Local 
area network access node receives a packet coming from a 
particular DSL line, for instance line 1, and including MACI 
as source address, then the access node stores this information 
such as MAC1, and the internal port name connected to DSL 
line 1, within this forwarding table. If then next a packet is 
received from router R1, with MAC1 as destination address, 
AN can immediately, upon retrieving the necessary informa 
tion within the forwarding table, forward this packet unto 
DSL line 1. 

Alternatively, AN learns also the source address MACR1 
from the router R1, and stores this information together with 
the internal port connected to R1, within the address forward 
ing table FT. 

Malicious clients at the user’s side of the access node, 
sometimes want to use the address of the router or server at the 
network side as their own source address. This is called MAC 
address spoo?ng, which is thus the use of a MAC address by 
a particular subscriber, that does not belong to that subscriber. 
The result is that, upon spoo?ng a MAC address by a user, this 
user thus generates upstream data packets with a MAC source 
address belonging to someone else. Accordingly, the address 
forwarding table in the access node learns the wrong associa 
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tions. If then other users Want to send packets towards the 
router Whose MAC address is spoofed, for instance by user 1, 
all packets could be sent to user 1. In some existing Ethernet 
sWitches this is already avoided by blocking direct user-to 
user transmission, but in other Ethernet sWitches serious 
problems could result. And even if direct user-to-user trans 
mission is not possible, users spoo?ng a source address of a 
router Will cause that this router Will no longer receive any 
packet. 

The present invention provides a simple solution to avoid 
spoo?ng of addresses of routers thus at the netWork side, by a 
user at the user’s side. This solution consists in, each time a 
neW source address is received, either at the user side, either 
at the netWork’ s side, it is determined from Which interface it 
is received. Next a comparison is performed betWeen the neW 
received source address at the user’ s side and all stored source 
addresses received at the netWork side. If it turns out that the 
source address Was already stored as a source address from 
the netWork side, the packet containing the neW source 
address is discarded. If a neW source address of the netWork 
side matches With one already stored at the user’s side, the 
existing entry With this address Will be overwritten by the 
standard learning With an extra indication that it consists of a 
source address received from the user’s side. If a neW source 
address at the user’s side is not yet contained in the address 
forwarding table, it Will be stored together With the classical 
associated information and With an indication that it origi 
nates from the user side in the forWarding table. To this 
purpose a special ?ag can be stored in FT, but FT may as Well 
be split up into tWo parts : a user-originated part and a netWork 
originated part, and other techniques for making and storing 
this distinction can be envisaged by a person skilled in the art. 

If a neW router source address is not yet stored in FT, it Will 
be as Well be stored With its additional associated information 
and together With an indication of its origin, user or netWork 
side, in FT, or in the netWork’s part of PT, depending on the 
implementation of this table. 

This is schematically depicted in FIG. 2. In addition to 
discarding a packet from a user having an already stored 
“netWor ” source address, additional information related to 
this user can be further stored into an additional table. It is 
therefore also to be remarked, that, in addition to the standard 
self-learning as depicted in the tWo right-hand side boxes of 
FIG. 1, ?rst an internal check Within this additional table can 
be performed, and that, after the standard learning, an update 
of this additional table Will be performed as Well, for instance 
upon detecting that a neW received netWork address Was 
already stored as a user address in said address forWarding 
table. In that case the entry in the address forWarding table 
related to the (malicious) user address Will be copied and 
stored in said additional table after Which step the entry in the 
address forWarding table Will be overWritten by the neW 
received address and its associated information. 

After the standard learning of course other steps concem 
ing further handling of the received packets Will take place as 
is Well knoWn by a person skilled in that art. 

The execution of these steps can take place by processing 
means included in the local area netWork sWitch, or by several 
softWare modules. To this purpose a discrimination means, 
either present under the form of a softWare program, or spe 
ci?c hardWare Within the sWitch is adapted to make a distinc 
tion betWeen source addresses received from said user inter 
face and said netWork interface. Similarly a comparison 
means for comparing a source address contained Within a neW 

arriving packet at said user interface (U I) With all stored 
source addresses in said forWarding table (FT) Which Were 
received from said netWork interface (N I), such as to provide 
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6 
a control signal to a discarding means for discarding said neW 
arriving packet in case the source address contained therein 
Was already stored as a source address received from said 
netWork interface may as Well be realised by means of soft 
Ware modules or in hardWare. 

Also a means for detecting that a neW received netWork 
address Was already stored as a user address in said address 
forWarding table (FT) and for sending the entry in the address 
forWarding table related to said user address to said additional 
table and to instruct said forWarding table to overWrite this 
entry by the neW received address and its associated informa 
tion may be realised by means of softWare programs or pro 
cessing means in hardWare. 
Of course other implementations are possible. While the 

principles of the invention have been described above in 
connection With speci?c apparatus, it is to be clearly under 
stood that this description is made only by Way of example 
and not as a limitation on the scope of the invention, as de?ned 
in the appended claims. 

The invention claimed is: 
1. A method for securing communication in a local area 

netWork sWitch (AN) comprising a user interface (UT) and a 
netWork interface (Nl), said method comprising the steps of 
extracting a MAC source address (MACi) from each packet 
received by said Local area netWork sWitch (AN) and storing 
said MACi source address together With associated informa 
tion into a address forWarding table (FT) comprised in said 
Local area netWork sWitch (AN); 

Wherein 
a distinction is made betWeen MAC source addresses 

received from the user interface (UI) and the netWork 
interface (Nl), such that upon detecting that said MACi 
address contained Within a neWly received packet at the 
user interface (U I) Was already stored as a MAC source 
address received at the netWork interface (Nl), said 
neWly received packet Will be discarded and its MAC 
source address contained therein Will not be stored 
Within said address forWarding table (FT). 

2. The method according to claim 1, Wherein further user 
information related to said discarded packet is stored Within 
an additional table. 

3. The method according to claim 2, Wherein upon detect 
ing that a neW received netWork address Was already stored as 
a user address in said address forWarding table (PT), the entry 
in the address forWarding table related to said user address 
Will be stored in said additional table after Which step said 
entry Will be overWritten by the neW received address and its 
associated information. 

4. A Local area netWork sWitch (AN) including a user 
interface (UI) and a netWork interface (NT) and an address 
forWarding table (FT) for storing a MAC source addresses 
(MACi) extracted from each packet received by said local 
area netWork sWitch (AN) together With associated informa 
tion related to said MACi source addresses, 

Wherein said local area netWork sWitch (AN) is further 
adapted to make a distinction betWeen MAC source 
addresses received from said user interface and said 
netWork interface, said local area netWork sWitch (AN) 
further compares a MAC source address contained 
Within a neW arriving packet at said user interface (U I) 
With all stored MAC source addresses in said forWarding 
table (FT) Which Were received from said netWork inter 
face (N I), such as to provide a control signal for discard 
ing said neW arriving packet in case the source address 
contained therein Was already stored as a MAC source 
address received from said netWork interface. 
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5. The Local area network switch (AN) according to claim 
4 further including an additional table for storing further user 
information of the discarded packet. 

6. The Local area network switch (AN) according to claim 
4 further including means for detecting that a new received 
network address was already stored as a user address in said 

8 
address forwarding table (FT) and for sending the entry in the 
address forwarding table related to said user address to said 
additional table and to instruct said forwarding table to over 
write this entry by the new received address and its associated 
information. 
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