
(12) United States Patent 
Schroeder et a]. 

US007577890B2 

US 7,577,890 B2 
Aug. 18,2009 

(10) Patent N0.: 
(45) Date of Patent: 

(54) SYSTEMS AND METHODS FOR 
MITIGATING LATENCY ASSOCIATED WITH 
ERROR DETECTION AND CORRECTION 

(75) Inventors: Michael A. Schroeder, Plano, TX (US); 
Christopher Michael Brueggen, Allen, 
TX (US); Gary B. Gostin, Plano, TX 
(Us) 

(73) Assignee: Hewlett-Packard Development 
Company, LP, Houston, TX (US) 

( * ) Notice: Subject to any disclaimer, the term of this 
patent is extended or adjusted under 35 
U.S.C. 154(b) by 734 days. 

(21) Appl.No.: 11/040,3s0 

(22) Filed: Jan. 21, 2005 

(65) Prior Publication Data 

US 2006/0168503 A1 Jul. 27, 2006 

(51) Int. Cl. 
H04L 1/18 (2006.01) 

(52) US. Cl. ..................... .. 714/748; 714/776; 714/758; 
714/799 

(58) Field of Classi?cation Search ............... .. 714/748, 

714/49, 758, 799 
See application ?le for complete search history. 

5,629,950 A * 5/1997 Godiwala et a1. ......... .. 714/805 

6,304,992 Bl 10/2001 Cypher 
6,453,440 Bl 9/2002 Cypher 
6,463,506 Bl 10/2002 McAllister et 31. 
6,477,682 B2 ll/2002 Cypher 
6,493,843 Bl 12/2002 Raynham 
6,502,218 B1 * 12/2002 George et a1. ............. .. 714/805 

6,519,717 B1 2/2003 Williams et a1. 
6,574,768 B2 6/2003 Cypher 
6,584,595 B2 6/2003 Cypher 
7,003,710 B2 * 2/2006 Tomaru et a1. ............ .. 714/751 

7,039,851 B2 * 5/2006 Wang et a1. 714/776 
7,283,528 B1 * 10/2007 Lim et a1. ................. .. 370/392 

2002/0038442 A1 * 3/2002 Cypher ..................... .. 714/757 

2007/0109099 A1 * 5/2007 Raphaeli et a1. .......... .. 340/102 

OTHER PUBLICATIONS 

Timothy J. Dell, “A White Paper on the Bene?ts of Chipkill-Correct 
ECC for PC Server Main Memory”, IBM Microelectroniccs Divi 
sion, Nov. 19, 1997, pp. l-23. 

* cited by examiner 

Primary ExamineriEsaW T Abraham 

(57) ABSTRACT 

Systems and methods for mitigating latency associated With 
error detection and correction of a data structure are dis 
closed. One embodiment of a system may comprise a packet 
generator that builds a response packet associated With a 
request for a data structure based on a tag portion of the data 
structure. The system may also comprise an error detection 

(56) References Cited and correction (EDC) component that detects and corrects 
errors in the data structure concurrently With the building of 

us PATENT DOCUMENTS the response packet by the packet generator. 

4,485,471 A 11/1984 Singh et a1. 
5,533,189 A * 7/1996 Cheong et a1. ............... .. 714/6 27 Claims, 6 Drawing Sheets 

1 f o 

SPECULATIVE 
STATUS 

/- 12 /' 14 v f 16 

DATA TAG COEQZESCY CMD PACKET PACKET 
—> EDC > > ——> 

CONTROLLER GENERATOR 

l1 

1 8 /. 

DATA DATA DATA 

: STORAGE 







US. Patent Aug. 18, 2009 Sheet 3 of6 US 7,577,890 B2 

10 

PROCESSOR 1 PROCESSOR N 
0 0 0 

SYSTEM 
INTERCONNECT 

MEMORY /' 76 
CONTROL 

@86 
FIG. 3 

OTHER 
NODE(S) 

90 

PROVIDE DATA STRUCTURE WITH TAG 
PORTION 

300 f 

I 
BUILD RESPONSE PACKET BASED ON TAG 

PORTION 

10 f3 

I 
CONCURRENTLY PERFORM ERROR 

DETECTION AND CORRECTION ON DATA 
STRUCTURE 

FIG. 6 



US. Patent 

NO 

Aug. 18,2009 Sheet 4 0f6 US 7,577,890 B2 

BEGIN ERROR DETECTION AND /' 10° 
CORRECTION ON DATA STRUCTURE 

/- 11o 
BUILD HEADER BASED ON TAG 

DATA 
PACKET '2 

DATA ABORT PACKET 
ERROR '2 GENERATION 

BUILD PACKET FOR TRANSMISSION /' 16° 

,- 17o TRANSMIT PACKET OVER SYSTEM 

FIG. 4 



US. Patent Aug. 18, 2009 Sheet 5 of6 US 7,577,890 B2 

BEGIN ERROR DETECTION AND /' 20° 
CORRECTION ON DATA STRUCTURE 

l 
/- 210 

BUILD HEADER BASED ON CORRECT TAG 

l 
TRANSMIT PACKET WITH CORRECTED /' 22° 

DATA 
—> 

230 

YES 
TRANSMISSION END 
COMPLETE ? PACKET 

TRANSMISSION 

,- 25o 

INSERT DUMMY 
DATA ‘ 

YES 

CORRECTED 
DATA ? 

FIG. 5 



US. Patent Aug. 18, 2009 Sheet 6 of6 US 7,577,890 B2 

PROVIDE CODE WORDS FOR FORMING A /' 40° 
DATA STRUCTURE 

I 
BUILD HEADER OF A RESPONSE PACKET /‘ 41° 

BASED ON TAG PORTION 

I 
PERFORM ERROR DETECTION AND /‘ 42° 
CORRECTION ON CODE WORDS 

I 
TRANSMIT RESPONSE PACKET WITH DATA 

FOR A GIVEN CODE WORD WITHOUT 430 
ERRORS CONCURRENTLY WITH ERROR / 
CORRECTION AND DETECTION ON A 

SUBSEQUENT CODE WORD 

FIG. 7 



US 7,577,890 B2 
1 

SYSTEMS AND METHODS FOR 
MITIGATING LATENCY ASSOCIATED WITH 
ERROR DETECTION AND CORRECTION 

BACKGROUND 

Error codes are commonly used in electronic systems to 
detect and/or correct data errors, such as transmission errors 
or storage errors. One common use of error codes is to detect 

and correct errors With data stored in a memory of computer 
system. For example, error correction bits, or check bits can 
be generated for data prior to storing data to one or more 
memory devices. The error or correction bits are appended to 
the data to provide a data structure that is stored in memory. 
When the data is read from the one or more memory devices, 
the check bits can be used to detect or correct errors Within the 
data. Errors can be introduced, for example, either due to 
faulty components or noise in the computer system. Faulty 
components can include faulty memory devices or faulty data 
paths betWeen the devices Within the computer system, such 
as faulty pins. 

Error management techniques have been developed to 
mitigate the effects associated With these errors. One simple 
technique used for personal computers is knoWn as parity 
checking. Parity checking utiliZes a single bit associated With 
a piece of data to determine Whether there is a single bit error 
in the data. Parity checking cannot detect multiple bit errors 
and provided no means for correcting errors. A more sophis 
ticated system, such as a server, uses error correction codes 
(ECCs) to detect and correct some errors. An error correction 
code (ECC) consists of a group of bits, or codes, associated 
With a piece of data. A typical ECC system may use eight ECC 
bits (check bits, correction bits) for a 64-bit piece of data. The 
ECC bits provide enough information for an ECC algorithm 
to detect and correct a single bit error, or to detect double bit 
errors. 

SUMMARY 

One embodiment of the present invention may comprise a 
system for mitigating latency associated With error detection 
and correction of a data structure. The system may comprise 
a packet generator that builds a response packet associated 
With a request for a data structure based on a tag portion of the 
data structure. The system may also comprise an error detec 
tion and correction (EDC) component that detects and cor 
rects errors in the data structure concurrently With the build 
ing of the response packet by the packet generator. 

Another embodiment may comprise a memory system. 
The memory system may comprise an error detection and 
correction (EDC) component that detects and corrects errors 
in given code Word associated With a data structure formed 
from a plurality of code Words, and a packet generator that 
builds a response packet associated With a request for a data 
structure based on a tag portion of the data structure residing 
in a ?rst code Word of the plurality of code Words. The 
memory system may also comprise a plurality of memory 
devices that store the data structure based on a given memory 
address, and provide the EDC component the plurality of 
code Words in response to a request for the data structure. The 
EDC component may receive the plurality of code Words in a 
sequential manner and forWard a copy of the tag portion from 
the ?rst code Word to facilitate the building of a response 
packet by the packet generator concurrently With the error 
detection and correction of the data structure. 

Yet another embodiment may comprise a system for cor 
recting errors in a data structure in response to a request for 
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2 
the data structure. The system may comprise means for per 
forming error detection and correction on a data structure that 
includes a tag portion, means for issuing a command to build 
a response packet based on the tag portion, and means for 
building a response packet based on the issue command con 
currently With the error detection and correction on the data 
structure. 

Still yet another embodiment may comprise a method for 
mitigating latency associated With error detection and correc 
tion of a data structure. The method may comprise providing 
a data structure in response to a request for the data structure, 
Which includes a tag portion. The method may further com 
prise building a response packet based on the tag portion, and 
performing error detection and correction on the data struc 
ture concurrently With the building of the response packet. 

Still yet a further embodiment may comprise a method for 
mitigating latency associated With a data request. The method 
may comprise providing a plurality of code Words forming a 
data structure in sequential order, in Which a ?rst code Word 
that is provided of the plurality of code Words includes a tag 
portion. The method may further comprise building a header 
of a response packet based on the tag portion, performing 
error detection and correction on the plurality of code Words 
in sequential order concurrently With the building of the 
header, and transmitting the response packet With data asso 
ciated With a given code Word that has been determined to be 
Without errors concurrently With the performing of error 
detection and correction on a subsequent code Word. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 illustrates a block diagram of an embodiment of a 
system for mitigating latency associated With error detection 
and correction of a data structure. 

FIG. 2 illustrates a block diagram of an embodiment of a 
system for mitigating latency associated With a data request. 

FIG. 3 illustrates a block diagram of an embodiment of a 
system that can utiliZe speculative data structures in building 
and transmitting data packets in response to a data structure 
request. 

FIG. 4 illustrates an embodiment of a methodology for 
mitigating latency associated With error detection and correc 
tion of a data structure. 

FIG. 5 illustrates an embodiment of methodology for miti 
gating latency associated With a data request. 

FIG. 6 illustrates another embodiment of a methodology 
for mitigating latency associated With error detection and 
correction of a data structure. 

FIG. 7 illustrates yet another embodiment of a methodol 
ogy for mitigating latency associated With error detection and 
correction of a data structure. 

DETAILED DESCRIPTION 

This disclosure relates generally to systems and methods 
for mitigating latency associated With error detection and 
correction of a data structure, for example, in response to a 
request for the data structure. The error detection and correc 
tion can employ error correction code (ECC) techniques that 
detect and correct bit errors in a data structure. The systems 
and methods perform operations on at least a portion of the 
uncorrected data structure as error detection and correction is 
performed on the data structure. An uncorrected or specula 
tive data structure refers to a data structure in Which error 
detection and correction has not been performed. If an error is 
detected by the error detection and correction, the operations 
on the uncorrected data structure are halted and the results 
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discarded. The operations are then performed on the cor 
rected data. If an error is not detected, the operations on the 
uncorrected or speculative data structure continue, thus miti 
gating the latency penalty associated With performing error 
detection and correction on the data structure, prior to per 
forming any operations on the data structure. In many sys 
tems, an ECC error is a relatively rare event, so the average 
latency penalty due to error detection and correction can 
closely approach Zero. 

FIG. 1 illustrates a system 10 for mitigating latency asso 
ciated With error detection and correction of a data structure. 
The system 10 can be part of a server or other computer 
system that performs error detection and correction on data 
structure. The system 10 includes an error detection and cor 
rection (EDC) component 12, a cache coherency controller 
14, a packet generator 16 and a data storage device 18. A data 
structure is provided to the EDC component 12 in response to 
a request for the data structure. The request can be from a 
processor associated With the system 10, another processor in 
a multi-processor system, an I/O device or a variety of other 
devices that may request the data structure. The data structure 
can be a cache line read from memory or a cache associated 
With the system 10. 

The data structure includes a tag portion, ECC correction 
bits and a data portion. The data structure can be comprised of 
a plurality of code Words, such that the EDC component 12 
performs error detection and correction on each of the plural 
ity of code Words in a sequential manner. For example, the 
plurality of code Words can include four 288 bit code Words 
each having 24 check bits for each code Word. The tag portion 
of the data structure resides in the ?rst code Word. The tag 
portion identi?es Where the most up to date version or coher 
ent version of the data structure resides. For example, the tag 
portion can provide an indication that the data structure is the 
coherent version (e.g., resides in memory), or that the coher 
ent version resides in a cache associated With the system 10, 
or another cache associated With another processor of a mul 
tiprocessor system. 

In one embodiment, the code Words are provided to the 
EDC component 12 in 144 bit portions, such that the entire 
data structure is provided to the EDC component in eight 144 
bit portions, for example, over 8 clock cycles in response to a 
request for a given data structure. The EDC component 12 
receives a ?rst code Word of a data structure and forWards a 
copy of the tag portion to the cache coherency controller 14 as 
it begins error detection and correction on the ?rst code Word. 
The tag portion resides in the ?rst code Word and can be, for 
example, the ?rst 26 bits of the ?rst code Word. The cache 
coherency controller 14 employs the tag to determine Which 
packet type to build. For example, if the tag portion indicates 
that the coherent version of the data structure resides in the 
memory or the cache associated With the system 10, a data 
packet is built that Will transmit a copy of the data residing in 
the data structure. If the tag portion indicates that the coherent 
version of the data structure resides at another entity, such as 
a cache associated With another processor in a multi-proces 
sor system, a request packet Will be built that provides a 
request for the coherent version of the data. For example, in a 
multi-processor system, the packet can be a source snoop 
packet Which generates a snoop request for the coherent ver 
sion of the data structure or a recall request for the coherent 
version of the data structure. 

The cache coherency controller 14 analyZes the tag portion 
of the data structure and generates a command to the packet 
generator 1 6 that provides instructions for building a response 
packet associated With the data structure request. At substan 
tially the same time, the EDC component 12 performs error 
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4 
detection and correction on the code Words sequentially 
based on the corresponding ECC bits associated With each 
code Word. As the error detection and correction is completed, 
the data associated With the corresponding code Words are 
loaded into the data storage 18, until all of the data associated 
With each of the code Words of the data structure are loaded 
into the data storage 18. The data storage 18 retains copies of 
data associated With commands being generated by the cache 
coherency controller 14. Alternatively, the EDC component 
12 can forWard the data to the data storage as uncorrected or 
speculative data. 
The packet generator 1 6 builds a header associated With the 

response packet based on the command generated by the 
cache coherency controller 14. If the response packet is a 
request packet, the data associated With the data structure is 
retained until the request packet is resolved. If the request 
packet cannot be resolved, then the data associated With the 
data structure in the data storage 18 can be employed to 
provide a coherent version of the data. If the request packet 
can be resolved, then the data associated With the data struc 
ture in the data storage 18 can be overWritten. If the response 
packet is a data packet, the data associated With the data 
structure can be sequentially retrieved from the data storage 
18 and transmitted With the header associated With the data 
packet, once the data has determined to be correct by the EDC 
component 12. 
The EDC component 12 provides a speculative status indi 

cation to both the cache coherency controller 14 and the 
packet generator 16. The speculative status indication can 
provide an indication of Whether or not an error Was detected 

in the data structure. For example, the speculative status indi 
cation can provide an indication of Whether or not an error 
Was detected in any of the code Words associated With the data 
structure. If an error Was detected in any of the code Words, 
the packet generator 16 aborts building of the packet, and 
builds a neW packet based on the corrected data structure. 
Alternatively, a speculative status indication can be provided 
for each code Word. For example, if an error is detected in the 
?rst code Word containing the tag portion, the packet genera 
tor 16 aborts building of the packet. A neW packet is then built 
based on the corrected data structure With a corrected tag 
portion. If an error Was detected in subsequent code Words, 
for a response packet that is a data packet, the packet genera 
tor 16 can retain the header and any correct data, but Waits for 
corrected data associated With the error prior to transmitting 
or retransmission of a data packet. If an error Was not detected 
in the data structure, the packet generator 16 transmits the 
data packet With the uncorrected or speculative data, thus 
mitigating latency associated With Waiting for the EDC com 
ponent 12 to perform error detection and correction prior to 
building of the data packet. 

In one embodiment, the packet generator 16 is operative to 
begin transmission of the data packet once it is determined 
that an error has not occurred in the tag. The packet generator 
16 builds a header and begins extracting code Word data from 
the data storage 18 and begins transmitting the data packet 
With the extracted data, once it is determined that the 
extracted data is correct. If an error is detected in the data 
structure by the EDC 12 in subsequent code Words, the EDC 
12 begins providing dummy data into the data storage 18. 
Additionally, the EDC 12 informs the packet generator 16 
that an error has occurred via the speculative status indicator. 
The packet generator 16 then begins transmitting dummy data 
including an indication (e.g., an invalid ?ag) that the subse 
quent data being transmitted is not valid. The EDC 12 then 
corrects the data and loads the corrected data into the data 
storage 18. Additionally, the EDC 12 informs the packet 
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generator 16 that the corrected data is available in the data 
storage. The packet generator 16 then begins transmitting the 
corrected data including an indication (e.g., a valid ?ag) that 
the subsequent data being transmitted is valid. 

FIG. 2 illustrates one particular implementation of a sys 
tem 30 for mitigating latency associated With a data request. 
The system 30 canbe a memory system that includes a system 
memory 32 that is comprised of a plurality of DRAM devices 
34, labeled memory device #1 through #K, Where K is an 
integer greater than one. For illustrative purposes, the DRAM 
devices 34 of FIG. 2 Will be discussed as being 4-bit column 
Width devices. HoWever, other column Width devices (e.g., 8, 
16, 32, 64, etc.) can be employed. The system memory 32 is 
coupled to a data bus 38 and an address bus 36. The siZe of the 
data bus 38 and data structure read and Written to the system 
memory 32 during a DRAM cycle is equal to the number of 
memory devices 34 multiplied by the bit column Width of the 
memory devices 34. In the present example, the system 
memory 34 can be comprised of 72 DRAM devices With 4 
bit-Width columns. Therefore, the siZe of the data bus 38 and 
data structure stored and read in a single memory cycle is 288 
bits. 

The system 30 includes an error detection and correction 
(EDC) component 42 that performs error correction and 
detection on 288 bits including 24 check bits (e.g., 264 data 
bits, 24 check bits). The functionality of the EDC component 
42 can be comprised of hardWare, softWare or a combination 
of hardWare and softWare. The EDC component 42 can be 
formed from an application speci?c integrated circuit or very 
large scale integrated circuit (VLSI). 
A buffer/multiplexer device 40 is coupled to the system 

memory 32 via the data bus 38, and to the EDC component 42 
via a data bus. During a read operation, a data structure 
associated With an address is read from the plurality of 
DRAM devices 34 and provided to the buffer/multiplexer 40 
via the data bus 38. The buffer/multiplexer 40 separates or 
partitions the 288 bit data code Word into a ?rst 144 bit portion 
and a second 144 bit portion, Which are sequentially trans 
mitted to the EDC component 42. This process is repeated for 
subsequently read code Words, such that a processing pipeline 
can be established. 

The system 30 also includes a cache coherency controller 
46, a ?rst-in-?rst-out (FIFO) command queue 50, a packet 
generator 52 and a data storage device 58. A data structure is 
provided to the EDC component in 144 bit portions in 
response to a request for the data structure, as discussed above 
With respect to FIG. 1. The request can be from a processor 
associated With the system, another processor in a multi 
processor system, an I/ O device or a variety of other devices 
that request the data structure. For example, the data structure 
can be comprised of four 288 bit code Words each having 24 
check bits for each code Word. The data structure can be a 
cache line that resides in a memory or a cache associated With 
the system 30. The tag portion of the data structure resides in 
the ?rst code Word and identi?es Where the coherent version 
of the data structure resides. For example, the data structure 
can be the coherent version or the coherent version may reside 
Within a cache associated With processor of a multiprocessor 
system. 
As previously discussed, the code Words are provided to 

the EDC component 42 in 144 bit portions, such that the 
entire data structure is provided to the EDC component 42 in 
eight 144 bit portions, for example, over 8 clock cycles in 
response to a request for a given data structure. The EDC 
component 42 forWards a copy of the tag portion to the cache 
coherency controller 46 and begins performing error detec 
tion and correction on the data structure. The cache coherency 
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6 
controller 46 employs the tag to determine Whether to build a 
data packet or a request packet based on Whether or not the 
coherent version of the data structure resides in the system 
memory 32 or some other entity. 

If the tag portion indicates that a request packet Will be 
built, then the cache coherency controller 46 stores a com 
mand in the FIFO queue 50 that instructs the packet generator 
52 to build a request packet associated With the data structure 
request. In this situation, the EDC component 42 Will perform 
the error detection and correction associated With the data 
structure and store the data associated With the data structure 
in the data storage 58, until the request packet is resolved. If 
the request packet cannot be resolved, then the data associ 
ated With the data structure in the data storage 58 can be 
employed to provide a coherent version of the data. If the 
request packet is resolved, then the data associated With the 
data structure in the data storage 58 can be overwritten. 

If the tag portion indicates that a data packet Will be built, 
then the cache coherency controller 46 stores a command in 
the FIFO queue 50 that instructs the packet generator 52 to 
build a data packet associated With the data structure request. 
In this situation, the EDC component 42 continues perform 
ing error detection and correction on the data structure, and 
storing data associated With the data structure in the data 
storage 58. The packet generator 52 builds a header associ 
ated With the data packet and can sequentially retrieve data 
associated With the data structure from the data storage 58 for 
transmission. 
The cache coherency controller 46 also maintains a state 

control structure 48 associated With each of the issued com 
mands to the FIFO 50. The state control structure 48 can 
maintain status indicators that provide an indication of 
Whether the issue command is associated With a tag of a 
speculative data structure, or if the issue command is associ 
ated With a tag of a correct data structure. The state control 
structure 48 can maintain other status bits or control bits 
associated With the issue command including, for example, a 
copy of the tag. 
The EDC component 42 performs error detection and cor 

rection on the code Words sequentially based on the corre 
sponding ECC bits in the respective code Word. As the error 
detection and correction is completed, the data associated 
With the corresponding code Words are loaded into the data 
storage 58, until each of the code Words are loaded into data 
storage 58. The EDC component 42 also provides a specula 
tive status indication to both the cache coherency controller 
46 and the packet generator 52. The speculative status indi 
cation can provide an indication of Whether or not an error 
Was detected in the data structure. 

For example, the speculative status indication can provide 
an indication of Whether or not an error Was detected in any of 
the code Words associated With the data structure. If an error 
Was detected in any of the code Words, the packet generator 52 
can abort building of the packet, and build a neW packet based 
on the corrected data structure. Alternatively, a speculative 
status indication can be provided for each code Word. For 
example, if an error is detected in the ?rst code Word contain 
ing the tag portion, the packet generator 52 aborts building of 
the packet. A neW packet is then built based on the corrected 
data structure With a corrected tag portion. If an error Was 
detected in subsequent code Words, for a response packet that 
is a data packet, the packet generator 52 can retain the header 
and any correct data, but Waits for corrected data associated 
With the error prior to transmitting or retransmission of a data 
packet. If an error Was not detected in the data structure, the 
packet generator transmits the data packet With the uncor 
rected or speculative data, thus mitigating latency associated 
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With Waiting for the EDC component 42 to perform error 
detection and correction prior to building of the data packet. 

The system 30 also includes a plurality of distributed con 
trol logic blocks 44, 54, 56, and 60. The control logic blocks 
44, 54, 56, and 60 control the data How and handshaking from 
the EDC component 42 to the data storage 58 and from the 
data storage 58 to the packet generator 52. In one embodi 
ment, the packet generator 52 is operative to begin transmis 
sion of the data packet once it is determined that an error has 
not occurred in the tag. The packet generator 52 builds a 
header and begins extracting code Word data from the data 
storage 58 and begins transmitting the data packet With the 
extracted data. If an error is detected in the data structure by 
the EDC component 42 in subsequent code Words, the EDC 
begins providing dummy data into the data storage. The con 
trol logic blocks 44, 54, 56, and 60 associated With the EDC 
42, the data storage 58 and the packet generator 64 are opera 
tive to provide and transmit dummy data including an indi 
cation (e.g., an invalid ?ag) that the subsequent data being 
transmitted is not valid. The EDC 42 then corrects the data 
and loads the corrected data into the data storage 58. The 
control logic blocks 44, 54, 56, and 60 associated With the 
EDC 42, the data storage 58 and the packet generator 52 are 
operative to provide and transmit the corrected data including 
an indication (e.g., a valid ?ag) that the subsequent data being 
transmitted is noW valid. 

FIG. 3 depicts an example of a system 70 that can utiliZe 
speculative data structures in building and transmitting data 
packets in response to a data structure request. The system 70 
illustrates a multi-processor environment that includes a plu 
rality of processors 72 and 74 (indicated at PROCESSOR 1 
through PROCESSOR N, Where N is a positive integer 
(N>l)). The system 70 also includes memory 86, Which can 
be implemented as a globally accessible aggregate memory. 
For example, the memory 86 can include one or more 
memory storage devices (e.g., dynamic random access 
memory (D)RAM)). A memory control 76 is associated With 
the memory 86. The memory control 76 provides for error 
detection and correction in addition to building and transmit 
ting of packets With speculative data structures. The memory 
control 76 can include the devices and associated functions as 
illustrated in FIGS. 1-2. 

The processors 72-74 and memory 86 de?ne nodes in the 
system that can communicate With each other via requests 
and corresponding responses through a system interconnect 
78. For example, the system interconnect 78 can be imple 
mented as a sWitch fabric or a hierarchical sWitch. Also asso 

ciated With the system 70 can be one or more other nodes, 
indicated schematically at 90. The other nodes 90 can corre 
spond to one or more other multi-processor systems con 
nected to the system interconnect 78, such as through an 
appropriate interconnect interface (not shoWn). 

Each of the processors 72-74 includes at least one corre 
sponding cache 82-84. For purposes of brevity, each of the 
respective caches 82-84 are depicted as unitary memory 
devices, although they may include a plurality of memory 
devices or different cache levels. Each of the caches 82-84 
contains a plurality of cache lines. Each cache line has an 
associated address that identi?es corresponding data stored in 
the line. The cache lines can also include information identi 
fying the state of the data for the respective lines. 

The system thus employs the caches 82-84 and the memory 
86 to store blocks of data, referred to herein as “memory 
blocks” or “data structures”. A memory block or data struc 
ture can occupy part of a memory line, an entire memory line 
or span across multiple lines. For purposes of simplicity of 
explanation, hoWever, it Will be assumed that a “memory 
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8 
block” or “data structure” occupies a single “memory line” in 
memory or a “cache line” in a cache. Additionally, a given 
memory block can be stored in a cache line of one or more 

caches as Well as in a memory line of the memory 86. 
The system 70 implements a cache coherency protocol to 

manage the sharing of memory blocks so as to guarantee 
coherence of data. The cache coherency protocol of the sys 
tem 70 utiliZes a plurality of states to identify the state of each 
memory block stored in a respective cache line and the 
memory 86. The coherency protocol establishes rules for 
transitioning betWeen states, such as if data is read from or 
Written to memory 86 or one of the caches 82-84. 
As used herein, a node that issues a source request, such as 

a read or Write request, de?nes a source node. Other nodes 
Within the system 70 are potential targets of the request. 
Additionally, each memory block in the system 70 can be 
assigned a “home node” that maintains necessary global 
information and a data value for that memory block. The 
home node can be de?ned as a processor (or central process 
ing unit), associated cache and associated memory/directory. 

For example, When a source node, such as the processor 72, 
requires a copy of a given memory block, it typically ?rst 
requests the memory block from its local, private cache by 
identifying the address associated With the memory block. If 
the data is found locally, the memory access is resolved With 
out communication via the system interconnect 78. Where the 
requested memory block is not found locally, the source node 
72 can request the memory block from the system 70, includ 
ing the memory 86. In addition to the request identifying an 
address associated With the requested memory block, the 
request usually identi?es the type of request or command 
being issued by the requester. 
By Way of example, assume that the processor 72 (a source 

node) requires a copy of data associated With a particular 
address, and assume that the data is unavailable from its oWn 
local cache 82. Since the processor 72 is unable to access the 
data in its local cache 82, the processor 72, as the source node, 
transmits a source request to other nodes and memory 86 via 
the system interconnect 78. For example, the request can 
correspond to a source read request for a memory block 
associated With the address identi?ed in the request. The 
request also can identify What type of request is being issued 
by source node 72. 
The source request is transmitted from the source proces 

sor 72 to a home node in the system 70. The home node retains 
location information (e. g., in a directory) of the oWner of the 
requested cache line. The home node can include the memory 
86 and associated memory control 76 for providing data 
structures associated With a source request. The memory con 
trol 76 can retrieve the associated data structure or memory 
block from the memory 86 in response to a source request. 
The memory control 76 performs error detection and correc 
tion on the data structure, While concurrently building a 
response packet associated With the data structure. The 
memory control 76 revieWs a tag portion of the data structure 
and builds either a request packet if the data structure 
retrieved from memory is not the coherent copy of the data 
structure, or a data packet if the memory is the coherent copy 
of the data structure. The request packet can be a forWard 
signal to the oWner of the coherent copy of the data structure 
or a snoop request to the system requesting information 
regarding the oWner of the coherent copy of the data structure. 
The data packet can be built With speculative data and 

transmitted once it is determined that the speculative data is 
correct data, or the corrected data is received. Alternatively, 
the data packet can be transmitted as data is received by a 
packet generator associated With the memory control 76 in a 
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pipeline manner, While the error detection and correction is 
performed on sub sequent data. If an error is detected, dummy 
data can be transmitted, until the corrected data is received by 
the packet generator. The corrected data can then be transmit 
ted until transmission has been completed. 

In vieW of the foregoing structural and functional features 
described above, certain methods Will be better appreciated 
With reference to FIGS. 4-6. It is to be understood and appre 
ciated that the illustrated actions, in other embodiments, may 
occur in different orders and/or concurrently With other 
actions. Moreover, not all illustrated features may be required 
to implement a method. 

FIG. 4 illustrates a methodology for mitigating latency 
associated With error detection and correction of a data struc 
ture. The methodology begins at 100 Where error detection 
and correction begins on a data structure. The data structure 
can be a memory line or cache line provided in response to a 
request for the data structure from a corresponding memory 
or cache. The request can be from a processor in a multi 
processor system, an I/ O device or a variety of other devices 
that may request the data structure. The data structure 
includes a tag portion, ECC correction bits and a data portion. 
The data structure can be comprised of a plurality of code 
Words, such that error detection and correction is performed 
on each of the plurality of code Words in a sequential manner. 
The methodology then proceeds to 110. 
At 110, a copy of a tag portion is extracted from the data 

structure. The tag portion identi?es Where the coherent ver 
sion of the data structure resides. For example, the tag portion 
can provide an indication that the data structure is the coher 
ent version, or that the coherent version resides in a cache 
associated With a multiprocessor system. The tag portion 
resides in a ?rst code Word associated With a plurality of code 
Words forming the data structure. A header associated With a 
response packet to the data request is built based on informa 
tion in the tag portion of the data structure. The header is built 
concurrently While error detection and correction is being 
performed sequentially on the code Words. The methodology 
then proceeds to 120. 

At 120, the methodology determines if a tag error has been 
detected. If a tag error has been detected (YES), the method 
ology proceeds to 130. At 130, the packet generation is 
aborted and a neW packet is built for transmission at 160 With 
the corrected data. The methodology then proceeds to 170 to 
transmit the neW packet that Was built With the corrected data 
over the system. If a tag error has not been detected (NO) at 
120, the methodology proceeds to 140. At 140, the method 
ology determines if the response packet is a data packet or a 
request packet based on the tag portion of the data structure. 
If the response packet is not a data packet (NO), the method 
ology proceeds to 170 to transmit the response packet in the 
form of the header over the system. If the response packet is 
a data packet (YES) at 140, the methodology proceeds to 150. 
At 150, the methodology determines if an error has been 

detected in the data structure. For example, the error can be 
detected in one or more code Words associated With the data 
structure. If an error is detected in the data structure (YES), 
the methodology proceeds to 130, to abort packet generation. 
A neW packet is built for transmission at 160 With the cor 
rected data. The methodology then proceeds to 170 to trans 
mit the neW packet that Was built With the corrected data over 
the system. If an error is not detected in the data structure 
(NO) at 150, the methodology proceeds to 160. At 160, a data 
packet is built With the data associated With the data structure. 
At 170, the built data packet is transmitted over the system. 

FIG. 5 illustrates a methodology for mitigating latency 
associated With a data request. The methodology of FIG. 5 
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illustrates an exemplary methodology for providing a data 
packet in response to a data structure request, such that it is 
determined that the data structure is the coherent version. The 
methodology begins at 200 Where error detection and correc 
tion begins on a data structure. The data structure can be a 
memory line or cache line provided in response to a request 
for the data structure from a corresponding memory or cache. 
The request can be from a processor in a multi-processor 
system, and I/O device or a variety of other devices that may 
request the data structure. The data structure includes a tag 
portion, ECC correction bits and a data portion. The data 
structure can be comprised of a plurality of code Words, such 
that error detection and correction is performed on each of the 
plurality of code Words in a sequential manner. The method 
ology then proceeds to 210. 
At 210, a header associated With a response packet to the 

data request is built based on information in a copy of a tag 
from a tag portion that is extracted from the data structure. 
The tag portion resides in a ?rst code Word associated With a 
plurality of code Words forming the data structure. The header 
is built concurrently While error detection and correction is 
being performed sequentially on the code Words. If an error is 
detected in the ?rst code Word, the header is rebuilt based on 
the corrected tag. If an error is not detected, the copy of the tag 
is the correct tag. The methodology then proceeds to 220. 
At 220, the methodology begins transmitting the data 

packet With the data packet header and any correct data. For 
example, since error detection and correction is performed 
sequentially on the code Words, the data associated With a 
given code Word can be transmitted once it is determined to 
not have any errors. The methodology then proceeds to 230 to 
determine if transmission of the data packet has completed. If 
transmission of the data packet has completed (YES), the 
methodology terminates and data packet transmission is 
ended. If transmission of the data packet has not completed 
(NO), the methodology proceeds to 240. 
At 240, it is determined if any error has been detected in the 

data associated With the code Words. If it is determined that no 
error has been detected in the data associated With the code 
Words (NO), the methodology returns to 220 to continue 
transmitting the data packet With correct data, determining if 
transmission has been completed at 230, and detecting errors 
at 240. If it is determined that an error has been detected in the 
data associated With the code Words (YES), the methodology 
proceeds to 250. 

At 250, the methodology inserts dummy data in the data 
packet in place of the data associated With the code Words. 
The dummy data can include and indicator (e.g., invalid ?ag) 
that provides the requestor With an indication that the data 
being transmitted is not valid. The methodology then pro 
ceeds to 260 to determine if the corrected data has been 
received. If the corrected data has not been received (NO), the 
methodology returns to 250 to transmit the dummy data in the 
data packet until the corrected data is received. If the cor 
rected data has been received (YES), the methodology returns 
to 220 to continue transmitting the data packet With the cor 
rect data. The corrected data can include an indicator (e.g., a 
valid ?ag) that provides the requestor With an indication that 
the data being transmitted is valid. The methodology contin 
ues transmitting the data packet With correct data, determin 
ing if transmission has been completed at 230, and detecting 
errors at 240, until the data packet has completed transmis 
sion. 

FIG. 7 illustrates a methodology for mitigating latency 
associated With a data request. The methodology begins at 
400 Where a plurality of code Words is provided for forming 
a data structure in sequential order, such that a ?rst code Word 
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is provided of the plurality of code Words having a tag portion. 
At 410, a header of a response packet is built based on the tag 
portion. At 420, error detection and correction is performed 
on the plurality of code Words in sequential order concur 
rently With the building of the header. At 430, the response 
packet is transmitted With data associated With a given code 
Word that has been determined to be Without errors concur 
rently With the performing of error detection and correction 
on a subsequent code Word. 
What have been described above are examples of the 

present invention. It is, of course, not possible to describe 
every conceivable combination of components or methodolo 
gies for purposes of describing the present invention, but one 
of ordinary skill in the art Will recogniZe that many further 
combinations and permutations of the present invention are 
possible. Accordingly, the present invention is intended to 
embrace all such alterations, modi?cations and variations that 
fall Within the spirit and scope of the appended claims. 
What is claimed is: 
1. A system, comprising: 
an error detection and correction component that receives a 

data structure, the data structure including a tag that 
indicates coherency of data in the data structure; 

a packet generator that builds a packet for transmission; 
a cache coherency controller that receives the tag portion of 

the data structure and issues a command to the packet 
generator to build either a request packet or a data packet 
that includes the data structure, based on the tag portion; 

Wherein the packet generator builds a packet concurrently 
With the error detection and correction component 
checking for errors in the data structure; and 

the packet generator builds a data packet that includes the 
data in the data structure When the tag indicates that the 
data is the most up to date version of the data. 

2. The system of claim 1, Wherein the data structure is 
logically divided into multiple portions, the error detection 
and correction component checks for errors for each portion 
sequentially, and the packet generator transmits data from a 
particular portion once the error detection and correction 
circuit determines that data from the particular portion does 
not have errors. 

3. The system of claim 2, Wherein the packet generator 
transmits dummy data associated With a given portion of the 
data structure When the error and detection component deter 
mines that the given portion has an error, and the packet 
generator transmits valid data once the data associated With 
the given portion has been corrected. 

4. The system of claim 1, Wherein the packet generator 
aborts packet generation of the data packet if an error has been 
detected in the data structure. 

5. The system of claim 1, Wherein the packet generator 
builds at least a portion of a data packet based on speculative 
data associated With the data structure to mitigate latency 
associated With error detection and correction. 

6. The system of claim 5, Wherein: 
the speculative data comprises data for Which error detec 

tion and correction has not been performed; and 
the error detection and correction component is con?gured 

to perform error detection and correction for the specu 
lative data before the response packet is transmitted to a 
requestor of the data. 

7. The system of claim 1, Wherein the cache coherency 
controller maintains a state control structure that maintains 
status indicators associated With issued commands, the status 
indicators provide an indication of Whether a given issue 
command is based on one of speculative data and knoWn 
correct data. 
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8. The system of claim 1, further comprising a data storage 

that stores data associated With the data structure for trans 
mitting With a data packet, Wherein the data stored in the data 
storage includes at least one of speculative data and correct 
data. 

9. The system of claim 1, further comprising a plurality of 
distributed control logic blocks operative to control the data 
How and handshaking betWeen components in the system. 

10. The system of claim 1, being a multi-processor system. 
11. The system of claim 1, Wherein the packet generator 

builds at least a portion of the data packet With speculative 
data associated With the data structure to mitigate latency 
associated With error correction and detection. 

12. The system of claim 1, Wherein the packet generator 
builds a request packet that provides a request for the most up 
to date version of the data When the tag indicates that the data 
is not the most up to date version of the data. 

13. A memory system comprising: 
an error detection and correction (EDC) component that 

detects and corrects errors in given code Word associated 
With a data structure formed from a plurality of code 

Words; 
a packet generator that builds a response packet based on a 

tag portion of the data structure residing in a ?rst code 
Word of the plurality of code Words, the tag portion 
indicating Whether data in the data structure is the most 
up to date version of the data; 

a cache coherency controller that receives the tag portion 
and issues a command to the packet generator to build 
either a request packet or a data packet that includes the 
data structure based on the tag portion; and 

a plurality of memory devices that store the data structure 
based on a given memory address, and provide the EDC 
component the plurality of code Words in response to a 
request for the data structure; 

Wherein the EDC component receives the plurality of code 
Words in a sequential manner and forWards a copy of the 
tag portion from the ?rst code Word to the packet gen 
erator to facilitate the building of a response packet by 
the packet generator concurrently With the error detec 
tion and correction of the data structure. 

14. The system of claim 13, Wherein the cache coherency 
controller maintains a state control structure that maintains 
status indicators associated With issued commands, the status 
indicators provide an indication of Whether a given issue 
command is based on one of speculative data and knoWn 
correct data. 

15. The system of claim 13, Wherein the EDC component 
provides a speculative status indicator to the packet generator, 
the speculative status indicator informing the packet genera 
tor if an error has been detected in at least a portion of the data 
structure. 

16. The system of claim 15, Wherein the packet generator 
aborts packet generation of the response packet if an error has 
been detected in at least the tag portion of the data structure. 

17. The system of claim 13, further comprising a data 
storage that stores data associated With the data structure for 
transmitting With a data packet, Wherein the data stored in the 
data storage includes at least one of speculative data and 
knoWn correct data. 

18. A system for correcting errors in a data structure in 
response to a request for the data structure, the system com 
prising: 
means for performing error detection and correction on a 

data structure that includes a tag portion, the tag portion 
indicating Whether data in the data structure is the most 
up to date version of the data; 
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means for issuing a command to build a response packet 
based on the tag portion of the data structure; 

Wherein the means for performing error detection and cor 
rection forWards a copy of the tag portion to the means 
for issuing in response to receiving at least the tag por 
tion of the data structure to facilitate concurrent building 
of a response packet associated With the data structure 
With error detection and correction of the data structure; 
and 

means for building a response packet based on the issue 
command concurrently With the error detection and cor 
rection on the data structure. 

19. The system of claim 18, further comprising means for 
providing an indication if an error has been detected in at least 
the portion of the data structure to the means for building a 
response packet, the means for building a response packet 
aborting building of the response packet if an error is detected 
in at least the tag portion of the data structure, and building a 
neW response packet based on knoWn correct data associated 
With the data structure. 

20. A method for mitigating latency associated With error 
detection and correction of a data structure, the method com 
prising: 

providing a data structure in response to a request for the 
data structure, the data structure having a tag portion, the 
tag portion indicating Whether data in the data structure 
is the most up to date version of the data; 

receiving, by a cache coherency controller, the tag portion 
of the data structure; 

issuing a command, by the cache coherency controller, to 
the packet generator, to build a response packet, Wherein 
the building a response packet comprises building either 
a request packet or a data packet that includes the data 
structure, based on the tag portion; 

building a response packet based on the tag portion; and 
performing error detection and correction on the data struc 

ture concurrently With the building of the response 
packet. 
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21. The method of claim 20, further comprising transmit 

ting the response packet if no errors are detected in the data 
structure. 

22. The method of claim 20, Wherein the performing error 
detection and correction comprises performing error detec 
tion on each of a given code Word of a plurality of code Words 
forming the data structure, a ?rst code Word of the plurality of 
code Words containing the tag portion. 

23. The method of claim 22, further comprising aborting 
the building of the response packet if an error has been 
detected in the ?rst code Word. 

24. The method of claim 20, further comprising aborting 
the building of the response packet if an error has been 
detected in the data structure and the response packet is a data 
packet. 

25. A method for mitigating latency associated With a data 
request, the method comprising: 

providing a plurality of code Words forming a data struc 
ture in sequential order, a ?rst code Word provided of the 
plurality of code Words having a tag portion; 

building a header of a response packet based on the tag 
portion; 

performing error detection and correction on the plurality 
of code Words in sequential order concurrently With the 
building of the header; and 

transmitting the response packet With data associated With 
a given code Word that has been determined to be With 
out errors concurrently With the performing of error 
detection and correction on a subsequent code Word. 

26. The method of claim 25, further comprising transmit 
ting dummy data in the response packet in place of data 
associated With a subsequent code Word that has been deter 
mined to have an error, and transmitting corrected data asso 
ciated With the subsequent code Word once the data associated 
With the subsequent code Word has been corrected. 

27. The method of claim 26, further comprising providing 
an invalid ?ag With the transmitting of the dummy data, and a 
valid ?ag With the transmitting of the corrected data. 

* * * * * 


