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CLAIM OF PRIORITY 

This application claims priority under 35 USC § 119(e) to 
US. Provisional Application Ser. No. 60/653,963, ?led on 
Feb. 17, 2005, entitled: “Naive Bayes for Extreme Misclas 
si?cation Costs,” US. Provisional Application Ser. No. 
60/656,542, ?led on Feb. 28, 2005, entitled: “Local Sparsity 
Control for Naive Bayes With Extreme Misclassi?cation 
Costs,” and US. Provisional Application Ser. No. 60/680, 
520, ?led May 13, 2005, entitled: “Naive Bayes for Extreme 
Misclassi?cation Costs.” These applications are hereby 
incorporated by reference. 

TECHNICAL FIELD 

This description relates to classi?ers. 

BACKGROUND 

Classi?ers based on machine learning techniques may be 
used to classify data items of unknown classi?cation. One 
area in Which such classi?ers may be used is in ?ltering mass, 
unsolicited, commercial e-mailings (colloquially knoWn as 
e-mail spam or spam e-mail). Spam e-mail is akin to junk mail 
sent through the postal service. HoWever, because spam 
e-mail requires neither paper nor postage, the costs incurred 
by the sender of spam e-mail are quite loW When compared to 
the costs incurred by conventional junk mail senders. Conse 
quently, e-mail users noW receive a signi?cant amount of 
spam e-mail on a daily basis. 

Spam e-mail impacts both e-mail users and e-mail provid 
ers. For e-mail users, spam e-mail can be disruptive, annoy 
ing, and time consuming. For e-mail and netWork service 
providers, spam e-mail represents tangible costs in terms of 
storage and bandWidth usage, Which costs are not negligible 
due to the large number of spam e-mails being sent. 

SUMMARY 

In one aspect, a data item is input into a scoring classi?er 
such that the scoring classi?er indicates that the data item 
belongs to a ?rst class. A determination is made as to the 
amount of retraining of the scoring classi?er, based on the 
data item, that is required to cause the scoring classi?er to 
indicate that the data item belongs to a second class. A reli 
ability measure is determined based on the required amount 
of retraining and a class of the data item is determined based, 
at least in part, on the reliability measure. 

Implementations may include one or more of the folloWing 
features. For example, the scoring classi?er may include a 
Naive Bayes based classi?er. The amount of retraining may 
be determined by determining the a number of times that the 
data item needs to be added to training data items having the 
second class to result in the scoring classi?er indicating that 
the data item belongs to the second class. 

The scoring classi?er may indicate that the data item 
belongs to the ?rst class by producing a classi?cation score 
that indicates that the data item belongs to the ?rst class. The 
classi?cation score may be modi?ed based on the reliability 
measure to produce a classi?cation output. The classi?cation 
output may be compared to a classi?cation threshold to deter 
mine the class of the data item based on the reliability mea 
sure 
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2 
A neW probability distribution of features for the second 

class based on the required amount of retraining may be 
determined and a difference betWeen an original probability 
distribution of features for the second class and the neW 
probability distribution of features for the second class may 
be measured to determine the reliability measure based on the 
required amount of retraining. The classi?cation output may 
be obtained by modifying the classi?cation score based on the 
measured difference betWeen the original probability distri 
bution of features for the second class and the neW probability 
distribution of features for the second class. Measuring the 
difference betWeen the original probability distribution of 
features for the second class and the neW probability distri 
bution of features for the second class may include determin 
ing the KL divergence betWeen the original probability dis 
tribution of features for the second class and the neW 
probability distribution of features for the second class. 
Modifying the classi?cation score based on the measured 
difference betWeen the original probability distribution of 
features for the second class and the neW probability distri 
bution of features for the second class may include modifying 
the ?rst classi?cation score based on the determined KL 
divergence. 

In another aspect, a classi?cation model is developed based 
on a set of training data items. The set of training data items 
including a ?rst group of training data items having a ?rst 
class and a second group of training data items having a 
second class. The classi?cation model is applied to a data item 
to produce a ?rst classi?cation score for the data item, the 
classi?cation score indicating that the data item belongs to the 
?rst class. A determination is made as to the number of times 
the data item Would need to be added to the second group of 
training data items to create a modi?ed training set of data 
items such that, if the classi?cation model Was developed 
With the modi?ed set of training data items, applying the 
classi?cation model to the data item Would produce a second 
classi?cation score that indicates the data item belongs to the 
second class. A reliability measure is determined based on the 
number of times the data item Would need to be added to the 
second group of data items to create the modi?ed training set 
of data items. The ?rst classi?cation score is modi?ed based 
on the reliability measure to produce a classi?cation output. 
The classi?cation output is compared to a classi?cation 
threshold to determine Whether the data item belongs to the 
?rst class or the second class. 

Implementations may include one or more of the folloWing 
features. For example, the classi?cation model may be a 
Naive Bayes based classi?cation model. The data item may 
include an e-mail. 

Implementations of the described techniques may include 
hardWare, a method or process, or computer softWare on a 
computer-accessible medium. 
The details of one or more implementations are set forth in 

the accompanying draWings and the description beloW. Other 
features Will be apparent from the description and draWings, 
and from the claims. 

DESCRIPTION OF DRAWINGS 

FIG. 1 illustrates an example of a netWorked computing 
environment that supports e-mail communications and in 
Which spam ?ltering may be performed. 

FIG. 2 is a high-level functional block diagram of an e-mail 
server program that may execute on an e-mail server to pro 

vide spam ?ltering. 
FIG. 3 is a functional block diagram of an e-mail classi?er. 



US 7,577,709 B1 
3 

FIGS. 4A and 4B collectively provide a ?ow chart illus 
trating an example of a process by which the e-mail classi?er 
of FIG. 3 may be trained. 

FIG. 5 is a ?ow chart illustrating an example of a process by 
which the e-mail classi?er of FIG. 3 may classify incoming 
e-mail. 

FIG. 6 is a ?ow chart illustrating an example of a process by 
which a reliability measure may be determined and used to 
modify a classi?cation score of the classi?er of FIG. 3. 

FIG. 7 is a ?ow chart illustrating an example of a process by 
which a classi?cation threshold of the e-mail classi?er of 
FIG. 3 may be adjusted. 

DETAILED DESCRIPTION 

In general, a classi?er is used to classify data items of 
unknown classi?cation. Before classifying a data item of 
unknown classi?cation, the classi?er is trained using a set of 
data items of known classi?cations so that the classi?er can 
then generate a classi?cation output for unknown data items. 
The classi?cation output is indicative of a degree of correla 
tion between the data item and a particular class. 

To classify a particular unknown data item, the classi?er 
determines a classi?cation output indicative of a degree of 
correlation between the data item and a particular class and 
compares the classi?cation output to a classi?cation thresh 
old. 

In one implementation, to determine the classi?cation out 
put, the classi?er ?rst determines a classi?cation score also 
indicative of a degree of correlation between the data item and 
a particular class. The classi?er then determines an initial 
classi?cation for the data item based on the classi?cation 
score. The classi?er also determines an amount of retraining 
that would be needed to change the classi?cation of the data 
item. The amount of retraining needed is then used to deter 
mine a reliability measure, which is used to modify the clas 
si?cation score to obtain the classi?cation output. Doing so 
may compensate for overcon?dence errors that can reduce the 
utility of a classi?er. 

The description that follows primarily describes an appli 
cation of these techniques to e-mail spam ?ltering using a 
Naive Bayes based classi?er. However, the techniques may 
be used for spam ?ltering in other messaging mediums, 
including both text and non-text (e.g., images). For example, 
these techniques may be used for ?ltering spam sent using 
instant messaging, short messaging services (SMS), or 
Usenet group messaging. 

In addition, these techniques may be applied to other clas 
si?cation problems such as fraud detection, medical diagno 
sis, and detection of documents related to a particular topic/ 
theme (e. g., terrorist threats). Moreover, these techniques 
may be applied to classi?ers that employ scoring classi?ers 
other than Naive Bayes classi?ers. For example, these tech 
niques may be applied to Rocchio based classi?ers, centroid 
based classi?ers, decision trees based classi?ers, or support 
vector machines (SVMs) based classi?ers. 

FIG. 1 illustrates an example of a networked computing 
environment 100 that supports e-mail communications and in 
which spam ?ltering may be performed. Computer users are 
distributed geographically and communicate using client sys 
tems 110a and 1101). Client systems 110a and 11019 are con 
nected to ISP networks 120a and 120b, respectively. While 
illustrated as ISP networks, each of networks 12011 or 1201) 
may be any type of network, such as, for example, a corporate 
network. Clients 110a and 1101) may be connected to the 
respective ISP networks 120a and 12019 through various com 
munication mediums, such as a modem connected to a tele 
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4 
phone line (using, for example, serial line intemet protocol 
(SLIP) or point-to-point protocol (PPP)) or a direct network 
connection (using, for example, transmission control proto 
col/internet protocol (TCP/IP)), a wireless metropolitan net 
work, or a corporate local area network (LAN). E-mail serv 
ers 130a and 1301) also are connected to ISP networks 120a 
and 120b, respectively. ISP networks 120a and 12019 are 
connected to a global network 140 (eg the Internet) so that a 
device on one ISP network can communicate with a device on 

the other ISP network. For simplicity, only ISP network 120a 
and 1201) have been illustrated as being connected to Internet 
140. However, there may be a great number of such ISP 
networks connected to Internet 140. Likewise, each ISP net 
work may be connected to many e-mail servers and many 
client systems. 
Each of the client systems 110a and 11019 and e-mail serv 

ers 130a and 1301) may be implemented using, for example, a 
general-purpose computer capable of responding to and 
executing instructions in a de?ned manner, a personal com 
puter, a special-purpose computer, a workstation, a server, a 
device, a component, or other equipment or some combina 
tion thereof capable of responding to and executing instruc 
tions. Client systems 110a and 11019 and e-mail servers 130a 
and 1301) may receive instructions from, for example, a soft 
ware application, a program, a piece of code, a device, a 
computer, a computer system, or a combination thereof, 
which independently or collectively direct operations. These 
instructions may take the form of one or more communica 
tions programs that facilitate communications between the 
users of client systems 110a and 1101). Such communications 
programs may include, for example, e-mail programs, IM 
programs, ?le transfer protocol (FTP) programs, or voice 
over-IP (VoIP) programs. The instructions may be embodied 
permanently or temporarily in any type of machine, compo 
nent, equipment, storage medium, or propagated signal that is 
capable of being delivered to a client system 110a and 11019 or 
the e-mail servers 130a and 1301). 

Each client system 11011 or 11019 and e-mail server 13011 or 
1301) includes a communications interface (not shown) used 
by the communications programs to send communications. 
The communications may include audio data, video data, 
general binary data, or text data (e.g., data encoded in Ameri 
can Standard Code for Information Interchange (ASCII) for 
mat or Unicode). 

Examples of ISP networks 120a and 12019 include Wide 
Area Networks (WANs), Local Area Networks (LANs), ana 
log or digital wired and wireless telephone networks (e.g., a 
Public Switched Telephone Network (PSTN), an Integrated 
Services Digital Network (ISDN), or a Digital Subscriber 
Line (xDSL)), or any other wired or wireless network. Net 
works 120a and 1201) may include multiple networks or sub 
networks, each of which may include, for example, a wired or 
wireless data pathway. 
An e-mail server 13011 or 1301) may handle e-mail for many 

thousands of e-mail users connected to ISP network 12011 or 
120b, although other e-mail servers may handle more or 
fewer users. An e-mail server 13011 or 13 0b may handle e-mail 
for a single e-mail domain (e.g., aol.com) or for multiple 
e-mail domains. E-mail server 13011 or 1301) may be com 
posed of multiple, interconnected computers working 
together to provide e-mail service for e-mail users of ISP 
network 12011 or 12019. 
An e-mail user, such as a user of client system 11011 or 

110b, may have one or more e-mail accounts on e-mail server 
13011 or 1301). Each account corresponds to an e-mail address. 
Each account may have one or more folders in which e-mail 
is stored. E-mail sent to one of the e-mail user’s e-mail 
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addresses is routed to e-mail server 13011 or 13019 and placed 
in the account that corresponds to the e-mail address to Which 
the e-mail Was sent. The e-mail user then uses, for example, 
an e-mail client program executing on client system 11011 or 
11019 to retrieve the e-mail from e-mail server 13011 or 13019 
and vieW the e-mail. 

The e-mail client program may be, for example, a stand 
alone e-mail application such as Microsoft Outlook or an 
e-mail client application that is integrated With an ISP’s client 
for accessing the ISP’s netWork, such as America Online 
(AOL) Mail, Which is part of the AOL client. The e-mail client 
program also may be, for example, a Web broWser that 
accesses Web-based e-mail services. 

The e-mail client programs executing on client systems 
110a and 1101) also may alloW one of the users to send e-mail 
to an e-mail address. For example, the e-mail client program 
executing on client system 110a alloWs the e-mail user of 
client system 11011 (the sending user) to compose an e-mail 
message and address it to a recipient address, such as an 
e-mail address of the user of client system 1101). When the 
sending user indicates that an e-mail is to be sent to the 
recipient address, the e-mail client program executing on 
client system 110a communicates With e-mail server 13011 to 
handle the transmission of the e-mail to the recipient address. 
For an e-mail addressed to an e-mail user of client system 
110b, for example, e-mail server 130a sends the e-mail to 
e-mail server 1301). E-mail server 130!) receives the e-mail 
and places it in the account that corresponds to the recipient 
address. The user of client system 1101) then may retrieve the 
e-mail from e-mail server 130b, as described above. 

In an e-mail environment such as that shoWn, a spammer 
typically uses an e-mail client or server program to send 
similar spam e-mails to hundreds, if not thousands or mil 
lions, of e-mail recipients. For example, a spammer may 
target hundreds of recipient e-mail addresses serviced by 
e-mail server 1301) on ISP network 1201). The spammer may 
maintain the list of targeted recipient addresses as a distribu 
tion list. The spammer may use the e-mail program to com 
pose a spam e-mail and instruct the e-mail client program to 
use the distribution list to send the spam e-mail to the recipi 
ent addresses. The e-mail then is sent to e-mail server 1301) for 
delivery to the recipient addresses. Thus, in addition to receiv 
ing legitimate e-mails (i.e., non-spam e-mails), e-mail server 
1301) also may receive large quantities of spam e-mail, par 
ticularly When many spammers target e-mail addresses ser 
viced by e-mail server 1301). 

FIG. 2 is a high-level functional block diagram of an e-mail 
server program 230 that may execute on an e-mail server, 
such as e-mail server 13011 or 130b, to provide spam ?ltering. 
E-mail server program 230 includes a Naive Bayes based 
e-mail classi?er 232 and a mail handler 234. During opera 
tion, the incoming e-mail arriving at e-mail server program 
230 passes through e-mail classi?er 232. E-mail classi?er 232 
classi?es incoming e-mail by making a determination of 
Whether a particular e-mail passing through classi?er 232 is 
spam or legitimate e-mail (i.e., non-spam e-mail) and labeling 
the e-mail accordingly (i.e., as spam or legitimate). E-mail 
classi?er 232 forWards the e-mail to mail handler 234, and 
mail handler 234 handles the e-mail in a manner that depends 
on the policies set by the e-mail service provider. For 
example, mail handler 234 may delete e-mails marked as 
spam, While delivering e-mails marked as legitimate to an 
“inbox” folder of the corresponding e-mail account. Alterna 
tively, e-mail labeled as spam may be delivered, to a “spam” 
folder or otherWise, instead of being deleted. The labeled mail 
may be handled in other Ways depending on the policies set by 
the e-mail service provider. 
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6 
While the e-mail classi?er 232 and the mail handler 234 

have been illustrated as part of an e-mail server program 230, 
these components may instead be implemented in an e-mail 
client program. 

Before classi?er 232 is used to classify incoming e-mail, 
classi?er 232 is trained. Classi?er 232 is trained using a 
training set of e-mail to develop an internal model that alloWs 
classi?er 232 to determine a classi?cation output for 
unknoWn e-mail. 

During classi?cation, e-mail classi?er 232 makes the 
determination of Whether a given e-mail is spam by analyZing 
the e-mail to determine a classi?cation output for the e-mail. 
The classi?cation output is based on the probability estimate 
that the e-mail is spam and, therefore, indicates a con?dence 
level that the e-mail is spam. The e-mail classi?er 232 then 
compares the classi?cation output to a threshold and, if the 
classi?cation output is above a certain threshold, the e-mail is 
labeled as spam. 

Because classi?er 232 classi?es e-mail based on a score 
that indicates a con?dence level of Whether the e-mail is 
spam, there is the chance that a spam e-mail Will be misclas 
si?ed as legitimate and that legitimate e-mail Will be classi 
?ed as spam. There are generally costs associated With such 
misclassi?cations. For the e-mail service provider, misclas 
sifying spam e-mail as legitimate results in additional storage 
costs, Which might become fairly substantial. In addition, 
failure to adequately block spam may result in dissatis?ed 
customers, Which may result in the customers abandoning the 
service. The cost of misclassifying spam as legitimate, hoW 
ever, may generally be considered nominal When compared to 
the cost of misclassifying legitimate e-mail as spam, particu 
larly When the policy is to delete or otherwise block the 
delivery of spam e-mail to the e-mail user. Losing an impor 
tant e-mail may mean more to a customer than mere annoy 

ance. Co st, therefore, may take into account factors other than 
just monetary terms. 

While generally accurate, a Naive Bayes based classi?er, at 
times, may be very Wrong, such that it erroneously indicates 
With a high con?dence that the input belongs to the Wrong 
class. In particular, the class-probability estimates of a Naive 
Bayes based classi?er may tend to be clustered near the 
extreme values of 0 and 1. Thus, When a Naive Bayes based 
classi?er assigns a classi?cation score that indicates an input 
item belongs to the incorrect class, that classi?cation score 
may indicate a very high con?dence that the input item 
belongs to the incorrect class. For example, if a class-prob 
ability estimate of 1 corresponds to spam e-mail, While 0 
corresponds to legitimate e-mail, then a Naive Bayes based 
classi?er may provide a probability estimate for a legitimate 
e-mail close to 1, Which results in a classi?cation score that 
incorrectly indicates, With a very high level of con?dence, 
that the legitimate e-mail is spam. 
The apparent high con?dence With Which certain errors are 

made may be particularly problematic When misclassi?cation 
costs are highly skeWed, such as, for example, When there is 
an order of magnitude or more betWeen the misclassi?cation 
costs. This is because, in part, applications that include highly 
asymmetric misclassi?cation costs have a loWer tolerance for 
either false positives or false negatives, or both. For example, 
in a system that has an objective of identifying spam, there 
may be a loW tolerance for false positives because users may 
turn aWay from a spam ?lter the ?rst time they have an e-mail 
deleted because it is mistakenly identi?ed as spam. As 
another example, in a system that has an objective of identi 
fying terrorist plots, there may be a loW tolerance for false 
negatives because the potential loss of life may be too high if 
a plot is mistakenly discarded (i.e., identi?ed as not being a 
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plot). To counteract such loW tolerances for false positives or 
false negatives, a conservative setting of the decision thresh 
old may help guarantee that the more costly misclassi?ca 
tions are not made, even When the classi?cation score indi 
cates a high con?dence that the item should be classi?ed in 
the Wrong class. This, hoWever, can greatly decrease the util 
ity of the classi?er, because the less costly misclassi?cations 
are made more often. 

Furthermore, this overcon?dence may be particularly true 
in the text domain. When classifying documents With many 
features, their correlations may compound each other, thus 
leading to exponential groWth in the odds. Thus, if a docu 
ment consists of a large number of highly correlated features, 
for Which the odds are only slightly in favor of a particular 
class, the compounding effect of the feature independence 
assumption can make the overall odds for the class quite high. 
The compounding effect can be even stronger in areas of the 
input space that Were only sparsely represented by the train 
ing data. Longer documents may be more likely to be mis 
classi?ed With a particularly high con?dence. 

To compensate for such overcon?dence errors, a reliability 
measure is used to modify the classi?cation score provided by 
the Naive Bayes classi?er used in e-mail classi?er 232. For a 
given input item, the reliability measure is based on the 
amount of retraining that Would be required to change the 
classi?cation assigned to that input item. Generally, Naive 
Bayes classi?ers can be expected to be stable under small 
adjustments of the training data. Thus, in order for the clas 
si?cation of an input item to be changed, a more extensive 
change to the distribution of the training data may be needed. 
Accordingly, a measure of the reliability of the Naive Bayes 
classi?cation score can be obtained based on hoW much of a 
change to the training data is required to change the classi? 
cation of an input item. A more reliable classi?cation score 
Will require a larger amount of change than a less reliable 
classi?cation score. 

To provide an illustrative example, a Naive Bayes based 
classi?er may classify an e-mail message as non-spam. That 
e-mail message may be added to the spam training data and 
the Naive Bayes based classi?er retrained. If that retraining 
does not cause the classi?er to classify the same e-mail as 
spam, then the e-mail is added to the training data again, and 
the classi?er is retrained. This continues until the classi?er 
classi?es the e-mail as spam. In this scenario, the reliability of 
the classi?er’s initial decision can be linked to the number of 
times the classi?er is retrained based on the e-mail to change 
its outcome, Which in turn translates to the amount of change 
to the training distribution needed for decision reversal. Deci 
sions that are reliable Will require more extensive adjustment 
of the distribution (and, hence, a greater number of times the 
classi?er is retrained) than less reliable ones. More colloqui 
ally, the classi?cation is less reliable if it takes only a feW 
iterations of retraining to get the classi?er to change its mind. 
The information regarding the amount of retraining is used to 
obtain a reliability measure that is used to modify the classi 
?er’s classi?cation score. The modi?ed classi?cation score is 
then used to classify the e-mail. 

FIG. 3 is a functional block diagram of one implementation 
of the e-mail classi?er 232. E-mail classi?er 232 includes a 
feature analyZer 330, a feature reducer 340, a Naive Bayes 
classi?er 350, a score modulator 320, a threshold comparator 
370, and a mail labeler 380. The various components of 
e-mail classi?er 232 generally function and cooperate during 
tWo phases: training and classi?cation. To simplify an under 
standing of the operation of e-mail classi?er 232 during each 
phase, the data How betWeen the various e-mail classi?er 232 
components is shoWn separately for each phase. A non-bro 
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8 
ken line is shoWn for data How during the training phase and 
a broken line With alternating long and short dashed lines 
indicates the data How during classi?cation. 

Referring to FIG. 4A, in general, during the training phase 
(i.e., When a classi?cation model is developed) (400) a set of 
t e-mails (the “training e-mails”) having a knoWn classi?ca 
tion (i.e. knoWn as spam or legitimate) are accessed (410) and 
used to train classi?er 232. Each e-mail in the unique set of t 
training e-mails is analyZed to obtain the n features (described 
further beloW) of the set of training e-mails (420) and to form 
an n-by-m feature matrix (430). Referring to FIG. 4B, feature 
selection is performed to select N features of the n feature set, 
Where N<n (440), and the n-by-m feature matrix is reduced 
accordingly to an N-by-m reduced feature matrix (450). The 
N-by-m reduced feature matrix is used along With the knoWn 
classi?cation of the unique training e-mails to obtain an inter 
nal classi?cation model (460). 
More particularly, and With reference to the unbroken ref 

erence ?oWpath of FIG. 3, at set of training e-mails 31011 is 
input into classi?er 232 and applied to feature analyZer 330 
(420). During training, feature analyZer 330 analyZes thet set 
of training e-mails to determine n features of the set of t 
training e-mails (the “feature set”). The feature set may be 
composed of text and non-text features. Text features gener 
ally include the text in the bodies and subject lines of the 
e-mails. Non-text features may include various other 
attributes of the e-mails, such as formatting attributes (e.g., all 
caps), address attributes (e.g., multiple addressees or from a 
speci?c e-mail address), or other features of an e-mail mes 
sage, such as Whether there is an attachment or image, audio 
or video features embedded in the e-mail. 

Feature analyzer 330 includes a non-text analyzer 330a 
and a text analyZer 3301). During training, text analyzer 330!) 
identi?es text features of each e-mail message in the set of t 
training e-mails. Text analyzer 330!) may tokeniZe each 
e-mail to determine the text features. A token is a textual 
component in the body or subject line and, for example, may 
be de?ned as letters separated from another set of letters by 
Whitespace or punctuation. Text analyzer 330!) keeps track of 
tokens and e-mails Within Which the tokens occur. 

Non-text analyZer 330a determines Whether each non-text 
feature is present in each e-mail. The exact non-text features 
for Which each e-mail is analyZed typically are a matter of 
design and empirical judgment. For each non-text feature, a 
binary value is generated to indicate Whether the feature is 
present. 

Feature analyZer 330 creates a sparse n-by-m feature 
matrix (Where n is the total number of text and non-text 
features) from the results of text analyzer 330!) and non-text 
analyZer 33011 (430). Each entry in the matrix is a binary value 
that indicates Whether the nth feature is present in the mth 
e-mail. 
The n-by-m feature matrix is provided to feature reducer 

340, Which reduces the n-by-m feature matrix to a sparse 
N-by-m reduced feature matrix (Where N is less than n), 
using, for example, mutual information (440 and 450). In 
other Words, feature reducer 340 selects a reduced set of the n 
features (the “reduced feature set”) and reduces the siZe of the 
feature matrix accordingly. Techniques other than mutual 
information may be used, alternatively or additionally, to 
implement such feature selection. For example, document 
frequency thresholding, information gain, term strength, or 
X2 may be used. In addition, some implementations may 
forego feature selection/reduction and use all of the n features 
from the set of t training e-mails. 
The N selected features are communicated to feature ana 

lyZer 330, Which analyZes the incoming e-mails during the 
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classi?cation phase for the N selected features instead of all of 
the n features in the incoming e-mails. 

The N-by-m reduced feature matrix is input into classi?er 
350. Each roW of the N-by-m reduced feature matrix corre 
sponds to one of the training e-mails and contains data indi 
cating Which of the N selected features are present in the 
corresponding training e-mail. Each roW of the reduced fea 
ture matrix is applied to classi?er 350. As each roW is applied 
to classi?er 350, the knoWn classi?cation of the training 
e-mail to Which the roW corresponds also is input. 

In response to the N-by-m reduced feature matrix and 
corresponding classi?cations, Naive Bayes classi?er 350 
builds an internal classi?cation model that is used to evaluate 
future e-mails With unknoWn classi?cation (e. g., non-training 
e-mails) (460). The Naive Bayes classi?er 350 may be imple 
mented, for example, using the multinomial model. In gen 
eral, given an input e-mail x, a Naive Bayes classi?er bases its 
classi?cation on the posterior probability of one or more 
classes. The posterior probability of a given class C can be 
represented using the Bayes formula 

(1) 

Where, assuming feature independence, P(xlC) can be esti 
mated as 

xiex 

Where xi is the i-th component of x and denotes the number 
of occurrences of xi in x. The multinomial model may be used 
to estimate P(xl-lC) as 

Where N(xl., C) is the number of times xi appeared in train 
ing e-mails belonging to the class C, V represents the number 
of features in the reduced feature set, ZjN(x]-, C) represents the 
sum of the occurrences in the training data of all features that 
have some presence in class C, and 

V (4) 

1 

This assumes Laplace smoothing of the probability estimates, 
although alternative smoothing schemes are possible and lead 
to improved accuracy. 

Thus, to develop the classi?cation model, the Naive Bayes 
classi?er 350 uses the reduced feature matrix, the knoWn 
classi?cations, and equation (3) to estimate the probability 
distributions for the features of the classes (spam and legiti 
mate). That is, the classi?er 350 determines the probability 
distributions by evaluating P(xl- | C) for C equal to spam and for 
C equal to legitimate (denoted beloW as P(XllS) and P(xl-lL), 
respectively). Speci?cally, for each feature xi in the reduced 
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feature set, P(xl-l S) and P(xl-lL) are determined. The probabil 
ity distributions are then used by the classi?er 350 during 
classi?cation to develop a classi?cation score for an input 
e-mail. In addition, the probability distributions are passed to 
the score modulator 320 for use during classi?cation to deter 
mine a reliability measure, as described beloW. 

Referring to FIG. 5, in general, during classi?cation (500) 
each e-mail in the incoming e-mail stream is analyZed to 
determine Whether it contains the N features of the reduced 
feature set (510). This data is used to obtain a classi?cation 
score for the e-mail (520) and an initial classi?cation of the 
e-mail is determinedbased on the classi?cation score (530). A 
reliability measure is then determined based on an amount of 
retraining needed to change the initial classi?cation of the 
e-mail to the opposite class (540). The classi?cation score is 
modi?ed based on the reliability measure to obtain a classi 
?cation output (550). 
The e-mail is then classi?ed by comparing the classi?ca 

tion output to the classi?cation threshold and labeling the 
e-mail accordingly. For example, if the classi?cation output is 
equal to or above the classi?cation threshold (560), the e-mail 
is labeled as spam (570). If the classi?cation output is beloW 
the classi?cation threshold, the e-mail is labeled as legitimate 
(580). 

In particular, and With reference to the long-and-short 
dashed reference line of FIG. 3, during the classi?cation 
phase, incoming e-mails of unknoWn class 31011 are input into 
classi?er 232 as they arrive at the e-mail server. As an incom 
ing e-mail arrives, the e-mail is input to feature analyZer 330. 
Feature analyZer 330 determines Whether the incoming 
e-mail has the N features of the reduced feature set and 
constructs an N element feature vector (510). 
The N element feature vector is input into Naive Bayes 

classi?er 350, Which applies the internal classi?cation model 
to the feature vector to obtain a classi?cation score that indi 
cates a con?dence level that the e-mail is spam (520). For 
example, When there are only tWo classes (spam and legiti 
mate), the classi?cation score may be formulated in terms of 
the log odds score (otherWise referred to as the log likelihood 
ratio) for the spam class S: 

(5) 001 
g_ 
010 

Where S is the class of spam and L is the class of legitimate, as 
indicated above, and col, and cl0 are the costs of misclassify 
ing spam as legitimate and misclassifying legitimate as spam, 
respectively. While an implementation in Which the calcula 
tion of the classi?cation score includes misclassi?cation 
costs, other implementations may exclude misclassi?cation 
costs. 

The classi?cation score is passed to the score modulator 
320 Which makes an initial determination of the e-mail’s class 
based on the classi?cation score and a classi?cation threshold 
6 (530). For example, When using the log odds score, the 
e-mail may be initially classi?ed as spam When score(x) 
exceeds or equals the threshold 6: 

score(x)<6:>L (6) 

and, in one implementation, the threshold 6 is set to 0. HoW 
ever, from equation (5), it can be seen that the costs and class 
priors ((P(S) and P(L)) are independent of the input x. There 
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fore, in some implementations, 6 is adjusted to take these data. Conceptually, the process of perturbing the training set 
values into account. Additionally, or alternatively, the thresh- aims to outweigh evidence for the originally predicted class 
old 6 may be adjusted to minimize or reduce misclassi?cation With similar evidence for the opposite class and then to mea 
costs using, for example, a Receiver Operating Characteristic sure the amount of change betWeen the tWo. According to 
(ROC) analysis, as described further beloW. 5 equation (7), this can be achieved by altering P(x|C) or P(x| 
Once the initial classi?cation is determined, the score C), or both. In the technique shoWn in FIG. 6, P(x|C) is 

modulator 320 determines a reliability measure based on the modi?ed by considering the input e-mail x as being repeat 
amount of retraining that is needed to change the initial clas- edly added to the training set for C. Consequently, the effect 
si?cation of the e-mail (540). For example, if the initial clas- of such retraining is that the cluster of content including the 
si?cation of the e-mail is spam, then the score modulator 320 10 e-mail Will span the tWo classes. HoWever, alternatively, a 
determines the amount of retraining based on the e-mail that technique can be used in Which both P(x|C) and P(x|C) are 
is needed to classify the e-mail as non-spam, and determines altered, With the effect of moving the cluster of content sur 
the reliability measure based on the amount of retraining rounding the e-mail from the predicted class to the opposite 
needed. In particular, if the classi?cation scheme of equation class. Additionally, techniques may be employed Which alter 
(6) is used, then the score modulator 320 determines the 15 P(x|C). 
reliability score based on hoW much retraining is needed to As shown in FIG. 6, the score modulator 320 determines 
achieve a value of score(x) that crosses the threshold 6. An the multiplicity 0t With Which the e-mail needs to be added to 
example of a process for determining the reliability measure the training data of the opposite class to obtain a decision 
and modifying the classi?cation score based on the reliability reversal (610). In one implementation, the e-mail is added to 
measure is described beloW With respect to FIG. 6. 20 the training data for the opposite class, the probability distri 

The score modulator 320 then generates a classi?cation bution for the opposite class and classi?cation score are 
output by modifying the classi?cation score based on the recomputed, and the score is used to determine if an opposite 
reliability measure (550) and passes the classi?cation output class is achieved. This is performed repeatedly until a deci 
to the threshold comparator 370. Threshold comparator 370 sion reversal is achieved, and the number of times the e-mail 
applies the comparison scheme (e.g., equation (6)) (560) and 25 Was added to the training data of the opposite class is 
produces an output accordingly. The output of threshold com- recorded. 
PafaIOr 370 is applied I0 mail labeler 380- Such an implementation, hoWever, may require that the 

The incoming e-mail also is input to mail labeler 380. e-mail be added to the opposite class and the score recom 
When the output of threshold comparator 370 indicates the puted a hundred times or more, thereby adding signi?cantly 
classi?cation output is equal to or greater than the classi?ca- 30 to the classi?cation time. Accordingly, an alternative imple 
tion threshold, mail labeler 380 labels the incoming e-mail as mentation treats the score as a function of the multiplicity 0t 
spam (570). When the output of threshold comparator 370 and identi?es the Zero-crossing of score(0t) using root ?nding 
indicates the classi?cation output is less than the classi?ca- (e_g_3 using the Newton or the secant method) to determine the 
tion threshold, mail labeler 380 labels the incoming e-mail as value for a that changes the decision. Using the NeWton 
legitimate (580). The labeled e-mail then is output by mail 35 method, the derivative of the score(0t) is used. In computing 
labeler 380 and sent to mail handler 234. the derivative, it may be assumed that perturbing the training 

FIG. 6 shoWs an example of a technique for determining data does not affect the class priors. For example, if the 
the reliability measure (540) and modifying the classi?cation perturbation is done by adding input e-mail x (containing A 
score based on the reliability measure (550). In the folloWing features from vocabulary V) to class C With some multiplicity 
discussion, C represents the class to Which the e-mail Was 40 ot, the derivative of the score function With respect to 0t 
originally assigned, and C represents the opposite class. evaluates to 

ieA j [GA 

A E n; 

When a classi?cation scheme such as the one in equations (5) Where ni:N(xl., C) is the count of feature xi in class C prior to 
and (6) is used, then the following equation de?nes What is 55 perturbation and A is the set of features covered by x, and 
needed for decision reversal, assuming that the threshold 6 is 
0 and that the perturbation of the training data does not alter 
class priors: 

const is equal to log 

001 P(S) 

Once the multiplicity 0t is determined, a neW probability 

65 distribution for the opposite class is determined by determin 

Where score is the original output score (equation (5)), While ing f’(xl-|@ based on 0t (620). For example, the multiplicity a 
IN)(X|C) and f’(x|© denote estimates over the altered training may be used to determine the neW value for N(xl-, C) and 
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ZjN(x]-, C) in equation (3) for class C Equation (3) can then be 
evaluated to determine P(xl-|O). 

The difference betWeen the original probability distribu 
tion for the opposite class and the neW probability distribution 
for the opposite class is then measured. For example, the 
Kullback-Leibler (KL) divergence betWeen the original prob 
ability distribution for the opposite class and the neW prob 
ability distribution for the opposite class may be calculated 
(630). The KL divergence may be calculated based on R(xi|O) 
and P(xl-|O) as folloWs: 

The KL divergence value can be interpreted as the margin 
With Which a particular decision is made, since it captures the 
amount of training required to achieve the opposite outcome. 

The classi?cation score is then modi?ed based on the KL 

divergence (640). For example, a straightforward manner of 
modifying the score is to multiply the KL divergence by the 
classi?cation score: 

(9) 

In other implementations, a function of the KL divergence 
may be multiplied by the classi?cation score. For example: 

§(x):score(x)-exp (—y-rdisl(x)) (l 0) 

Where y is a tuning constant chosen by design. The constant y 
may be in the range of 0.001 to 50, for example. 

As described brie?y above, instead of using a default 
threshold 0, the threshold 0 can be adjusted before, during, or 
after classi?cation to minimize or reduce misclassi?cation 
costs. To that end, a set of e evaluation e-mails may be used. 
The evaluation e-mails are e-mails that have knoWn classi? 
cations but Were not used during training. 

Referring to FIG. 7, after training, to establish a classi?ca 
tion threshold (700), these evaluation e-mails are input to 
e-mail classi?er 232 and each e-mail in the evaluation set is 
analyzed to determine Whether it contains the N features of 
the reduced feature set (710). This data is used to obtain a 
classi?cation score for the e-mail (720) and an initial classi 
?cation of the e-mail is determined based on the classi?cation 
score (73 0). A reliability measure is then determined based on 
an amount of retraining needed to change the initial classi? 
cation of the e-mail to the opposite class (740). The classi? 
cation score is modi?ed based on the reliability measure to 

obtain a classi?cation output (750). Once the classi?cation 
outputs are obtained, the classi?cation outputs for the evalu 
ation e-mails, along With their knoWn classi?cations, are used 
to select a value for 0 that minimizes the misclassi?cation 
costs (760), and 0 is then set to this value (770). To do so, a 
Receiver Operating Characteristic (ROC) curve may be con 
structed from the classi?cation output and classi?cations, and 
an operating point on the ROC curve that minimizes misclas 
si?cation costs may be chosen. 

The misclassi?cation costs (Lu) of a given classi?er F With 
respect to a set of e-mails can be expressed in one exemplary 
representation as: 
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Where the false-positive rate (FP) is: 

(12) 
2 [Foo = 1] 
xel 

FP = ” 

lsul 

and the false-negative rate (FN) is: 

(13) 
2 [Foo = 51 

FN : xesu 

1” 

and Where WISH/Eu, E is an evaluation set of e-mail, E” is the 
set of e-mails in set E, s” is the spam e-mail subset of EM, and 
l” is the legitimate e-mail subset of E”. [F(x):s] is equal to one 
When the classi?er returns spam as the class, zero otherWise. 
[F(x):l] is equal to one When the classi?er classi?es an e-mail 
as legitimate, zero otherWise. The cost of misclassifying a 
spam e-mail as legitimate is assumed to be one, While cost 
represents the assigned cost of misclassifying legitimate 
e-mail as spam e-mail. The exact value of this parameter is 
chosen as a matter of design. For example, a value of 1000 
may be chosen. As described further beloW, some implemen 
tations may use values of cost that depend on a legitimate 
e-mail’s subcategory. 
The relationship betWeen PP and EN for a given classi?er 

is known as the Receiver Operating Characteristic. Different 
choices of the classi?cation threshold for a classi?er result in 
different points along the classi?er’s ROC curve. Threshold 
selector 360 uses the classi?cation outputs and knoWn clas 
si?cations to determine the threshold value that sets the 
operation of classi?er 232 at a point on the classi?er’s ROC 
curve that minimizes L”. For example, threshold selector 360 
may evaluate L” for a number of different threshold values 
and choose the operation point that minimizes Lu. 

While described as classifying e-mail as either spam or 
legitimate, e-mail classi?er 232 may be designed to classify 
e-mail into more than just those tWo classes. For instance, 
e-mail classi?er may be designed and trained to classify 
e-mail not only as legitimate, but to classify legitimate e-mail 
into one of different subcategories of legitimate e-mail. As an 
example, legitimate mail may have the folloWing subcatego 
ries: personal, business related, e-commerce related, mailing 
list, and promotional. Personal e-mails are those that are 
exchanged betWeen friends and family. Business related 
e-mails are generally those that are exchanged betWeen co 
Workers or current and/or potential business partners. E-com 
merce related e-mails are those that are related to online 
purchases, such as registration, order, or shipment con?rma 
tions. Mailing list e-mails are those that relate to e-mail dis 
cussion groups to Which users may subscribe. Promotional 
e-mails are the commercial e-mails that users have agreed to 
receive as part of some agreement, such as to vieW certain 
content on a Web site. 

To determine the class in the case of more than tWo classes, 
the problem may be split up into multiple tWo class problems. 
Each tWo class problem includes the target class, and the 
combination of the other, non-target classes. Each tWo class 
problem is then treated according to the techniques described 
above to obtain a decision as to What class or classes the input 
item belongs tWo. If an input item is only alloWed to belong to 
one class, then a decision rule may need to be formulated to 
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make the class decision in the event that multiple classes are 
indicated by a comparison of the classi?cation output to the 
decision threshold. 

Furthermore, regardless of Whether e-mail classi?er 232 is 
speci?cally designed to classify legitimate e-mail into sub 
categories, classi?er 232 may be designed to take into 
account the varying misclassi?cation costs of misclassifying 
e-mail in a given subcategory of legitimate e-mail as spam. 
For instance, misclassifying a personal e-mail as spam typi 
cally is considered more costly than misclassifying a business 
related message as spam. But it may be considered more 
costly to misclassify a business related e-mail as spam than to 
misclassify a promotional e-mail as spam. These varying 
misclassi?cation costs may be taken into account When set 
ting the classi?cation threshold. 

For example, When setting the initial threshold, such vary 
ing costs can be taken into account by setting cost in equation 
(1 l) to: 

cost = Z P(cat | l, x)C(s, cat) (14) 
ca! 

Where P(cat|l,x) is the probability that a particular legitimate 
e-mail x belongs to the subcategory cat (e.g., personal, busi 
ness related, e-commerce related, mailing list, or promo 
tional) and C(s,cat) is the cost of misclassifying a legitimate 
e-mail belonging to the subcategory cat as spam. 

The folloWing is an example list of subcategories cat and 
example costs C(s,cat) that may be used: 

Subcategory cat Misclassi?cation Cost C(s, cat) 

Personal 1000 
Business Related 500 
E-commerce related 100 
Mailing List Related 50 
Promotional 25 

The techniques described above are not limited to any 
particular hardWare or software con?guration. Rather, they 
may be implemented using hardWare, software, or a combi 
nation of both. The methods and processes described may be 
implemented as computer programs that are executed on pro 
grammable computers comprising at least one processor and 
at least one data storage system. The programs may be imple 
mented in a high-level programming language and may also 
be implemented in assembly or other loWer level languages, if 
desired. 
Any such program Will typically be stored on a computer 

usable storage medium or device (e.g., CD-Rom, RAM, or 
magnetic disk). When read into the processor of the computer 
and executed, the instructions of the program cause the pro 
grammable computer to carry out the various operations 
described above. 
A number of implementations have been described. Nev 

ertheless, it Will be understood that various modi?cations 
may be made. 

For example, instead of using thresholds (Whether set ini 
tially or during operation) that fully minimiZe the misclassi 
?cation costs (i.e., reduce the misclassi?cation cost to the 
minimiZed cost level), a threshold could instead be chosen 
that reduces the misclassi?cation costs to a predetermined 
level above the minimiZed co st level. As another example, the 
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16 
foregoing description has described an e-mail classi?er that 
labels mail for handling by a mail handler. HoWever, in some 
implementations, it may not be necessary to label e-mail at 
all. For instance, the e-mail classi?er may be designed to 
handle the e-mail appropriately based on the comparison of 
the classi?cation output to the classi?cation threshold. Alter 
natively, the e-mail may be marked With the classi?cation 
output and the mail handler may handle the e-mail differently 
based on the particular value of the classi?cation output. In 
other implementations, it may not be necessary to label all 
classes of e-mail. For example, the mail handler may be 
designed to only act on certain classes of e-mail and just 
deliver non-labeled e-mail. Thus, only e-mail in certain 
classes Would need to be labeled. 

Also, While a binary feature representation is described, 
other types of representations may be used. For example, a 
term frequency-inverse document frequency (tf-idf) repre 
sentation or a term frequency (tf) representation may be used. 
Also, for non-text features, non-binary representations may 
additionally or alternatively be used. For example, if video or 
audio data is included, the features may include, respectively, 
color intensity or audio level. In this case, the color intensity 
or audio level features may be stored in a representation that 
indicates their levels, not just Whether they exist (i.e., their 
analog values may be stored and used). 

Accordingly, implementations other than those speci? 
cally described are Within the scope of the folloWing claims. 
What is claimed is: 
1. A method for determining a class for at least one data 

item, the method comprising: 
inputting a data item into a scoring classi?er such that the 

scoring classi?er indicates that the data item belongs to 
a ?rst class; 

determining an amount of retraining of the scoring classi 
?er that is required to cause the scoring classi?er to 
indicate that the data item belongs to a second class that 
is different from the ?rst class; 

determining a reliability measure based on the required 
amount of retraining; and 

determining a class of the data item based, at least in part, 
on the reliability measure. 

2. The method of claim 1 Wherein determining an amount 
of retraining comprises determining a number of times that 
the data item needs to be added to training data items belong 
ing to the second class to result in the scoring classi?er indi 
cating that the data item belongs to the second class. 

3. The method of claim 1 Wherein the scoring classi?er 
indicates the data item belongs to the ?rst class by producing 
a classi?cation score that indicates that the data item belongs 
to the ?rst class, the method further comprising modifying the 
classi?cation score based on the reliability measure to pro 
duce a classi?cation output. 

4. The method of claim 3 Wherein determining a class of the 
data item based on the reliability measure comprises compar 
ing the classi?cation output to a classi?cation threshold. 

5. The method of claim 1 Wherein determining the reliabil 
ity measure based on the required amount of retraining com 
prises: 

determining a neW probability distribution of features for 
the second class based on the required amount of retrain 
ing; and 

measuring a difference betWeen an original probability 
distribution of features for the second class and the neW 
probability distribution of features for the second class. 

6. The method of claim 5 Wherein the scoring classi?er 
indicates that the item belongs to the ?rst class by producing 
a classi?cation score that indicates that the data item belongs 
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to the ?rst class, the method further comprising obtaining a 
classi?cation output by modifying the classi?cation score 
based on the measured difference betWeen the original prob 
ability distribution of features for the second class and the 
neW probability distribution of features for the second class. 

7. The method of claim 6 Wherein: 
measuring the difference betWeen the original probability 

distribution of features for the second class and the neW 
probability distribution of features for the second class 
comprises determining the Kullback-Leibler (KL) 
divergence betWeen the original probability distribution 
of features for the second class and the neW probability 
distribution of features for the second class; and 

modifying the classi?cation score based on the measured 
difference betWeen the original probability distribution 
of features for the second class and the neW probability 
distribution of features for the second class comprises 
modifying the ?rst classi?cation score based on the 
determined KL divergence. 

8. The method of claim 6 Wherein determining a class of the 
data item based on the reliability measure comprises compar 
ing the classi?cation output to a classi?cation threshold. 

9. The method of claim 1 Wherein the scoring classi?er 
comprises a Nai've Bayes based classi?er. 

10. A computer-readable storage medium storing a pro 
gram for determining a class for at least one data item, the 
program comprising code for causing a processing device to 
perform the folloWing operations: 

input a data item into a scoring classi?er such that the 
scoring classi?er indicates that the data item belongs to 
a ?rst class; 

determine an amount of retraining of the scoring classi?er 
that is required to cause the scoring classi?er to indicate 
that the data item belongs to a second class that is dif 
ferent from the ?rst class; 

determining a reliability measure based on the required 
amount of retraining; and 

determining a class of the data item based, at least in part, 
on the reliability measure. 

11. The medium of claim 10 Wherein, to determine an 
amount of retraining, the program further comprises code for 
causing the processing device to determine a number of times 
that the data item needs to be added to training data items 
belonging to the second class to result in the scoring classi?er 
indicating that the data item belongs to the second class. 

12. The medium of claim 10 Wherein the scoring classi?er 
indicates the data item belongs to the ?rst class by producing 
a classi?cation score that indicates that the data item belongs 
to the ?rst class, the program further comprises code for 
causing the processing device to modify the classi?cation 
score based on the reliability measure to produce a classi? 
cation output. 

13. The medium of claim 12 Wherein, to determine a of the 
data item based on the reliability measure, the program fur 
ther comprises code for causing the processing device to 
compare the classi?cation output to a classi?cation threshold. 

14. The medium of claim 10 Wherein, to determine the 
reliability measure based on the required amount of retrain 
ing, the program further comprises code for causing the pro 
cessing device to: 

determine a neW probability distribution of features for the 
second class based on the required amount of retraining; 
and 

measure a difference betWeen an original probability dis 
tribution of features for the second class and the neW 
probability distribution of features for the second class. 
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15. The medium of claim 14 Wherein the scoring classi?er 

indicates that the data item belongs to the ?rst class by pro 
ducing a classi?cation score that indicates that the data item 
belongs to the ?rst class, the program further comprising code 
for causing the processing device to obtain a classi?cation 
output by modifying the classi?cation score based on the 
measured difference betWeen the original probability distri 
bution of features for the second class and the neW probability 
distribution of features for the second class. 

16. The medium of claim 15 Wherein: 
to measure the difference betWeen the original probability 

distribution of features for the second class and the neW 
probability distribution of features for the second class, 
the program further comprises code for causing the pro 
cessing device to determine the Kullback-Leibler (KL) 
divergence betWeen the original probability distribution 
of features for the second class and the neW probability 
distribution of features for the second class; and 

to modify the classi?cation score based on the measured 
difference betWeen the original probability distribution 
of features for the second class and the neW probability 
distribution of features for the second class, the program 
further comprises code for causing the processing 
device to modify the ?rst classi?cation score based on 
the determined KL divergence. 

17. The medium of claim 15 Wherein, to determine a class 
of the data item based on the reliability measure, the program 
further comprises code for causing the processing device to 
compare the classi?cation output to a classi?cation threshold. 

18. The medium of claim 10 Wherein the scoring classi?er 
comprises a Nai've Bayes based classi?er. 

19. A method for determining a class for a data item, the 
method comprising: 

developing a classi?cation model based on a set of training 
data items, the set of training data items including a ?rst 
group of training data items having a ?rst class and a 
second group of training data items having a second 
class different from the ?rst class; 

applying the classi?cation model to a data item to produce 
a ?rst classi?cation score for the data item, the ?rst 
classi?cation score indicating that the data item belongs 
to the ?rst class; 

determining a number of times the data item Would need to 
be added to the second group of training data items to 
create a modi?ed set of training data items such that, if 
the classi?cation model Was developed With the modi 
?ed set of training data items, applying the classi?cation 
model to the data item Would produce a second classi? 
cation score that indicates the data item belongs to the 
second class; 

determining a reliability measure based on the number of 
times the data item Would need to be added to the second 
group of data items to create the modi?ed training set of 
data items; 

modifying the ?rst classi?cation score based on the reli 
ability measure to produce a classi?cation output; and 

comparing the classi?cation output to a classi?cation 
threshold to determine Whether the data item belongs to 
the ?rst class or the second class. 

20. The method of claim 19 Wherein the classi?cation 
model is a Nai've Bayes based classi?cation model. 

21. The method of claim 19 Wherein the data item com 
prises an e-mail. 

22. A method for determining a class for at least one data 
item, the method comprising: 



US 7,577,709 B1 
19 

inputting a data item into a scoring classi?er such that the 
scoring classi?er indicates that the data item belongs to 
a ?rst class; 

determining an amount of retraining of the scoring classi 
?er based on the data item that is required to cause the 
scoring classi?er to indicate that the data item belongs to 
a second class; 

determining a reliability measure based on the required 
amount of retraining; and 

determining a class of the data item based, at least in part, 
on the reliability measure, Wherein determining the reli 
ability measure based on the required amount of retrain 
ing comprises: 

20 
determining a neW probability distribution of features 

for the second class based on the required amount of 
retraining; and 

measuring a difference betWeen an original probability 
distribution of features for the second class and the 
neW probability distribution of features for the second 
class. 

23. The method of claim 22, Wherein the ?rst class and the 
10 second class are the same class. 


