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(57) ABSTRACT 

Quality of biometric prints is enhanced by any one of several 
different methods. In one embodiment, if a biometric print 
does not have a high enough quality, the biometric print is 
discarded. In another embodiment, a matching score is asso 
ciated With the degree to Which the tWo biometric prints 
match. In another embodiment, a ranking is associated With a 
biometric print, and the ranking is determined based upon tWo 
or more matching scores associated With the biometric print. 
In another embodiment, a variety of distinguishing features 
are derived from a given biometric print and are stored for 
authenticating a biometric print of a user requesting access to 
a secure entity. In an embodiment, a transformation is applied 
to at least a portion of a neWly acquired biometric print to 
improve the match of the neWly acquired biometric print to a 
stored biometric print. 
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BIOMETRIC PRINT QUALITY ASSURANCE 
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APPLICATIONS 

This application is a continuation in-part of US. patent 
application Ser. No. 1 1/131,652, entitled, “Method of Gener 
ating Access Keys,” ?led May 17, 2005; this application is 
also a continuation-in-part of US. patent application Ser. No. 
1 1/100,803, entitled, “Determining Whether to Grant Access 
to a Passcode Protected Systems,” ?led Apr. 6, 2005; this 
application claims priority bene?t of US. Provisional Patent 
Application No. 60/629,868, entitled, “Fingerprint Quality 
Assurance,” ?led Nov. 18, 2004; this application also claims 
priority bene?t of US. Provisional Patent Application No. 
60/631,199, entitled “Fingerprint Quality Assurance,” ?led 
Nov. 26, 2004; this application also claims priority bene?t of 
US. Provisional Patent Application No. 60/637,536, entitled 
“Secure Keys,” ?led Dec. 20, 2004, which is incorporated 
herein by reference; this application also claims priority ben 
e?t of US. Provisional Patent Application No. 60/646,463, 
entitled “Passcode Generator,” ?led Jan. 24, 2005, which is 
incorporated herein by reference. 

This application also incorporates herein by reference US. 
patent application Ser. No. 10/778,503, entitled “FPALM 
Fingerprint Authentication Lock Mechanism,” ?led Feb. 15, 
2004. This application also incorporates herein by reference 
US. patent application Ser. No. 10/ 889,237, entitled 
“FPALM II Fingerprint Authentication Lock Mechanism II,” 
?led Jul. 11,2004. 

This application also claims priority bene?t of and incor 
porates herein by reference US. Patent Application Ser. No. 
1 1/100,803, entitled, “Determining Whether to Grant Access 
to a Passcode Protected Systems,” ?led Apr. 6, 2005. This 
application also incorporates herein by reference US. patent 
application Ser. No. 11/102,407, entitled, “System for Han 
dling Requests for Access to a Passcode Protected Entity,” 
?led Apr. 7, 2005. This application also incorporates herein 
by reference US. patent application Ser. No. 11/ 104,343, 
entitled, “Generating Requests for Access to a Passcode Pro 
tected Entity,” ?ledApr. 1 1, 2005. This application also incor 
porates herein by reference US. patent application Ser. No. 
11/ 104,357, entitled, “System for Generating Requests to a 
Passcode Protected Entity,” ?led Apr. 12, 2005. This applica 
tion also incorporates herein by reference US. patent appli 
cation Ser. No. 1 1/ 106,183, entitled, “Interfacing with a Sys 
tem that Includes a Passcode Authenticator,” ?led Apr. 14, 
2005. This application claims priority bene?t of and incorpo 
rates herein by reference US. patent application Ser. No. 
11/ 106,930, entitled, “An API for a System Having a Pass 
code Authenticator,” ?led Apr. 14, 2005. 

This application incorporates by reference US. patent 
application Ser. No. 11/ 134,123, entitled, “Using an Access 
Key,” ?led May 20, 2005. This application incorporates by 
reference US. patent application Ser. No. 11/ 136,851, 
entitled, “Setting Up a Security Access System,” ?led May 
25, 2005. This application incorporates by reference US. 
patent application Ser. No. 11/ 137,886, entitled, “Assembling 
a Security Access System,” ?led May 25, 2005. This appli 
cation incorporates by reference US patent application Ser. 
No. 11/ 139,167, entitled, “A System that Generates Access 
Keys,” ?led May 26, 2005. This application incorporates by 
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2 
reference US. patent application Ser. No. 1 1/140,810, 
entitled, “System that Uses Access Keys,” ?led May 31, 2005 . 

FIELD 

The speci?cation generally relates to a system for securely 
accessing an entity. 

BACKGROUND 

The subject matter discussed in the background section 
should not be to be prior art merely as a result of its mention 
in the background section. Similarly, a problem mentioned in 
the background section or associated with the subject matter 
of the background section should not be assumed to have been 
previously recogniZed in the prior art. The subject matter in 
the background section merely represents different 
approaches, which in-and-of-themselves may also be inven 
tions. 

It is possible to scan ?ngerprints into computers, rather 
than enter a password, to access a secure entity. However, 
matching ?ngerprints can sometimes present di?iculties. 

BRIEF DESCRIPTION 

In the following drawings like reference numbers are used 
to refer to like elements. Although the following ?gures 
depict various examples of the invention, the invention is not 
limited to the examples depicted in the ?gures. 

FIG. 1 shows a security a system. 
FIG. 2 shows a block diagram of a system including at least 

a biometric print authenticator and a lock. 
FIG. 3 shows an embodiment of a machine-readable 

medium used by the authenticator. 
FIG. 4 illustrates a portion of a ?ngerprint that includes 

various characteristics of ?ngerprints that may be used as 
distinguishing characteristics. 

FIG. 5 illustrates a portion of an actual ?ngerprint image 
and various characteristics of ?ngerprints that may be used as 
distinguishing characteristics. 

FIG. 6 illustrates a portion of an actual ?ngerprint image 
that includes another type of a characteristic that may be used 
as a distinguishing characteristic. 

FIG. 7 illustrates a portion of another ?ngerprint image that 
includes another type of a characteristic that may be used as a 
distinguishing characteristic. 

FIG. 8 illustrates the portion of the ?ngerprint image illus 
trated in FIG. 7. However, FIG. 8 highlights another type of a 
characteristic that may be used as a distinguishing character 
istic. 

FIG. 9 shows an embodiment of a block diagram of a 
biometric print handler. 

FIG. 10 shows a collection of two images of ?ngerprint 
portions. 

FIG. 11 is a ?owchart of an example of a method of regis 
tering a new user. 

FIG. 12 is a ?owchart of an example of a method of com 
paring biometric prints. 

FIG. 13 is a ?owchart of an example of a method of acquir 
ing biometric prints. 

FIG. 14 shows a ?owchart of an embodiment of a method 
of making a biometric print authenticator. 

DETAILED DESCRIPTION 

Although various embodiments of the invention may have 
been motivated by various de?ciencies with the prior art, 
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Which may be discussed or alluded to in one or more places in 
the speci?cation, the embodiments of the invention do not 
necessarily address any of these de?ciencies. In other Words, 
different embodiments of the invention may address different 
de?ciencies that may be discussed in the speci?cation. Some 
embodiments may only partially address some de?ciencies or 
just one de?ciency that may be discussed in the speci?cation, 
and some embodiments may not address any of these de? 
ciencies. 

In general, at the beginning of the discussion of each of 
FIGS. 1-10 is a brief description of each element, Which may 
have no more than the name of each of the elements in the one 
of FIGS. 1-10 that is being discussed. After the brief descrip 
tion of each element, each element is further discussed in 
numerical order. In general, each of FIGS. 1-14 is discussed 
in essentially numerical order and the elements Within FIGS. 
1-14 are also usually discussed in essentially numerical order 
to facilitate easily locating the discussion of a particular ele 
ment. Nonetheless, there is no one location Where all of the 
information of any element of FIGS. 1-14 is necessarily 
located. Unique information about any particular element or 
any other aspect of any of FIGS. 1-14 may be found in, or 
implied by, any part of the speci?cation. 

In the remainder of this application US. patent application 
Ser. No. 10/778,503 and 10/889,237 Will be referred to as 
group I. US. patent applications having Ser. Nos. 11/100, 
803, 11/100,603, 11/102,407, 11/104,343, 11/104,357 
11/106,183, and 11/106,930, Will be referred to as group II. 
US. patent applications having Ser. Nos. 11/131,652, 11/134, 
123, 11/136,851, 11/137,886, 11/139,167, and 11/140,810 
Will be referred to as group III. 

FIG. 1 shows a secure system 100. Secure system 100 may 
include biometric print authenticator 102 and secure entity 
104. Secure system 100 may not include all of the compo 
nents listed above or may have other components in addition 
to and/or instead of those listed above. 

Secure system 100 is a system to Which access by unau 
thoriZed users is deterred. Biometric print authenticator 102 
authenticates biometric prints of a user. In this speci?cation, 
any place that the term biometric print appears as a stored or 
acquired entity, it should be understood that the biometric 
print may be an image of a biometric print or another repre 
sentation. If biometric print authenticator 102 authenticates a 
biometric print (therein determining that the biometric prints 
read are those of an authoriZed user), then biometric print 
authenticator 102 alloWs the user access to an entity that is 
desired to be kept secure (a secure entity). Biometric print 
authenticator 102 may grant access to an individual, for 
example, to use a device or gain entry to a building, car, or any 
of a number of other entities. Biometric print authenticator 
102 can be used as an alternative to the use of a key or 
combination. Access may be in any of a number of forms. For 
example, access may be in a physical form, such as permitting 
the user to open a door and enter a location, or it may be 
electronic in nature, such as granting access to a PC or to an 
online database. Biometric print authenticator 102 may be 
incorporated Within the passcode device of group II or the 
secure entity of group III. 

Secure entity 104 is an entity to Which the user desires to 
limit access such that unauthoriZed users Will ?nd it dif?cult 
to gain access. Biometric print authenticator 102 reduces the 
likelihood of unauthorized users accessing secure entity 104. 
Secure entity 104 may be a building, car, or computer for 
example. Secure entity 104 may be the lock mechanism of 
group I. Similarly, secure entity 104 may be the secure entity 
or the administrator of group II. In this speci?cation the 
degree to Which various entities match is discussed. 
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4 
Although at various places a minimum or maximum may 

be discussed or Whether a quantity is above or beloW a certain 

value is discussed, different embodiments may be obtained 
by sWitching minimums for maximums and sWitching high 
quantities for loW quantities, by changing the scheme used to 
quantify the quantity in question. For example, changing the 
sign of a quantity changes Whether the minimum or maxi 
mum value of the quantity is the best value and changes 
Whether it is desirable for a quantity to have a value that is 
beloW or above a threshold value. 

FIG. 2 shoWs a block diagram of a system 200, Which may 
include biometric print authenticator 102 and lock 201. Bio 
metric print authenticator 102 may include acquisition 
mechanism 202, machine-readable medium 204, biometric 
print handler 206, and signal generator 208. System 200 may 
not include all of the components listed above or may have 
other components in addition to and/or instead of those listed 
above. 

System 200 may be a subsystem of secure system 100. 
Lock 201 may be a part of secure entity 104 or may be a 
mechanism that is attached to a part of secure entity 104. Lock 
201 reduces the likelihood of an unauthoriZed user accessing 
secure entity 104. For example, if secure entity 104 is a locker, 
lock 201 may be a padlock. If secure entity 104 is a car, lock 
mechanism may be the key lock for a car door or for the 
ignition. Lock 201 may be the lock mechanism of group I. 
Alternatively, lock 201 may be softWare that alloWs the user to 
access an encryption algorithm for creating a registration 
code and/or passWord Within groups II or III. 

Acquisition mechanism 202 acquires biometric prints and 
acquires information about biometric prints. In this speci? 
cation, the Words “acquired,” “collected” and “taken” (and 
their conjugations) may substituted one for another to refer to 
the process of acquiring, collecting, and/or taking biometric 
prints. Acquisition mechanism 202 may be a sensor such as a 
camera or other mechanism for sensing a biometric print. 
There are many types of sensors that may be used for acqui 
sition mechanism 202. For example, acquisition mechanism 
202 may collect an image of (e. g., an optical image of) at least 
a portion of a biometric print. Alternatively, acquisition 
mechanism 202 may include a biometric print sensor pad 
(e.g., a ?ngerprint sensor pad), Which may be a sWeep type 
sensor, for example. If acquisition mechanism 202 is a ?n 
gerprint sensor or another type of biometric print sensor, an 
individual places his/her biometric features (e. g., by placing a 
?nger) onto a biometric print sensor pad, or in the case of a 
“sWeep” type sensor, an individual sWipes his/her biometric 
features over the biometric print sensor in order for acquisi 
tion mechanism 202 to acquire his/her biometric print. Acqui 
sition mechanism 202 may be the acquisition mechanism of 
the circuit of the passcode device of group II or the acquisition 
mechanism of the secure entity of group III. 

Machine-readable medium 204 may include one or more 
machine-readable media. Machine-readable medium 204 
may store user information and/or instructions for carrying 
out various methods associated With acquiring biometric 
prints, improving the quality of the biometric prints, register 
ing a neW user, and/or comparing neWly acquired biometric 
prints to stored biometric prints. Machine-readable medium 
204 may be onboard (e.g., integrated Within) a processor or 
other circuitry of biometric print authenticator 102. In this 
speci?cation, the term machine-readable medium is com 
puter readable by a machine such as magnetic memory, opti 
cal memory, magneto-optical memory, punchcards, and solid 
state memory. Machine-readable medium 204 may be 
included Within the secure area of group II and/ or Within the 
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memory Within the secure area of group III. Machine-read 
able medium 204 is discussed further in conjunction With 
FIGS. 3 and 9. 

Biometric print handler 206 handles biometric prints 
acquired by acquisition mechanism 202. Biometric print han 
dler 206 may include software that may cause acquisition 
mechanism 202 to acquire a biometric print or alloW acqui 
sition mechanism 202 to acquire a biometric print. Biometric 
print handler 206 may analyZe biometric prints for various 
characteristics and compare tWo biometric prints to deter 
mine Whether the tWo biometric prints match. Biometric print 
handler 206 may also perform a number of tasks related to 
improving the quality of biometric prints acquired. Biometric 
print handler 206 and machine readable medium 204 may be 
separate components of biometric print authenticator 102, as 
depicted in FIG. 2. Alternatively, biometric print handler 206 
may include machine-readable medium, Which may be inte 
grated Within one of the components of biometric print han 
dler. Biometric print handler 206 may be included Within the 
passcode circuitry of group II and/or the encryption key cir 
cuit of the secure entity of group III. As Will be discussed in 
conjunction With FIG. 9, biometric print handler 206 may 
include machine-readable media. The machine-readable 
medium Within biometric print handler 206 may be the part of 
the secure area that stores the programs of group II and/or 
may be the part of the memory Within the secure area that 
stores the instructions in group III. 

There is a risk during the process of acquiring a biometric 
print that the acquired biometric print may be of poor quality 
due to poor positioning of a portion of the individual With 
respect to acquisition mechanism 202 (e.g., due to poor ?nger 
placement on a ?ngerprint sensor if the biometric print is a 
?ngerprint) or due to other reasons. One possible problem 
With a bad positioning can result in bad biometric print image 
acquisition or another type of bad acquired representation of 
the biometric print. If the biometric print taken during initial 
registration is of poor quality, each subsequent biometric 
print image acquisition that is compared against the originally 
registered image is negatively affected (in this speci?cation, 
the “registration” of a user refers to the enrollment of the 
user). If the original image is not of a minimum acceptable 
quality, then any subsequent attempts to match the original 
biometric print image are likely to result in a failed match, 
and, in some cases authoriZation may never be granted. Simi 
larly, individuals using an improper or inconsistent ?nger 
placement technique after having previously registered may 
in some cases never achieve a match, even though the indi 
vidual’s biometric print is stored or accessible by the device. 
The frequency With Which a registered and valid user’s bio 
metric print is rejected as a match is knoWn as the False Reject 
Rate. In this speci?cation, the Word false is used to refer to a 
structure detected or appearing in the image that does not 
actually exist on the biometric print. 

In an embodiment, in order to reduce an individual’s false 
reject rate, biometric print handler 206 may be used to 
improve the average quality of an acquired biometric print 
image. In some cases, biometric print handler 206 may not 
only improve the average quality of the originally registered 
biometric print image, but may also serve to reduce an indi 
vidual’s false rejection rate. Biometric print handler 206 may 
be used for improving the quality of biometric prints acquired 
during the registration and/ or during subsequent authoriza 
tions. Biometric print handler 206 may use any of a number of 
techniques to increase the likelihood that the quality of the 
images acquired and/or retained are of a higher quality than 
Were these techniques not used. 
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6 
FIG. 3 shoWs an embodiment of machine-readable 

medium 204. Machine-readable medium 204 stores biomet 
ric print characteristics 306 and optionally stores biometric 
prints 308. Machine-readable medium 204 may not store all 
of the items listed above or may have other items in addition 
to and/ or instead of those listed above. 

Although in the embodiment illustrated in FIG. 3 machine 
readable medium 204 does not store programs or instructions, 
in other embodiments machine-readable medium 204 may 
store programs and/ or instructions. When biometric print 
authenticator 102 senses a biometric print of a user desiring 
access, the biometric print sensed is compared to biometric 
print characteristics 306 and determines Whether there is a 
match. Regarding biometric print characteristics 306, in this 
speci?cation, the Word “minutia” is used to denote a ridge 
ending or a ridge bifurcation of a ?ngerprint. Also, in this 
speci?cation, the phrase “distinguishing characteristic” is 
used to denote any noteWorthy structure and/ or unique 
aspects Within or associated With the biometric print. A minu 
tia may be used as a distinguishing characteristic. It should be 
understood that the term distinguishing characteristics When 
being discussed in conjunction With distinguishing character 
istics that Were stored or acquired refers to a representation of 
the distinguishing characteristics. Distinguishing character 
istics may also be referred to as landmarks. Biometric print 
characteristics 306 may include a variety of distinguishing 
characteristics of a biometric print. 
An example of a distinguishing characteristic is a sWeat 

pore of a ?ngerprint. As another example, a distinguishing 
characteristic can be the number of ridges betWeen tWo other 
distinguishing characteristics of a ?ngerprint. A distinguish 
ing characteristic can be the average curvature of the ?nger 
print in a local region of the ?ngerprint. A distinguishing 
characteristic may be a location of a core and/or the location 
of structural features With respect to the core of a ?ngerprint. 
An example of a core Will be discussed beloW in conjunction 
With FIG. 7. A complex distinguishing characteristic is tWo or 
more minutiae or simple distinguishing characteristics com 
bined together. In addition to simple distinguishing charac 
teristics, such as simple minutiae of ?ngerprints, complex 
distinguishing characteristics can also be matched betWeen 
tWo biometric prints. A distinguishing characteristic of a ?n 
gerprint can be a ridge that is Within a certain distance or 
number of ridges from the core of the ?ngerprint. A distin 
guishing characteristic can be a cut across the ?ngerprint. 
Some types of distinguishing characteristics, such as minu 

tiae, Will be discussed further in conjunction With FIGS. 4-8. 
A representation of a biometric print that includes only, or 
primarily includes only, the distinguishing characteristics 
may be referred to as a template. Biometric print character 
istics 306 may include one or more distinguishing features, 
such as minutiae and/ or other distinguishing characteristics. 
Biometric print characteristics 306 may be a set of one or 
more templates. 

Biometric print characteristics 306 may be characteristics 
of a biometric print that are stored permanently so that When 
a user Wants to gain access, a scanned biometric print can be 
compared to biometric print characteristics 3 06. Additionally, 
or alternatively, When a user Wants to gain access, the user 
may scan a biometric print, from Which biometric print char 
acteristics are derived. The derived biometric print character 
istics may then be compared to stored biometric prints or 
stored biometric print characteristics 306. Biometric print 
characteristics 306 may be encrypted. 

Biometric prints 308 may include one or more biometric 
print images that are stored temporarily or permanently. Bio 
metric prints 308 may include a biometric print that is being 
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stored temporarily While being compared to biometric print 
characteristics 306. Biometric prints 308 may include a bio 
metric print that is being stored temporarily While extracting 
distinguishing characteristics. Biometric prints 308 may also 
be encrypted. Biometric print characteristics 306 and/or bio 
metric prints 308 may be included Within the user information 
of the passcode circuitry of group II or the user data in the 
secure module of group III. 

FIG. 4 illustrates a portion 400 of a ?ngerprint that includes 
various characteristics of ?ngerprints that may be used as 
distinguishing characteristic Within biometric print character 
istics 306. Portion 400 includes ridges 402, loop 404, cross 
over 406, ridge ending 408, core 410, and bifurcation 412 
With respect to black. (Depending on the point of vieW, a ridge 
may be referred to as a White ridge orblack ridge.) FIG. 4 may 
contain other structures that may be used as distinguishing 
characteristics, but Which are not discussed. 

Ridges 402 are examples of black ridges that may be found 
on ?ngerprints. A ridge is a raised or loWered path structure of 
a ?ngerprint. Loop 404 is an example of structure that may be 
used as a distinguishing characteristic Within biometric print 
characteristics 306. A loop is a ridge that curves at least as 
much as a structure having a horseshoe shape. A loop can even 
be a complete loop and curve as much as a circle. 

Crossover 406 is located in a White box at the upper right 
hand corner of portion 400. Crossover 406 is another example 
of a structure that may be used as a distinguishing character 
istic Within biometric print characteristics 306. A crossover is 
a ridge that crosses over another ridge or stated differently a 
crossover is tWo ridges that crossover one another. 
A black ridge ending 408 is located in a middle section 

towards the right of portion 400. Ridge ending 408 is another 
example of a structure that may be used as a distinguishing 
characteristic Within biometric print characteristics 306. A 
ridge ending is a location on a ?ngerprint Where a ridge 
terminates. 

Core 410 is located in a White box in the middle section, 
toWards the left of portion 400. Core 410 is another example 
of a distinguishing characteristic that may be used Within 
biometric print characteristics 306. A core may be a central 
region (e.g., a loop) about Which several loops are concentric. 
A black bifurcation 412 is located in a White box toWards 

the bottom of portion 400. Bifurcation 412 is another example 
of a structure that may be used as a distinguishing character 
istic Within biometric print characteristics 306. A bifurcation 
is a location Where one ridge splits into tWo ridges. A point 
Where a ridge splits into more than tWo ridges may also be 
used as a distinguishing characteristic. 

FIG. 5 illustrates a portion 500 of an actual ?ngerprint 
image. Portion 500 includes smudged region 502, White ridge 
ending 504 and White bifurcation 506. FIG. 5 contains other 
features and structures that may be used as distinguishing 
characteristics, but Which are not discussed. 
Smudged region 502 is an example of a region containing 

data errors. Smudged region 502 may have resulted from 
perspiration, skin oils, and/or the user incorrectly placing a 
?nger on acquisition mechanism 202. Smudged region 502 
Will be referred to in the discussion of FIG. 9 beloW. The White 
rectangle at the bottom and left part of FIG. 5 surrounds a 
White ridge ending 504. The White box above White ridge 
ending 504 and slightly to the right surrounds a White ridge 
bifurcation 506. 

FIG. 6 illustrates a portion 600 of a ?ngerprint that includes 
another type of a characteristic that may be used as a distin 
guishing characteristic Within biometric print characteristics 
306. Portion 600 includes a group of black ridges 602, a ?rst 
distinguishing characteristic 604, and a second distinguishing 
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8 
characteristic 606. FIG. 6 may contain many other distin 
guishing characteristics that are not discussed. 

In FIG. 6, there is a group of ridges 602 betWeen tWo 
distinguishing characteristics, Which may be used as a distin 
guishing characteristic Within biometric print characteristics 
306. Although in the speci?c example of FIG. 6 group of 
ridges 602 includes three ridges, any number of ridges could 
be used. Although in FIG. 6 there are three distinguishing 
characteristics, any number of characteristics may be used. 
The speci?c number of ridges in the group may be used as a 
distinguishing characteristic. First distinguishing character 
istic 604 and second distinguishing characteristic 606 are a 
black bifurcation and a White sWeat pore, respectively, Which 
demark the location of group of ridges 602. Although, ?rst 
distinguishing characteristic 604 is a black bifurcation and 
second distinguishing characteristic 606 is a White sWeat 
pore, any minutia or other distinguishing characteristics may 
be used for either or both of ?rst distinguishing characteristic 
604 and second distinguishing characteristic 606. 

FIG. 7 illustrates portion 700 of an actual ?ngerprint 
image. Portion 700 include core 702. FIG. 7 may contain 
many other distinguishing characteristics that are not dis 
cussed. 

In FIG. 7, a White rectangle surrounds core 702. Core 702 
is the innermost loop about Which other ridges loop around. 
Core 702 is a distinguishing characteristic that may be used 
Withinbiometric print characteristics 306. Core 702 is formed 
from loops that are essentially circular, While in contrast the 
loops of core 410 are formed from essentially horseshoe 
shaped loops. 

FIG. 8 illustrates a portion 800 of a ?ngerprint, Which is the 
same portion as portion 700 of FIG. 7. In FIG. 8, another type 
of a characteristic is highlighted via a White box, Which 
includes a cut 802. Cut 802 may be used as a distinguishing 
characteristic Within biometric print features 306. As indi 
cated in the BRIEF DESCRIPTION, portion 800 is the same 
as portion 700, except a different White box is used to high 
light a different region of portion 800. 

In FIG. 8, a White rectangle surrounds a cut distinguishing 
characteristic 802. Cut 802 may be any portion of adjacent 
distinguishing characteristics and/or ridges that have been 
severed. The group of severs form a line, Which makes up cut 
802. Cut 802 may be a permanent injury, a scar, or a naturally 
occurring skin formation. 

FIG. 9 shoWs an embodiment of a block diagram of bio 
metric print handler 206. Biometric print handler 206 may 
include program memory 902, Which stores level I 904, level 
II 906, and level III 908. Level I 904 may include setup 
portion 910 and request portion 912. Level II 906 may include 
acquire user data 914, compare user data 916, and store user 
data 917. Level III 908 may include quality portion 918, error 
handler 920, biometric print analyZer 922, matching score 
portion 924, transformation portion 926, false characteristics 
portion 928, and ranking portion 930. Biometric print handler 
206 may also include circuitry 934. Biometric print handler 
206 may not include all of the components listed above or 
may have other components in addition to and/or instead of 
those listed above. 

Program memory 902 may include a machine-readable 
medium capable of storing information. Program memory 
902 may store one or more instructions (e.g., Which make up 
one or more programs) that are implemented by biometric 
print handler 206. Program memory 202 may be part of 
machine-readable medium 204 and/ or may be onboard 
memory of (e.g., memory integrated Within) a processor or 
other ?ngerprint handling circuitry. Program memory 902 
may be the part of the secure area that stores the programs of 
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group II, or may be the part of the memory of the secure area 
that stores the instructions of group III. 

Level I 904, level II 906, and level III 908 represent hier 
archical divisions of the instructions stored in program 
memory 902. These instructions also could be part of the 
hardWare architecture to reduce costs and increase speed. 
Although level I 904, level II 906, and level III 908 are 
depicted as being located in separate contiguous regions of 
program memory 902, the instructions that make up any one 
of the levels may be interspersed among the other levels. The 
instructions stored in level I 904 may invoke the instructions 
stored in level II 906, and the instructions stored in level II 906 
may invoke the instructions stored in level III 908. In one 
embodiment, the instructions stored in level I 904 may not 
directly invoke the instructions stored in level III 908, level III 
908 may not invoke instructions from level I 904 or level II 
906, and instructions from level II 906 may not invoke 
instructions from level I 904. In another embodiment, the 
instructions stored in level I 904 may directly invoke the 
instructions stored in level III 908. In another embodiment, in 
general, the instructions stored in level III 908 Will not usually 
invoke the instructions stored in level I 904 or level II 906, and 
the instructions stored in level II 906 Will not usually invoke 
the instructions stored in level I 904. HoWever, the instruc 
tions associated With any level may invoke instructions at any 
other level. 

Setup portion 910 may register a neW user, and adds a neW 
user to a list of users that are authorized to use secure entity 

104 (in this speci?cation, the Word “portion,” as in setup 
portion 910, refers to one or more instructions, Which may be 
part of a single programming unit, such as a function, method, 
module, subroutine or object, or may be interspersed between 
instructions of one or more other programming units). In an 
embodiment, in order to grant access to an individual, bio 
metric print authenticator 102 should have a representation of 
the biometric print (e. g., the biometric print image or distin 
guishing characteristics of the biometric print) stored in a Way 
that makes possible a comparison With a stored template, 
biometric print characteristics 306, and/or the individual’s 
biometric prints 308 (e. g., any representation of the biometric 
print). Biometric print characteristics 306 may be obtained by 
any of a number of Ways. In an embodiment, in order for the 
biometric print characteristics 306 to be stored, the individual 
either registers through the use of a acquisition mechanism 
202, or by having a traditional ink-and-paper biometric print 
scanned digitally into the biometric print authenticator 102. 
Setup portion 910 may include, or may be included Within, 
the setup portion of the passcode device of group II or of the 
method of setting up the system of group III. 

Request portion 912 handles requests by users for access. A 
user requesting access may enter a biometric print into bio 
metric print authenticator 102. Next, request portion 912 may 
compare the neWly acquired biometric print to a stored bio 
metric print. Then request portion 912 may decide Whether to 
grant or deny access based on the comparison. Setup portion 
910 and/or request portion 912 may invoke any combination 
of acquire user data 914, compare user data 916 and/ or store 
user data 917. Request portion 912 may include or be 
included Within the request of group II. 

Acquire user data 914 may cause biometric prints to be 
acquired, and/or may cause a prompt to be presented to a user, 
Which prompts the user to submit a biometric print. Acquire 
user data 914 may include other softWare that is needed by 
acquisition mechanism 202.Acquire user data 914 may be the 
same as the acquire user data of group III. 
Compare user data 916 compares biometric prints 308 

and/or biometric print characteristics 306 that are stored in 
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10 
machine-readable medium 204 of biometric print authentica 
tor 102 and may compute a score that can be used for deter 
mining hoW closely tWo biometric prints match. This score is 
discussed beloW in conjunction With matching score portion 
924. Additionally, or alternatively, compare user data 916 
may include a decision algorithm that grants or denies access 
based on hoW close of a match exists betWeen the character 
istics (of a biometric print) stored and the biometric print that 
Was neWly acquired. If the stored biometric print character 
istics 306 and the neWly acquired biometric print match 
Within a certain tolerance, then access may be granted. If no 
match is found betWeen the characteristics stored and the 
biometric print acquired (or if the match is not close enough), 
access may be denied. In an embodiment, When a user is 
requesting access, ?rst one or more images of the biometric 
print are obtained, via acquisition mechanism 202. Biometric 
print characteristics may be determined for one or more bio 
metric prints 308 that Were neWly acquired, and then the 
neWly acquired ones of biometric print characteristics 306 
may be compared to previously stored ones of biometric print 
characteristics 306, via compare user data 916 to determine if 
it is likely that a match exists. After one or more biometric 
print images are compared, via compare user data 916, 
against one or more stored biometric print images, if it is 
determined that it is likely that a match exists or does not 
exist, access may be granted or denied, respectively. 
Compare user data 916 may be used by setup portion 910 

and/or request portion 912 to compare neWly acquired bio 
metric prints to one another prior to storing and/or comparing 
to stored biometric prints, respectively. Request portion 912 
may also use compare user data 916 for comparing neWly 
acquired biometric prints to stored biometric prints. Compare 
user data 916 may be included Within the compare user data 
portion of the instructions stored Within the secure area of 
group III. 

Store user data 917 may cause a neWly acquired biometric 
print to be stored as biometric print 308 and/or a neWly 
derived set of distinguishing characteristics to be stored as 
biometric print characteristics 306. Store user data 917 may 
be invoked by setup portion 910 to store biometric prints for 
later comparison When a user requests access to secure entity 
104. Store user data 917 may be the same as the store user data 
of the encryption key circuitry of group III. 

Quality portion 918 may check the quality of neWly 
acquired biometric prints. Quality portion 918 may be the 
acquisition function discussed in US. Provisional Patent 
Application Nos. 60/629,868 and 60/631,199. In an embodi 
ment, each scanned biometric print is checked by quality 
portion 918 and is required to have a certain minimum quality. 
In one embodiment, to increase the likelihood that a biometric 
print is above a certain quality, acquire user data 914 causes 
quality portion 918 to be applied to every image of a biometric 
print to determine a quality, and a decision is made by quality 
portion 918 and/or acquire user data 914 Whether to reject or 
accept the scanned image based on the quality determined by 
quality portion 918. 

There are many possible criteria (associated With the qual 
ity) that may be used by quality portion 918 to determine 
Whether to accept or reject the biometric print. For example, 
there may be a requirement that the acquired biometric print 
image be greater than a certain siZe. There may be an addi 
tional or an alternative requirement that the standard devia 
tion of adjacent pixel values and/or of pixel values of the same 
slice be beloW a threshold value. In some cases, the additional 
requirement is the standard deviation of the pixel values in a 
number of blocks in the image is above a threshold value. If 
the image scanned does not meet the required criteria of 
























