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APPARATUS, SYSTEM, AND METHOD FOR 
GLOBAL METADATA COPY REPAIR 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
This invention relates to storing and using metadata in 

multiple storage locations and more particularly relates to 
copy repair of global metadata stored in multiple storage 
locations. 

2. Description of the Related Art 
The explosion of data created by e-business is making 

storage a strategic investment priority for companies of all 
siZes. As storage takes precedence, tWo major concerns have 
emerged: business continuity and business e?iciency. Busi 
ness continuity requires storage that supports data availability 
so employees, customers and trading partners can access data 
continuously through reliable, disaster-tolerant systems. 
Business ef?ciency, Where storage is concerned, is the need 
for investment protection, reduced total cost of oWnership and 
high performance and manageability. 

In order to maintain the large amounts of data created and 
collected, storage area netWorks (SANs) have been devel 
oped. The Storage NetWork Industry Association (SNIA) 
de?nes SAN as a netWork Whose primary purpose is the 
transfer of data betWeen computer systems and storage ele 
ments. A SAN may comprise a communication infrastruc 
ture, Which provides physical connections; and a manage 
ment layer, Which organiZes the connections, storage 
elements, and computer systems so that data transfer is secure 
and robust. A SAN may also be a storage subsystem compris 
ing storage elements, storage devices, computer systems, 
and/or appliances, plus all control softWare, communicating 
over a netWork. 

Commonly, a storage area netWork includes a plurality of 
storage devices, such as tape drives or hard disk drives, con 
nected With a storage or disk controller. The disk controller is 
generally a server that is con?gured to process read/Write 
requests from hosts or client machines. The hosts may be 
running a variety of operating systems such as WindoWs, 
Linux, UNIX, AIX, etc. In large computing environments, the 
storage area netWork is an ideal solution for providing large 
amounts of storage and scalable server or storage controller 
performance. 

Typically, in a storage area netWork environment, a host 
requests data from the disk controller. The disk controller 
then retrieves the data from the particular storage device that 
contains the requested data, often referred to as a home loca 
tion. The disk controller then sends the data to the host. If the 
host modi?es the data, the data is sent back to the disk con 
troller Which returns the modi?ed data to the home location. 
Typically, the host aWaits a response from the disk controller 
indicating the read or Write operation has completed. 

The disk controller may also provide functions such as the 
ability to access devices by heterogeneous servers, a data 
cache, data availability features such as various RAID imple 
mentations, scalability, virtualiZation of devices, and replica 
tion services. 

In storage subsystems, large amounts of critical data 
knoWn as Global Metadata (GD) maintain important sub 
system con?guration data. The sub system con?guration data 
may include ?le system con?guration data, space usage quo 
tas, access control lists, and extended attributes. To ensure 
that GD is highly available, the disk controller store three 
redundant copies on chosen RAID arrays. The three redun 
dant copies are knoWn as primary, secondary, and tertiary 
copies. 
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2 
When a track of the GD becomes unusable the disk con 

troller is currently con?gured to discard the entire copy of the 
metadata, and use an alternative usable copy of the GD to 
copy onto a target RAID array. Unfortunately, a major disad 
vantage of discarding an entire copy of the GD is that multiple 
copies of GD may be found unusable or unreadable thereby 
causing the disk controller to discard all copies of the GD and 
subsequently lose all access to the GD. Additionally, other 
problems include unnecessary churn of GD RAID arrays and 
possible loss of redundancy during the initial boot up of the 
storage subsystem because neW arrays are not alloWed to be 
copied at boot up time. 
From the foregoing discussion, it should be apparent that a 

need exists for an apparatus, system, and method that prevent 
discarding of entire copies of global metadata. Bene?cially, 
such an apparatus, system, and method Would mark a track as 
unusable and ?nd a usable copy of that track, or mark the track 
as invalid so that the oWner of the track Will perform a recov 
ery action, and perform one or the other Without discarding an 
entire copy of the GD. 

SUMMARY OF THE INVENTION 

The present invention has been developed in response to 
the present state of the art, and in particular, in response to the 
problems and needs in the art that have not yet been fully 
solved by currently available copy systems for global meta 
data. Accordingly, the present invention has been developed 
to provide an apparatus, system, and method for global meta 
data copy repair that overcome many or all of the above 
discussed shortcomings in the art. 
The apparatus for global metadata copy repair is provided 

With a plurality of modules con?gured to functionally execute 
the necessary steps of repairing invalid tracks found in copies 
of global metadata. These modules in the described embodi 
ments include a control module con?gured to copy global 
metadata from a primary storage device to a target storage 
device, the primary and target storage devices comprising a 
plurality of tracks, and a veri?cation module con?gured to 
identify invalid tracks in the global metadata of the primary 
storage device. 

In a further embodiment, the apparatus includes a location 
module con?gured to maintain a current read address of a 
buffer read, and a read module con?gured to ?nd a valid copy 
of the invalid tracks and send a buffer Write of the valid tracks 
to the primary storage device and the target storage device. 
The control module is further con?gured to not discard an 
entire copy of the global metadata having invalid tracks. 
The read module may be con?gured to repair invalid tracks 

found in copies of global metadata having invalid tracks by 
overWriting invalid tracks With the valid copies of the invalid 
tracks from a secondary storage device. Additionally, the read 
module is further con?gured to ?nd valid copies of invalid 
tracks in the secondary storage device. The apparatus also 
includes a plurality of storage devices, each storage device 
having a copy of the global metadata. In one embodiment, the 
read module is further con?gured to subsequently search one 
copy of global metadata from one of the plurality of storage 
devices after another until ?nding the valid copy of the invalid 
track. 

In a further embodiment the control module is con?gured 
to promote one of the plurality of storage devices to second 
ary storage device upon failure of the secondary storage 
device. The control module is further con?gured to com 
mence global metadata copy repair for the failed secondary 
storage device. 
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A system of the present invention is also presented for 
global metadata copy repair. In particular, the system, in one 
embodiment, includes a plurality of hosts, a storage controller 
in communication With the plurality of hosts over a netWork, 
the storage controller having a control module, a primary 
storage device, and a target storage device, each con?gured to 
maintain a copy of global metadata, and the apparatus. 
A method of the present invention is also presented for 

global metadata copy repair. The method in the disclosed 
embodiments substantially includes the steps necessary to 
carry out the functions presented above With respect to the 
operation of the described apparatus and system. In one 
embodiment, the method includes copying global metadata 
from a primary storage device to a target storage device, the 
primary and target storage devices comprising a plurality of 
tracks, and identifying invalid tracks in the global metadata of 
the primary storage device. 

The method, in a further embodiment, includes maintain 
ing a current read address of a buffer read, and ?nding a valid 
copy of the invalid tracks and sending a buffer Write of the 
valid tracks to the primary storage device and the target stor 
age device. Furthermore, the method may include not dis 
carding an entire copy of the global metadata having invalid 
tracks, and repairing invalid tracks found in copies of global 
metadata having invalid tracks by overWriting invalid tracks 
With the valid copies of the invalid tracks from a secondary 
storage device. In a further embodiment, the method com 
prises ?nding valid copies of invalid tracks in the secondary 
storage device. 

Reference throughout this speci?cation to features, advan 
tages, or similar language does not imply that all of the 
features and advantages that may be realiZed With the present 
invention should be or are in any single embodiment of the 
invention. Rather, language referring to the features and 
advantages is understood to mean that a speci?c feature, 
advantage, or characteristic described in connection With an 
embodiment is included in at least one embodiment of the 
present invention. Thus, discussion of the features and advan 
tages, and similar language, throughout this speci?cation 
may, but do not necessarily, refer to the same embodiment. 

Furthermore, the described features, advantages, and char 
acteristics of the invention may be combined in any suitable 
manner in one or more embodiments. One skilled in the 

relevant art Will recogniZe that the invention may be practiced 
Without one or more of the speci?c features or advantages of 
a particular embodiment. In other instances, additional fea 
tures and advantages may be recogniZed in certain embodi 
ments that may not be present in all embodiments of the 
invention. 

These features and advantages of the present invention Will 
become more fully apparent from the folloWing description 
and appended claims, or may be learned by the practice of the 
invention as set forth hereinafter. 

BRIEF DESCRIPTION OF THE DRAWINGS 

In order that the advantages of the invention Will be readily 
understood, a more particular description of the invention 
brie?y described above Will be rendered by reference to spe 
ci?c embodiments that are illustrated in the appended draW 
ings. Understanding that these draWings depict only typical 
embodiments of the invention and are not therefore to be 
considered to be limiting of its scope, the invention Will be 
described and explained With additional speci?city and detail 
through the use of the accompanying draWings, in Which: 
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FIG. 1 is a schematic block diagram illustrating one 

embodiment of a computing environment in accordance With 
the prior art; 

FIG. 2 is a schematic block diagram illustrating an embodi 
ment of a computing environment in accordance With the 
present invention; 

FIG. 3 is a schematic block diagram illustrating one 
embodiment of representative electronic storage media sur 
face; 

FIG. 4 is a schematic ?oW chart diagram illustrating one 
embodiment of a method for global metadata copy repair in 
accordance With the present invention; 

FIGS. 5 and 6 are schematic ?oW chart diagrams illustrat 
ing an alternative embodiment of a method for global meta 
data copy repair in accordance With the present invention; and 

FIG. 7 is a schematic ?oW chart diagram illustrating one 
embodiment of a method for promoting a backup copy of the 
global metadata in accordance With the present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

Many of the functional units described in this speci?cation 
have been labeled as modules, in order to more particularly 
emphasiZe their implementation independence. For example, 
a module may be implemented as a hardWare circuit compris 
ing custom VLSI circuits or gate arrays, off-the-shelf semi 
conductors such as logic chips, transistors, or other discrete 
components. A module may also be implemented in pro gram 
mable hardWare devices such as ?eld programmable gate 
arrays, programmable array logic, programmable logic 
devices or the like. 

Modules may also be implemented in software for execu 
tion by various types of processors. An identi?ed module of 
executable code may, for instance, comprise one or more 
physical or logical blocks of computer instructions Which 
may, for instance, be organiZed as an object, procedure, or 
function. Nevertheless, the executables of an identi?ed mod 
ule need not be physically located together, but may comprise 
disparate instructions stored in different locations Which, 
When joined logically together, comprise the module and 
achieve the stated purpose for the module. 

Indeed, a module of executable code may be a single 
instruction, or many instructions, and may even be distributed 
over several different code segments, among different pro 
grams, and across several memory devices. Similarly, opera 
tional data may be identi?ed and illustrated herein Within 
modules, and may be embodied in any suitable form and 
organiZed Within any suitable type of data structure. The 
operational data may be collected as a single data set, or may 
be distributed over different locations including over different 
storage devices. 

Reference throughout this speci?cation to “one embodi 
ment,” “an embodiment,” or similar language means that a 
particular feature, structure, or characteristic described in 
connection With the embodiment is included in at least one 
embodiment of the present invention. Thus, appearances of 
the phrases “in one embodiment,” “in an embodiment,” and 
similar language throughout this speci?cation may, but do not 
necessarily, all refer to the same embodiment. 

Reference to a signal bearing medium may take any form 
capable of generating a signal, causing a signal to be gener 
ated, or causing execution of a program ofmachine-readable 
instructions on a digital processing apparatus. A signal bear 
ing medium may be embodied by a transmission line, a com 
pact disk, digital-video disk, a magnetic tape, a Bernoulli 
drive, a magnetic disk, a punch card, ?ash memory, integrated 
circuits, or other digital processing apparatus memory device. 
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Furthermore, the described features, structures, or charac 
teristics of the invention may be combined in any suitable 
manner in one or more embodiments. In the following 
description, numerous speci?c details are provided, such as 
examples of programming, software modules, user selec 
tions, network transactions, database queries, database struc 
tures, hardware modules, hardware circuits, hardware chips, 
etc., to provide a thorough understanding of embodiments of 
the invention. One skilled in the relevant art will recogniZe, 
however, that the invention may be practiced without one or 
more of the speci?c details, or with other methods, compo 
nents, materials, and so forth. In other instances, well-known 
structures, materials, or operations are not shown or described 
in detail to avoid obscuring aspects of the invention. 

FIG. 1 is a schematic block diagram illustrating one 
embodiment of a computing environment 100 in accordance 
with the prior art. In the computing environment 100, one or 
more hosts 102 communicate Input/Output (I/O) requests 
directed to storage devices 104a, 1041) . . . 10411 to a control 

module 106, where the control module 106 manages I/O 
access to the storage devices 104a, 1041) . . . 10411. In one 

embodiment, the control module 106 may comprise a plural 
ity of systems 108a, 108b, each including a processor 110a, 
110b, a cache 112a, 112b, and a local storage 114a, 1141). 
Each system 106a, 1061) may be on separate power boundary. 
The two systems 108a, 1081) may cooperate as a redundancy 
pair to perform the operation of the control module 106 such 
that in the event of a failure of either system, the remaining 
system takes over the operation of the control unit in a non 
disruptive manner. 

The systems 106a, 1061) may be assigned to handle I/O 
requests directed to speci?c volumes con?gured in the stor 
age devices 104a, 1041) . . . 10411. The systems 106a, 1061) 

communicate with the storage devices 104a, 1041) . . . 1104n 

over a device network 116, which may comprise a local area 
network (LAN), storage area network (SAN), bus interface, 
serial interface, etc. The processors 108a, 1081) execute I/O 
code 118a, 1181) to perform I/O and metadata management 
operations. The local storage 114a, 1141) may comprise a 
non-volatile storage device, such as read-only memory or a 
hard disk drive. 

The control module 106 may comprise any type of server, 
such as an enterprise storage server, storage controller, etc., or 
other device used to manage I/O requests to attached storage 
devices 104a, 1041) . . . 104n, where the storage devices may 

comprise storage devices known in the art, such as intercon 
nected hard disk drives (e.g., con?gured as a DASD, RAID, 
J BOD, etc.), magnetic tape, optical disks, electronic memory, 
etc. The hosts 102 may communicate with the control module 
106 over a network (not shown), such as a Local Area Net 
work (LAN), Storage Area Network (SAN), Wide Area Net 
work (WAN), wireless network, etc. Alternatively, the hosts 
102 may communicate with the control module 106 over a bus 
interface, such as a Peripheral Component Interconnect (PCI) 
bus or serial interface. The processors 110a, 1101) may com 
municate with each other over a connection 120 to handle 
failover or fallback. 

The systems 108a, 1081) maintain signature data 122a, 
1221) in their local storage 114a, 1141) that indicates the 
location of copies of global metadata (hereinafter “meta 
data”) 124a, 124b, 1240 in the storage devices 104a, 104b, 
1040. Copies ofthe signature data 126a, 126b, 1260 are also 
maintained with the metadata 124a, 124b, 1240. The copies 
of the metadata 124a, 124b, 1240 may comprise critical meta 
data including critical con?guration information needed for 
the control module 106 to operate. If the critical metadata 
becomes corrupted or is unavailable, then the location and 
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6 
con?guration of volumes on the storage devices may be lost 
and the control module 106 may need to be recon?gured. The 
storage devices 104a, 104b, 1040 further include user data 
128a, 128b, 1280 the hosts 102 access. 

There may be more than the three storage devices 104a, 
104b, 1040 shown and certain storage devices may not 
include copies of metadata and signature data. Further, one 
storage device may include multiple copies of the signature 
data and metadata. In one embodiment, three copies of meta 
data and signature data are stored in one or more storage 
devices. In alternative embodiments, a different number of 
copies of metadata and signature data may be maintained. 

FIG. 2 is a schematic block diagram illustrating an embodi 
ment of a computing environment 200 in accordance with the 
present invention. In one embodiment, the control module 
202 and the system 203 of the computing environment 200 
are similar to the control module 106 and system 108 of the 
computing environment discussed above, but further include 
a veri?cation module 204, a location module 206 and a read 
module 208. Components such as the processor, cache, sig 
nature data, and I/O code have been omitted for clarity. 
The control module 202 may be con?gured to maintain the 

integrity of the metadata 124a, 124b, 1240. For redundancy, 
multiple copies of metadata may be maintained across the 
storage devices 104a, 104b, 1040. Although FIG. 2 depicts 
three storage devices, the control module 202 may be scaled 
to control any number of storage devices 104a-104n, and 
corresponding metadata 124a-124n. The control module 202 
is further con?gured to initiate copying of primary metadata, 
for example metadata 12411, to a target storage device. While 
the control module 202 copies data from the primary meta 
data 1240 to the target storage device, the veri?cation module 
204 is con?gured to identify invalid tracks in the metadata 
12411. One bene?t of the control module 202 of the present 
invention is the ability of the control module 202 to overcome 
invalid tracks. Unlike the prior art, where invalid tracks would 
cause the entire copy of the metadata to be discarded, the 
control module 202 is con?gured to repair the invalid tracks. 
The location module 206 is con?gured to maintain a cur 

rent read address during the metadata copy procedure. The 
metadata copy procedure may also be referred to as a “buffer 
read.” The read module 208 is con?gured to ?nd a valid copy 
of the invalid tracks and send a buffer write of the valid tracks 
to the primary storage device 104a, thereby repairing the 
invalid tracks, and to the target storage device 1040. In one 
embodiment, the valid copy of the invalid track may be found 
in a secondary storage device 1241). 

In a further embodiment, the read module 208 may be 
con?gured to search a plurality of storage devices 104a-104n 
to ?nd a valid copy of the invalid tracks. For example, if a 
track of metadata 12411 is invalid, and the read module 208 can 
not ?nd valid copies in the metadata 12419 to write to the target 
metadata 1240, the read module may continue searching 
metadata 124d-124n to ?nd a valid copy of the invalid tracks. 
Furthermore, the read module 208 may subsequently search 
one copy of the metadata after another until ?nding the valid 
copy of the invalid track. 
The control module 202, in one embodiment, may be fur 

ther con?gured to promote one of the plurality of storage 
devices 104a, 104b, 10411 to a secondary storage device upon 
failure of the secondary storage device 104b, and subse 
quently commence repairing the metadata of the failed stor 
age device. 

FIG. 3 is a schematic block diagram illustrating one 
embodiment of representative electronic storage media sur 
face 300 having a plurality of tracks, similar to the surface of 
the storage media of the storage devices 104a, 104b, 1040. 
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The illustrated platter surface 300 shows visual demarcations 
indicating the electronic formatting that may be performed on 
the disk. 

The depicted surface 300 is formatted to include a plurality 
of concentric tracks 302, Which are numbered 0 through N 
and are indicated by the concentric dashed circles in the 
?gure. As described above, tracks 302 may become invalid or 
corrupt, and therefore require repairing. Current technology 
alloWs each surface 300 to be formatted to include thousands 
of tracks 302 per inch and tens of thousands of tracks 302 
across the usable surface 300 of the storage devices 104a, 
104b, 1040. 
The schematic ?oW chart diagrams that folloW are gener 

ally set forth as logical ?oW chart diagrams. As such, the 
depicted order and labeled steps are indicative of one embodi 
ment of the presented method. Other steps and methods may 
be conceived that are equivalent in function, logic, or effect to 
one or more steps, or portions thereof, of the illustrated 
method. Additionally, the format and symbols employed are 
provided to explain the logical steps of the method and are 
understood not to limit the scope of the method. Although 
various arroW types and line types may be employed in the 
How chart diagrams, they are understoodnot to limit the scope 
of the corresponding method. Indeed, some arroWs or other 
connectors may be used to indicate only the logical How of the 
method. For instance, an arroW may indicate a Waiting or 
monitoring period of unspeci?ed duration betWeen enumer 
ated steps of the depicted method. Additionally, the order in 
Which a particular method occurs may or may not strictly 
adhere to the order of the corresponding steps shoWn. 

FIG. 4 is a schematic ?oW chart diagram illustrating one 
embodiment of a method 400 for global metadata copy repair 
400 in accordance With the present invention. The method 
400 starts 402 and the control module 202 commences copy 
ing 404 global metadata from the primary storage 10411 to the 
target storage 1040, for example. In one embodiment, copy 
ing 404 comprises issuing a read buffer command to the 
primary storage 104a and subsequently a Write buffer com 
mand to the target storage 1040. 
As the control module 202 copies 404 data from the pri 

mary storage 10411 to the target storage 1040, the veri?cation 
module 204 identi?es 406 invalid tracks in the global meta 
data. If an invalid track is identi?ed, the control module 202 
stops the buffer read and the location module maintains 408 
the address of the buffer read prior to the stoppage. In one 
embodiment, the read module 208 then begins to ?nd 410 a 
valid copy of the invalid tracks. For example, the read module 
208 may search the copy of the global metadata 12419 that is 
stored on a secondary storage device 1041). Alternatively, the 
read module 208 searches for valid copies of the invalid 
tracks, searching through copies of global metadata 124b, 
124d, . . . 124n until ?nding 410 a valid copy of the invalid 

tracks. The read module 208 subsequently sends 412 a buffer 
Write of the valid copy to the primary storage 104a and the 
target storage 1040. The method 400 then ends 414. 

FIGS. 5 and 6 are schematic ?oW chart diagrams illustrat 
ing an alternative embodiment of a method 500 for global 
metadata copy repair in accordance With the present inven 
tion. In one embodiment, the method 500 starts and the con 
trol module 202 sends 504 a buffer read to the primary storage 
device 104a having the primary global metadata 12411. In one 
embodiment, the primary storage device 10411 is a disk in a 
Redundant Array of Inexpensive Disks (RAID). The veri? 
cation module 206 then checks 506 the read buffer for track 
validity. In a further embodiment, the location module 206 
maintains a bitmap having a plurality of bits. Each bit in the 
bitmap may represent one track of the global metadata 124. 
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When the veri?cation module 204 encounters an invalid 
track, the location module 206 marks the corresponding bit. 
For example, a bit in the bitmap having a value of ‘1’ may 
indicate an invalid track. 

Once the veri?cation module 204 ?nds an invalid track and 
subsequently marks the bit in the bitmap as invalid 508, the 
location module 206 stores 510 the current location of the 
buffer read. If there are no invalid bits in the bitmap 508, the 
read module 208 sends 512 a buffer Write to the target storage 
device 1040 having the target global metadata 1240, and the 
control module continues sending 502 a buffer read as 
described above. 

In a further embodiment, the method 500 continues and 
once the location module stores 51 0 the current location of the 
buffer read, the control module checks 514 for a secondary 
storage device 1041) having secondary global metadata 12419. 
For each invalid bit in the bitmap, the read module reads 516 
valid copies of the invalid track as long as a bitmap for the 
secondary global metadata 1241) indicates 518 that the bit and 
therefore the corresponding track is valid in the secondary 
global metadata 12419. If the bit is valid 518 in the bitmap for 
the secondary global metadata 124b, then the read module 
clears 520 the bit from the bitmap and repairs the invalid track 
in the primary global metadata 12411. If the bit indicates that 
the track is also invalid in the secondary global metadata 
124b, then the read module 208 may continue searching 
copies of global metadata 124, one-by-one, until ?nding a 
valid copy of the invalid track. 
Once all of the bits indicating invalid tracks have been 

cleared 520 by the read module 208, and there are no more 
bits 516, the control module checks to see if at least one track 
Was repaired 522. If at least one track Was repaired 522, the 
location module 206 stores 524 the location for Writing to the 
target 1040, and the read module sends a buffer Write to the 
primary storage device 10411. The control module 202 then 
restores 526 the location for the buffer read from the primary 
storage device 104a and the location for Writing to the target 
storage device 1040 from the location module 206, and sends 
a buffer Write to the target storage device 1040. The control 
module 202 then continues sending 504 a buffer read as 
described above. 

If there is no secondary storage device 104b, or there Was 
not at least one track repaired 522, the method 500 continues, 
and the veri?cation module 204 checks 528 (see FIG. 6) for 
invalid bits in the bitmap. If there are still invalid bit in the 
bitmap, the control module 202 invalidates the tracks 530, 
recalculates a longitudinal redundancy check (LRC) and 
clears the bits. In one embodiment, invalidating 53 0 the tracks 
may comprise a ?ag on the track indicating to the oWner of the 
invalid track that the track needs to be restored the next time 
the oWner attempts to access the track. If there are 528 no 
invalid bits in the bitmap, the control module continues send 
ing 504 a buffer read as described above. 

In a further embodiment, after the control module 202 
invalidates 530 the tracks, if at least one track Was repaired 
532, the location module 206 stores 534 the location for 
Writing to the target 1040, and the read module sends a buffer 
Write to the primary storage device 10411. The control module 
202 then restores 536 the location for the buffer read from the 
primary storage device 104a and the location for Writing to 
the target storage device 1040 from the location module 206, 
and sends a buffer Write to the target storage device 1040. 

If control module 202 detects that there is 538 more data to 
be read, the control module 202 continues sending 504 a 
buffer read to the primary storage device 10411. If there is no 
more data to be read, the method 500 ends 540. 
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FIG. 7 is a schematic ?oW chart diagram illustrating one 
embodiment of a method 700 for promoting a backup copy of 
the global metadata in accordance With the present invention. 
In one embodiment, the method 700 starts 702 and the control 
module 202 detects 704 that an entire copy of global metadata 
(GD) has become invalid. In a further embodiment, the con 
trol module 202 is only concerned With the health of the 
secondary global metadata 12419. If the entire copy of second 
ary global metadata becomes invalid 704, the control module 
promotes 706 the target storage device 1040 to become the 
secondary backup, or secondary storage device 1041). 

In one embodiment, the control module 202 then demotes 
708 the original or failed secondary storage device 1041) to 
become the target storage device 1040 in order to begin to 
repair the copy of global metadata residing on the failed 
storage device. The control module 202 then initiates 710 a 
copy repair procedure. In one embodiment, the copy repair 
procedure is the method 500 described above With regards to 
FIGS. 5 and 6. The method 700 then ends 712. 

The present invention may be embodied in other speci?c 
forms Without departing from its spirit or essential character 
istics. The described embodiments are to be considered in all 
respects only as illustrative and not restrictive. The scope of 
the invention is, therefore, indicated by the appended claims 
rather than by the foregoing description. All changes Which 
come Within the meaning and range of equivalency of the 
claims are to be embraced Within their scope. 

What is claimed is: 
1. An apparatus for global metadata copy repair, the appa 

ratus comprising a semiconductor device storing executable 
code executed by a processor and comprising: 

a control module con?gured to copy global metadata from 
a primary storage device to a target storage device by 
issuing a buffer read to the primary storage device and 
subsequently issuing a buffer Write to the target storage 
device, the primary and target storage devices compris 
ing a plurality of track and the global metadata compris 
ing ?le system con?guration data, space usage quotas, 
access control lists, and extended attributes; 

a veri?cation module con?gured to identify an invalid ?rst 
track in the global metadata of the primary storage 
device, maintain a bitmap With one bit representing each 
track of the global metadata, mark a bit for the invalid 
?rst track, and clear a bit for each valid second track; 

a location module con?gured to maintain a current read 
address of the buffer read prior to the invalid ?rst track 
and a Write location for Writing the invalid ?rst track to 
the target storage device; 

a read module con?gured to ?nd a valid copy of the ?rst 
track on a secondary storage device, send a buffer Write 
of the valid copy of the ?rst track to the primary storage 
device at the current read address overWriting the invalid 
?rst track on the primary storage device, and concur 
rently send a buffer Write of the valid copy of the ?rst 
track to the target storage device at the Write location, 
Writing the valid copy of the ?rst track to the target 
storage device; and 

if no valid copy of the ?rst track is found, the location 
module is further con?gured to invalidate the ?rst track 
of Which no valid copy is found, recalculate a longitu 
dinal redundancy check (LRC) for the global metadata, 
clear the bit in the bitmap for the invalid ?rst track, and 
Write a ?ag for the invalid ?rst track, the ?ag requesting 
restoration of the invalid ?rst track When an oWner 
accesses the invalid ?rst track. 
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2. The apparatus of claim 1, Wherein the control module is 

further con?gured to not discard an entire copy of the global 
metadata having the invalid ?rst track. 

3. The apparatus of claim 1, further comprising a plurality 
of storage devices, each storage device having a copy of the 
global metadata. 

4. The apparatus of claim 1, Wherein the control module is 
further con?gured to commence global metadata copy repair 
for a failed secondary storage device. 

5. A system for global metadata copy repair, the system 
comprising: 

a plurality of hosts; 
a storage controller in communication With the plurality of 

hosts over a netWork, the storage controller having a 
control module; 

a primary storage device, and a target storage device, each 
con?gured to maintain a copy of global metadata; 

a semiconductor device storing executable code executed 
by a processor and comprising: 
the control module con?gured to copy global metadata 

from the primary storage device to the target storage 
device by issuing a buffer read to the primary storage 
device and subsequently issuing a buffer Write to the 
target storage device, the primary and target storage 
devices comprising a plurality of tracks and the global 
metadata comprising ?le system con?guration data, 
space usage quotas, access control lists, and extended 
attributes; 

a veri?cation module con?gured to identify an invalid 
?rst track in the global metadata of the primary stor 
age device, maintain a bitmap With one bit represent 
ing each track of the global metadata, mark a bit for 
the invalid ?rst track, and clear a bit for each valid 
second track; 

a location module con?gured to maintain a current read 
address of the buffer read prior to the invalid ?rst track 
and a Write location for Writing the invalid ?rst track to 
the target storage device; 

a read module con?gured to ?nd a valid copy of the ?rst 
track on a secondary storage device, send a buffer 
Write of the valid copy of the ?rst track to the primary 
storage device at the current read address overWriting 
the invalid ?rst track on the primary storage device, 
and concurrently send a buffer Write of the valid copy 
of the ?rst track and to the target storage device at the 
Write location, Writing the valid copy of the ?rst track 
to the target storage device; and 

if no valid copy of the ?rst track is found, the location 
module is further con?gured to invalidate the ?rst 
track of Which no valid copy is found, recalculate a 
longitudinal redundancy check (LRC) for the global 
metadata, clear the bit in the bitmap for the invalid 
?rst track, and Write a ?ag for the invalid ?rst track, 
the ?ag requesting restoration of the invalid ?rst track 
When an oWner accesses the invalid ?rst track. 

6. The system of claim 5, Wherein the control module is 
further con?gured to not discard an entire copy of the global 
metadata having the invalid ?rst track. 

7. The system of claim 5, further comprising a plurality of 
storage devices, each storage device having a copy of the 
global metadata. 

8. The system of claim 7, Wherein the control module is 
further con?gured to promote one of the plurality of storage 
devices to secondary storage device upon failure of the sec 
ondary storage device. 
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9. The system of claim 8, wherein the control module is 
further con?gured to commence global metadata copy repair 
for the failed secondary storage device. 

10. A executable code stored on a semiconductor device 
and executed by a processor to perform an operation for 
global metadata copy repair, the operation comprising: 

copying global metadata from a primary storage device to 
a target storage device by issuing a buffer read to the 
primary storage device and subsequently issuing a 
buffer Write to the target storage device, the primary and 
target storage devices comprising a plurality of tracks 
and the global metadata comprising ?le system con?gu 
ration data, space usage quotas, access control lists, and 
extended attributes; 

identifying an invalid ?rst track in the global metadata of 
the primary storage device; 

maintaining a bitmap With one bit representing each track 
of the global metadata; 

marking a bit for the invalid ?rst track; 
clearing a bit for each valid second track; 
maintaining a current read address of the buffer read prior 

to the invalid ?rst track and a Write location for Writing 
the invalid ?rst track to the target storage device; 

12 
?nding a valid copy of the ?rst track on a secondary storage 

device; 
sending a buffer Write of the valid copy of the ?rst track to 

the primary storage device at the current read address 
overWriting the invalid ?rst track on the primary storage 
device and concurrently sending a buffer Write of the 
valid copy of the ?rst track to the target storage device at 
the Write location, Writing the valid copy of the ?rst track 
to the target storage device; 

if no valid copy of the ?rst track is found, 
invalidating the ?rst track of Which no valid copy is 

found; 
recalculating a longitudinal redundancy check (LRC) 

for the global metadata; 
clearing the bit for invalid the ?rst track; and 
Writing a ?ag for the invalid ?rst track, the ?ag request 

ing restoration of the invalid ?rst track When an oWner 
accesses the invalid ?rst track. 

11. The program of claim 10, further comprising an opera 
20 tion to not discard an entire copy of the global metadata 

having the invalid ?rst track. 

* * * * * 


