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KERNEL-LEVEL TRANSACTIONS 

FIELD 

The present invention is directed towards kernel-level 
transactions. 

BACKGROUND 

Transactions have long been provided for by databases and 
transaction-processing systems. Transactions provide a sim 
pli?ed failure model, desirable to application programmers, 
by grouping together a number of operations into a single 
atomic operation, i.e., a group of operations of Which the 
results of the individual operations stand or fall together. If 
just one operation fails, the effects of all operations in the 
group, regardless of the number of operations associated With 
the transaction, are “undone” or rolled back. This solidarity 
among operations is provided With regard to any number of 
failures, including failures that occur during the process of 
undoing operations, and eventually the respective transac 
tion-processing system reaches one of tWo states Whereby 
either all of the operations have been applied or none of the 
operations have been applied. 

Transactional ?le systems, Which de?ne the directory 
structure for keeping track of ?les and the path syntax for 
applications, are noW capable of driving transactions deep 
into an operating system (OS). Accordingly, secure transac 
tion management services on a kernel level is desired. 

SUMMARY 

Kernel-level transactions are described herein. 

Transactions may be implemented betWeen kernel objects 
utiliZing application program interfaces (APIs) to implement 
operations on a transaction object and APIs to implement 
operations on a resource manager object. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The scope of the present invention Will be apparent from 
the folloWing detailed description, When taken in conjunction 
With the accompanying draWings, and such detailed descrip 
tion, While indicating embodiments of the invention, is illus 
trative only, since various changes and modi?cations Will 
become apparent to those skilled in the art from the folloWing 
detailed description, in Which: 

FIG. 1 shoWs an example of a client/netWork system; 
FIG. 2 shoWs an example of a component environment for 

implementing transaction management; 
FIG. 3 shoWs an example processing ?oW for kernel-level 

transactions; 
FIG. 4 shoWs an example of a security feature; and 
FIG. 5 illustrates a general computer environment Which 

can be used to implement techniques described herein. 

DETAILED DESCRIPTION 

In the example netWork environment of FIG. 1, multiple 
client computing devices 105, 110, 115, and 120, Which may 
also be referred to as client devices, are coupled to at least one 
server device 125 via netWork 100. NetWork 100 is intended 
to represent any of a variety of conventional netWork topolo 
gies and types, Which may include Wired and/ or Wireless 
netWorks. NetWork 100 may further utiliZe any of a variety of 
conventional netWork protocols, including public and/ or pro 
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2 
prietary protocols. NetWork 100 may include, for example, 
the Internet as Well as possibly at least portions of one or more 

local area netWorks (LANs). 
Client device 105 may include any of a variety of conven 

tional computing devices, including, but not limited to, a 
desktop personal computer (PC), Workstations, mainframe 
computers, Internet appliances, and gaming consoles. Further 
client devices associated With netWork 100 may include per 
sonal digital assistant (PDA) 110, laptop computer 115, and 
cellular telephone 120, etc., Which may be in communication 
With netWork 100 by a Wired and/or Wireless link. Further 
still, one ormore ofclient devices 105, 110, 115, and 120 may 
include the same types of devices, or alternatively different 
types of devices. 

Server device 125 may provide any of a variety of data 
and/or functionality to computing devices 105, 110, 115, and 
120. The data may be publicly available or alternatively 
restricted, e.g., restricted to only certain users or available 
only if an appropriate fee is paid, etc. 

Server device 125 is at least one of a netWork server and an 

application server, or a combination of both. Server device 
125 is any device that is the source of content, and client 
devices 105, 110, 115, and 120 include any devices that 
receive such content. Therefore, in a peer-to-peer netWork, 
the device that is the source of the content is referred to as the 
server device and the device that receives the content is 
referred to as the client device. Both types of devices are able 
to load and run softWare programs, including operating sys 
tems and applications, in accordance With the example 
embodiments described herein. Further, data and functional 
ity may be shared among client devices 105, 110, 115, and 
120. That is, service device 125 is not the only source of data 
and/or functionality for the respective client devices. 
At data source 130 or 135, softWare programs, including 

operating systems and applications, are prepared for and/or 
provided to any one of server device 125 or client devices 105, 
110, 115, and 120 for execution. For the sake of consistency, 
the discussion hereafter refers to “applications” Which 
encompass anyone of, at least, softWare programs, operating 
systems, and applications, either singularly or in combina 
tion, as knoWn in the art. Furthermore, the applications are 
disseminated to server device 125 either off-line as from data 
source 130, or on-line as from data source 135. Further still, 
the applications are typically disseminated to client devices 
105, 110, 115, and 120 on-line from server device 125 or from 
data source 135. Means and methods for off-line dissemina 
tion thereof are knoWn as Well. 

The dissemination of at least one of data and functionality 
both in and among devices 105, 110, 115, 120, and 125 may 
be implemented as a transaction. More particularly, a trans 
action is a group of operations that are executed synchro 
nously or asynchronously as a single atomic operation, either 
Within one of devices 105, 110, 115, 120 and 125 or in a 
netWork environment, such as the example of FIG. 1. An 
example of transaction management is described beginning 
With reference to FIG. 2. 

A group of operations that make up a particular transaction 
is to collectively have properties knoWn, at least to those in the 
art, by the acronym “ACID,” Which includes “atomicity,” 
“consistency,” “isolation,” and “durability.” More speci? 
cally: data updates resulting from the respective operations of 
a transaction are either all permanent or none are permanent 
(atomicity); a transaction leaves underlying data in a consis 
tent state (consistency); the effects of a transaction update are 
not visible to other concurrently-running operations until the 
overall transaction is made permanent (isolation); and after an 
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outcome for a transaction has been determined, the result is 
guaranteed never to change (durability). 

The kemel-level transaction management example of FIG. 
2 is directed towards an example of a distributed transaction, 
involving more than one device, and maintains the “ACID” 
characteristics expected of a transaction. Further, Whereas the 
example of FIG. 2 references kernel objects, the example is in 
no Way limited to transactions implemented by kernel 
objects. More speci?cally, transactions, described herein, 
may be implemented by objected other than kernel objects. 

In FIG. 2, a transaction corresponding to client application 
200 utiliZes, at least, transaction manager 205 on a ?rst 
device, as Well as client application 200B and transaction 
manager 235 on a second device. Client application 200B is 
associated With client application 200. Transaction managers 
205 and 235, Which are in communication With each other, 
may be aggregates of kernel objects that maintain state infor 
mation about overall transactions and resources, and further 
coordinate interaction or protocol betWeen client applications 
and associated resources managers (RM). 

Resource managers, including RM 215 and RM 245 in the 
example of FIG. 2, maintain the state of at least one underly 
ing resource that is capable of storing data in a durable state. 
Non-exclusive examples of such resources include databases 
and message queues. In a ?rst device in the example embodi 
ment of FIG. 2, RM 225 corresponds to resource 227; RM 230 
corresponds to resource 232; and in a second device, RM 255 
corresponds to resource 257. 
As shoWn in FIG. 2, transaction manager 205 on a ?rst 

device includes the folloWing kernel objects: transaction 
object (TX) 210, resource manager object (RMO) 215, and 
enlistment object (EN) 220; and transaction manager 235 on 
a second device includes the folloWing kernel objects: TX 
240, RMO 245, and EN 250. TX represents a particular trans 
action, and may be opened by a process participating in the 
transaction. Further, TX may or may not be durable since a 
failure of one process corresponding to one of the kernel 
objects causes the entire transaction to abort, i.e., be rolled 
back. 
RMO represents a relationship betWeen IX of a corre 

sponding transaction manager and at least one resource that 
participates in a particular transaction. Participation by RMO 
in a transaction includes receiving tWo-phase commit mes 
sages, and therefore RMO serves as an end point for receiving 
a transaction noti?cation from a corresponding RM. Further, 
RMO is persistent so that the corresponding transaction man 
ager knoWs Which transaction outcome is to be transmitted to 
a corresponding RM. Alternatively, RMO may be transient 
thus enabling client applications to subscribe to a stream of 
transaction noti?cations Without managing a persistent RMO 
across failures. 

EN represents the relationship betWeen a transaction and a 
resource manager. A resource manager indicates that it Will 
participate in a transaction by creating an enlistment on it. 
When RMO has been requested to perform an operation (such 
as Prepare, Commit, etc) on a particular transaction, it uses 
EN to indicate participation. A resource manager can have 
more than one EN on a particular Transaction. 

TWo-phase commit protocol, Which is implemented to 
ensure that a transaction successfully updates all appropriate 
resources, is described for a kernel environment With refer 
ence to the examples of FIGS. 2 and 3, as folloWs. In particu 
lar, after client application 200 opens kernel objects corre 
sponding to transaction manager 205 on a ?rst device and 
client application 200B opens kernel objects corresponding 
to transaction manager 235 on a second device, a “prepare” 
phase 305 commences With each RM in the transaction being 
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4 
sent 305 a “prepare” order from a corresponding transaction 
manager. Thus alerted, RM prepares 310 by rendering 
resource data in a durable state so that the data in the respec 
tive resources is capable of being “committed” or “rolled 
back.” Upon preparing, RM transmits 315 a con?rmation 
message to TX of the corresponding transaction manager. 
The “commit” phase 320 is performed upon a resolution of 

the transaction, Whereby IX of the transaction manager trans 
mits 325 a transaction outcome of either “committed” or 
“abort/rolled back” to each associated RM. RM then records 
the outcome in an associated log, and the underlying resource 
data is either committed or rolled back, in accordance With the 
transaction outcome. Alternative embodiments may alloW for 
volatile enlistments for Which the data for the transaction is 
not durable, and therefore the data is not logged or recovered. 

Transaction management on the kernel level may be imple 
mented by utiliZing application program interfaces (API) that 
are applicable to system architectures including, but not lim 
ited to, The Microsoft® Win32® application programming 
interface and The Microsoft® Windows@ operating system. 
The APIs described herein are exposed via a handle-based 
interface, a “handle” referencing the API-intended object. 
Further, unless asynchronous operation is explicitly 
requested, operations on the respective kernel objects, par 
ticularly TX and RMO, are synchronous. Further still, the 
operations corresponding to different embodiments of a 
transaction may be implemented by various combinations of 
one or more of the APIs described herein. That is, some 
embodiments may use all of the APIs described herein, While 
other embodiments may use various combinations thereof. 
APIs to implement operations on EN kernel objects, and a 

corresponding description of the functionality of the API are 
provided beloW (more detailed descriptions of the associated 
routines are provided even further beloW): 

PreprepareEnlistment: also knoWn as “Phase 0” process 
ing, requests that TX transmit a pre-prepare message to 
all associated RMs; 

PrepareEnlistment: requests that TX transmit a prepare 
request to all enlisted RMs; and 

CommitComplete: indicates that RM has completed com 
mitting the transaction Work as requested by the corre 
sponding transaction manager. 

The PreprepareEnlistment and PrepareEnlistment indicate 
that Preprepare and Prepare processing are to be performed 
on a TX associated With EN. 

APIs to implement operations on TX kernel objects, and a 
corresponding description of the functionality of the API, are 
provided beloW (more detailed descriptions of the associated 
routines are provided even further beloW): 

CreateTransaction: opens a neW TX; 
OpenTransaction: opens an existing TX; 
CommitTransaction: requests that TX be committed; 
RollbackTransaction: requests that TX abort or rollback 

the transaction; 
SavepointTransaction: requests that TX save the state of 

the transaction; 
GetTransactionInfo: retrieve information about the TX; 

and 
SetTransactionInfo: sets information about the TX. 
APIs utiliZed to implement operations on RMO kernel 

objects, and a corresponding description of the functionality 
of the API, are provided beloW (more detailed descriptions of 
the associated routines are provided even further beloW): 

CreateResourceManager: create a neW RMO that repre 

sents a resource; 

OpenResourceManager: open an existing RMO; 
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DestroyResourceManager: destroy RMO, thus rendering it 
non-persistent; 

GetResourceManagerlnfo: retrieve information about 
RMO; 

SetResourceManagerlnfo: set information about RMO; 
CreateEnlistment: causes RMO to join a transaction, and 

retrieves related noti?cations; and 
GetNoti?cationResourceManager: queries 

returns, an available RM noti?cation. 
APIs utilized to implement operations on TX kernel 

objects by an RMO kernel object after joining a transaction, 
and a corresponding description of the functionality of the 
API, are provided beloW (more detailed descriptions of the 
associated routines are provided even further beloW): 

PrePrepareComplete: indicates that RM has completed 
pre-preparing as requested by a corresponding transac 
tion manager; 

PrepareComplete: indicates that RM has completed pre 
paring a transaction as requested by the corresponding 
transaction manager; 

RollbackComplete: indicates that RM has completed roll 
ing back the transaction Work performed as requested by 
the corresponding transaction manager; and 

CommitComplete: indicates that RM has completed com 
mitting the transaction Work as requested by the corre 
sponding transaction manager. 

Unfortunately, APIs associated With kernel objects TX, 
RMO, and EN utiliZed to implement transaction management 
may expose one or more of the kernel objects to various 
security attacks. For instance, a malicious or invalid RM may 
enlist itself into a transaction to cause denial-of-service 
attacks by never responding to function calls or, alternatively, 
force transaction aborts. Therefore, a further illustrative 
example, also referring to FIG. 2, is directed toWards secure, 
kernel-level, distributed transaction. 

The example embodiment of FIG. 2 further provides a 
security solution for vulnerable kernel objects by applying a 
security descriptor, Which may include an access control list 
(ACL), to at least one of the respective kernel objects. 

In a ?rst device ACL 260 is applied to TX 210, ACL 265 is 
applied to RMO 215, andACL 270 is applied to EN 220. In a 
second device, ACL 275 is applied to TX 240, ACL 280 is 
applied to RMO 245, and ACL 285 is applied to EN 250. 
AnACL de?nes the “rights” that a particular user or user 

group is alloWed or denied to exercise over a particular object. 
More speci?cally, as shoWn in the example ACL 410 of FIG. 
4, an ACL that is applied or attached to a kernel object 
includes at least access control entry (ACE) that comprises a 
corresponding security identi?er (SID) and a corresponding 
set of rights. ACE entries 1-12 in FIG. 4 include, respectively, 
corresponding SIDs 1-12 and corresponding RIGHTs 1-12. 

SIDs 1-12 identify either a user or a user group that may 
attempt to perform an operation, or a series of operations, on 
the kernel object to Which the ACL is applied. RIGHTs 1-12 
specify an operation or series of operations capable of being 
performed on the respective kernel object by the user or user 
group identi?ed by the SID, and further specify the accessi 
bility of such operation or operations to the identi?ed user or 
user group. That is, RIGHTs 1-12 may indicate either that the 
identi?ed user or user group is permitted to perform a speci 
?ed operation, or that the identi?ed user or user group is 
prohibited to perform a speci?ed operation. 

The folloWing is a list of example operations that may be 
speci?ed by RIGHTs 1-12 in anACL applied to TX, folloWed 
by a description of the functionality of the operation. RIGHTs 

for, and 
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6 
1-12 further specify that the operation is permitted or denied 
on TX to the user or user group identi?ed by the correspond 
ing SID. 
TRANSACTION_QUERY_INFORMATION: 

information about TX; 
TRANSACTION_SET_INFORMATION: to set informa 

tion about TX; 
TRANSACTION_ENLIST: to enlist on TX in the transac 

tion; 
TRANSACTION_COMMIT: to render all data updates 

associated With TX durable; 
TRANSACTION_ROLLBACK: to abort, i.e., rollback the 

operation on TX; 
TRANSACTION_PROPOGATE: to transmit data from 
TX to another object; 

TRANSACTION_SAVEPOINT: to save the current point 
of the transaction; and 

TRANSACTION_MARSHAL: to transmit data regarding 
the transaction to another device. 

The folloWing is a list of example operations that may be 
speci?ed by RIGHTs 1-12 in an ACL applied to RMO, fol 
loWed by a description of the functionality of the operation. 
RIGHTs 1-12 further specify that the operation is permitted 
or denied on RMO to the user or user group identi?ed by the 
corresponding SID. 
RESOURCEMANAGER_QUERY_INFORMATION: to 

get information about RMO; 
RESOURCEMANAGER_SET_INFORMATION: to set 

information about RMO; 
RESOURCEMANAGER_RECOVER: to determine the 

state of a transaction at moment of transaction failure; 

RESOURCEMANAGER_ENLIST: to enlist RMO in a 
transaction; 

RESOURCEMANAGER_GET_NOTIFICATION: to 
receive noti?cation upon resolution of transaction from 
transaction manager; 

RESOURCEMANAGER_REGISTER_PROTOCOL: to 
register a protocol that RMO supports in the transaction; 
and 

RESOURCEMANAGER_COMPLETE_PRO 
POGATION: to set resource in accordance With trans 
action resolution. 

The folloWing is a list of example operations that may be 
speci?ed by RIGHTs 1-12 in anACL applied to EN, folloWed 
by a description of the functionality of the operation. RIGHTs 
1-12 further specify that the operation is permitted or denied 
on EN to the user or user group identi?ed by the correspond 
ing SID. 
ENLI STMENT_QUERY_INFORMATION: to get infor 

mation about EN; 
ENLISTMENT_SET_INFORMATION: to set informa 

tion about EN; 
ENLISTMENT_RECOVER: to determine state of enlist 

ments at moment of transaction failure; 
ENLI STMENT_REFERENCE: to obtain and reference 

(or dereference) an enlistment key; 
ENLISTMENT_SUBORDINATE_RIGHTS: to rollback 

the transaction and to respond to noti?cations; and 
ENLI STMENT_SUPERIOR_RIGHTS: to perform opera 

tions a superior transaction manager Would perform; 
such as initiate a preprepare, prepare, or superior roll 
back operation in a transaction. 

Accordingly, each of kernel objects TX, RMO, and EN 
may have anACL respectively applied thereto. Thus, When an 
API attempts to initiate an operation on a respective one of the 
kernel objects, the ACL must be honored by determining 

to get 
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Whether the operation is permitted or denied to the user or 
user group from Which the API originates. 
More speci?cally, When a handle is opened for performing 

an operation, a user or user group corresponding to the API is 

checked against the SID in the ACL; a list of alloWed opera 
tions is generated; and the operation speci?ed by the API is 
checked against the alloWed operations for the SID on a given 
handle. 

Alternative embodiments for securing transaction manage 

PrepareEnlistment 

(IN PHANDLE EnlistmentHandle). 

This routine requests that a Transaction (associated With 
the enlistment) be “prepared” by issuing a Prepare 
request to all of its associated ResourceManagers. This 

_ _ _ 10 request begins the tWo-phase commit protocol. 
mem among kernel Phlects, and enfqrcmg secunty 1321mm‘ A transaction participant issuing PrepareEnlistment ren 
eters> Include? épplylhg secunty ‘lescflptors to kernel Qblects ders the Transaction object into a durable state that Will 
that may pamclpate In a transacnon In accordance Wlth the survive system or application crashes; such a participant 
security model for The M1crosoft® W1ndoWs® operating performs recovery on the transaction after any type of 
System‘ 15 failure in order to deliver an outcome. Failure to ful?ll 
As set forth above, the APIS are exposed as a handle-based this requirement may result in resource leaks, as Well as 

interface, Which is utiliZed to implement the security model. iheehsisteht trahsaetieh euteemes_ 
The folloWing includes a more detailed description of the Arguments; 
APIs, listed above, to implement operations on either EN or EhhstmehtHahdle; Supphes a handle for the Enlistment 
TX kernel objects. The descriptions include a description of 20 t0 he prepared; the trahsaetiOn aSSOeiated With thiS 
the routine, corresponding arguments, and return values. enlistment has been pre_prepared (Via a Call to PrePre 

PreprepareEnlistment pareEnlistment), then ResourceManagerHandle 
matches the Superior-TM/CRM that Was used in the 
call to PreprepareEnlistment. Furthermore, only the 

(IN PHANDLE EnhStmentHémdle) 25 Superior-TM/'CRM that calls this API Will be alloWed 
to call Superior Committransaction and Superior 
RollbackTransaction on this transaction. 

This routine requests that a Transaction (associated With Return Value: 
the enlistment) be “pre-prepared” by issuing a Pre-Pre- STATUS_SUCCESS 
pare request to all associated RMs. The Enlistment is to 30 STATUS_ACCESS_DENIED 
be recorded as a Superior Enlistment. PrePrepare alloWs STATUS_INVALID_HANDLE 
an RM With cache-like properties an opportunity to flush STATUS_INSUFFICIENT_RESOURCES 
its caches, possibly to other RMs, before the Transaction STATUS_TM_TOO_LATE 
enters the Prepared state, in Which doWn-stream RMs STATUS_RM_NOT_RECOVERABLE 
can no longer accept changes. CreateTransaction 

(OUT PHANDLE TransactionHandle, 
IN ULONG DesiredAccess OPTIONAL; 
IN POBJECTiATTRIBUTES ObjectAttributes OPTIONAL; 
IN ULONG CreateOptions OPTIONAL; 
IN PHANDLE ResourceManagerHandle OPTIONAL; 
IN NOTIFICATIONLMASK Noti?cationMask OPTIONAL; 
IN LPVOID TransactionKey OPTIONAL). 

If this routine is not called and a transaction participant has 
requested PhaseO processing, PrePrepare requests are 
issued as requested when a prépare is receive_d' HOW‘ This routine creates a neW Transaction object, and returns 
ever, some con?gurations that include cache-‘like RMs 50 a ban d1 e t O the new Object‘ 
may cause unnecessary transaction rollbacks 1n d1str1b- _ _ 
med Scenarios if there is no PreprepareEnlistment In some embodiments (1f the ResourceManagerHandle 

Arguments: parameter is speci?ed), this routine performs a “Join” 
EnlistmemHandle, Supplies a handle indicating the (CreateEnlistment) operation on the Transaction after it 

Enlistment to be pre-prepared; this Enlistment indi- 55 is Successfully Created 
CateS the SUPBI‘iOI-TM/CRM that is pre-prepan'ng the Clients close the transaction handle using the CloseHandle 
transaction only this SuPeriOr'TM/CRM Will be able API. If the last transaction handle closes Without anyone 
t9 can PrePareEnhStmem’ Supenor _COmm1tTranSaC' calling CommitTransaction on the transaction, then the 
tiotn, and Superior RollbackTransaction on this trans- 60 transaction is implicitly r011 ed back‘ 
ac ion. 

Return Value: Arguments: 
STATUS SUCCESS TransactionHandle: Supplies a pointer to the location 
STATUS ACCESS DENIED that Will receive a handle to the neW Transaction; 

STATUS_INVALID_HANDLE 65 DesiredAccess: Supplies the mask specifying the 
STATUS_INSUFFICIENT_RESOURCES 
STATUS_TM_TOO_LATE 

desired level of access. The valid access mask choices 

are: 
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SYNC HRONIZE 

operations on this handle. 

TRANSACTIONiCOMMIT 
transaction 

TRANSACTIONiPREPARE 
transaction 

TRANSACTIONiROLLBACK 

transaction 

TRANSACTIONiSAVEPOINT 

Can perform synchronization 

Can use this handle to commit 

Can use this handle to commit 

Can use this handle to abort 

Can use this handle to create 

savepoints for the transaction 

TRANSACTIONiJOIN 

TRANSACTIONiREADiATTRIBUTES 

Can use this handle to join 

this transaction as an RM 

Can read attributes 

associated With transaction 

TRANSACTIONiWRITEiATTRIBUTES Can Write attributes 

associated With transaction; 

ObjectAttributes: Supplies a pointer to an optional 

object attributes structure; 
CreateOptions Supplies optional transaction flags. 

Valid create flag choices include: 

TRANSACTIONiCREATEiPRESUMEDiNOTHING 
transaction. 

Creates a “presumed nothing” 

ResourceManagerHandle: Supplies a handle to the 
ResourceManager that receives noti?cations about a 
speci?ed transaction; 

Noti?cationMask: Speci?es the noti?cations that this 
ResourceManager Would like to receive regarding 
this Transaction; and 

TransactionKey: Speci?es an opaque pointer value that 
the RM Would like to receive along With any noti?ca 
tions for this Transaction. The RM may use this to 
associate noti?cations With some object in the RM’s 
address space, thus obviating the need to perform a 
lookup each time a noti?cation occurs. 

Return Value: 
STATUS_SUCCESS 
STATUS_INVALID_PARAMETER 
STATUS_OBJECT_NAME_COLLISION 
STATUS_OBJECT_NAME_INVALID 
STATUS_PRIVILEGE_NOT_HELD 
STATUS_INSUFFICIENT_RESOURCES 

OpenTransaction 

(OUT PHANDLE 
IN ACCESSiMASK 
IN POBJECTiATTRIBUTES 
IN PHANDLE 

IN NOTIFICATIONiMASK 
IN LPVOID 

TransactionHandle, 
DesiredAccess, 
Obj ectAttributes, 
ResourceManagerHandle optional, 
Noti?cationMask optional, 
TransactionKey optional). 

This routine looks up an existing Transaction object, and 
returns a handle to the Transaction. The caller speci?es 
a string representation of a GUID in an ObjectName 
?eld of ObjectAttributes. 

Alternatively (if the ResourceManagerHandle parameter is 
speci?ed), this routine also performs a “Join” operation 
on the Transaction after it is opened. 

Clients close the transaction handle using a CloseHandle 
API. If the last transaction handle closes Without anyone 
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calling CommitTransaction on the transaction, then the 
transaction is implicitly rolled back the transaction. 

Arguments: 
TransactionHandle: Supplies a pointer to the location 

that Will receive a handle to the Transaction if the open 
operation succeeds; 

DesiredAccess: Supplies the mask specifying the 
desired level of access; 

ObjectAttributes: Supplies a pointer to an optional 
object attributes structure; 

ResourceManagerHandle: Supplies a handle to the 
ResourceManager that receives noti?cations about 
the speci?ed Transaction; 

Noti?cationMask: Speci?es noti?cations that this 
ResourceManager may receive regarding this Trans 
action; and 

TransactionKey: Optionally speci?es an opaque pointer 
value that the RM Would like to receive along With any 
noti?cations for this Transaction. The RM may use 
this to associate noti?cations With some object in the 
RM’s address space, thus obviating the need to per 
form a lookup each time a noti?cation occurs. 

Return Value: 
STATUS_SUCCESS 
STATUS_INVALID_PARAMETER 
STATUS_OBJECT_NAME_INVALID 
STATUS_OBJECT_NAME_NOT_FOUND 
STATUS_OBJECT_PATH_SYNTAX_BAD 
STATUS_PRIVILEGE_NOT_HELD 
STATUS_INSUFFICIENT_RESOURCES 

CommitTransaction 

(IN PHANDLE 
IN ULONG 

TransactionHandle 
CommitOptions Optional). 

This routine requests that the Transaction associated With 
TransactionHandle be committed. Any transaction 
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handle that has been opened or created may be commit 
ted With Transaction_Commit Desired Access. Since 
there is no restriction stating that only the creator of a 
transaction is alloWed to commit it. 

If the Transaction in question has not been previously 
issued a PrepareEnlistment request, then a tWo-phase 
commit protocol may be initiated on all enlisted RMs. 
This call can be vieWed as a single-phase commit request 
being issued by the client. 

This routine is not called if the Transaction has previously 
been prepared via PrepareEnlistment. Only an RM that 
called PrepareEnlistment may resolve the transaction 
state using the routine Superior CommitTransaction. 

Arguments: 
TransactionHandle: Supplies a handle indicating the 

Transaction to be committed; and 
CommitOptions: COMMIT_RETAINING Transaction 

Will be committed. 
Return Value: 
STATUS_SUCCESS 
STATUS_ACCESS_DENIED 
STATUS_INVALID_HANDLE 
STATUS_INSUFFICIENT_RESOURCES 
STATUS_TM_TRANSACTION_ABORTED 

RollbackTransaction 

(IN PHANDLE 
IN SAVEPOINT 

IN ROLLBACKLREASON 

TransactionHandle, 
SavePoint 
RollbackReason 

Optional , 

Optional). 

(IN HANDLE 

20 

25 

SavepointTransaction 

(IN PHANDLE TransactionHandle, 
IN ULONG S avepointFlags Optional, 
OUT LPSAVEPOINT SavePoint). 

This routine requests that a “savepoint” be generated for a 
Transaction associated With TransactionHandle; this 
savepoint is used as a target for subsequent rollback 
requests. 

Arguments : 

TransactionHandle: Supplies a handle indicating the 
Transaction for Which a Savepoint should be estab 

lished; 
SavepointFlags: Optionally supplies a set of ?ags that 

affect the generation of the savepoint; and 

SavePoint: Supplies a pointer to a location Where a Save 
point identi?er is stored. 

Return Value: 

STATUS_SUCCESS 
STATUS_ACCESS_DENIED 
STATUS_INVALID_HANDLE 
STATUS_INSUFFICIENT_RESOURCES 
STATUS_TM_TRANSACTION_COMMITTED 
STATUS_TM_TRANSACTION_ABORTED 

QueryInformationTransaction 

TransactionHandle, 
IN TRANSACTIONiINFORMATIONiCLASS 

OUT PVOID 
IN ULONG 
OUT PULONG 

TransactionInformationClass, 
TransactionInfonnation, 
TransactionInformationLength, 
RetumLength Optional). 

This routine requests that the Transaction associated With 
TransactionHandle be rolled back. The rollback may be 
a partial rollback if the optional SavePoint is speci?ed 
and is a valid savepoint. A NULL SavePoint argument 
indicates that the Transaction should be completely 
rolled back, or aborted. An optional RollbackReason 
structure may be supplied; this Will be retained in the 
Transaction object, and may be retrieved by interested 
transaction participants via a call to GetInformation 
Transaction. 

Arguments: 
TransactionHandle: Supplies a handle indicating the 

Transaction to be rolled back; 

SavePoint: Supplies a SavePoint name, indicating hoW 
far a state of a transaction should be rolled back; and 

RollbackReason: Supplies a rollback reason. 

Return Value: 

STATUS_SUCCESS 
STATUS_ACCESS_DENIED 
STATUS_INVALID_HANDLE 
STATUS_INSUFFICIENT_RESOURCES 
STATUS_TM_TRANSACTION_COMMITTED 
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This routine returns requested information about the Trans 
action object represented by TransactionHandle. 

Arguments : 

TransactionHandle: Supplies a handle indicating a 
Transaction for Which information is being requested; 

TransfactionInformationClass: Indicates What class of 
information about the Transaction object is being 
requested; 

TransactionInformation: Supplies a pointer to a buffer 
Where the transaction information requested is stored; 

TransactionInformationLength: Indicates the length of 
the buffer pointed to by TransactionInformation; and 

ReturnLength: Supplies a pointer to the location that 
Will receive the length of the information Written to 
the TransactionInformation buffer. 

Return Value: 

STATUS_SUCCESS 
STATUS_ACCESS_DENIED 
STATUS_INVALID_HANDLE 
STATUS_INSUFFICIENT_RESOURCES 
STATUS_INVALID_INFO_CLASS 
STATUS_INFO_LENGTH_MISMATCH 
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SetInformationTransaction 
14 

(IN HANDLE TransactionHandle, 
IN TRANSACTIONiINFORMATIONiCLASS TransactionInformationClass, 
IN PVOID Transactionlnfonnation, 
IN ULONG TransactionInfonnationLength). 

This routine sets the requested information about the 
Transaction object represented by TransactionHandle. 

Arguments: 
TransactionHandle: Supplies a handle indicating the 

Transaction Whose information Will be modi?ed; 
TransactionInformationClass: Indicates Which class of 

information about the Transaction object is being 
requested; 

TransactionInformation: Supplies a pointer to a buffer 
Where the transaction information requested is stored; 

PARE, COMMIT) Without being required to implement 
the full complexity of logging prepares and performing 
recovery. 

Arguments: 
5 ResourceManagerHandle: Supplies a pointer to the location 

that Will receive a handle to the neW ResourceManager; 

DesiredAccess: Supplies a mask specifying a desired level of 
access. Valid access mask choices are: 

SYNCHRONIZE: to synchronize operations on a handle, 
20 . 

TransactionInformationLength: Indicates a length of the RESOURCE MANAGER_DESTROY? to destroy thls 
buffer pointed to by TransactionInformation; and resource manager: 

RetumLength: Supplies a pointer to a location that Will RESOURCE MANAGER_READ_ATTRIBUTES: to 
receive the length of the information Written to the read attributes associated With a resource manager, 

Transactlonlnfonnatlon buffel 25 RESOURCE MANAGER_WRITE_ATTRIBUTES: to 
Return Value? Write attributes associated With a resource manager; 

STATUS_SUCCESS ObjectAttributes: Speci?es the attributes for the neW RM 
STATUS—ACCESS—DENIED object; this includes the RM name; 
STATUS_INVALID_HANDLE . . . . 

STATUS_INSUFFICIENT_RESOURCES 30 CreateOpt1ons: Speci?es options for the created object; 
STATUS_INVALID_INFO_CLASS RESOURCEMANAGER_NO_RECOVERY: ResourceM 
STATUS_1NFO_LENGTH_MISMATCH anager object is non-persistent, and does not perform 

The folloWing includes a more detailed description of the recovery; 
APIs, listed above, to implement operations on RMO kernel RESOURCEMANAGER_COMMUNICATION: Resource 
objects. The descriptions include a description of the routine, 35 Manager knoWs hoW to communicate to other computers. 
corresponding arguments, and return values. ResourceManager may be used to marshall or unmarshall 

CreateResourceManager transactions; 

(OUT PHANDLE ResourceManagerHandle, 

IN ACCESSiMASK DesiredAccess Optional, 

IN POBJECTiATTRIBUTES ObjectAttributes, 

IN ULONG CreateOptions Optional, 

IN RMiNOTIFICATIONiROUTINE Noti?cationRoutine Optional). 

This routine creates a neW ResourceManager object to RESOURCEMANAGER_CLUSTER_RECOVERY: 
represent a resource. ResourceManager knoWs hoW to read/ deliver outcomes to 

A ResourceManager object also serves as an endpoint for 55 19% ?les that may have failed Over to other nodes in the 
TM noti?cations regarding Transactions that the RM has 
joined; an RMs requests these noti?cations by calling 
GetNoti?cationResourceManager. 

A ResourceManager is normally a persistent object, i.e., 
the object must be re-opened and perform recovery after 
every failure (system or RM). An transient version of a 
ResourceManager object may be created by specifying 
the option RESOURCEMANAGER_NO_RECOV 
ERY. A transient RM is not obligated or permitted to 
perform recovery. The non-recoverable RM option 
alloWs an application or an RM to receive noti?cations 

about transaction progress (e.g. PREPREPARE, PRE 

cluster. ResourceManager may be used to recover transac 
tions in a cluster; and 

Noti?cationRoutine: Speci?es a noti?cation routine to be 
called When noti?cations are available for this Resource 
Manager. 
Return Value: 

STATUS_SUCCESS 
STATUS_INVALID_PARAMETER 
STATUS_OBJECT_NAME_COLLISION 
STATUS_OBJECT_NAME_INVALID 
STATUS_PRIVILEGE_NOT_HELD 

60 



US 7,539,999 B2 

OpenResourceManager 

(OUT PHANDLE ResourceManagerHandle, 
IN ACCESSiMASK DesiredAccess Optional, 
IN POBJECTiATTRIBUTES ObjectAttributes, 
IN ULONG OpenOptions Optional, 
IN RMiNOTIFICATIONiROUTINE Noti?cationRoutine Optional). 

This routine opens an existing ResourceManager object by 
name. If a target ResourceManager object is persistent _cominued 
but currently un-opened, the object is initially in a 
“ ~ ” _ OUT PVOID ResourceManagerInforrnation, 

' recover1ng state and must be recovered, after recovery 1 5 IN ULONG ResourceMamge?nforma?OnLmgth, 
is complete, RecoveryCompleteResourceManager must OUT PULONG R?mmLength optional)_ 
be called. 

Arguments: 
ResourceManagerHandle: Supplies a pointer to the 

location that Will receive a handle to the existing 

This routine returns the requested information about RMO 
represented by ResourceManagerHandle. 

ResourceManager object; 20 Arguments: 
DesiredAccess: Supplies the mask specifying the ResourceManagerHandle: Supplies a handle indicating 

desired access to this object; the ResourceManager for Which information is being 
ObjectAttributes: Speci?es the attributes for the neW requested; 
RM Object; 25 ResourceManagerInformationClass: Indicates What 

OpenOptiOns? Speci?es Options for the Object Valid class of information about the ResourceManager 
Options include? object is being requested; 

RESOURCE—MANAGER—DETAILED—RECOV' ResourceManagerInformation: Supplies a pointer to a 
ERY—NOTIFICATIONS _ _ buffer Where the ResourceManager information 

The resource manager recelves 'detalled' recovery 30 requested will be Stored; 
10132112331001;iszvltilngddintonal. lifolénanfon abou; ResourceManagerInformationLength: Indicates the 

. . Rom S) ms ea 0 norma length of the buffer pointed to by ResourceManager 
recovery not1?cat1ons, and Information and 

Noti?cationRoutine: Speci?es a noti?cation routine that ’ _ _ _ 

Will be called When noti?cations are available for this 3 5 Relfszgklini?llénill?pollqeihz gloflciiraggn?i?lti’sgntoont?z 

RetugleslziggfManagen ResourceManagerInfor'mation buffer. 
STATUS_SUCCESS Return Value/1 
STATUS_INVALID_PARAMETER STATUS_SUCCESS 
STATUS_OBJECT_NAME_INVALID 40 STATUS_ACCESS_DENIED 

ili$§g?l??ll?lff§il??g STATUS INVALID HANDLE 
STATUS_PRIVILEGE_NOT_HELD STATUS_INSUFFICIENT_RESOURCES 
STATUS_INSUFFICIENT_RESOURCES. STATUS_INVALID_INFO_CLASS 
DestroyResourceManager 45 STATUS_INFO_LENGTH_MISMATCH 

SetInfor'mationResourceManager 

(IN PHANDLE ResourceManagerHandle). 

This routine destroys a ResourceManager object, causing 50 (I111? ggslg?fcEM AN A515? uigggg?gilgngl?’cL ASS 
it to no longer be Persistent ResourceManagerInformationClass, 

Arguments; IN PVOID ResourceManagerInforrnation, 
ResourceManagerHandle: Supplies a handle indicating IN ULONG Resoum?Manage?nformationLength)' 

the ResourceManager object to be destroyed. 
Return Value: 55 This routine sets the requested information about RMO 
STATUS—SUCCESS represented by ResourceManagerHandle. 
STATUS_ACCESS_DENIED Ar t _ 
STATUS_INVALID_HANDLE gumen 5' _ _ _ _ 

STATUS_INSUFFICIENT_RESOURCES ResourceManagerHandle: Supplles a handle 1nd1cating 
STATUS_TM_NEEDS_RECOVERY_ 60 the ResourceManager for Wh1ch1nfor'mat1on 1s be1ng 
QueryInformationResourceManager modl?ed; 

ResourceManagerInformationClass: Indicates What 
class of information about the ResourceManager 
object is being requested; 

(1111i ESS)%IECEMANAGE%ej?§I§SB€EAHigSgI$ASS 65 ResourceManagerInformation: Supplies a pointer to a 
ResourceManagerInforrnationClass, buffer Where the ResourceManager information 

requested is stored; and 
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ResourceManagerInformationLength: Indicates the 
length of the buffer pointed to by ResourceManager 
Information. 

Return Value: 
STATUS_SUCCESS 
STATUS_ACCESS_DENIED 
STATUS_INVALID_HANDLE 
STATUS_INSUFFICIENT_RESOURCES 
STATUS_INVALID_INFO_CLASS 
STATUS_INFO_LENGTH_MISMATCH. 
CreateEnlistment 

(IN PHANDLE ResourceManagerHandle, 
IN PHANDLE TransactionHandle, 
IN NOTIFICATIONiMASK Noti?cationMask, 
IN LPVOID TransactionKey Optional). 

This routine causes RMO to “join” a particular transaction, 
and receive noti?cations relating to it. 

An RM can call this routine multiple times in order to enlist 
more than once on a transaction. Subsequent calls to 
CreateEnlistment replace a noti?cation mask and trans 
action key Without creating a neW enlistment on the 
transaction. 

Noti?cationMask may be used to request that noti?cations 
be received multiple times. For example, an RM receiv 
ing a PREPREPARE noti?cation may request another 
by calling JoinTransaction and specifying the PREPRE 
PARE ?ag. Thus, an RM may receive multiple 
PREPREPARE requests. Such requests may be refused, 
Which may be desirable if the transaction has proceeded 
past the point the requested noti?cation Would have been 
received. For example, requesting a PREPREPARE 
When some RM has already been noti?ed to PREPARE 
cannot be granted. 

Arguments: 
ResourceManagerHandle: Supplies a handle to an RM to 

receive noti?cations about the speci?ed Transaction; 
TransactionHandle: Supplies a handle to the Transaction 

that the RM Wishes to Join; 
Noti?cationMask: Speci?es the noti?cations that RM 
Would like to receive regarding this Transaction. Valid 
masks are as folloWs, and can be OR-ed together: 

TRANSACTION_NOTIFY_MASK_RM: Common 
noti?cations desired by an RM (PREPARE, COM 
MIT, ROLLBACK, SAVEPOINT), 

TRANSACTION_NOTIFY_MASK_CRM: Common 
noti?cations desired by a CRM or Superior TM 
(PrePrepare_Complete, PrepareComplete, Commit 
Complete, RollbackComplete, SavebackComplete), 

TRANSACTION_NOTIFY_PREPREPARE: Noti?ca 
tion to PrePrepare, 

TRANSACTION_NOTIFY_PREPARE: Noti?cation 
to PREPARE, 

TRANSACTION_NOTIFY_COMMIT: Noti?cation to 
COMMIT, 

TRANSACTION_NOTIFY_ROLLBACK: Noti?ca 
tion to ROLLBACK, 

TRANSACTION_NOTIFY_PREPREPARE_ COM 
PLETE: Noti?cation that PREPREPARE is com 
plete, 

TRANSACTION_NOTIFY_PREPARE_COMPLETE: 
Noti?cation that PREPARE is complete, 

TRANSACTION_NOTIFY_COMMIT_COMPLETE: 
Noti?cation that COMMIT is complete, 
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TRANSACTION_NOTIFY_ROLLBACK_ COM 
PLETE: Noti?cation that ROLLBACK is complete, 
and 

TRANSACTION_NOTIFY_SAVEPOINT_ COM 
PLETE: Noti?cation that SAVEPOINT is complete; 
and 

TransactionKey: Speci?es an opaque pointer value that the 
RM Would like to receive along With any noti?cations 
for this Transaction. The RM may use this to associate 
noti?cations With some object in the RM address space, 
thus obviating the need to perform a lookup each time a 
noti?cation occurs. 

Return Value: 
STATUS_SUCCESS 
STATUS_ACCESS_DENIED 
STATUS_INVALID_PARAMETER 
STATUS_INVALID_HANDLE 
STATUS_INSUFFICIENT_RESOURCES 
STATUS_TM_TOO_LATE. 
GetNoti?cationResourceManager 

(IN PHANDLE 
IN PTRANSACTIONiNOTIFICATION 
IN PLARGEiINTEGER 

ResourceManagerHandle, 
TransactionNoti?cation, 
Timeout Optional). 

This routine queries for and returns an RM noti?cation, if 
any are available. 

Arguments: 
ResourceManagerHandle: Supplies a handle indicating the 

ResourceManager for Which a noti?cation should be 
returned; 

TransactionNoti?cation: Supplies a pointer to a TRANS 
ACTION_NOTIFICATION structure to be ?lled With 
the ?rst available noti?cation; and 

Timeout: Supplies the time until Which the caller Wishes to 
block While Waiting for a noti?cation to become avail 
able. If none are available When this timeout expires, the 
caller returns With STATUS_TIMEOUT. 

Return Value: 
STATUS_SUCCESS 
STATUS_TIMEOUT 
STATUS_ACCESS_DENIED 
STATUS_INVALID_HANDLE 
STATUS_INSUFFICIENT_RESOURCES. 
The folloWing includes a more detailed description of the 

APIs, listed above, to implement operations on TX kernel 
objects by RMO kernel objects, or on EN kernel objects, after 
joining a transaction. The descriptions include a description 
of the routine, corresponding arguments, and return values. 

PrePrepareComplete 

(IN PHANDLE EnlistrnentHandle). 

This routine indicates that RM has competed pre-prepare 
processing (a.k.a “PhaseO”) of a Transaction as 
requested by the KTM 

Arguments: 
EnlistmentHandle: Supplies a handle indicating the Trans 

action associated With the Enlistment for Which the pre 
prepare operation has been completed. 

Return Value: 

STATUS_SUCCESS 
STATUS_ACCESS_DENIED 
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STATUS_INVALID_HANDLE 
STATUS_INSUFFICIENT_RESOURCES 
STATUS_TM_NOT_REQUESTED 
PrepareComplete 

(IN PHANDLE EnlistrnentHandle). 

This routine indicates that the RM has completed preparing 
a Transaction as requested by the KTM 

Arguments: 
EnlistmentHandle: Supplies a handle indicating the Trans 

action associated With the Enlistment for Which the pre 
pare operation has been completed. 

Return Value: 

STATUS_SUCCESS 
STATUS_ACCESS_DENIED 
STATUS_INVALID_HANDLE 
STATUS_INSUFFICIENT_RESOURCES 
STATUS_TM_NOT_REQUESTED 
RollbackComplete 

(IN PHANDLE EnlistrnentHandle). 

This routine indicates that RM has successfully competed 
rolling back the Work performed by a Transaction as 
requested. If RM is unable to successfully rollback the 
Transaction as requested, it should issue a request for a 
full rollback via RollbackTransaction. 

Arguments: 
EnlistmentHandle: Supplies a handle indicating the Trans 

action associated With the Enlistment for Which the roll 
back operation has been completed. 

Return Value: 

STATUS_SUCCESS 
STATUS_ACCESS_DENIED 
STATUS_INVALID_HANDLE 
STATUS_INSUFFICIENT_RESOURCES 
STATUS_TM_NOT_REQUESTED 
CommitComplete 

(IN PHANDLE EnlistrnentHandle). 

This routine indicates that RM has competed committing 
the Work performed by a Transaction as requested. 

Arguments: 
EnlistmentHandle: Supplies a handle indicating the Trans 

action associated With the Enlistment for Which the com 
mit operation has been completed. 

Return Value: 

STATUS_SUCCESS 
STATUS_ACCESS_DENIED 
STATUS_INVALID_HANDLE 
STATUS_INSUFFICIENT_RESOURCES 
STATUS_TM_NOT_REQUESTED. 
In addition, propagation routines may be provided for the 

kernel objects. Example of such routines follow. 
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20 
RegisterProtocolAddressInformation 

(IN HANDLE ResourceManager, 
IN PROTOCOLiID ProtocolId, 
IN ULONG ProtocolInformationSiZe, 
IN PVOID ProtocolInformation Optional). 

This routine registers a resource manager as a communi 
cations resource manager for a particular protocol. It 
also associates a blob of information With this protocol. 
Only one resource manager can register for a protocol on 
a given machine. 

Arguments: 
ResourceManager: Supplies a handle to the resource man 

ager that We are registering; 
ProtocolId: The GUID identifying the protocol; 
ProtocolInformationSiZe: The siZe of ProtocolInforma 

tion; 
ProtocolInformation: Optional blob to associate With this 

protocol; 
Return Values: 
STATUS_SUCCESS 
STATUS_INVALID_HANDLE 
MarshallTransaction 

(IN PHANDLE TransactionHandle, 
IN ULONG NuInberOfProtocols, 
IN PPROTOCOLiID ProtocolArray, 
IN ULONG BufferLength, 
IN PVOID Buffer, 
OUT PULONG BufferUsed Optional). 

This routine requests that a representation of the Transac 
tion corresponding to TransactionHandle be serialized 
into a buffer. 

Arguments: 
TransactionHandle: Supplies a handle indicating the 

Transaction for Which the commit operation has been 
completed; 

NumberOfProtocols: Indicates the siZe of the protocol 
array; 

ProtocolArray: An array of PROTOCOL_IDs (GUIDs) 
that specify the protocols that may be used to marshal 
this transaction. The array should be ordered by prefer 
enceithe ?rst protocol in the array is the preferred 
protocol, the second protocol is the second-most-pre 
ferred protocol, etc.; 

BufferLength: Supplies the length of the Buffer that is 
available; 

Buffer: Supplies a pointer to a buffer Where the serialiZa 
tion of the transaction should be stored; and 

BufferUsed: Supplies a pointer to a location Where the 
actual bytes Written into buffer should be stored. 

Return Values: 
STATUS_SUCCESS 
STATUS_INVALID_HANDLE 
STATUS_INSUFFICIENT_RESOURCES 
GetProtocolAddressInformation 

(IN ULONG AddressBufferSiZe, 
OUT PVOID AddressBuffer, 
OUT PULONG AddressBufferUsed Optional). 
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This routine requests that the information representing all 
the registered protocols on the machine be serialized in 
AddressBuffer. This information can then be passed to 
another machine, and used as an argument to PushTrans 
action, to push a transaction to the machine on Which the 
AddressInformation Was generated. 

Arguments: 
AddressBufferSize: Supplies the length of the buffer that is 

available; 
AddressBuffer: Supplies the length of the buffer that is 

available. 
AddressBufferUsed: Supplies a pointer to a location Where 

the buffer Where the serialization of the transaction is 
stored. 

Return Value: 

STATUS_SUCCESS 
STATUS_ACCESS_DENIED 
STATUS_INVALID_HANDLE 
STATUS_INSUFFICIENT_RESOURCES 
PullTransaction 

(OUT PHANDLE TransactionHandle, 
IN ULONG NumberOfI’rotocols, 
IN PCRMiPROTOCOLiID ProtocolArray, 
IN ULONG BufferLength, 
IN PVOID Buffer). 

This routine requests that the transaction represented by 
the serialization in buffer be made available by the trans 
action manager. A handle to the neW Transaction object 
is returned, after the transaction has been successfully 
propagated by one of the registered resource managers. 

Arguments: 
TransactionHandle: Supplies a pointer to Where the handle 

representing the neW Transaction should be stored; 
NumberOfProtocols: Indicates the size of the protocol 

array; 
ProtocolArray: An array of PROTOCOL_IDs (GUIDs) 

that specify the protocols that may be used to marshal 
this transaction. The array should be ordered by prefer 
enceithe ?rst protocol in the array is the preferred 
protocol, the second protocol is the second-most-pre 
ferred protocol, etc.; 

BufferLength: Supplies the length of the buffer that is 
available; 

Buffer: Supplies a pointer to a buffer Where the serializa 
tion of the transaction is stored. 

Return Values: 

STATUS_SUCCESS 
STATUS_ACCESS_DENIED 
STATUS_INVALID_HANDLE 
STATUS_INSUFFICIENT_RESOURCES 
PushTransaction 

(IN HANDLE TransactionHandle, 
IN ULONG NuInberOfI’rotocols, 
IN PCRMiPROTOCOLiID ProtocolArray, 
IN ULONG DestinationInfoLength, 
IN PVOID DestinationInfo, 
IN ULONG ResponseBufferLength, 
OUT PVOID ResponseBuffer, 
OUT PULONG ResponseBufferUsed Optional, 
OUT PULONG PushCookie Optional). 
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This routine requests that the transaction be propagated to 

the destination machine using push-style propagation. 
Protocols Will be used in the order they are listed in the 
ProtocolArray, until one succeeds. If no protocol is suc 
cessful in propagating to the destination machine, the 
routine Will return failure. 

Arguments: 
TransactionHandle: Supplies a pointer to the transaction 

object that should be propagated to the remote machine; 
DestinationInfoLength: Supplies the length of the Desti 

nationlnfoLength that is available; 
DestinationInfo: Supplies a pointer to a buffer Where the 

“endpoint” information for the destination is stored. 
This may be the output received from a call to GetPro 
tocalAddressInformation on the destination machine; 

ResponseBufferLength: Supplies the length of the Respon 
seBuffer that is available; 

ResponseBuffer: Supplies a pointer to a buffer Where the 
serialization of the transaction is stored; and 

PushCookie: Supplies a pointer to a buffer a cookie repre 
senting this push request Will be stored. 

Return Value: 

STATUS_SUCCESS 
STATUS_ACCESS_DENIED 
STATUS_INVALID_HANDLE 
STATUS_INSUFFICIENT_RESOURCES 
GetPushTransactionBuffer 

(IN HANDLE TransactionHandle, 
IN ULONG PushCookie, 
IN ULONG ResponseBufferLength, 
OUT PVOID ResponseBuffer, 
OUT PULONG ResponseBufferUsed Optional). 

This call is used to retrieve the output of a call to Push 
Transaction, in the event that the initial call to Push 
Transaction received a STATUS_BUFFER_TOO_S 
MALL return code. In that event, the caller is to call 
GetPushTransactionBuffer, and pass in a suf?cient 
buffer size. 

Arguments: 
TransactionHandle: Supplies a pointer to the location 

Where the handle representing the neW Transaction is to 
be stored; 

BufferLength: Supplies the length of the buffer that is 
available; and 

Buffer: Supplies a pointer to a buffer Where the serializa 
tion of the transaction is stored. 

Return Value: 

STATUS_SUCCESS 
STATUS_ACCESS_DENIED 
STATUS_INVALID_HANDLE 
STATUS_INSUFFICIENT_RESOURCES 
PropagationComplete 

(IN HANDLE EnlistrnentHandle, 
IN ULONG RequestCookie, 
IN ULONG BufferLength, 
IN PVOID Buffer). 
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This routine is called by a CRM after it has successfully 
completed propagating a transaction. 

Arguments: 
TransactionHandle: Supplies a pointer to the location 
Where the handle representing the neW Transaction is to 
be stored; 

RequestCookie: Supplies the RequestCookie that Was 
received in the original PROPAGATE noti?cation argu 
ment, to indicate Which request has been completed; 

BufferLength: Supplies the length of the Buffer that is 
available; and 

Buffer: Supplies a pointer to a buffer Where the serialiZa 
tion of the transaction is stored. 

Return Value: 
STATUS_SUCCESS 
STATUS_ACCESS_DENIED 
STATUS_INVALID_HANDLE 
STATUS_INSUFFICIENT_RESOURCES 
PropagationFailed 

(IN HANDLE ResourceManagerHandle, 
IN ULONG RequestCookie, 
IN STATUS Prop Status). 

A CRM uses this routine to indicate that it has failed to 
propagate the transaction as requested. 

Arguments: 
TransactionHandle: Supplies a pointer to the location 
Where the handle representing the neW transaction is to 
be stored; 

BufferLength: Supplies the length of the Buffer that is 
available; and 

Buffer: Supplies a pointer to a buffer Where the serialiZa 
tion of the transaction is stored. 

Return Value: 

STATUS_SUCCESS 
STATUS_ACCESS_DENIED 
STATUS_INVALID_HANDLE 
STATUS_INSUFFICIENT_RESOURCES. 
FIG. 5 illustrates a general computer environment 500, 

Which can be used to implement the techniques described 
herein. The computer environment 500 is only one example 
of a computing environment and is not intended to suggest 
any limitation as to the scope of use or functionality of the 
computer and netWork architectures. Neither should the com 
puter environment 500 be interpreted as having any depen 
dency or requirement relating to any one or combination of 
components illustrated in the example computer environment 
500. 

Computer environment 500 includes a general-purpose 
computing device in the form of a computer 502. The com 
ponents of computer 502 can include, but are not limited to, 
one or more processors or processing units 504, system 
memory 506, and system bus 508 that couples various system 
components including processor 504 to system memory 506. 

System bus 508 represents one or more of any of several 
types of bus structures, including a memory bus or memory 
controller, a peripheral bus, an accelerated graphics port, and 
a processor or local bus using any of a variety of bus archi 
tectures. By Way of example, such architectures can include 
an Industry Standard Architecture (ISA) bus, a Micro Chan 
nel Architecture (MCA) bus, an Enhanced ISA (EISA) bus, a 
Video Electronics Standards Association (VESA) local bus, a 
Peripheral Component Interconnects (PCI) bus also knoWn as 
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24 
a MeZZanine bus, a PCI Express bus, a Universal Serial Bus 
(USB), a Secure Digital (SD) bus, or an IEEE 1394, i.e., 
FireWire, bus. 
Computer 502 may include a variety of computer readable 

media. Such media can be any available media that is acces 
sible by computer 502 and includes both volatile and non 
volatile media, removable and non-removable media. 

System memory 506 includes computer readable media in 
the form of volatile memory, such as random access memory 
(RAM) 510; and/or non-volatile memory, such as read only 
memory (ROM) 512 or ?ash RAM. Basic input/output sys 
tem (BIOS) 514, containing the basic routines that help to 
transfer information betWeen elements Within computer 502, 
such as during start-up, is stored in ROM 512 or ?ash RAM. 
RAM 510 typically contains data and/or program modules 
that are immediately accessible to and/or presently operated 
on by processing unit 504. 
Computer 502 may also include other removable/non-re 

movable, volatile/non-volatile computer storage media. By 
Way of example, FIG. 5 illustrates hard disk drive 516 for 
reading from and Writing to a non-removable, non-volatile 
magnetic media (not shoWn), magnetic disk drive 518 for 
reading from and Writing to removable, non-volatile mag 
netic disk 520 (e.g., a “?oppy disk”), and optical disk drive 
522 for reading from and/or Writing to a removable, non 
volatile optical disk 524 such as a CD-ROM, DVD-ROM, or 
other optical media. Hard disk drive 516, magnetic disk drive 
518, and optical disk drive 522 are each connected to system 
bus 508 by one or more data media interfaces 525. Altema 
tively, hard disk drive 516, magnetic disk drive 518, and 
optical disk drive 522 can be connected to the system bus 508 
by one or more interfaces (not shown). 
The disk drives and their associated computer-readable 

media provide non-volatile storage of computer readable 
instructions, data structures, program modules, and other data 
for computer 502. Although the example illustrates a hard 
disk 516, removable magnetic disk 520, and removable opti 
cal disk 524, it is appreciated that other types of computer 
readable media Which can store data that is accessible by a 
computer, such as magnetic cassettes or other magnetic stor 
age devices, ?ash memory cards, CD-ROM, digital versatile 
disks (DVD) or other optical storage, random access memo 
ries (RAM), read only memories (ROM), electrically erasable 
programmable read-only memory (EEPROM), and the like, 
can also be utiliZed to implement the example computing 
system and environment. 
Any number of program modules can be stored on hard 

disk 516, magnetic disk 520, optical disk 524, ROM 512, 
and/or RAM 510, including by Way of example, operating 
system 526, one or more application programs 528, other 
program modules 530, and program data 532. Each of such 
operating system 526, one or more application programs 528, 
other program modules 530, and program data 532 (or some 
combination thereof) may enact transactions, in accordance 
With the example embodiments described above, to imple 
ment all or part of the resident components that support the 
distributed ?le system. 
A user can enter commands and information into computer 

502 via input devices such as keyboard 534 and a pointing 
device 536 (e.g., a “mouse”). Other input devices 538 (not 
shoWn speci?cally) may include a microphone, joystick, 
game pad, satellite dish, serial port, scanner, and/or the like. 
These and other input devices are connected to processing 
unit 504 via input/output interfaces 540 that are coupled to 
system bus 508, but may be connected by other interface and 
bus structures, such as a parallel port, game port, or a univer 
sal serial bus (USB). 
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Monitor 542 or other type of display device can also be 
connected to the system bus 508 via an interface, such as 
video adapter 544. In addition to monitor 542, other output 
peripheral devices can include components such as speakers 
(not shoWn) and printer 546 Which can be connected to com 
puter 502 via I/O interfaces 540. 

Computer 502 can operate in a netWorked environment 
using logical connections to one or more remote computers, 
such as remote computing device 548. By Way of example, 
remote computing device 548 canbe a PC, portable computer, 
a server, a router, a netWork computer, a peer device or other 
common netWork node, and the like. Remote computing 
device 548 is illustrated as a portable computer that can 
include many or all of the elements and features described 
herein relative to computer 502. Alternatively, computer 502 
can operate in a non-netWorked environment as Well. 

Logical connections betWeen computer 502 and remote 
computer 548 are depicted as a local area netWork (LAN) 550 
and a general Wide area netWork (WAN) 552. Such netWork 
ing environments are commonplace in o?ices, enterprise 
Wide computer netWorks, intranets, and the Internet. 
When implemented in a LAN networking environment, 

computer 502 is connected to local netWork 550 via netWork 
interface or adapter 554. When implemented in a WAN net 
Working environment, computer 502 typically includes 
modem 556 or other means for establishing communications 
over Wide netWork 552. Modern 556, Which can be internal or 
external to computer 502, can be connected to system bus 508 
via I/O interfaces 540 or other appropriate mechanisms. It is 
to be appreciated that the illustrated netWork connections are 
examples and that other means of establishing at least one 
communication link between computers 502 and 548 can be 
employed. 

In a netWorked environment, such as that illustrated With 
computing environment 500, program modules depicted rela 
tive to computer 502, or portions thereof, may be stored in a 
remote memory storage device. By Way of example, remote 
application programs 558 reside on a memory device of 
remote computer 548. For purposes of illustration, applica 
tions or programs and other executable program components 
such as the operating system are illustrated herein as discrete 
blocks, although it is recogniZed that such programs and 
components reside at various times in different storage com 
ponents of computing device 502, and are executed by at least 
one data processor of the computer. 

Various modules and techniques may be described herein 
in the general context of computer-executable instructions, 
such as program modules, executed by one or more comput 
ers or other devices. Generally, program modules include 
routines, programs, objects, components, data structures, etc. 
for performing particular tasks or implement particular 
abstract data types. Typically, the functionality of the pro 
gram modules may be combined or distributed as desired in 
various embodiments. 
An implementation of these modules and techniques may 

be stored on or transmitted across some form of computer 
readable media. Computer readable media can be any avail 
able media that can be accessed by a computer. By Way of 
example, and not limitation, computer readable media may 
comprise “computer storage media” and “communications 
media.” 

“Computer storage media” includes volatile and non-vola 
tile, removable and non-removable media implemented in 
any method or technology for storage of information such as 
computer readable instructions, data structures, program 
modules, or other data. Computer storage media includes, but 
is not limited to, RAM, ROM, EEPROM, ?ash memory or 
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other memory technology, CD-ROM, digital versatile disks 
(DVD) or other optical storage, magnetic cassettes, magnetic 
tape, magnetic disk storage or other magnetic storage devices, 
or any other medium Which can be used to store the desired 
information and Which can be accessed by a computer. 

“Communication media” typically embodies computer 
readable instructions, data structures, program modules, or 
other data in a modulated data signal, such as carrier Wave or 
other transport mechanism. Communication media also 
includes any information delivery media. The term “modu 
lated data signal” means a signal that has one or more of its 
characteristics set or changed in such a manner as to encode 
information in the signal. As a non-limiting example only, 
communication media includes Wired media such as a Wired 
netWork or direct-Wired connection, and Wireless media such 
as acoustic, RF, infrared, and other Wireless media. Combi 
nations of any of the above are also included Within the scope 
of computer readable media. 

Reference has been made throughout this speci?cation to 
“one embodiment,” “an embodiment,” or “an example 
embodiment” meaning that a particular described feature, 
structure, or characteristic is included in at least one embodi 
ment of the present invention. Thus, usage of such phrases 
may refer to more than just one embodiment. Furthermore, 
the described features, structures, or characteristics may be 
combined in any suitable manner in one or more embodi 
ments. 

One skilled in the relevant art may recogniZe, hoWever, that 
the invention may be practiced Without one or more of the 
speci?c details, or With other methods, resources, materials, 
etc. In other instances, Well knoWn structures, resources, or 
operations have not been shoWn or described in detail merely 
to avoid obscuring aspects of the invention. 

While example embodiments and applications of the 
present invention have been illustrated and described, it is to 
be understood that the invention is not limited to the precise 
con?guration and resources described above. Various modi 
?cations, changes, and variations apparent to those skilled in 
the art may be made in the arrangement, operation, and details 
of the methods and systems of the present invention disclosed 
herein Without departing from the scope of the claimed inven 
tion. 
What is claimed: 
1. Interfaces, stored on one or more computer-readable 

storage media, to be called on kernel transaction management 
objects, comprising: 

application program interfaces (APIs) local With the trans 
action manager located in a kernel to implement opera 
tions in the kernel on a kernel transaction object (TX), 
the TX representing a transaction and being accessible 
by at least one process participating in the transaction, 
the APIs to implement operations in the kernel on the TX 
including: 

a CreateTransaction API to create a neW TX and return a 

handle to the neW TX, Wherein if the handle of the neW 
TX closes Without requesting that the TX be committed, 
then the transaction implicitly rolls back; 

the APIs local With the transaction manager to implement 
kemel-level operations on a kernel resource manage 
ment object (RMO), the RMO representing a relation 
ship betWeen a TX associated With the transaction man 
ager and at least one resource that participates in the 
transaction, the resource capable of storing data in a 
durable state; and 

the APIs local With the transaction manager to implement 
kemel-level operations on a kernel enlistment (EN) 
object, the EN representing a relationship betWeen a 




