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METHOD AND APPARATUS FOR 
EMBEDDING AUXILIARY INFORMATION 

WITHIN ORIGINAL DATA 

This application is a continuation of Us. patent applica 
tion Ser. No. 09/404,292, ?led Sep. 23, 1999, noW U.S. Pat. 
No. 7,197,156, Which are hereby incorporated by reference. 

The Ser. No. 09/404,292 application claims the bene?t of 
Provisional Patent Application Nos. 60/ 101,851, ?led Sep. 
25, 1998; 60/110,683, ?led Dec. 2, 1998; 60/114,725, ?led 
Dec. 31, 1998; and 60/126,591, ?led Mar. 26, 1999, each of 
Which are hereby incorporated by reference. 

This application also relates to Us. Provisional Patent 
Application Nos. 60/123,587, ?led Mar. 10, 1999 and 60/126, 
592, ?led Mar. 26, 1999, each of Which are hereby incorpo 
rated herein by reference. The application also relates to Us. 
patent application Ser. No. 09/404,291, ?led Sep. 23, 1999, 
noW U.S. Pat. No. 7,055,034, hereby incorporated by refer 
ence. 

FIELD OF THE INVENTION 

This invention relates to the ?eld of signal processing, and 
more speci?cally, to techniques for hiding auxiliary informa 
tion Within original data. 

BACKGROUND OF THE INVENTION 

With the recent explosive groWth in the use of electronic 
information, enforcement of copyri ght laWs has become more 
dif?cult. The cost of the equipment required to copy digital 
data representing music, art, and other valuable information 
has been decreasing, While the capacity of readily available 
data storage media has been increasing. Inexpensive devices 
can Write enormous amounts of data to digital storage media 
such as Writable compact disks (CD-R or CD-RWs), multi 
gigabyte hard disk drives, high capacity removable magnetic 
disks, and soon to be available digital versatile disks (DVDs). 
Readily available high-resolution printers and scanners bring 
the digitization and reproduction of graphic information 
Within the means of most consumers. In addition, readily 
available high-resolution sound cards, including analog-to 
digital and digital-to-analog converters, bring the digitization 
and reproduction of audio information Within the means of 
most consumers. Not only is copying digital ?les simple and 
inexpensive, the Internet facilitates unauthorized distribution 
of copyrighted Works. 

Unlike analog copies, Which are alWays inferior to the 
original, a copy of digital information can be identical to that 
of the original, With no degradation due to copying. Millions 
of dollars are lost annually due to illegal but exact duplica 
tions of digital media and near-exact duplications of analog 
media. Because copying equipment is readily available, 
catching persons making unauthorized copies can be dif?cult. 
Even if an unauthorized copier is apprehended, the creator of 
the original document must still prove that the allegedly unau 
thorized copy Was in fact copied from his original Work and 
not independently created. 
One approach to solving the problem of illegal copying is 

embedding or hiding authentication information or copy pro 
tection information Within the original data. Hiding auxiliary 
information in original data, also called steganography, has 
been used for thousands of years. In steganography, a mes 
sage is hidden Within another object or media, so that the 
message is minimally perceived by an observer. Steganogra 
phy is related to, but different from, cryptography, in Which 
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2 
the existence of a message is typically obvious, but its mean 
ing is not ascertainable Without special knoWledge. 

Hidden data, also referred to as auxiliary or embedded 
data, can be used to prevent unauthorized copying by embed 
ding in the original data commands that are readable by the 
copying device and that instruct the copying device not to 
make a usable copy. Hidden data can also be used to authen 
ticate data, that is, to prove authorship. One such technique 
entails embedding auxiliary information in an original Work 
in such a manner that special knoWledge, such as a secret 
algorithm or code, is required to detect and/or remove the 
auxiliary information. The copier Would not be able to 
remove the authentication information, and the original cre 
ator could prove his authorship by retrieving the embedded 
information, Which Would identify him as the author. 

Data hiding has uses besides the prevention and detection 
of unauthorized copying. One such use is content enhance 
ment, that is, adding information to the original data to 
enhance the content. For example, lyrics could be embedded 
in audio data on a CD. The lyrics could be vieWed in a special 
karaoke machine, While the audio could be played on an 
existing CD player. Hidden data could also be used to asso 
ciate different segments of video data With different vieWer 
selectable versions of the video on a DVD. For example, a 
vieWer could select betWeen a version edited for children or 
an unabridged version, and embedded auxiliary data Would 
indicate to the DVD player Which video segments to skip and 
Which to include for the selected version. 
The original data in Which the auxiliary data is hidden may 

represent any type of information that is perceivable With the 
aid of a presenting device. For example, the data may repre 
sent music Which is presented using a compact disk or audio 
DVD player, a video ?lm that is presented on a DVD player, 
or an image that is presented on a computer screen or a printer. 
When the combined data is presented to a user by a normal 

presentation device, the auxiliary data should not interfere 
With the use of the original data. Ideally, the user shouldnot be 
able to perceive the auxiliary data at all. Unfortunately, 
increasing the amount of the embedded auxiliary data or its 
robustness, that is, its persistence to attack and data transfor 
mation, may incidentally increase its perceptibility. The 
degree to Which the auxiliary data can be perceived Without 
having an adverse impact on the user varies With the applica 
tion. For example, in CD quality audio, a minor change from 
the original data might result in unacceptable audio artifacts. 
In video data, a minor change in a presented image may be 
acceptable, even though the change might be noticeable if the 
original and combined Works are presented and compared 
side by side. 

Several techniques are knoWn for hiding auxiliary infor 
mation in original digital data. Data can be hidden in original 
data as headers or trailers appended to the original data. Such 
techniques are of limited use in protection of copyrighted 
Works, because the auxiliary data is easily located and 
stripped out of the copy, as When changing format. More 
sophisticated techniques distribute the auxiliary data through 
the original data, entWining the auxiliary and original data 
until the auxiliary data is dif?cult, or even statistically impos 
sible, to identify and strip from the combined data. 
Most data hiding techniques that distribute the auxiliary 

data through the original data are computationally intense and 
therefore expensive to implement. Many of these techniques 
are based upon adding or subtracting periods of pseudo 
random noise (PN) sequences With the signal to represent the 
auxiliary information, and these sequences may require ?l 
tering (a.k.a. shaping) in the frequency domain. The rest are 
based upon adding the auxiliary information to the original 
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data after the original data has been transformed into the 
frequency domain, such as by a Fourier transform. Auxiliary 
information can be added in the frequency domain so that the 
energy of the auxiliary data is spread across many frequencies 
in a manner similar to that of the PN sequence. In addition, 
auxiliary information can be added to the phase of the fre 
quency components With and Without spreading the informa 
tion across frequencies. Unfortunately, transforming the data 
into the frequency domain and/or shaping the energy of the 
PN sequence so it is less perceivable requires intense calcu 
lations. 

The ability of users to detect auxiliary data depends not 
only upon the data, but also upon the characteristics of the 
human sense organs and the interpretation of sensory stimuli 
by the brain. Some data hiding techniques transform the 
original data into the frequency domain and embed auxiliary 
data in a manner such that the frequency spectrum of the 
original data reduces the perception of embedded data. This 
psychophysical effect is knoWn as masking. The frequency 
distribution of the original data is used to determine preferred 
frequencies at Which the embedded auxiliary data Will be less 
perceptible, that is, masked. Others use the fact that We don’t 
perceive phase as accurately as magnitude in the frequency 
domain. 

There are some data embedding techniques that are less 
computationally intense and that still distribute the auxiliary 
data in the original data. Such techniques include amplitude 
modulation, frequency band elimination, distinct quantiZa 
tion, and least-signi?cant bit (LSB) replacement. These tech 
niques embed data in predetermined locations Without regard 
to the original data and are, therefore, more likely to produce 
perceptual side affects in the combined data. In addition, the 
LSB replacement technique is easily disturbed by loW level 
noise. 

The ease of retrieving embedded data varies With the tech 
nique used for embedding. Some data hiding and retrieving 
techniques retrieve the auxiliary data by comparing the com 
bined data With the original data. Others retrieve the auxiliary 
information using databases of the PN sequences that Were 
originally used to hide the data. Techniques that require that a 
copy of the original data or a PN database be used to extract 
the auxiliary data are of limited use in applications in Which 
the combined data is distributed broadly. Such techniques are 
useful in some applications, such as data authentication, in 
Which the auxiliary data is retrieved rarely and only by the 
copyright oWner. 

Thus, it Would be desirable to have a data hiding and 
extracting technique that is not computationally intense and 
that maintains a desired level of perceptibility and robustness, 
and in Which the embedded data that can be retrieved from the 
combined data Without access to the original data. 

SUMMARY OF THE INVENTION 

Accordingly, it is an object of the present invention to 
provide a method and apparatus of data hiding and retrieval. 
An advantage of the present invention is its extreme e?i 

ciency relative to the prior art. Thus, the apparatus is less 
expensive. 

Another advantage of the invention is that it does not 
require the original ?le or other database for extracting the 
auxiliary data. 

Another advantage of the invention is that it uses an adap 
tive algorithm based upon psychophysics. Speci?cally, the 
invention uses the original data, in unmodi?ed form or With 
out complex data transformations, to determine the location 
to insert auxiliary data. 
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4 
A further advantage of the invention is that, in some 

embodiments, the embedded data can be imperceptible When 
presented With existing players. 

Still another advantage of the invention is that usually it 
uses a broadband approach that distributes the auxiliary data 
through the original data, thereby making the auxiliary data 
more dif?cult to detect and remove. 

Yet another advantage of the invention is that it provides for 
a minimal decrease in signal-to-noise ratio (SNR) of the 
combined data as compared to the original data. 

Still a further advantage of the invention is that it provides 
non-LSB capabilities, thereby providing increased robust 
ness, that is, the auxiliary data is unchanged by some trans 
formations of the combined data. 

Yet a further advantage of the invention is that it can cause 
no detectable change in data’s statistics, thereby making 
authentication information impossible to identify. 

Still another advantage of the invention is its versatility, in 
that it alloWs the user to set parameters that vary the percep 
tibility, robustness, and embedding rate so that the invention 
can be used in a broad variety of applications. 
The apparatus for the present invention includes a logic 

processor and storage unit, such as those that come With the 
standard computer or on DSP boards. These devices Will act 
as data readers, comparer and data Writers, such the user’s 
desired Watermark can be embedded and/ or retrieved. 
The process involves embedding and retrieving auxiliary 

information into original data to produce combined data. The 
invention uses a detection criterion or criteria to determine 
Where in the original data to locate and adjust data points to 
carry the auxiliary information. The detection criteria is used 
to locate positions, referred to as local masking opportunities, 
in the original data at Which the embedding of auxiliary data 
Will produce less perception, as compared to other simplistic 
processes. 
When embedding the auxiliary data, the data points in the 

original data are investigated in accordance With the detection 
criteria to determine the existence of local masking opportu 
nities. The detection criterion or criteria may involve, for 
example, comparing the data point to a predetermined value 
and examining the relationship of the data point to nearby 
points. If the detection criteria are met, one or more of the 
nearby points, or the data point being investigated, is changed 
to indicate the value of an embedded bit of auxiliary data. 

Thus, although the search for local masking opportunities 
typically progresses point by point through the data, the 
investigation of each point may include not only the value of 
that point, but also values of one or more nearby points and/or 
one or more relationships among the points. If the investiga 
tion of a point shoWs the existence of a local masking oppor 
tunity, data is embedded by setting the value of one or more of 
the local points, that is, either the point being investigated or 
one or more of the nearby points. 
The value to Which the nearby data points are set is typi 

cally dependent upon the data point being investigated as Well 
as on the value of the auxiliary data bit. The data point value 
can be set so that it has a speci?ed relationship With the 
neighboring data points. The process is continued until the 
original data has been traversed or no additional auxiliary 
data remains to be embedded. 

Retrieving the auxiliary data is the inverse of the embed 
ding process. The combined data is traversed using the detec 
tion criteria to locate the local masking opportunities. As each 
local masking opportunity is located, the nearby data point or 
points that Was or Were set to indicate the embedded bit is or 
are read to extract the embedded data. The process is contin 
ued until the combined data has been traversed. 
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In the preferred embodiments, a data point or points are set 
to a value relative to the nearby data points and not to an 
absolute value. Both setting data points at the local masking 
opportunity and setting the data point to a value related to the 
nearby points, rather than to a value unrelated to the original 
data, provide masking that reduces the perceptibility of the 
data. The data is extracted by determining the relationships or 
values of the point or points near the local masking opportu 
nity. 

For the two preferred embodiments described in detail 
below, only points with large values are adjusted, and by a 
minimal amount; thus, these embodiments are based upon the 
masking of a weak stimulus by an intense stimulus. The 
process is applicable to analog and digital data. However, 
both embodiments are explained in terms of digital media due 
to current switch to digital media and the ease of understand 
ing. 

Speci?cally, the ?rst preferred embodiment uses the dif 
ference between a data point after a peak and the peak level to 
carry auxiliary information, as long as the peak is above a 
large threshold and the original difference between the peak 
and next point is not too great. This large threshold and 
minimal differences produce the desired perceptual masking. 
The embedding process adjusts the point after the above 
threshold peaks to hide the auxiliary data. Correspondingly, 
the retrieving process measures the difference between each 
above threshold peak level and the next data point to retrieve 
the auxiliary data. 

The second preferred embodiment uses the change in slope 
across a positive, large, steep, threshold crossing to hide the 
auxiliary information, as long as the original change in slope 
is not too great yet steep enough to accept the ensuing adjust 
ment. Again, the large threshold produces the desired percep 
tual masking. In the implementation, the embedding process 
adjusts the change in slope to embed the data, whereas the 
retrieving process measures the change in slope to obtain the 
auxiliary data. 

Usually, the preferred embedding process implicitly 
spreads the energy of the auxiliary information throughout 
the original data. This broadband approach produces data that 
is more dif?cult to remove than sub-band approaches that 
place the data in an inaudible frequency range. If desired, 
parameters can be chosen so that the process produces pro 
tected data that is statistically identical to unmarked data. 
Importantly, the process can be adjusted to produce the 
desired tradeoffs between perception, coding rate and robust 
ness to attack. 

Such embodiments of the invention preferably operate on 
the original data without requiring any complex data trans 
formations, such as a Fourier transformation. Thus, if the 
original data represents information in the time domain, the 
data can remain in the time domain as the auxiliary data is 
embedded and retrieved. Of course, the invention can operate 
on original data of all types, such as in the frequency or 
time-frequency domain. For example, it can be applied to 
MPEG data, including the MPEG 1 and 2 speci?cation, ISO 
11172-3 and ISO 13818-7 respectively, herein by reference, 
which exists in the time-frequency domain. 

Finally, the problem of bit-rate reducing techniques, 
known as compression, removing the watermark can be 
bypassed by using separate, but possibly identical, watermark 
procedures during the compression (a.k.a. encoding) and 
decompression (a.k.a. decoding) process. 

In summary, the present invention has the advantage of 
being extremely e?icient to implement while still maintain 
ing a desired level of robustness, i.e., resistance to tampering, 
including non-LSB (least signi?cant bit) capabilities and sta 
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6 
tistical invisibility. The e?iciency of the present invention 
means that it is cheaper to implement and can be used to 
embed, retrieve and search more ?les than a computationally 
intense algorithm. Further objects and advantages will 
become apparent from a consideration of the ensuing descrip 
tion and drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a ?owchart showing, in general, the steps embed 
ding data using the invention. 

FIG. 2 is a block diagram showing an apparatus used to 
embed or retrieve data using the process of FIG. 1. 

FIG. 3 is a ?owchart showing, in general, the steps used to 
retrieve the data embedded using the process of FIG. 1. 

FIG. 4 graphically displays the operation of a ?rst embodi 
ment of the invention. 

FIG. 5 is a ?owchart showing the steps of embedding data 
in accordance with the ?rst embodiment of the invention. The 
dashed lines show interaction with the auxiliary data. 

FIG. 6 is a ?owchart showing the steps of retrieving data 
that was encoded in accordance with the embodiment shown 
in FIG. 5. The dashed lines show interaction with the auxil 
iary data. 

FIG. 7 graphically displays the operation of a second 
embodiment of the invention. 

FIG. 8 is a ?owchart showing the steps of embedding data 
in accordance with a second embodiment of the invention. 
The dashed lines show interaction with the auxiliary data. 

FIG. 9 is a ?owchart showing the steps of retrieving data 
that was encoded in accordance with the embodiment shown 
in FIG. 8. The dashed lines show interaction with the auxil 
iary data. 

FIG. 10 demonstrates the operation of the invention in 
conjunction with digital compression techniques. 

FIGS. 11A and B are two block diagrams showing an 
embedding and retrieving apparatus used to carry out the 
invention. 

FIG. 12 shows an embodiment of the apparatus of FIG. 2 
for embedding data. 

FIG. 13 is a block diagram showing an embodiment of the 
apparatus of FIG. 2 for retrieving the data. 

DETAILED DESCRIPTION 

The system according to a preferred embodiment of the 
present invention comprises a method and apparatus for hid 
ing auxiliary information (or data) in original data and for 
retrieving the auxiliary information. 

FIG. 1 is an overview of the steps involved in carrying out 
a method of the invention to embed data. FIG. 2 shows a block 
diagram of an apparatus 10 used to perform the method of 
FIG. 1. Apparatus 10 includes a logic processor 14, which can 
be a general purpose microprocessor, such as an Intel Pentium 
or DEC Alpha, of the type a personal computer or engineering 
workstation, a digital signal processor (DSP), such the hte 
Texas Instruments TMS320 line, a specialiZed CPU, such as 
a media processor, or a custom processing circuit. Apparatus 
10 also includes a storage unit 18, which can include random 
access memory (RAM) or delays. Because the algorithms 
used by the invention are not computationally intense, they 
require calculations on the order of less than one million 
instructions per second and can be performed by most mod 
ern personal computers. 
The original data mentioned below might represent sound 

that is recorded by sampling its amplitude periodically, with 
each sample using binary numbers to represent the magnitude 
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of the sound at a particular time. Alternatively, the original 
data could be any series of binary data associated into groups. 
Similarly, the auxiliary information is any data that can be 
represented as “l”s and “0”s. 

FIG. 1 shoWs that in step 20, a portion of the original data 
is read into storage unit 18 of FIG. 2. Step 24 shoWs that the 
sample data is investigated sequentially by the logic proces 
sor 14 to locate sample points that meet prede?ned detection 
criteria. Such sample points indicate the existence of “local 
masking opportunities,” because the detection criteria are 
such that a change in the value of the sample or a feW samples 
at or near that point to embed auxiliary data Will usually have 
minimal perceivable by the listener of the sound. The amount 
of masking Will depend upon the data type and settings cho 
sen by the user. For example, the masking Will be great for 
uncompressed audio and less for bit-rate reduced (digitally 
compressed) audio such as MPEG. The same detection crite 
ria Will be applied during data retrieval to locate the hidden 
data. 

Each point in the original data is preferably investigated to 
determine Whether it represents a local masking opportunity. 
The criterion or criteria for determining local masking oppor 
tunities may entail not only the value of the point being 
investigated, but may also include the value of at least one 
nearby or neighboring point, or the relationship betWeen the 
nearby point and the point being investigated. The detection 
criteria can require, for example, that the point being inves 
tigated exceeds a certain threshold value and/or that the point 
be a local maximum or peak. The criteria may include a 
requirement that a point sub sequent to the point being inves 
tigated have a value that differs from the point being investi 
gated by less that a prescribed amount, or have some other 
relationship to the point being investigated. 

The sample data points can be considered as plotted on a 
graph, for example With time on the x-axis and the magnitude 
of the sample on the y-axis. Thus, the series of data points can 
be considered as having a slope betWeen any points, and the 
value of the slope can be part of the detection criteria. The 
criteria may specify, for example, that a slope de?ned by the 
point being investigated and a preceding point exceed a par 
ticular value, or that the change in slope before and after the 
point not exceeds a particular value. The criteria could 
include any combination of requirements. The threshold cri 
teria can be changed to meet the needs of speci?c applications 
Without departing from the concept of the invention. 

In each case, no complex data transformation is required to 
mask the auxiliary data, so comparing a point to the detection 
criteria is relatively quick and inexpensive. Unlike prior art 
methods, Which need to use distant points to convert the 
original data into the frequency domain to determine hoW to 
mask embedded data, the present invention can determines 
masking opportunities using only nearby or neighboring 
points, that is, points that are too close to use to determine 
useful frequency data. Nearby points including points that are 
next to the point being investigated or Within a relatively small 
number of points, preferably less than 50 and more preferably 
less than 20. The criterion can be as simple as determining 
Whether the point exceeds a threshold. 

Step 26 shoWs that When a point meeting the detection 
criteria is located, the value of a speci?ed sample point or 
sample points near the local masking opportunity is changed 
to re?ect the value of the auxiliary information to be embed 
ded. Although the changed sample may be simply set to a 
particular value to signify the value of the embedded bit, the 
neW value typically depends upon the value of both the aux 
iliary data and the neighboring point or points that Were 
investigated to detect the local masking opportunity. For 
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8 
example, the point may be set so that the change in value or 
slope signi?es Whether the embedded bit is a “l” or a “0”. 
When a point is set to its neW value, it is important that 

either the change does not prevent the original sample point 
from continuing to meet the detection criteria, or that this 
local masking opportunity is skipped and not detected in the 
retrieval process. Otherwise, the embedded auxiliary data 
Will not be retrievable. 

Alternatively, it is possible to merely embed the auxiliary 
bit as the least signi?cant bit, or other, preferably loW order, 
bit. The embedded bit is still masked because the location of 
the embedded bit Was chosen to represent a local masking 
opportunity, such as When the data is larger than a prescribed 
threshold. 

Step 30 shoWs that the process is ended at step 32 if no 
additional auxiliary data needs to be embedded. Otherwise, 
step 34 shoWs that if there is additional data in memory, the 
search for local masking opportunities continues. Step 36 
shoWs that if all data in memory has not yet been searched, 
additional data is read into memory. Skilled persons Will 
recogniZe that some overlap of the data in memory is required 
to prevent missing local masking opportunities that occur at 
the beginning or end points of the data in memory. 

FIG. 3 broadly shoWs the steps involved in carrying out a 
method of the invention to detect and retrieve the embedded 
auxiliary information. Because the same processor and 
memory that Was used to embed the data can be used to 
retrieve the data, although not necessary, the steps of FIG. 3 
Will describe extracting data using the hardWare components 
of FIG. 2. Step 50 shoWs that a portion of the original data is 
read into storage unit 18. Step 52 shoWs that logic processor 
14 investigates each data point to determine the existence of a 
local masking opportunity. If a sample point meets the local 
masking opportunity criteria, step 54 shoWs that the embed 
ded “l” or “0” bit of auxiliary data is extracted using the 
inverse relationship of hoW the auxiliary data Was embedded. 
Step 56 shoWs that if additional combined data is in the 
memory, the logic processor continues to investigate the 
remaining points With step 52. Step 58 shoWs that if all the 
data in memory has been investigated, but there is uninvesti 
gated combined data in the data ?le, additional data is read 
into memory in step 50. Step 60 shoWs that the process is 
ended When all the combined data has been investigated. 
TWo preferred embodiments are described brie?y here, and 

in detail beloW, to demonstrate the ?avor of this methodology. 
As shoWn in FIG. 4, the ?rst embodiment uses large, positive 
peaks as the detection criteria 120 and the auxiliary informa 
tion is stored in the difference 130 betWeen the peak and the 
next point. As shoWn in FIG. 7, the second embodiment uses 
large, steep threshold crossings With minimal change in slope 
as the detection criteria 140, and the auxiliary information 
150 is carried in the change in slope. 
The methodology is applicable to analog or digital data, 

even though the preferred embodiments use digital data. For 
example, analog data can be sampled at the Nyquist rate to 
produce digital data in Which additional information is hid 
den. Then, the combined digital data can be returned to the 
analog domain by any existing method knoWn in digital sig 
nal processing (DSP). The analog data noW contains the 
embedded data, Which can be decoded by using sampling. 
This is just one possible method to encode analog data With 
the above methodology. 
The methodology is also applicable to audio, speech, 

images, video or any other perceivable signal. With audio and 
speech, the original data could represent pressure versus time, 
magnitude versus frequency, or a speci?c frequency magni 
tude versus time. With images, the original data could repre 
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sent gray code versus space, separate or combined RGB or 
equivalent values versus space, or magnitude versus fre 
quency. Video data encompasses the image data With an 
added dimension of time available. For example, With MPEG 
bit-reduced audio or images the auxiliary data could be 
embedded in scaling factors or frequency coef?cients versus 
frequency or time or both. 

Usually one of the detection criteria is a large threshold. 
With 16 bit audio, a threshold greater than 48 dB above the 
minimum value is desirable. This threshold alloWs the data to 
be changed With minimal perception due to masking. Mask 
ing is the psychological term de?ned as the increase in thresh 
old for steady-state stimuli. Use of the term in this invention 
is much broader than that de?nition, and describes hoW one 
set of data reduces the perception of other data. Speci?cally, 
for uncompressed, magnitude-time data, the sensitivity of the 
sensory system decreases With increased input level, thus the 
small adjustment of an neighboring data point is masked by 
the large value of the threshold. For bit-rate reduced, time 
frequency data, such as MPEG data, the masking is minimal 
and more similar to the textbook de?nition since masking has 
been used to reduce the bit rate. 

Finally, this method is applicable to data Where masking is 
not used, but the ef?ciency of the process in that it is does not 
require a key, such as a PN sequence, or original data for 
retrieval of the auxiliary information, is an advantage. In 
summary, the parameters of the detection criteria Will deter 
mine the interaction betWeen the data rate, process complex 
ity and perceptual quality. 

EMBODIMENT l 

The ?rst preferred embodiment is based upon hiding the 
auxiliary information in large peaks Within the original data. 
In this embodiment, the auxiliary information is preferably 
broken into N bit Words, With synchronization data placed 
betWeen the Words for better error recovery. The auxiliary 
information does not need to include sync pulses betWeen the 
Words if robustness to noise or modi?ed ?les is not needed. 

FIG. 4 conceptually shoWs that the ?rst embodiment 
detects a peak or local maximum and sets the value of the 
subsequent point in relation to the peak to indicate the value 
of the embedded bit. 

FIG. 5 includes the pseudocode in the form of a ?owchart 
for the embedding process. The process begins by searching 
the original data until a positive peak that lies above a large 
threshold, labeled thr, and has a relatively small decrease after 
the peak, labeled dS, is found. This process is demonstrated in 
boxes 200, 210 and 220. The detection criteria are checked in 
the most computationally e?icient order, Which includes ?rst 
checking to see if the point represent a peak since peaks are 
the least likely criterion. 
When a desirable peak is found, the data point after the 

peak is adjusted according to a user de?ned bit depth, b, to 
carry the auxiliary information. Speci?cally, if it is the begin 
ning of an auxiliary Word, the synchronization code is embed 
ded by adjusting the point after the peak, x[n+l], to be equal 
to the peak, x[n], minus half of the maximum alloWable 
change, dS/2, betWeen the peak and the next point, as shoWn 
in boxes 242, 230 and 250. An auxiliary informationbit of one 
is encoded by adjusting the point after the peak, x[n+l], to be 
equal to the peak, x[n], minus half the maximum change, 
dS/2, and plus the half the bit depth magnitude, 2b_l. Corre 
spondingly, an auxiliary information bit of Zero is encoded by 
adjusting the point after the peak, x[n+l], to be equal to the 
peak, x[n], minus the sum of half the maximum change, dS/2, 
and half the bit depth magnitude, 2b_l. This embedding of 
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Zeros and ones is shoWn in boxes 242,240,260, 270 and 280. 
The next tWo points after embedding the data should be 
skipped so one does not create another peak for very sloW 
changing (i.e. ?at) data, as shoWn in box 290. 

These steps are repeated until the auxiliary information, 
box 242 and 240, has been hidden in the original data or the 
original data is ?nished. 

FIG. 6 displays the pseudocode in the form of a ?owchart 
for the retrieval process of the ?rst preferred embodiment. 
The process begins by searching the original data is searched 
until a positive peak that lies above a large threshold, labeled 
thr, and has a relatively small decrease after the peak, labeled 
dS, is found. This process is demonstrated in boxes 300, 310 
and 320. Again, the search ?rst looks for a peak to improve 
e?iciency. 
When a desirable peak is found, the difference betWeen the 

peak and the data point after the peak is measured to retrieve 
the auxiliary information. Speci?cally, if the peak minus the 
point after the peak, x[n]—x[n+l], is close to half of the 
maximum alloWable change, dS/2, a neW auxiliary Word is 
beginning, as shoWn in boxes 330 and 350. If the peak minus 
the point after the peak, x[n]—x[n+l], is approximately equal 
to half the maximum change, dS/2, minus half the bit depth 
magnitude, 2b_l, an auxiliary bit of one is found. If this 
difference, x[n]—x[n+l], is close to the sum of half the maxi 
mum change, dS/2, and half the bit depth magnitude, 2b_l, an 
auxiliary bit of Zero is retrieved. This retrieving of Zeros and 
ones is shoWn in boxes 340, 360, 370, 380, and 382. The tWo 
points immediately after retrieving the data can be skipped as 
shoWn in box 390. 

These steps are repeated until the auxiliary information has 
been retrieved in the original data or the original data is 
?nished. 

There are three user-de?ned parameters, including thresh 
old, thr; bit depth, b; and maximum alloWable change after the 
slope, dS. For 16 bit audio, the threshold is usually around 48 
dB above the minimal quantiZation, as discussed above. For 
data With more bits per sample, the threshold may be 
increased to reduce perception. The bit depth is an indication 
of the relative change to be made to the sample point to embed 
the data. Thus, the smaller the bit depth, the less disturbance 
of the original data, making the embedded data less percep 
tible to the listener, but less robust, that is, more susceptible to 
being lost to noise or attack. Minimal perception in 16 bit 
audio is found When bit depths are between 1 and 6 bits. 
HoWever, higher bit depths can be used if one desires more 
robustness to noise in trade for more perceptual degradation. 
The maximum alloWable change after the peak, dS, must be at 
least the desired bit depth magnitude, 2’. On the one hand, 
one can gain better robustness to noise at the expense of more 
distortion, if dS is set to tWice the bit depth magnitude, 2b+l. 
On the other hand, if one desires to keep the threshold unde 
tectable to statistical cryptoanalysis (labeled statistically 
invisible), dS should be set at 21’, and b should be small, 
probably beloW 3 bits. lfdS is not 21’, one can use the discrep 
ancy of the average difference betWeen large positive peaks 
and their next points betWeen embedded ?le and regular ?le 
data to determine if the ?le contains embedded data or not. 
Finally, if dS is much greater than 21’, the auxiliary informa 
tion embedding rate Will be increased, because more peaks 
Will be found suitable for data embedding. Using the prin 
ciples explained above, skilled persons Will be able to set the 
user-de?ned parameters to values appropriate to the require 
ments of a particular application. 
As discussed above, the large threshold usually reduces the 

perceivable effect of adding the auxiliary information, and 
may even cause the auxiliary data to be non-perceivable, 
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depending upon the data type. In addition, many data points 
satisfy the small difference betWeen the peak and data point 
after the peak, because With a slope near 0 at the peak, the data 
is changing the least. This small difference means that the 
adjustment Will be small as compared to the threshold, thus 
reducing the chance of perceiving the embedded auxiliary 
data 

The pseudocode is shoWn using a buffer With What appears 
to be look ahead capabilities (i.e. x[n+l]). This makes the 
process easier to explain and understand. HoWever, the pro 
cess is causal, as determined by replacing n+1 With k, and 
keeping track of the last tWo points, x[k-l] and x[k-2]. 

Finally, one can add more criteria to de?ne the peak. For 
example, the peak extends for one more point each direction 
Where x[n]>x[n—2], x[n]>x[n+2], x[n]>x[n—3], x[n]>x[n+3], 
and so on, or the peak is of minimal sharpness, i.e. x[n]—x[n— 
l]>5. Both of these criteria produce better robustness to noise 
and less distortion since it Will take more noise to move the 
location of the peak, although changes in the peak criteria 
affect the rate at Which auxiliary data can be embedded. 

The embedded data density and bit rate Will vary With the 
original data and With the user-de?ned parameters. For 
example, bit rates of betWeen 99 and 268 bits per second Were 
achieved in CD quality audio data using a bit depth of 5 and 
a threshold of 5,000 (74 dB). Using a bit depth of 8 and 
maintaining a threshold at 5,000, the average embedding rate 
Was 1,000 bits per second. When the threshold is loWed to 
2,000 at a bit depth of 8, an average embedding rate of 2,000 
bits per second Was found. 

EMBODIMENT 2 

The second preferred embodiment hides the auxiliary 
information in large, steep threshold crossings Which do not 
have a large change in slope. The method is more robust to 
noise changing the detected location. This occurs because it is 
less likely that noise changes the location of a threshold 
crossing as compared to a peak, since a threshold crossing 
usually has a slope larger than the slope at the peak, Which, by 
de?nition, has a slope near Zero. Testing With audio data has 
shoWn this embodiment, as compared to the ?rst embodi 
ment, to produce a loWer embedded data rate and is more 
perceivable at a loWer bit depth, in trade for the robustness to 
noise. One Will probably ?nd the optimal embodiment depen 
dent upon the application. 

FIG. 7 conceptually shoWs that data is embedded by setting 
the slope after the threshold crossing in relation to the slope at 
the threshold crossing. 

In FIG. 8, the pseudocode for hiding the auxiliary infor 
mation using the second preferred embodiment is presented 
in the form of a How chart. The process begins by searching 
the original data until a positive, large, steep threshold (la 
beled thr) crossing With minimal change in slope (labeled dS) 
is found. This process is demonstrated in boxes 400, 410 and 
420. 
When the desirable threshold crossing is found, the data 

point after the threshold crossing is adjusted according to a 
user de?ned bit depth (b) to carry the auxiliary information in 
the change in slope. Note that the change in slope is de?ned as 
(x[n+ l]—x[n])—(x[n] —x[n—l]), or equivalently as x[n+l]—2*x 
[n] +x[n—l]. Speci?cally, if it is the beginning of an auxiliary 
Word, the synchronization code is embedded by adjusting the 
point after the threshold crossing, x[n+l], so that the change 
in slope is Zero, as shoWn in boxes 442, 430 and 450. An 
auxiliary bit of one is encoded by adjusting the point after the 
threshold crossing, x[n+l], so that the change in slope is 
positive by an amount equal to half the bit depth magnitude, 
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2b_l. Correspondingly, an auxiliary bit of Zero is encoded by 
adjusting the point after the threshold crossing so that the 
change in slope is negative by an amount equal to half the bit 
depth magnitude, 2b_l. This embedding of Zeros and ones is 
shoWn in boxes 442, 440, 460, 470 and 480. The point after 
embedding the data can be skipped for ef?ciency as shoWn in 
box 490. 

These steps are repeated until the auxiliary information has 
been hidden in the original data or the original data is ?nished. 

FIG. 9 shoWs the pseudocode in the form of a ?owchart for 
the retrieval of the auxiliary information in the second pre 
ferred embodiment. The process begins by searching the 
original data until a positive, large, steep threshold (labeled 
thr) crossing With minimal change in slope (labeled dS), is 
found. This process is demonstrated in boxes 500, 510 and 
520. 

When a desirable threshold crossing is found, the change in 
slope around the threshold is measured to retrieve the auxil 
iary information. Again, the change in slope is de?ned as 
(x[n+ l ]—x[n])—(x[n] —x[n- 1]), or equivalently as x[n+ l ] —2 *x 
[n]+x[n—l]. Speci?cally, if the threshold crossing has almost 
Zero change in slope, a neW auxiliary Word is begun, as shoWn 
in boxes 530 and 550. If the threshold crossing has a positive 
change in slope approximately equal to half the bit depth 
magnitude, 2b_l, an auxiliary bit of one is found. If the thresh 
old crossing has a negative change in slope approximately 
equal to half the bit depth magnitude, 2b_l, an auxiliary bit of 
Zero is retrieved. This retrieving of Zeros and ones is shoWn in 
boxes 540, 560, 570, 580, and 582. The point after retrieving 
the data can be skipped for e?iciency as shoWn in box 590. 

These steps are repeated until the auxiliary information has 
been retrieved in the original data or the original data is 
?nished. 

As mentioned above, one does not Want the embedding 
process to eliminate the embedded location from ful?lling the 
detection criteria. Speci?cally, in this embodiment, the pre 
threshold change condition, x[n]—x[n—l]>dS+2b_l, in the 
detection criteria of box 420 and 520 requires that the adjust 
ment of the next data point does not bring the point back 
beloW the threshold. An alternative approach, is to ignore this 
condition and to set either the current or next point (x[n] or 
x[n+l], respectively) to the threshold if the embedding pro 
cess Would cause the next point to move beloW the threshold, 
and ignore any data points that are equal to the threshold in 
both the embedding and retrieving process. Interestingly, 
only When embedding a sync or 0 could the next point move 
beloW the threshold. Given these options, the described 
embodiment is chosen so the process is causal, thus incorpo 
rating the knoWn advantages of causal processes. 
Once again, the large threshold and maximum alloWable 

change in slope condition, dS, reduce the perception of 
embedding the auxiliary data, and depending upon the data 
type can cause the embedding process to be completely non 
perceivable. The maximum alloWable change in slope condi 
tion, dS, can have any value. A larger value alloWs a higher 
data rate With more perceivable distortion, Whereas a smaller 
value produces minimal distortion With a loWer data rate. Our 
preferred setting for dS in 16 bit audio is equal to the bit depth 
magnitude, 2’. Again, bit depths beloW 6 bits produce mini 
mal distortion, but higher bit depths can be used for robust 
ness to noise and attack. 

Using a threshold of2,000 (i.e. 66 dB) and a bit depth of5, 
data rates betWeen 40-100 bits per second are expected, With 
an average of about 75 bits per second, for CD quality audio. 
At a bit depth of 8, the bit rate increases to an average of 100 
bits per second. 
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Modi?cations 
The preferred embodiments have been described in detail 

above. However, there are many simple modi?cations that 
can be made to optimiZe the process for each use. Thus, these 
modi?cations and many similar ones produce a process that is 
equivalent to the one taught in this disclosure. 

In some applications, a very simple embodiment could use 
a simple threshold to determine a local masking opportunity 
and then encode the auxiliary data in the LSB of the point 
exceeding the threshold or of another point in the vicinity of 
the point exceeding the threshold. Such a variation is 
extremely simple, yet provides reduced perceptibility com 
pared to prior art LSB schemes. As With the other embodi 
ments, one must ensure that changing the value does not 
remove the point for the detection criterion. In this case, one 
could simply skip embedding Where the change brings the 
data beloW the threshold, and change the current value of the 
data point to the threshold so that the data point Will be 
skipped in the retrieving phase. 

To increase the robustness of the invention to attack or 
noise, the folloWing changes could be made. (Attack is 
de?ned as a person or machine trying to remove the auxiliary 
information from the combined signal Without distorting the 
perception of the original data.) 

Using a dynamic threshold can make it harder to remove 
the auxiliary information. An example dynamic threshold is 
an offset sinusoidal Waveform. When using a dynamic thresh 
old, dS shouldbe small and close to 21’ so that the process does 
not change the distribution of the differences betWeen neigh 
boring points, i.e. be statistically invisible; thus, an attacker 
cannot use this data to ?nd the threshold. 

One can also use the statistical gaps When dS is larger than 
2b to ?nd the threshold if the attack uses a DC shift. A DC shift 
is obviously a more potent attack for the second preferred 
embodiment than the ?rst, but could affect the ?rst preferred 
embodiment since threshold is one of the detection criteria. 

The process could use more global de?nitions for peaks 
and threshold crossings, for better robustness to noise. Spe 
ci?cally, a peak or threshold crossing de?nition that includes 
more points on each side. 

Finally, the process can use any type of error correction in 
the auxiliary information to increase the robustness. 

To increase the data rate, the folloWing changes could be 
made. The auxiliary information does not need to include the 
extra sync pulses betWeen the N-bit Words, especially if 
robustness to noise is not needed. In addition, negative going 
peaks and/or more thresholds can be used to increase bit rate. 
Finally, the process can use more than a binary system in 
adjusting the second bit to encode more information. HoW 
ever, the result is more likely to be perceivable or less robust 
to attack. 

An interesting tWist is to embed different auxiliary infor 
mation on positive and negative peaks, and/or on various 
thresholds. In addition, With stereo ?les, you can code the 
channels separately or move betWeen channels With consecu 
tive points moving betWeen left and right channels. 
A change that could improve the perception is to move the 

data point after the embedded point toWards the value of the 
embedded point if combining the auxiliary information 
causes a large value change in the embedded point. 
As mentioned above, the data does not have to be relative to 

time. For example, the data could represent magnitude versus 
frequency. In addition, the data could be vieWed as magnitude 
of a speci?c frequency versus time. You could include all 
frequencies for an increased data rate. In other Words, you 
could embed in the spectrum or spectrogram. Advanta 

20 

25 

30 

40 

45 

50 

55 

60 

65 

14 
geously, you don’t have to change the format of the given data 
to use this process and corresponding apparatus. 

For example, for bit-reduced data, such as MPEG com 
pressed data. MPEG-compressed data comprises a series of 
data points that represent scaling factors and frequency coef 
?cients. The invention could embed auxiliary data in the 
series of MPEG data points, using, for example, one of the 
tWo embodiments described above. When using the ?rst pre 
ferred embodiment, one may Want to increase the peak or 
modify its LSB such that the term is only increased, rather 
than decrease the point after the peak, such that quantiZation 
error is not increased in the MPEG data, especially When 
dealing With scaling factors. Skilled persons Will recogniZe 
that, in using data like MPEG data that is divided into time 
frames, one could use, for example, scaling factors or fre 
quency coef?cients from consecutive frames, as Well as data 
points representing scaling factors and coef?cients of differ 
ent frequencies Within a frame, When determining Where to 
embed data. For example, the coef?cients for a particular 
frequency in consecutive frames could be considered as a 
series of consecutive data points, and those data points ana 
lyZed in accordance one of the embodiments above to deter 
mine Where to embed data in the series. In an alternative 
example, the series of data points representing scaling factors 
or frequency coef?cients for different frequencies Within a 
frame can be analyZed in accordance With the ?rst or second 
embodiment above to decide Where to embed data. The ben 
e?ts of the inventions can be obtained using any series of data 
points, Which can be analyZed to determine Where to embed 
data, although the degree of masking may vary depending 
upon What the data points represent. 

Example UtiliZations 
BeloW are included some example utiliZations of the algo 

rithm to aid in its understanding. This list is not complete, and 
only highlights the usefulness of the invention. The invention 
in its various forms is useful in any application in Which it is 
desirable to embed auxiliary data into original data in a mini 
mally perceptible or imperceptible manner. 
The process can be used to embed copyright information. 

This information could include a code to determine if the data 
can be copied. Copying devices, such as CD Writers, could 
include an inexpensive integrated circuit that could interpret 
to embedded data and prohibit copying. 

In addition, author’s or artist’s name and af?liation can be 
embedded. In this utiliZation, the auxiliary information is 
small and Would be repeated over and over With synchroni 
Zation pulses betWeen each duplication. Alternatively, the 
copy code could be embedded using embodiment l, and the 
creator’s name and af?liation using embodiment 2. 
The invention can also be used to send additional informa 

tion. This information could be transmitted in ASCII orANSI 
With 8 bit “Words” (not to be included With digital Words 
being de?ned as 32 bits) and synchroniZation pulses betWeen 
these Words, if desired. The information could be a secret 
message, lyrics to the song, or a description of the artWork. 
For lyrics, this could be useful for kareoke machines and CD 
or DVD players. 

Digital Compression 
The main problem With hiding data and digital compres 

sion (reducing bit rate not dynamic range) is that the process 
of hiding data is incompatible With digital bit-rate reducing 
techniques knoWn as compression (a.k.a. encoding and 
decoding). This incompatibility occurs since the goal of data 
hiding is to make the data minimally perceivable and the goal 
of compression is to remove minimally perceivable parts. 



US 7,532,740 B2 
1 5 

To this end, FIGS. 10A and B demonstrates the process for 
data hiding, if at some point the data must be compressed. For 
example, this may happen While transmitting the data. 

In FIG. 10A, the auxiliary information is embedded in the 
non-compressed data using the described invented process or 
any other appropriate method, as shoWn in box 600. Then, 
When the data needs to be compressed, the auxiliary informa 
tion is retrieved via the described invention or the other appro 
priate method, and re-embedded in the compressed data With 
the described invented process or the other appropriate 
scheme, as shoWn in box 610. The algorithm for data hiding 
in the compressed and non-compressed data may be the same 
algorithm, differing by only using different original data. 

In FIG. 1 0B, the auxiliary information is retrieved from the 
compressed data using the described invented process or any 
other appropriate algorithm, the data is uncompressed, and 
the auxiliary information is embedded in the uncompressed 
data using the described invention or the other appropriate 
process, as shoWn in box 620. Finally, When needed, the 
auxiliary information can be retrieved from the data using the 
described invention or the other appropriate algorithm, as 
shoWn in 63 0. Once again, the algorithm for data hiding in the 
compressed and non-compressed data may be the same algo 
rithm, differing by only using different original data. 

Apparatus 
As described above, FIG. 2 demonstrates that the invented 

process can be implemented via logic processor and storage 
unit 18. FIG. 12 shoWs the implementation With a digital 
processor 1200 and digital memory 1210. The digital proces 
sor 1200 may be de?ned as the equivalent of a digital signal 
processor (DSP), general-purpose central processing unit 
(CPU), or a specialiZed CPU, including media processors. A 
likely DSP chip is one of the Texas Instruments TMS320 
product line. A CPU could include one of Intel’ s Pentium line 
or Motorola/lBM’s PoWerPC product line. The design is 
straightforWard for someone familiar With the state of the art 
given the pseudocode in FIGS. 5 through 9. 

In addition, as shoWn in FIG. 13, a person familiar With the 
state of the art could implement the process With analog and 
digital circuitry, either separate or in an application speci?c 
integrated circuit (ASIC). The analog and digital circuitry 
could include any combination of the folloWing devices: a 
digital-to-analog converter (D/A), comparators, sample-and 
hold circuits, delay elements, analog-to-digital converter 
(A/D), and programmable logic controllers (PLC). Someone 
familiar With the state of the art given the previous description 
and pseudocode in FIGS. 5 through 9 could easily design the 
circuit. 

FIGS. 11A and B shoW that the logic processor and storage 
unit typically comprise an embedding apparatus 700 and 
retrieving apparatus 770. The embedding apparatus 700 
includes the folloWing. A data reader 710 to read original data 
720 and auxiliary data 730. A comparer 740, that is, a circuit 
or device for comparing data points With knoWn values or 
other data points. A data Writer 750 to Write the combined data 
760 to a permanent or temporary storage media. 

The retrieving apparatus 770 includes the folloWing. A data 
reader 715 to read the combined data. The data reader 715 
may be identical to the embedding data reader 710, but it also 
may be different. A comparer 745, that is, a circuit or device 
for comparing data points With knoWn values or other data 
points and, if necessary, producing the auxiliary bit or bits. 
Once again the comparer 745 may be identical or different 
that the embedding comparer 740. A data Writer is not alWays 
necessary since the auxiliary information may be taken from 
memory or only displayed for the corresponding use. 
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Conclusions, Rami?cations and Scope 
As the reader can see from the description above and deter 

mined from testing the process With CD quality audio, this 
process and apparatus of hiding auxiliary information Within 
original data is extremely e?icient and has con?gurations 
Which are non-perceivable. These advantages are mainly due 
to the invented process ?nding locations to hide the auxiliary 
data Without needing to transform the signal to the frequency 
domain and Where masking may block or reduce the percep 
tion of the auxiliary data. 

The foregoing descriptions of the preferred embodiments 
of the invention have been presented to teach those skilled in 
the art hoW to best utiliZe the invention. Many modi?cations 
and variations are possible in light of the above teaching. For 
example, as discussed above, the peak criteria can be 
extended, the threshold may be dynamic, synchroniZation 
codes, error correcting codes, and any combination of peaks 
and threshold can be used jointly. To this end, the folloWing 
claims de?ne the scope and spirit of the invention. 

What is claimed is: 
1. A method of embedding auxiliary data Within original 

data, the original data being divided into a series of groups, 
each group in the series of groups characterized by a value, 
the method comprising: 

a. investigating a ?rst group to determine a presence of a 
local masking opportunity, including determining using 
a processor Whether the ?rst group exceeds a ?rst pre 
determined threshold, and Whether a value associated 
With a second group differs from a value associated With 
a ?rst group by a second predetermined threshold; 

b. if there exists a presence of a local masking opportunity 
With the ?rst group, embedding using a processor aux 
iliary data in the original data by setting a value of one or 
more groups in a neighborhood of the ?rst group, the 
neighborhood including the ?rst group, in accordance 
With a value associated With at least a portion of the 
auxiliary data. 

2. The method of claim 1 Wherein said investigating a ?rst 
group to determine a presence of a local masking opportunity 
further includes determining Whether the ?rst group includes 
a peak. 

3. The method of claim 2 Wherein said act of embedding 
auxiliary data in the original data by setting the value of one 
or more groups in the neighborhood of the ?rst group com 
prises setting a difference betWeen the ?rst group and the one 
or more groups associated With the portion of the auxiliary 
data. 

4. The method of claim 1 Wherein 
a. said act of investigating the ?rst group to determine the 

presence of a local masking opportunity further com 
prises examining a value associated With the ?rst group 
and a relationship of the value of the ?rst group to a value 
of at least one other group in the series of groups; and 

b. said act of embedding auxiliary data in the original data 
by setting the value of one or more groups in the neigh 
borhood of the ?rst group includes setting a value depen 
dent upon the value of the ?rst group and on the value 
associated With at least the portion of auxiliary data. 

5. The method of claim 1 Wherein said act of investigating 
the ?rst group to determine the presence of a local masking 
opportunity includes determining Whether: a value associated 
With a previous group relative to the ?rst group did not exceed 
the ?rst predetermined threshold. 

6. The method of claim 5 Wherein said act of investigating 
the ?rst group to determine the presence of a local masking 
opportunity includes determining Whether: a change in value 






