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(57) ABSTRACT 

A system, apparatus and method for storing and maintaining 
drive con?guration data related to disk drives Within a RAID. 
In one embodiment of the invention, con?guration data is 
stored external to the disk drives Within the RAID. A scan(s) 
is performed of the RAID disk drive con?guration and/or 
con?guration data on the disk drives. Mismatches or errors 
Within the RAID disk drive con?guration may be corrected 
using the con?guration data stored external to the RAID disk 
drives. 
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STORING RAID CONFIGURATION DATA 
WITHIN A BIOS IMAGE 

BACKGROUND 

A. Technical Field 
The present invention relates generally to the con?guration 

of Redundant Array of Independent Disks (“RAID”), and 
more particularly, to the method for storing RAID con?gu 
ration data external to disk drives Within a RAID. 

B. Background of the Invention 
RAID storage systems employ multiple disk drives for 

storing redundant information among the drives so that lost 
data may be reconstructed in the event of drive failure or data 
corruption. The use of multiple drives increases data integrity, 
fault-tolerance and overall performance. A RAID storage 
system typically also includes a controller(s) to manage the 
storage of data on the disks. A RAID controller may be 
hardWare, ?rmWare or a softWare RAID controller. 
A hardWare RAID controller has large silicon area Where 

any additional information, such as RAID con?guration 
details can easily be stored. Typically, in a hardWare-based 
RAID solution, the RAID con?guration details are stored on 
the disks as Well as on some dedicated chips such as a ?ash 

memory. The disks are basically arranged in multiple arrays 
in a RAID storage system. When one or more disks Within an 

array fail, or any error occurs, the con?guration of the RAID 
system may become corrupted. In order to re-con?gure the 
RAID system, the con?guration details are retrieved from the 
disks if available, or from the dedicated chips. The lost con 
?guration data is generally re-Written back on the controller 
by accessing these dedicated chips or ?ash chips. Thereafter, 
the system is rebooted. 

HoWever, in a softWare-based RAID solution, certain con 
?guration data, including current con?guration data, are 
stored only on the disks Within the RAID and not in other 
locations Within the RAID or host system. FIG. 1 illustrates 
an exemplary host and RAID system Which includes a RAID 
100 having certain con?guration data stored on the disk 105. 
Whenever the system boots up, the operating system 101 
reads the con?guration details 106 stored on the disks 105 in 
order to identify the current RAID or disk con?guration. 

If one or more disks 105 is malfunctioning (either partially 
or a complete failure), the host system may not be able to 
retrieve the most current disk con?guration data. As a result, 
it may become di?icult to recreate a current RAID con?gu 
ration or identify and associate certain disks Within the par 
ticular array. 

In a typical scenario, a single or plurality of disks Within a 
RAID may fail or otherWise become corrupted. The failed or 
corrupted disks may give rise to a disk con?guration mis 
match or con?guration failure. A user may Want to recreate 
the exact con?guration, Which Was present previously. HoW 
ever, since the con?guration details Were stored only on the 
disks, data relating to this con?guration may be lost. 

FIG. 2 shoWs a RAID storage system 200 having four disk 
drives 202-205 and a RAID controller 201. Con?guration 
data 209 of the disks is present in softWare Written on each of 
the RAID storage drives. If one of the drives fails then the 
con?guration data Would be lost or irretrievable in that par 
ticular drive. For example, a RAID may have drive 1 202, 
drive 2 203, drive 3 204 and drive 4 205 that are con?gured 
together. During the operation of the RAID, a particular drive 
fails and a user replaces the failed drive. This drive replace 
ment may result in a con?guration-mismatch scenario Where 
it is di?icult, if not impossible, to predict the earlier con?gu 
ration. 
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2 
What is needed is a method and apparatus that addresses 

the above described limitations. 

SUMMARY OF THE INVENTION 

The present invention provides RAID con?guration data as 
part of BIOS image, or other device external to drives Within 
the RAID, on softWare RAID solutions. In one embodiment 

of the invention, RAID con?guration data is copied and 
stored in softWare at a location external to the disk drives. 
During the operation of the RAID or at boot-up, these disk 
drives are scanned intermittently so as to identify any con 

?guration failure Within the RAID. The con?guration data, 
Which is stored external to the drives, is then used to repair any 
con?guration failures or mismatches on the drives. 

One skilled in the art Will recogniZe that this con?guration 
data may be copied and stored in various locations Within a 
RAID and host system such as at a controller or a memory 

device located on the host motherboard. In one embodiment, 
this con?guration data may be stored Within an option ROM 
located on a RAID controller or memory device in the host 

system. A scanning device, that accesses the option ROM, 
may also provide functionality that enables intermittent scan 
ning of the drive con?guration data. 
The con?guration data may be Written to the option ROM 

or the disk drives by using various ?ash utilities or other 
high-level utilities knoWn in the art. The externally stored 
con?guration data may relate to a complete, partial, or com 
pressed representation of the con?guration data as stored on 
the disks Within a RAID array. In the event of a con?guration 
mismatch or failure, the con?guration details stored as part of 
BIOS image can easily be accessed in order to update or 
correct the RAID con?guration. 

The con?guration failure is repaired either by Writing 
RAID con?guration data on the drives or by using said RAID 
con?guration data to Write dynamic con?guration data on the 
drives by a user. 

Other objects, features and advantages of the invention Will 
be apparent from the draWings, and from the detailed descrip 
tion that folloWs beloW. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Reference Will be made to embodiments of the invention, 
examples of Which may be illustrated in the accompanying 
?gures. These ?gures are intended to be illustrative, not lim 
iting. Although the invention is generally described in the 
context of these embodiments, it should be understood that it 
is not intended to limit the scope of the invention to these 
particular embodiments. 

Figure (“FIG”) 1 illustrates a RAID storage and host sys 
tem 

FIG. 2 illustrates a softWare RAID solution available in the 
prior art Where the con?guration details are stored only on the 
disk drives. 

FIG. 3 illustrates softWare con?guration data Within the 
option ROM located on the RAID controller according to one 
embodiment of the invention. 

FIG. 4 illustrates softWare con?guration data stored in the 
BIOS located in the host system according to one embodi 
ment of the invention. 
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FIG. 5 is a ?owchart illustrating a method for storing RAID 
con?guration data as part of BIOS image on software RAID 
solutions according to one embodiment of the invention. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

A system, apparatus and method for storing and maintain 
ing drive con?guration data related to disk drives Within a 
RAID are described. In one embodiment of the invention, 
con?guration data is stored external to the disk drives Within 
the RAID. A scan(s) is performed of the RAID disk drive 
con?guration and/or con?guration data on the disk drives. 
Mismatches or errors Within the RAID disk drive con?gura 
tion may be corrected using the con?guration data stored 
external to the RAID disk drives. 

In the folloWing description, for purpose of explanation, 
speci?c details are set forth in order to provide an understand 
ing of the invention. It Will be apparent, hoWever, to one 
skilled in the art that the invention may be practiced Without 
these details. One skilled in the art Will recogniZe that 
embodiments of the present invention, some of Which are 
described beloW, may be incorporated into a number of dif 
ferent computing systems and devices. The embodiments of 
the present invention may be present in hardWare, softWare or 
?rmWare. Structures and devices shoWn beloW in block dia 
gram are illustrative of exemplary embodiments of the inven 
tion and are meant to avoid obscuring the invention. Further 
more, connections betWeen components Within the ?gures 
are not intended to be limited to direct connections. Rather, 

data betWeen these components may be modi?ed, re-format 
ted or otherWise changed by intermediary components. 

Reference in the speci?cation to “one embodiment” or “an 
embodiment” means that a particular feature, structure, char 
acteristic, or function described in connection With the 
embodiment is included in at least one embodiment of the 

invention. The appearances of the phrase “in one embodi 
ment” in various places in the speci?cation are not necessarily 
all referring to the same embodiment. 

A. OvervieW 

A system and a method to provide RAID con?guration data 
in softWare RAID solutions are disclosed. In one embodiment 

of the present invention, RAID con?guration data is stored as 
part of BIOS image Within an option ROM. The option ROM 
may be present in a RAID controller, a memory Within a host 
system (perhaps located on the host motherboard) or other 
location external to the RAID disk drives. The con?guration 
data may re?ect the Whole or compressed form of the con 
?guration data as stored on the disks Within the RAID array or 
may be a small subset of the same. In the event of any con 

?guration-mismatch or partial or complete con?guration fail 
ure, the con?guration details stored as part of BIOS image can 
easily be accessed in order to update or correct/repair the 
RAID con?guration. 

B. Con?guration Data Within Controller 
FIG. 3 illustrates a RAID environment having an option 

ROM according to one embodiment of the invention. As 
shoWn, a RAID storage system 300 comprises a plurality of 
disks 303-306 and a RAID controller 301. Each disk 303-306 

may contain various types of data including con?guration 
data, Which are needed to con?gure the RAID disks 303-306. 
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4 
An option ROM 307 is shoWn Within the RAID controller 
301. The option ROM 307 generally contains some set of 
program instructions knoWn as BIOS image, Which helps in 
initialiZing the RAID system at the time of boot-up. As per 
one embodiment of the invention, softWare con?guration data 
302 is stored in the option ROM 307 as part of the BIOS 
image. A user may Write desired softWare con?guration data 
302 in the BIOS area by using the ?ash utilities, or high-level 
utilities Within an operating system. For example, a high level 
application may store the con?guration data 302 on both the 
disk 303-306 and on the BIOS. 

In one embodiment of the invention, When a system boots 
up, the BIOS performs the basic initialization routine. The 
system BIOS mirrors the option-ROM 307 to the host and 
transfers the control to the option-ROM 307. Once the option 
ROM 307 starts the execution, it reads the RAID con?gura 
tion 302 as a part of its information (BIOS image) for further 
processing. If the BIOS identi?es any mismatch or error in the 
con?guration data, it may facilitate a user to interact until the 
data is actually read by the system. One manner in Which this 
identi?cation may occur is having the BIOS recogniZes an 
error generated by the drive and or the controller 301. For 
example, the BIOS may read the ‘start bits’ of the ?rst disk in 
order to analyZe What con?guration the disks are folloWing. 
Thereafter When the BIOS reads the ?rst drive, it is able to 
interpret the con?guration of other drives also. The BIOS 
goes on to the other drive and tries to read the same informa 

tion on the other disks. The BIOS may ?nd a foreign con?gu 
ration, or if Whole disks are gone then the BIOS may ?gure 
out that there is no con?guration present or if somebody either 
accidentally or purposely erased the Whole disk then the 
BIOS ?gure out that the con?guration is either corrupted or 
not present. 

Generally, the BIOS in the controller 301 scans each drive 
and checks for the con?guration to make sure that all the 
drives in the system are consistent With each other or having 
a valid con?guration. If the drives are found to be inconsistent 
or invalid con?guration then the con?guration is either 
updated or default con?guration stored on the BIOS is used to 
correct the system and that con?guration is Written on to the 
softWare con?guration. 
The BIOS may also Write its oWn default con?guration on 

the drives. HoWever, a user may prefer to Write his/her oWn 
speci?c con?guration as desired. Therefore, the user may 
only refer to the con?guration data present in the BIOS 
image, and then recreate the con?guration as desired. 

C. Con?guration Data Within a Memory Device in a Host 
System 

FIG. 4 illustrates a host and RAID system having con?gu 
ration data stored external to drives Within the RAID accord 
ing to one embodiment of the invention. In one embodiment 

of the invention, the con?guration data may be ?ashed on a 
memory chip such as the motherboard BIOS 404. Mother 
boards generally have a large amount of space to store any 
siZe of the con?guration data. Some motherboard BIOS may 
load the entire image irrespective of its siZe. The con?gura 
tion data 402 is stored basically as part of BIOS image in the 
option ROM. At the time of system boot-up, the BIOS image 
is executed. The BIOS image looks for the con?guration data 
402 present in the option ROM 409 and resolves the con?gu 
ration for Which it is programmed. If the BIOS image is not 
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loaded by the motherboard BIOS 404 then the option ROM 
BIOS 409 may be used to Write routines to read the ?ash chip. 

The ?ash chip may also be located in the controller 401 as 
described earlier in this speci?cation since the con?guration 
data is independent of the location Where it is stored. When 
the system boots up, it reads the ?ash chip. In either case, the 
motherboard BIOS 404 or the host BIOS 404 may load either 
fully along With the con?guration data 402 or during the siZe 
restriction it can load a portion of the executable. If it is loaded 
partially then the user may include his/her ?ash re-program 
into the BIOS routines and the content of the ?ash chip may 
be read physically. 

The updating process of the con?guration may be per 
formed by various high level applications. For example, When 
a system boots up, certain high level application is running 
Within the system. The high level utilities have enough intel 
ligence to Write the data 402 into the ?ash chip. A user may 
therefore use these utilities to update the con?guration. The 
updated con?guration is Written on the ?rst disk 405 Within an 
array and then the same con?guration is pushed doWn in the 
drive or he/ she may update the ?ash memory, and thereafter 
the system may push those updates from the ?ash memory 
doWn to the drives 405-408 themselves. 

Another process for updating can be explained by Way of 
another example. A system may be operating and a user may 
change the con?guration by voluntarily Writing the data into 
the ?ash memory and loading the same to the hard drive. The 
user may also Write the data into the ?ash memory and then 
reboot the system. The content present in the ?ash memory is 
the default con?guration and may be considered to be the best 
con?guration Which may be automatically Written on the disk 
in order to maintain consistent con?guration across the sys 
tem. 

In the cases Where motherboard BIOS cannot map entire 

con?guration details, the option-ROM may use its internal 
logic to access the ?ash chip so as to dynamically update the 
con?guration. Further, high-level applications (operating 
system) can also access con?guration details from BIOS area 

or directly from the ?ash memory. 
D. Method of Storing Software Con?guration Data 
FIG. 4 illustrates a method, independent of stricture, for 

storing and maintaining drive con?guration external of the 
drives Within a RAID according to one embodiment of the 
invention. The RAID con?guration data, Which is stored in 
softWare internally Within the disk drives; is stored 500 in a 
location external to the disk drives. These disk drives are 
scanned 501 intermittently so as to identify 502 any con?gu 
ration failure Within the RAID. The con?guration data, Which 
is stored external to the drives, is then used to repair 503 the 
con?guration failure. 

The present invention facilitate various OEMS to pre-build 
their systems With RAID con?gurations on an option-ROM, 
so that once users attach the drives of his/her choice, the 

con?guration could be updated as desired. Thus, the inven 
tion provides the con?guration data to be saved in dual loca 
tions for the RAID solutions. 

Altematively this invention could be used in different dedi 
cated chips other than the option ROM. 

The foregoing description of the invention has been 
described for purposes of clarity and understanding. It is not 
intended to limit the invention to the precise form disclosed. 
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6 
Various modi?cations may be possible Within the scope and 
equivalence of the appended claims. 

I claim: 
1. A method for providing redundancy of RAID con?gu 

ration data, the method comprising: 
storing RAID con?guration data, Which is stored in soft 

Ware internally on a disk drive Within a RAID, Within at 
least a portion of a BIOS image in a second location 
external to the disk drives; 

scanning each disk drive Within the RAID intermittently; 
identifying a con?guration failure Within the RAID; and 
repairing the con?guration failure using the con?guration 

data stored in the second location external to the disk 
drives. 

2. The method of claim 1 Wherein the con?guration data is 
stored on a memory device located Within a ho st system of the 
RAID. 

3. The method of claim 2 Wherein the memory device is 
located on a motherboard in the host system of the RAID. 

4. The method of claim 2 Wherein the con?guration data is 
stored on a BIOS Within the host system of the RAID. 

5. The method of claim 1 Wherein the con?guration data is 
stored on a RAID controller. 

6. The method of claim 5 Wherein the con?guration data is 
stored Within an option ROM on the RAID controller. 

7. The method of claim 1 Wherein the RAID con?guration 
data re?ects a subset of the con?guration data that is stored in 
softWare internally Within the disk drives. 

8. The method of claim 1 Wherein the con?guration data is 
Written to the second location using a ?ash utility Within the 
host system. 

9. A system for providing redundancy of RAID con?gura 
tion data, the system comprising: 

a plurality of disk drives, coupled Within a RAID, on Which 
con?guration data is stored; 

a memory device, located external to the disk drives, on 
Which a redundant copy of at least a portion of the 
con?guration data is stored Within at least a portion of a 
BIOS image; 

a scanning device, coupled to communicate With the 
RAID, that intermittently scans the disk drives to iden 
tify failures; and 

a con?guration repair tool, coupled to communicate With 
the RAID and the memory device, that rebuilds a disk 
drive con?guration using the redundant copy of at least 
a portion of the con?guration data. 

10. The system of claim 9 Wherein the memory device is 
located on a controller for the RAID. 

11. The system of claim 10 Wherein the at least a portion of 
the con?guration data is stored in an option ROM located on 
the controller. 

12. The system of claim 9 Wherein the memory device is 
located Within a host system for the RAID. 

13. The system of claim 12 Wherein the con?guration data 
is stored Within a BIOS of the host system. 

14. The system of claim 9 further comprising a processing 
device, coupled to communicate With the RAID, that inter 
mittently scans the disk drives Within the RAID to identify a 
drive failure event. 

15. The system of claim 9 Wherein the redundant copy of 
the at least a portion of the con?guration data is stored in a 
compressed format. 

16. A computer program product embodied on a computer 
readable medium for providing redundancy of con?guration 
data of disk drives Within a RAID, the computer program 
product comprising computer instructions for: 
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storing RAID con?guration data, Which is stored in soft 
Ware internally on a disk drive Within a RAID, Within at 
least a portion of a BIOS image in a second location 
external to the disk drives; 

scanning each disk drive Within the RAID intermittently; 
identifying a con?guration failure Within the RAID; and 
repairing the con?guration failure using the con?guration 

data stored in the second location external to the disk 
drives. 

17. The computer program product of claim 16 Wherein the 
con?guration data is stored on a memory device located 
Within a host system of the RAID. 

8 
18. The computer program product of claim 17 Wherein the 

memory device is located on a motherboard in the ho st system 
of the RAID. 

19. The computer program product of claim 1 6 Wherein the 
con?guration data is stored on a RAID controller. 

20. The computer program product of claim 19 Wherein the 
con?guration data is stored Within an option ROM on the 
RAID controller. 


