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The invention is directed to a network-enabled appliance. The 
appliance may aid the remote monitoring of various measured 
data. The device may monitor a variable or set of variables 
and output the data upon request. In addition, the appliance 
may issue alarms, alerts, Warning and other noti?cations 
when a variable matches a setpoint or undergoes a speci?ed 
change, deviation, and/or ?uctuation. Further the appliance 
may be operable to communicate With other appliances. The 
communication may comprise periodic pinging of peer appli 
ances. In this manner, a peer appliance may detect a failure in 
other network-enabled appliances when an anticipated ping is 
not received. Further, the communication may enable the 
establishment of a directory of capabilities of various appli 
ances. In this manner, a group of appliances may perform 
more complex behaviors by grouping resources. Further, a 
group of appliances may act to reestablish the behavior of a 
failed device. 
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METHOD AND SYSTEM FOR A SET OF 
NETWORK APPLIANCES WHICH CAN BE 
CONNECTED TO PROVIDE ENHANCED 

COLLABORATION, SCALABILITY, AND 
RELIABILITY 

RELATED APPLICATIONS 

This application is a continuation of prior application Ser. 
No. 10/057,563, ?led Jan. 25, 2002, (now issued as US. Pat. 
No. 7,159,022), which is incorporated herein by reference in 
its entirety and which claims priority to US. patent applica 
tion, Ser. No. 60/264,445, ?led Jan. 26, 2001 entitled: 
“METHOD AND SYSTEM FOR A SET OF NETWORK 
APPLIANCES WHICH CAN BE CONNECTED TO PRO 
VIDE ENHANCED COLLABORATION, SCALABILITY, 
AND RELIABILITY”, ~which is also incorporated herein by 
reference in its entirety. 

TECHNICAL FIELD OF THE INVENTION 

This invention relates in general to a method and apparatus 
for remote monitoring of a set of sensors. More speci?cally, 
this invention relates to a method and apparatus for commu 
nication between a cluster of network enabled devices and a 
remote monitoring facility. 

BACKGROUND OF THE INVENTION 

Data tra?ic on networks, particularly on the Internet, has 
increased dramatically over the past several years, and this 
trend will continue with the rapid growth of e-commerce and 
other services on the Internet requiring greater bandwidth. 
With this increase in data tra?ic on networks, there has been 
a corresponding increase in the number of computer equip 
ment rooms, known as “server rooms,” used to house the 
equipment necessary to support data tra?ic routing. Further 
more, the increasing dependency of companies on their Inter 
net presence has created an urgency to keep the server rooms 
up and running at all times. Industry estimates show that there 
are over 400,000 such rooms currently in existence in the 
United States. 

The growth in Internet tra?ic has prompted many busi 
nesses to construct a server room to allow their employees to 

access Internet information or enable e-commerce and store 

data. Once viewed as a goal, continuous server up time has 
become a necessity. Keeping track of numerous computers, 
along with associated bridges, routers, backup power sup 
plies, etc., can be a formidable task. A large company with 
server rooms in more than one city might well be faced with 
spending thousands of dollars on software packages to keep 
their equipment running. Prices of $1,000 per computer are 
common. Dedicated technicians are also needed to monitor 
network equipment and issue work orders to repair failed 
units. 

While reliable, modern computer systems cannot tolerate 
excess heat, dust or humidity. Heat can rapidly cause equip 
ment deterioration. Failure of cooling fans can reduce equip 
ment lifetime to days or hours. A single high-speed LAN 
(local area network) failure can cause slow system response. 
These and other such failures within the equipment in a server 
room occur routinely and can cause great disruption to a 
business. 

Solutions do currently exist for monitoring computer net 
works and equipment to prevent such failures. However, these 
solutions are primarily targeted at high-end, very large sys 
tems such as those used by large corporations or institutions 
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2 
that have large budgets to support equipment monitoring. For 
example, Hewlett-Packard provides a high-end monitoring 
package with a starting price of around $250,000. In the 
middle tier, smaller monitoring solutions can be had for 
approximately $20,000. Some of these systems only permit 
inspection of devices on a local basis. Others permit a tech 
nician to inspect geographically diverse installations from a 
central console. However, all of these solutions are expensive 
to implement and complex and dif?cult to maintain and train 
personnel to use them. 

As a result, small to medium companies having small to 
medium networks are left in the position of requiring a means 
to monitor and maintain their computer network equipment 
from failing while not having the resources to afford the 
high-priced solutions currently available. Many ?rms cannot 
afford a high-end solution or simply do not have the time and 
resources to train their IT personnel to learn and use complex 
systems. Instead, the common monitoring method in many 
such companies is user complaints to the IT manager to 
indicate when a problem has occurred. The idea is that some 
one in the organization will notice a failure and call for repairs 
before damage can be done. The reality, however, is that most 
IT managers have suffered some from of server room damage 
from excess heat or other physical phenomenon or simply just 
failure. 

This is especially true for companies having multiple 
server rooms and that have concerns about routine access to 

each of these rooms. For example, most IT managers would 
like some form of remote access for determining the status of 
a server room. Additionally, concerns exist with current solu 

tions regarding the manpower intensiveness of these solu 
tions. Most network monitoring solutions can consume a full 
or part-time employee. The ?nancial justi?cation for these 
systems is, therefore, dif?cult because network equipment 
typically fails yearly or on a disaster basis, and the cost of 
recovery is seen as less than that of maintaining a full-time 
employee to routinely monitor the equipment. 

Similar concerns exist for monitoring rack-mounted com 
ponents such that individual components within a rack can be 
monitored remotely. Also, current monitoring solutions do 
not provide for video imaging of remote server locations over 
a network. Computer equipment is typically placed in server 
rooms for two reasons: security and environmental control. 
Remote video imaging of a server room over a network can 

provide for maintaining security of the equipment despite the 
lack of a physical presence on site. 

A typical computer room can house hundreds of devices, 
ranging from expensive server grade computers to bridges, 
routers, uninterruptible power supplies and telephone equip 
ment. A server room’s environment requires monitoring 
because out of limit environmental variables can eventually 
affect the equipment in the room. For example, high tempera 
tures, humidity (for example, from water leaks), or lack of 
air?ow can detrimentally affect the equipment. Similarly, 
alarms, such as smoke and ?re alarms, or the status of room 
openings, are important to determine. While the expense of 
replacing server room components if they fail is great, cur 
rently existing monitoring solutions are not cost effective for 
smaller-siZed companies to implement despite the potential 
costs of such losses. 

Monitoring systems are typically implemented as simple, 
stand-alone devices with which a user or application may 
con?gure and interact. Most appliances allow one or more 
users or applications to interact with them, but the user or 
application must typically interact with each appliance sepa 
rately. 
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These typical monitoring systems use a centralized appli 
cation (either an extension to a Network Management Sys 
tem, such as HP OpenView, or a proprietary server or console 
application). While these mechanisms can be quite effective, 
they introduce additional costs, through additional software, 
hardware, con?guration, administration, and network band 
width. Also, the central application/ server often introduces a 
single point of failure into the environment. 

Another issue with stand-alone appliances, particularly 
devices whose primary purpose is to monitor environmental 
and/ or network conditions, is their vulnerability to unre 
ported failure. Speci?cally, if the monitoring appliance suf 
fers a failure, detection of the failure typically requires user 
interaction or polling by an expensive centraliZed manage 
ment server. The consequence of non-detection of the failed 
appliance is an absence in detection of the conditions that the 
device was responsible for monitoring, coupled with no 
knowledge of the lapse in coverage. 

In the case of an appliance failure, the typical stand-alone 
appliance lacks any mechanism for the external saving and 
restoring of data, speci?cally con?guration and historical 
data. This can add signi?cant overhead and opportunity for 
errors when a failed device is replaced, as the new device will 
need to be successfully recon?gured to match the failed 
device. Mechanisms for saving and restoring con?gurations 
for a device on external servers can be implemented, but once 
again introduces the problem of additional cost and points of 
failure. 
Beyond the application to server rooms and rack mount 

ings of network equipment, various other monitoring systems 
suffer from the same failures and de?ciencies associated with 
network bandwidth and undetected sensor failure. Further, 
these monitoring systems may suffer from lost historical data 
associated with the failure of a sensor. 
As such, many typical remote monitoring systems suffer 

from de?ciencies caused by undetected sensor failure and 
limited communications bandwidth. Many other problems 
and disadvantages of the prior art will become apparent to one 
skilled in the art after comparing such prior art with the 
present invention as described herein. 

SUMMARY OF THE INVENTION 

Aspects of the invention are found in a network-enabled 
appliance or device. The device may have one or more sen 
sors. These sensors may, for example, measure environmental 
variables, power-related variables, video or still-images, 
sounds, or network variables, among others. Further, the net 
work-enabled appliance may send data, alerts, alarms, and/or 
other noti?cations associated with the sensors and the mea 
sured data. 

In addition, the network-enabled appliance may be con 
nected to an interconnected network. Through the intercon 
nected network, the network-enabled appliance may commu 
nicate with other network-enabled appliance and/or one or 
more remote monitoring systems. 

The network-enabled appliance may also send data, 
alarms, and other noti?cations through various communica 
tions means. These means may include telephone networks, 
modems, pager networks, other wireless communications 
means, auditory means, visual means, web-based means, and 
others. 
A further aspect of the invention may be found in a method 

of communicating between network-enabled appliances. A 
network-enabled appliance may establish a relationship with 
a peer network-enabled appliance. The network-enabled 
appliance may then ping the peer appliance. If the peer appli 
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ance does not receive one or more consecutive pings, the peer 
appliance may determine the state of operability of the net 
work-enabled appliance. In the event of a failure, the peer 
appliance may send an alert to a remote monitoring facility, a 
responsible party, or another peer appliance. 
The communication may use various protocols including, 

for example, HTTP, SNMP, TCP/IP, FTP, LDAP, SOAP, UDP, 
IBM MQSeries messages, and mechanisms including, for 
example, HTTP POST, CIM events, DMI alerts, database 
inserts, and log ?le appends, among others. However, other 
protocols may be developed or envisaged. 

In using a ping method in conjunction with noti?cation 
when a speci?ed state is measured, the system can monitor a 
multitude of conditions in a remote location and detect the 
failure of devices while limiting the bandwidth used for com 
municating the measurements. As such a remote monitoring 
system may be established between a cluster of remote net 
work-enabled appliances and facilities at a separate location. 

Another aspect of the invention may be found in a cluster of 
network-enabled appliance. The cluster of network-enabled 
appliances may establish various peer-to-peer relationships. 
Further, the cluster of appliance may establish a directory of 
appliances and their associated capabilities, features, and/or 
functions. With this directory, the cluster of appliances may 
share resources. In this manner, the cluster may perform more 
complex functions. Further, the cluster may perform the func 
tion of a failed appliance. 
A further aspect of the invention may be found in a remote 

monitoring system. The remote monitoring system may 
include one or more network-enabled appliance connected to 
an interconnected network. Further, a remote system may 
monitor the one or more network-enabled appliance. Alter 
nately, the remote system may communicate with a single 
dominant network-enabled appliance. This dominant net 
work-enabled appliance may act as an intermediary between 
the remote system and other network-enabled appliances 
within the cluster. Further, the dominant network-enabled 
appliance may maintain a directory of the capabilities of the 
other network-enabled appliances within the cluster. 

In addition a backup to the dominant network-enabled 
appliance may act as a peer observing the dominant network 
enabled appliance. In the event that the dominant network 
enabled appliance fails, the backup appliance may function as 
the intermediary and/ or maintain the directory. 

Another aspects of the invention may be found in a com 
puter or machine-readable medium with an instruction set for 
performing the method of communication. The medium may 
take various forms including a CD-ROM, CD-R, CD-RW, 
DVD, hard drive, ?oppy disk, removable medium and others. 
As such, an apparatus and method for monitoring remote 

locations are described. Other aspects, advantages and novel 
features of the present invention will become apparent from 
the detailed description of the invention when considered in 
conjunction with the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

For a more complete understanding of the present inven 
tion and advantages thereof, reference is now made to the 
following description taken in conjunction with the accom 
panying drawings in which like reference numbers indicate 
like features and wherein: 

FIG. 1 is a schematic block diagram of a system for remote 
monitoring, according to the invention. 

FIG. 2 is a schematic block diagram of an exemplary 
embodiment of a system for remote monitoring according to 
the system as seen in FIG. 1. 
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FIG. 3 is a schematic block diagram of an exemplary 
embodiment of the system as seen in FIG. 1. 

FIG. 4 is schematic block diagram of another exemplary 
embodiment of the system as seen in FIG. 1. 

FIG. 5 is a block ?ow diagram of an exemplary method for 
use by the system as seen in FIG. 1. 

FIG. 6 is a schematic block diagram of another exemplary 
embodiment of the system as seen in FIG. 1. 

FIG. 7 is a schematic block diagram of another exemplary 
embodiment of the system as seen in FIG. 1. 

FIG. 8 is a block diagram of an exemplary embodiment of 
the network appliance for use in the system as seen in FIG. 1. 

FIG. 9 is a diagram depicting an exemplary embodiment of 
a directory for use in the system as seen in FIG. 1. 

FIG. 10A is a schematic block diagram of an exemplary 
embodiment of the system as seen in FIG. 1. 

FIG. 10B is a schematic block diagram of an exemplary 
embodiment of the system as seen in FIG. 1. 

FIG. 11A is a block ?ow diagram of an exemplary method 
for use by the system as seen in FIG. 2. 

FIG. 11B is a block ?ow diagram of an exemplary method 
for use by the system as seen in FIG. 2. 

FIG. 12 is a schematic block diagram of another exemplary 
embodiment of the system as seen in FIG. 1. 

FIG. 13 is a block ?ow diagram of an exemplary method 
for use by the system as seen in FIG. 2. 

FIG. 14 is a block ?ow diagram of an exemplary method 
for use by the system as seen in FIG. 2. 

FIG. 15 is a block ?ow diagram of an exemplary method 
for use by the system as seen in FIG. 2. 

Corresponding reference numerals indicate corresponding 
parts throughout the several views of the drawings. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

FIG. 1 is a schematic block diagram of the system accord 
ing to the invention. The system 10 may have a remote moni 
toring system 12 and a monitoring system 14. Further, the 
system may have multiple remote monitoring systems 12 
connected to one monitoring system 14. Likewise, one 
remote monitoring system 12 may be connected to a plurality 
of monitoring systems 14. As such, a remote monitoring 
system 12 may collect data from multiple monitoring systems 
14. Altemately, a monitoring system 14 may send data to a 
multiplicity of remote monitoring systems 12. Further, a plu 
rality of remote monitoring systems 12 may be connected to 
a plurality of monitoring systems 14 or in various other com 
binations. 

The remote monitoring system 12 may take various forms. 
These forms may include a remotely located computer or 
complex of computers, a phone, a smart phone, an email 
enabled phone, a pager, a handheld device, and/or an alarm 
system, among others. Further, the remote monitoring system 
12 may access, monitor, and/ or communicate with the moni 
toring system 14 through various means. These means may 
include email, web interfaces, pager interfaces, various net 
working standards, and others. 

The monitoring system 14 may take various forms. These 
forms may include one or more network-enabled devices 

associated with one or more sensors. Further, the network 
enabled devices may be in communication with other net 
work-enabled appliance. The one or more sensors associated 
with the network-enabled devices may take various forms. 
These forms may include temperature sensors, pressure sen 
sors, air?ow sensors, voltage sensors, current sensors, micro 
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6 
phones, cameras, video cameras, network sensors, infrared 
sensors, motion sensors, and door sensors, among others. 
The remote monitoring system 12 and the monitoring sys 

tem 14 may communicate through various means. These 
means may include, where appropriate, global networks, 
wide area networks, local area networks, phone lines, wire 
less networks, and others. Further, the remote monitoring 
system 12 and the monitoring system 14 may communicate 
using various protocols. These protocols may include TCP/IP, 
Ethernet protocols, SNMP, HTTP, FTP, SOAP, UDP, and 
IBM MQSeries messages, among others. 
The system as seen in FIG. 1 may have various uses. For 

example, in one exemplary embodiment, the system may be 
used to monitor a location in which servers and other com 
puters are stored. As such, the user can monitor network 
assets from remote locations. However, many other embodi 
ments are envisioned. Various other applications may be 
envisaged. These applications may include military, security, 
and others. 

FIG. 2 is a schematic block diagram of an exemplary 
embodiment of the system as seen in FIG. 1. The system 30 
has various network appliances connected to an intercon 
nected network. This interconnected network may be con 
nected to the remote monitoring system through various 
means. The network appliances may communicate with peer 
network appliances through the interconnected network 32. 
Further, one or more of the network appliances may be in 
communication with the remote monitoring system 44. This 
communication may be through the interconnected network 
32 or through other means. 

The interconnected network 32 may take various forms. 
These forms may include a global network, wide-area net 
work (WAN), local area network (LAN), and wireless net 
work, among others. Further, various protocols may be used 
in communicating between appliances. These protocols may 
include SNMP, HTTP, FTP, TCP/IP, SOAP, UDP, Ethemet 
protocols, and Bluetooth protocols, among others. 

The remote monitoring system 44 may communicate with 
one or more of the network appliances through the intercon 
nected network or through various other means. These other 
means may include wireless means and other networking 
means. For example, these means may include a global net 
work, a dedicated connection, a phone system, a pager sys 
tem, a modem and a wireless phone system, among others. 
For example, the network appliances may send data through 
an interconnected network using an HTTP POST method or 
an FTP method. Alternately, the network appliances may 
send a text pager message to a responsible party notifying 
them of an alarm condition. In another example, the system 
may make phone calls to responsible parties. 
A network appliance may take various forms. In one exem 

plary embodiment, the network appliance is a device that can 
perform a well-de?ned set of functions and which is con 
nected to a network. The device may include software to 
monitor, con?gure, control and communicate the results of its 
functions. Further, the device may be connected to an inter 
connected network. The device may also be con?gured, 
monitored and controlled from a remote location. 

A grouping of network appliances may function as a clus 
ter. In this case, a cluster refers to a collection of the intercon 
nected network appliances that may act as a single logical 
entity. The cluster may be associated in a logical theme or be 
grouped to facilitate user interaction, among others. This 
clustering or grouping as a single logical entity may take 
various forms. These forms may include clustering devices 
associated with a speci?c location, a room, a building, a user, 
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a function, a purpose, a network region, a group of users, a 
responsible party, a remote monitoring location, and/or a 
servicer, among others. 

In one exemplary embodiment, the netWork appliances 
may be used to monitor a server room or location. Each 

netWork appliance may serve a speci?c function, monitor a 
speci?c variable, or sense an output or environmental state, 
among others. 

For example, one netWork appliance may be established to 
monitor environmental conditions such as air?oW and tem 
perature. Another netWork appliance may take the form of a 
camera. Still further, a netWork appliance may monitor the 
state and quality of the netWork. In a further example, a 
netWork appliance may be used to monitor the availability 
and quality of electrical poWer. In one embodiment, one or 
more of these various netWork appliances may be located 
throughout a room. For example, several temperature moni 
tors may be placed in various points in a room to acquire data 
associated With the temperature pro?le of the room. In 
another example, several netWork appliances may be placed 
in a server rack to monitor air?oW, temperature pro?les, and 
electrical quality Within and around the rack. In this case, the 
netWork appliances may communicate With each other or 
communicate With a remote monitoring system. In this man 
ner, data associated With the location, may be transferred to 
the remote monitoring system. 

Further, these netWork appliances may be con?gured to 
have alarm settings. The appliance, once an alarm condition is 
achieved, may send an alert, either to other netWork appli 
ances or to the remote monitoring system. In this manner, a 
complex behavior may be established such that When an 
alarm condition is achieved by one network appliance, other 
netWork appliances send their information to the remote 
monitoring system or respond accordingly. In one exemplary 
embodiment, a door sensor netWork appliance may be used to 
monitor entry to the server room or entry into the server rack. 
Once the alarm condition is achieved or once the door is 
opened, the door sensor netWork appliance may send a mes 
sage or an alert to the other netWork appliances. The other 
netWork appliances may respond by sending further informa 
tion to the remote monitoring system or by performing some 
other function. For example, once the door sensor netWork 
appliance is activated, or an alarm condition is achieved, the 
door sensor netWork appliance may send a message to a 
camera netWork appliance. The camera netWork appliance 
may take a picture of the person entering the door and the 
netWork appliance may then send that picture to the remote 
monitoring system or alternately may send the picture to 
another netWork appliance. The other netWork appliance may 
function to send the information or alert a user through 
another system such as a phone system, a pager, or through a 
modem. 

The complex behavior may be achieved through peer-to 
peer netWork appliance communications. FIG. 3 is schematic 
block diagram depicting an exemplary embodiment of a net 
Work appliance communication. According to the invention 
as seen in FIG. 1. For example, a set of netWork appliances 
may be connected to an interconnected netWork. These appli 
ances may establish communication links betWeen the vari 
ous netWork appliances. 

In one exemplary embodiment, a netWork appliance Will 
periodically ping a peer appliance. If the peer appliance does 
not receive an expected ping, it may establish that the pinging 
appliance is inoperable. In this manner, failure of an appli 
ance may be quickly detected. 

Further, once a failure is detected by the peer appliance, the 
peer appliance may notify the remote monitoring location or 
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8 
another netWork appliance of the failure of the ?rst netWork 
appliance. With this information, the other netWork appli 
ances may compensate for the failure, and/or take-on the 
functionality of the failed device, among others. Similarly, 
the remote monitoring location and/or a responsible party 
may respond appropriately. 

In one exemplary algorithm, a netWork appliance may be 
assigned to monitor several other netWork appliances. A net 
Work appliance may be con?gured to ping a multiple of other 
netWork appliances and receive pings from another set of 
netWork appliances.A netWork appliance may ping those that 
are pinging it and others that are not pinging it, or be con?g 
ured to ping only those that are not pinging it. As such, various 
algorithms may be established that facilitate peer-to -peer fail 
ure detection. 

The peer-to-peer communication system may also be used 
to send alert messages through the netWork. The revieW sys 
tem may also be used to send data, establish various con?gu 
rations of the system, create complex behaviors and establish 
a communication With a remote netWork, among others. 

In one exemplary embodiment, a netWork appliance A may 
be monitoring a netWork appliance B, C and D. As such, 
netWork appliances B, C and D may ping netWork appliance 
A. Altemately, netWork appliance A may ping netWork appli 
ances B, C and D. 

If netWork appliance A should fail, be shut doWn or be 
removed from the system, devices B, C and D may learn of the 
device failure or shutdoWn. For example, if device B Were to 
ping device A and not receive a response, device B may 
establish that device A is no longer in service. Alternately, if 
device A Were periodically to ping to device C, and the peri 
odic pinging Were to cease, device C may establish that device 
A Was no longer in service. In another instance, deviceA may 
send a special ping to notify of an impending shutdoWn event 
or an expected shutdoWn event. As such, device B, C, and D 
may establish that deviceA is no longer in service. Devices B, 
C, or D may send noti?cation to the remote monitoring sys 
tem of the failure or shutdoWn of device A. In a further 
example, device B, C, and D may communicate such that only 
one device sends the failure notice. 

Further, device B, C, and D may establish neW communi 
cation links and a neW peer-to-peer revieW relationship, as 
seen in FIG. 4. For example, appliance B may communicate 
With appliance C instead of applianceA. Because appliance D 
no longer requires the resources to monitor appliance A, it 
may establish a neW monitoring of device C. In this manner, 
the peer-to-peer revieW may be automatically recon?gured. 

In another exemplary embodiment, a neW appliance G may 
be added to the system and/or linked to the netWork. Device G 
may establish a peer-to-peer revieW With appliance B. Fur 
ther, it may attempt to establish a peer-to-peer revieW With 
device D. In one exemplary embodiment, device D may have 
the option of refusing the peer-to-peer revieW based on D’s 
resources, the number of peers that D is already monitoring or 
being monitored by, and/ or other factors. As such, G may then 
establish a peer-to-peer revieW relationship With netWork 
appliance F. Further, appliances may decide to end the peer 
to-peer revieW. For example, netWork appliance D may 
decide to end its revieW of appliance F. This decision may be 
based on the appliance’s capabilities, the number of other 
peer-to -peer revieW relationships, netWork resources or other 
factors. Alternately, netWork appliance F may decide to end 
its peer-to-peer revieW relationship With D. This decision may 
be made for similar reasons. 
As such, peer-to-peer relationships may be automatically 

recon?gured, may be used to monitor the state of various 
other peer-to-peer appliances, may be used to transfer data 
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between appliances and to establish complex behaviors 
across appliances, among others. 

Peer-to-peer review process may use various protocols to 
establish communication. These protocols may include FTP, 
SNMP, HTTP, SOAP, UDP, and TCP/IP, among others. 

FIG. 5 is a block ?oW diagram of an exemplary method for 
establishing communication for the peer-to-peer revieW pro 
cess. The method 50 may be performed by a netWork appli 
ance. The netWork appliance may broadcast to ?nd other 
netWork appliances on the netWork as seen in block 52. HoW 
ever, the appliance may employ one or more of a variety of 
mechanisms to determine the presence of other appliances. 
For example, the mechanisms may include end-user con?gu 
ration, multicasting, subnet broadcasting, directory service 
queries, and subnet address Walking, among others. 

The netWork appliance may then ping and/ or poll one of the 
other netWork appliances found on the netWork, as seen in the 
block 54. This ping may take various forms. For example, the 
ping may use the protocol of an HTTP POST message. The 
ping may include information such as, for example, the serial 
number of the requesting appliance, the planned period of 
time before a next ping, the IP address and hostname of the 
requesting appliance, and a list of SNMP target addresses for 
SNMP traps. HoWever, the ping may take various forms 
including, for example, HTTP, SOAP, SNMP, TCP, UDP, 
FTP, and IBM MQSeries messages, among others. 

The peer device may receive the ping, determine Whether it 
has the resources to establish a peer-to-peer revieW process 
and send a response. That response may be received by the 
netWork appliance, as seen in a block 56. The response mes 
sage may include various data. This data may include data 
similar to the data above and/or may be associated With the 
functionality of the location of the device, the address of the 
device, a desired periodicity of future pings, and acceptance 
of the relationship, among others. The response may use 
various protocols including those listed above, among others. 

If the peer device accepts the peer-to-peer relationship, the 
netWork appliance may Wait a given period as established in 
a communication betWeen the netWork appliance and its peer, 
as seen in a block 60. Then, a netWork appliance may ping the 
peer again, as seen in a block 54. The peer device may decide 
Whether a message needs to be sent back in response. As such, 
peer-to-peer revieW is established. 

In one exemplary embodiment, a netWork-enabled appli 
ance may broadcast across an interconnected netWork to ?nd 

address of peer appliances. For example, the netWork-enabled 
appliance may send a subnet broadcast. Peer appliances may 
respond to this broadcast. The netWork-enabled appliance 
may then selectively ping one of the responding peer appli 
ances. The network-enabled appliance may for example use 
an HTTP POST message or an FTP message With informa 
tion regarding the address of the peer appliance and/or the 
periodicity of future pings. In addition, the message may 
contain information about the functionality of the netWork 
enabled appliance, and/or information associated With the 
algorithms associated With the functionality of the netWork 
enabled appliance. The peer appliance may respond With a 
message. The message may, for example, use an HTTP Post, 
FTP, and/ or SNMP message, among others. The message 
may include information associated With acceptance of the 
peer relationship, the periodicity of future pings, and/or the 
functionality of the peer device, among others. The netWork 
enabled appliance may then selectively periodically ping the 
peer appliance. 

In one exemplary embodiment, an appliance may, option 
ally, only “ping” appliances that it is con?gured to Watch and 
Which are not currently “pinging” it. Since a peer appliance is 
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pinging the netWork appliance periodically, the absence of 
pings from the appliance can be used to detect its failure. If an 
appliance is intentionally shutdoWn, the appliance may issue 
a special “ping” to each of the devices “pinging” it and/or 
being “pinged” by it to indicate its plan to shutdoWn. This 
may be used to prevent those devices from reporting a 
planned shutdoWn or restart as a failure. 

In any case, an appliance may be found to have failed if a) 
a “ping” from the appliance is signi?cantly overdue, or b) one 
or more attempts to “ping” the appliance fail. When a failure 
is detected, e-mail addresses or other contact mechanisms 
supplied by the appliance may be noti?ed. Additionally, 
SNMP traps (With their agent address set to the IP address of 
the missing appliance) may be sent to the target SNMP 
addresses supplied by the appliance. Optionally, the noti?ca 
tions may also be sent to the e-mail and SNMP addresses 
associated With the failure-detecting appliance (particularly if 
the failed appliance did not supply this data). 

With this algorithm, a network-enabled appliance may 
establish a peer revieW relationship With other netWork-en 
abled appliance. Further, the netWork-enabled appliance may 
selectively establish more than one peer revieW relationships. 
In addition, an algorithm may dictate the establishment of a 
number of peer-to-peer relationships. 

In this manner, if a peer device is expecting a periodic ping 
from a netWork appliance, it may periodically establish the 
operational state of the netWork appliance. If a ping is not 
received, or a series of pings is not received, the peer device 
may establish that the netWork appliance is not operating. 
A variation of the peer-to-peer ping may be used for an 

appliance to home communication. For example, each appli 
ance may be con?gured to “ping” one or more host Web 
servers. In this case, the appliance does not detect or report 
outages of the targeted servers, but an application on those 
servers uses the information reported through the ping to 
knoW When to report an appliance outage and to Whom to 
report the outage. 

Other embodiments of these mechanisms may use various 
protocols for “ping” implementation including HTTPS, 
SOAP, SNMP Traps, proprietary TCP or UDP implementa 
tions, and IBM MQSeries messages, among others, as Well as 
other alarm noti?cation mechanisms including HTTP 
POSTs, CIM Events, DMI Alerts, database INSERTs, andlog 
?le append, among others. 
The netWork appliances may communication With the 

remote monitoring system through various methods. These 
methods may include a pager netWork, telephone netWork, 
Wireless netWork, global interconnected netWork, and dedi 
cated line, among others. 

In an exemplary embodiment, a periodic message may use 
an HTTP POST method. Similarly other communications 
betWeen appliances and betWeen appliances and the remote 
location may use an HTTP POST method. The method may 
take a form similar to the folloWing. 

POST/message_type HTTP/1.1 
Host: 000.000.0.000:00 

User-Agent: SoftWare/version 
Accept: */* 
Accept-Encoding: gZip 
Accept-Language: en 

VARIABLE: l % VARIABLE2:2% VARIABLE3 qlalue 

The variables may contain information associated With the 
netWork appliance type, softWare version, netWork ID, host 
name, devices, sensors, and other data. 
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In another exemplary embodiment, messages may be sent 
using an FTP method. As such, a message may take the form 
of a text ?le placed on another appliance or server and appear 
as: 

VARIABLElIl 
VARIABLE2I2 
VARIABLE3q/alue 

These methods may also be used to transfer image, sound, 
and other data. In addition, other methods, mechanisms, and 
protocols may be used to send, transfer, and/ or post data. 

FIG. 6 is a schematic block diagram of an exemplary 
embodiment of a system for communicating between the 
remote monitoring system 72 and network appliances 74, 76, 
and 78. The system 70 may establish communication between 
the remote monitoring system 72 and each of the network 
appliances A, B and C, 74, 76, and 78, respectively. The 
remote monitoring system 72 may poll each of the devices. 
Altemately, each of the devices 74, 76, and 78 may relay 
information to the remote monitoring system 72. 

The communication between the remote monitoring sys 
tem and the network appliances may take various forms. 
These forms may include those listed above, among others. 

Further, the remote monitoring system 72 and network 
appliances 74, 76, and 78 may communicate through various 
protocols. These protocols may include HTTP, FTP, SNMP, 
SOAP, UDP, TCP/IP, and others. 

In an alternate embodiment, remote monitoring system 
may be con?gured to communicate with one, two, or less than 
all of the network appliances. FIG. 7 is schematic block 
diagram of an exemplary embodiment of a system for com 
municating between the remote monitoring system 92 and a 
cluster of network appliances. The system 90 may include a 
set of network appliances 94, 96, 100, 102, and 104, con 
nected to an interconnected network 98. The remote monitor 
ing system 92 may be connected to one or more of the net 
work appliances 94 and 96. However, the remote monitoring 
system may or may not be connected to the interconnected 
network 98 connecting each of the appliances 94, 96, 100, 
102, and 104. 
Remote monitoring system 92 may communicate with the 

one or more network appliances 94 96 through various means. 
These means may include those listed above among others. 
For example, the remote monitoring system 92 may commu 
nicate with network appliance D 94 through a global network, 
WAN, wireless network, satellite network, dedicated connec 
tion and phone line, among others. 

This method of communication between the remote moni 
toring system 92 and the one or more network appliances 94 
and 96 in conjunction with the peer-to-peer review commu 
nications method may permit redundancy in the communica 
tions link between the network appliances connected to the 
interconnected network 98 and the remote monitoring system 
92. For example, network appliance D 94, may, through the 
interconnected network 98 establish a peer-to-peer review 
communications with network appliance E 96. Further, the 
network appliances D 94, and network appliance E 96, may 
have a means of communications with the remote monitoring 
system 92. If the network appliance D 94 were to fail, the 
network appliance E 96 may establish communications with 
the remote monitoring system 92. As such, network appli 
ances A, B and C, through the interconnected network 98, 
may communicate with a network appliance E 96, which in 
turn can communicate with the remote monitoring system 92. 
In this manner, network appliances A, B, and C maintain 
communications a link with the remote monitoring system 
92. 
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12 
In one exemplary embodiment, a ?oating IP address may 

be used. Network appliance D 94 may establish and take 
ownership of the IP address. If network appliance D 94 were 
to fail, network appliance E 96 could take over the IP address 
and establish itself as the owner. In this manner, the remote 
monitoring system 92 would maintain communications with 
the appliances connected to the interconnected network 98 
without recon?guration. In an alternate embodiment, net 
work appliance E 96 may send a message to remote monitor 
ing system 92 indicating the change in the operation status of 
network appliance D 94. Further, the network appliance E 96 
may send a message to remote monitoring system 92 estab 
lishing itself as the owner of the communications link to 
network appliances A, B and C. 

In another exemplary embodiment, network appliance D 
94 and network appliance E 96 may use differing communi 
cation means to reach a remote monitoring system 92. For 
example, network appliance D 94 may be connected to a 
global network. In the event of D’ s failure, network appliance 
E 96 may have a modem that may call the remote monitoring 
system 92. Still further, network appliance D 94 and network 
appliance E 96 may be connected to the remote monitoring 
system 92 via the same means, but use differing protocols in 
their communication with remote monitoring system 92. For 
example, network appliance D 94 may use an HTTP POST 
protocol to communicate with the remote monitoring system 
92 and network appliance E 96 may use an FTP protocol. 

FIG. 8 is a block diagram of an exemplary embodiment of 
a network appliance according to FIGS. 1 and 2. A network 
appliance 110 may have a processor 112, a programmable 
circuitry 114, a network interface 116, sensors 118, storage 
120, clock 134, and a modem 136. However, the network 
appliance 110 may have all, some or none of these features. 
Further, the network appliance may use various items in vary 
ing combinations to enable varying functionality. 
The processor 112 may take various forms. These forms 

may include microprocessors and other circuitries. The pro 
cessor 112 may take various operating instructions and/or 
data and use this information in conjunction with the pro 
grammable circuitry 114, the network interface 116, sensors 
118, one or more storage mediums 120, a clock 134, a modem 
136, and others, to enable the functionality of the network 
appliance and further establish communications with peer 
appliances and/ or their remote monitoring system. Further, 
the processor 112 may be functional to operate with a Java 
based operating system. In addition, the processor 112, in 
conjunction with the operating system, may function as a 
server and/ or a web-based server. 

The programmable circuitry 114 may take various forms. 
These forms may accept programming from various means 
including keyboards, graphic user interface devices, hand 
held devices, across the network interface and others. In this 
manner, the functionality of the network appliance may be 
adapted. 
The network interface 116 may take various forms. These 

forms may include Ethernet, wireless Ethernet, Token rings, 
Bluetooth communications means, and modem and phone 
line, among various other networks and communications 
interfaces. Furthermore, the network appliance 1 1 0 may have 
more than one network interface connected to similar or 
differing communications means. For example, one appli 
ance may have a connection to a private Ethernet network and 
an interface connection to a wide area network. Alternately, 
another appliance may have a network interface connection to 
a private Ethernet network and a wireless Ethernet interface. 
As such, various appliances may have functionality associ 
ated with the network interfaces 116. For example, a network 
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appliance with both a private Ethernet network interface and 
a wireless interface may communicate with wireless sensors 
and communicate the sensor data to other appliances on the 
private network. In another example, an appliance may have 
both a private Ethernet network interface and a WAN inter 
face. As such, the appliance may function to communicate 
information from and to appliances on the private network to 
and form remote locations. However, various combinations 
and functionalities associated with one or more, similar or 
varying network interfaces may be envisaged. 

Further, the sensors 118 may take various forms. These 
forms may include temperature sensors, pressure sensors, 
electric quality sensors, air?ow sensors, microphones, cam 
eras, video cameras, infrared cameras, door sensors, motion 
sensors, and network sensors, among others. One or more 
sensors 118 may be included in the network appliance. Alter 
nately, the network appliance may not have a sensor 118. In 
another embodiment, the network appliance may have an 
audio speaker or visual output. Moreover, the sensor or sen 
sors 118 may or may not be encompassed within the network 
appliance 110. As such, the sensor or sensors 118 may be 
integrated in the network appliance 110 or external to the 
appliance. Further an external sensor may be connected 
exclusively to the appliance 110, such as, for example, an 
external temperature sensor, a motion detector, or other sen 
sor connected through a dry-contact cable, among others. 
Altemately, the sensor or sensors 118 may be external to the 
appliance 110 but connected to more than one appliance 110, 
such as, for example, a UPS with multiple dry contact termi 
nals, among others. Furthermore, the sensor or sensors 118 
may be external to the appliance with a wireless connection 
that may or may not be monitored by one or more appliances 
in a cluster of appliances, such as, for example, a wireless 
temperature sensor, a network device monitored through 
SNMP, and others. Individual sensors that can be monitored 
by more than one appliance are subject to the load balancing 
among appliances, dynamic allocation between appliances, 
and appliance fail-over coverage. 

The storage medium 120 may take various forms. These 
may include RAM, ROM, Flash memory, hard drives, ?oppy 
drives, removable drives, DVD, CD, and memory sticks, 
among others. The storage medium may hold various opera 
tional instructions, data and other information. This informa 
tion may include networking and communications instruc 
tions 122, alarm and alert rules 124, peer-to-peer 
communication instructions 126, appliance to home commu 
nication instructions 128, various directories 130, and data 
132, among others. 
The network and communications instruction 126 may 

include implementations of various protocols, operating 
instructions for network interfaces 116 and/or modems 136, 
and other instructions for communications. Further, the stor 
age medium 120 may hold instruction sets for interpreting 
messages sent in various protocols. These instruction sets 
may be written as a CGI, Java servlet,ASP, J SP, or PHP script, 
among others. Further, these instruction sets may enable the 
network appliance to function as a wed-based server. For 
example, the instruction sets may be used to parse HTTP 
POST messages, receive FTP messages, and/or interpret mes 
sages sent using other protocols, methods, and mechanisms. 
The storage medium 120 may also have alarm rules 124 

and other algorithms, thresholds, and setpoints. These may be 
used to indicate values of parameters at which noti?cation is 
desired by a responsible party. 

In addition, the storage medium 120 may have peer-to-peer 
126 and appliance-to-home 128 communications instruc 
tions. These instructions, for example, may direct the com 
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munication and communication methods for various pur 
poses with peer appliances and/ or remote locations. 

Further, directories 130 and other data 132 may be held in 
the storage medium. The directory 130 may contain informa 
tion associated with appliances, addresses, hostnames, soft 
ware, software versions, device types, device data, and others. 
Further, the directory may be shared or may be a replica of a 
shared directory. The data 132 may or may not be communal, 
shared, and distributed. The data 132 may, for example, be 
values of sensors, lists such as SNMP trap targets, email 
noti?cation lists, phone and pager numbers, and others. 

In addition, a network appliance may have a clock 134. 
This clock 134 may take various forms, including analog, 
digital, and other. The clock 134 may be used in conjunction 
with the sensors to establish a time at which a measurement is 
taken. 

Further, the network appliance 110 may have a modem 136 
or other communication means for connecting across a phone 
line or other wired or wireless communications means. This 
may or may not be similar to the network interface 116. 

In one exemplary embodiment, the network appliance may 
function to measure temperature at a point in a server room. 
The network appliance may, for example, have a processor 
112, a programmable circuitry 114, a network interface 116, 
a temperature sensor 118 and various storage mediums 120. 
The network appliance may function to take periodic tem 
perature measurements. Further, the network appliance may 
periodically ping one or more peer appliance to establish a 
cluster behavior. Further, the network appliance may function 
to deliver temperature data periodically or on request to either 
a peer appliance or to the remote monitoring system. 

In an alternate embodiment, the network appliance may 
have a processor 112, a programmable circuitry 114, a net 
work interface 116 and a modem 136. The network appliance 
may use the networking interface to establish peer-to-peer 
communications with other appliances on the system. Fur 
ther, upon alert from another appliance on the system, a 
network appliance may activate the modem and establish a 
new communications link with a remote monitoring system. 
Alternately, the modem may be used to send pages, make 
phone calls, or perform other communications functionality 
to alert a responsible party as to the condition of a peer 
appliance. 
One exemplary method of establishing complex interactive 

behavior between network appliances such as the activation 
of the modem in response to an alert in a peer appliance is to 
use a device directory. FIG. 9 is a block diagram of an exem 
plary embodiment of a device directory. A device directory 
may hold a device identi?cation, information as to the sup 
ported activities of each device associated with the device 
identi?cation, and various other data associated with the 
device and/or its functionality. 
The device directory may be established through various 

means. These means may include a broadcasting and/or ping 
ing of other devices found on the interconnected network. 
Peer devices may communicate with each other information 
associated with those devices, the supported activities of 
those devices, and the data associated with the device and 
supported activity. 

These communications and the directory may have various 
data. These data may include network addresses of appliance, 
hostname, appliance model, appliance software version, 
appliance devices and sensors, functionality and/or capabili 
ties of appliances, algorithms, setpoints, tasks, among others. 
Further the data may include information about the appliance 
devices and sensors including, for example, local device IDs, 
device types, device label, device location, and various 












