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DETECTION OF A MALFUNCTION IN A 
HARDWARE MODULE 

FIELD OF THE INVENTION 

The invention relates to a method of detecting a malfunc 
tion in a hardware module. The invention relates equally to a 
corresponding hardWare module and to a device comprising 
such a hardWare module. 

BACKGROUND OF THE INVENTION 

A malfunction in a hardWare module can be caused by 
various external in?uences, like electrostatic discharge 
(ESD) pulses, electrical glitches, poWer shortages, etc. Exter 
nal in?uences may alter for example the values of registers of 
the hardWare module or required voltage levels Within the 
hardWare module. 

Such a malfunction in a hardWare module can usually be 
removed by means of a hardWare reset. 

Conventionally, the values of identity (ID) registers and of 
status registers of a hardWare module are read by an external 
softWare and compared to expected values, in order to recog 
niZe a possible hardWare failure requiring a hardWare reset. If 
a hardWare failure is detected in this comparison, all registers 
of the hardWare module are updated. This approach has the 
disadvantage, hoWever, that extensive information about the 
internal functionality of the hardWare module has to be 
knoWn. The internal status of a hardWare module is frequently 
very complex and thus dif?cult to verify by softWare. Some 
failure mechanisms cannot be found at all by means of a 
software check. 

Further, the module may fail completely. In this case, the 
module may not be able to ansWer any softWare request 
before a hardWare reset is performed. The internal function 
ality of the module may also be disturbed inasmuch as no 
information can be gained anymore from outside, Which pre 
vents equally a status check by the softWare. 

Therefore, the hardWare registers are usually updated in 
addition at regular intervals de?ned by module internal 
Watchdog timers, in order to prevent a failure Which is not 
detected by the softWare. A regular hardWare reset, hoWever, 
has the disadvantage that it might be annoying to a user 
noticing some kind of regular interruption in a function pro 
vided by the hardWare module. 

SUMMARY OF THE INVENTION 

It is an object of the invention to enable an improved 
diagnosis of the functions of a hardWare module. 
A method of detecting a malfunction in a hardWare module 

is proposed, Wherein the hardWare module comprises a func 
tional hardWare adapted to provide a de?ned function and a 
diagnosis component. The diagnosis component includes a 
logic and a status register. The logic has access to the func 
tional hardWare and a value of the at least one status register 
is readable by a softWare external to the hardWare module. 
The proposed method comprises at the logic receiving a 
check status command from an external softWare and check 
ing a status of the functional hardWare. The proposed method 
further comprises at the logic updating a value of the at least 
one status register depending on a result of the status check. 

Moreover, a hardWare module is proposed, Which com 
prises a functional hardWare adapted to provide a de?ned 
function. The proposed hardWare module further comprises a 
diagnosis component including a logic and at least one status 
register. The status register is readable by a softWare external 
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2 
to the hardWare module. The logic has access to the functional 
hardWare. The logic is further adapted to receive at least one 
kind of check status command from an external softWare and 
to check a status of the functional hardWare upon receipt of a 
check status command. The logic is further adapted to update 
a value of the at least one status register depending on a result 
of a performed status check. The hardWare module can be for 
instance part of a device running the external softWare or be 
connectable to a device running the external softWare. 

Finally, a device is proposed, Which comprises the pro 
posed hardWare module and in addition a processing unit 
running the softWare external to the hardWare module. 
The invention proceeds from the idea that instead of an 

external softWare, an integrated logic could be used for the 
actual check of the functional status of a hardWare module. 
The logic could then indicate the result of the check in a status 
register Which can be read by an external softWare. 

It is an advantage of the invention that the internal func 
tionality of the hardWare module does not have to be knoWn to 
the developer of the external softWare. Further, the complex 
ity of the external softWare used for checking the status of the 
hardWare module can be reduced signi?cantly. As the self 
diagnosis of the hardWare module is triggered by an external 
softWare activity, moreover, no Watchdo g timers are required 
Within the hardWare module. 
The external softWare can cause the logic at desired inter 

vals to perform a status check by sending a check status 
command. The external softWare can moreover read the value 
of the at least one status register after a status check has been 
performed. If the read value of the at least one status register 
indicates a malfunction in the hardWare module, the external 
softWare may further send a hardWare reset command to the 
hardWare module, by Which a hardWare reset of at least part of 
the functional hardWare is caused. 
The check status command can be one general check status 

command or a speci?c one of several de?ned check status 
commands. In the latter case, the logic may perform only a 
partial status check Which is associated to the speci?c check 
status command. Upon receipt of a ?rst speci?c check status 
command, the logic may verify for instance only Whether the 
voltage levels in the functional hardWare are correct, While 
upon receipt of a second speci?c check status command, the 
logic may verify for instance only Whether the register values 
in the functional hardWare are correct. 

In one embodiment of the invention, the logic alters the 
value of the at least one status register only in case no failure 
has been detected. Thereby, the softWare can detect various 
types of malfunctions. First of all, if the logic determines that 
the functional hardWare of the hardWare module failed, 
alWays the same status register value or values Will be read by 
the softWare. In addition, if the interface of the hardWare 
module is disturbed, alWays the same status register value or 
values Will be read by the softWare. Finally, also if the func 
tionality of the logic itself is disturbed, alWays the same status 
register value or values Will be read by the softWare, as the 
logic Will not be able anymore to alter the value of the at least 
one status register. 

The at least one status register may comprise one status 
register or a plurality of status registers. In case the at least one 
status register comprises a plurality of status registers, each of 
the registers may be associated to another problem area 
related to the functional hardWare of the hardWare module. 
Different problem areas may be for instance register values, 
voltage levels, or functional statuses like booster statuses or 
the status of some other sub-hardWare module of the func 
tional hardWare, etc. The logic may then alter the value of a 
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speci?c status register only, in case no malfunction in the 
associated problem area Was detected. 

The value of the at least one status register can be altered in 
various Ways, for instance by incrementing a counter, by 
inverting a bit, etc. 

The hardWare module according to the invention can be 
any hardWare module in Which a malfunction has to be 
detected, for instance a liquid crystal display (LCD) module 
or a camera module, etc. The device according to the inven 
tion can be any device comprising such a hardWare module, 
for example a mobile terminal including an LCD module. 

Other objects and features of the present invention Will 
become apparent from the folloWing detailed description 
considered in conjunction With the accompanying draWings. 
It is to be understood, hoWever, that the draWings are designed 
solely for purposes of illustration and not as a de?nition of the 
limits of the invention, for Which reference should be made to 
the appended claims. It should be further understood that the 
draWings are not draWn to scale and that they are merely 
intended to conceptually illustrate the structures and proce 
dures described herein. 

BRIEF DESCRIPTION OF THE FIGURES 

FIG. 1 is a schematic block diagram of a device according 
to an embodiment of the invention; 

FIG. 2 is a How chart illustrating the activity of a softWare 
in the device of FIG. 1; and 

FIG. 3 is a How chart illustrating the operation of a hard 
Ware logic in the device of FIG. 1. 

DETAILED DESCRIPTION OF THE INVENTION 

FIG. 1 schematically presents a mobile terminal 1 as an 
exemplary device according to the invention, Which alloWs an 
improved diagnosis of malfunctions in an LCD module 10 as 
an exemplary hardWare module according to the invention. 

The mobile terminal 1 comprises the LCD module 10 and 
a processing unit 17. 

The LCD module 10 includes a functional hardWare 11 
providing the actual functions of the LCD module 10, as 
knoWn from the state of the art. The functional hardWare 11 
may comprise to this end light emitting diodes (LEDs), ID 
and status registers, boosters, etc. The LCD module 10 further 
includes a diagnosis component 12. The diagnosis compo 
nent 12 comprises a status checking logic 13 realiZed in 
hardWare, a plurality of status registers 14 and an electrically 
erasable programmable read-only memory (EEPROM) 15. 
The status checking logic 13 has access to the functional 
hardWare 11, to the status registers 14 and to the EEPROM 15. 
It is to be understood that instead of the EEPROM 15, as Well 
any other suitable storing component could be employed, like 
for example a mask ROM, a ?ash memory or some logic 
based memory. 

The processing unit 17 runs a softWare 18 Which has a 
reading access to the status registers 14, and moreover a 
controlling access to the status checking logic 13 and the 
functional hardWare 11. 

The operation of the mobile terminal 1 Will noW be 
described With reference to the How charts of FIGS. 2 and 3. 
FIG. 2 illustrates the operation of the softWare 18 running in 
the processing unit 17, While FIG. 3 illustrates a status check 
by the status checking logic 13. 

Whenever the functioning of the LCD module 10 is to be 
checked, the softWare 18 reads the current values of the status 
registers 14 of the diagnosis component 12, Which is indi 
cated in FIG. 2 as a step 211. The softWare 18 thereby obtains 
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4 
a ?rst version V1 of the register values. Then, the softWare 18 
sends a check status command to the status checking logic 13 
of the diagnosis component 12, Which is indicated in FIG. 2 as 
a step 212. As indicated in FIG. 2 as a step 213, the softWare 
18 noW Waits for a predetermined period of time, during 
Which the checking logic 13 performs the status check illus 
trated in FIG. 3. 
Upon receipt of a check status command from the softWare 

18, Which is indicated in FIG. 3 as a step 311, the status 
checking logic 13 retrieves initialization values from the 
EEPROM 15 and reads the values of registers of the func 
tional hardWare 11. As long as there is no malfunction in the 
functional hardWare 11, the values of registers of the func 
tional hardWare 11 should correspond to the initialization 
values stored in the EEPROM 15. The status checking logic 
13 therefore compares the initialiZation values retrieved from 
the EEPROM 15 With the read values of the registers of the 
functional hardWare 11. This is indicated in FIG. 3 as a step 
312. 

In addition, the status checking logic 13 checks the func 
tional status of the functional hardWare 11. The status check 
ing logic 13 may determine to this end for example the current 
voltage levels in the functional hardWare 11 and compare 
them to predetermined voltage levels. Moreover, the status 
checking logic 13 may determine to this end the internal 
functionality of the functional hardWare 11 including booster 
statuses, etc., and compare it to a predetermined internal 
functionality. This is indicated in FIG. 3 as a step 313. 

Each of the status registers 14 is associated to a particular 
one of the criteria checked in steps 312 and 313. For instance, 
one status register may be associated to the checked registers 
of the functional hardware 11, another one to the checked 
voltage levels in the functional hardWare 11, and yet another 
one to the checked internal functionality of the functional 
hardWare 11. 

If the status checking logic 13 detects in a step 314 that 
there is no difference betWeen the retrieved EEPROM values 
and the read register values and/ or that the checked functional 
status corresponds to the required functional status, the status 
checking logic 13 alters the value of the respectively associ 
ated status register 14. This is indicated in FIG. 3 as a step 315. 
By Way of example, the value of each of the status registers 14 
is altered by inverting a bit, in case the associated checked 
criteria is in good order. Alternately, the value of the status 
registers 14 could be altered by incrementing the current 
value, Which corresponds to increasing a counter value. 

Thereafter, the status checking logic 13 returns to a Waiting 
state for receiving a neW check status command from the 
softWare in step 311. 

If the status checking logic 13 detects in step 314 that there 
is a malfunction related to each of the checked criteria, the 
status checking logic 13 does not alter any of the status 
registers 14. Instead, it returns immediately to a Waiting state 
for receiving a neW check status command from the softWare 
in step 311. 
The malfunctions of the functional hardWare Which may be 

may be detected by the status checking logic 13 for one or 
more checked criteria may be due, for instance, to electrical 
glitches, an ESD pulse, a poWer shortage, etc. 
The predetermined period of time of step 213 of FIG. 2 is 

selected such that it is ensured that the status checking logic 
13 can perform all steps 311 to 315 of FIG. 3 Within this 
period of time. When the predetermined period of time has 
passed, the softWare 18 reads again the current values of the 
status registers 14, Which is indicated in FIG. 2 as a step 214. 
The softWare 18 thereby obtains a second version V2 of the 
register values. 
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If the software 18 determines in step 215 that the values of 
all status registers 14 have been altered in the meantime, the 
software 18 assumes that the LCD module 10 is operating 
properly. In this case, the software 18 waits until a new status 
check beginning with step 211 becomes appropriate. 

If the software 18 determines in step 215, in contrast, that 
the value of at least one of the status registers 14 has not been 
altered in the meantime, the software assumes that there is 
some malfunction in the LCD module 10. Therefore, it causes 
a full hardware reset of the functional hardware 11, which is 
indicated in FIG. 2 as a step 216. After that, the software 18 
waits until a new check becomes appropriate. 

The software 18 will recogniZe in step 215 three types of 
malfunctions of the LCD module. It will recogniZe more 
speci?cally malfunctions in the functional hardware 11, mal 
functions in the diagnosis component 12 and malfunctions in 
the interface of the LCD module 10, since in either case, the 
software 18 will read the same value of at least one of the 
status registers before and after the status check by the status 
checking logic 13. 
Due to the plurality of status registers, the software is in 

addition able to differentiate between different problem areas 
in the functional hardware 11, for example between a bit error 
in the registers of the functional hardware 11 and inappropri 
ate voltages levels in the functional hardware 11. The soft 
ware 18 may therefore cause as well a selective hardware 

reset depending on the detected problem area in which a 
malfunction was detected by the status checking logic 13. 

It has to be noted that instead of a general check status 
command, the software 18 could also send a selected check 
status command to the status checking logic 13 for causing a 
check of a particular problem area in the functional hardware 
11. 
On the whole, it becomes apparent that with the presented 

mobile terminal 1, a comprehensive and simple diagnosis of 
an LCD module 10 is achieved, which does not require a 
complex software 18. 

While there have been shown and described and pointed 
out fundamental novel features of the invention as applied to 
a preferred embodiment thereof, it will be understood that 
various omissions and substitutions and changes in the form 
and details of the devices and methods described may be 
made by those skilled in the art without departing from the 
spirit of the invention. For example, it is expressly intended 
that all combinations of those elements and/ or method steps 
which perform substantially the same function in substan 
tially the same way to achieve the same results are within the 
scope of the invention. Moreover, it should be recogniZed that 
structures and/or elements and/ or method steps shown and/or 
described in connection with any disclosed form or embodi 
ment of the invention may be incorporated in any other dis 
closed or described or suggested form or embodiment as a 

general matter of design choice. It is the intention, therefore, 
to be limited only as indicated by the scope of the claims 
appended hereto. 

What is claimed is: 
1. A method of detecting a malfunction in a hardware 

module, said hardware module comprising a functional hard 
ware adapted to provide a de?ned function and a diagnosis 
component including a logic and a status register, wherein 
said logic has access to said functional hardware and wherein 
a value of said at least one status register is readable by a 
software external to said hardware module, said method com 
prising at said logic: 

receiving a check status command from an external soft 

ware; 
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6 
checking, in response to said check status command, a 

status of said functional hardware by comparing pre 
stored initialization values of said functional hardware 
to current register values of said functional hardware; 
and 

updating a value of said at least one status register depend 
ing on a result of said status check wherein said value of 
said at least one status register is updated inasmuch that 
it is changed only in case a checked status of said func 
tional hardware is in good order for enabling said soft 
ware to detect a malfunction in said hardware module by 
detecting a same value in said at least one status register. 

2. The method according to claim 1, further comprising 
performing a hardware reset of said functional hardware upon 
receipt of a corresponding hardware reset command from 
said external software at said hardware module. 

3. The method according to claim 2, further comprising 
sending a check status command to said logic by said external 
software, reading said at least one status register by said 
external software and sending said hardware reset command 
to said functional hardware in case a read value of said at least 
one status register indicates to said external software that a 
hardware malfunction is present. 

4. The method according to claim 1, wherein said check 
status command is one of a plurality of de?ned check status 
commands, each check status command resulting in a check 
of another kind of status of said functional hardware. 

5. The method according to claim 1, wherein said status 
check comprises at least one of a check of a register value of 
said functional hardware, a check of a booster status in said 
functional hardware and a check of a voltage level in said 
functional hardware. 

6. The method according to claim 1, wherein said at least 
one status register comprises a plurality of status registers, 
each of said status registers being associated to another prob 
lem area in said functional hardware, said logic updating a 
value of each of said status registers depending on the result 
of a status check for the respectively associated problem area. 

7. A hardware module comprising: 
a functional hardware adapted to provide a de?ned func 

tion; and 
a diagnosis component including a logic and at least one 

status register, which status register is readable by a 
software external to said hardware module, which logic 
has access to said functional hardware, which logic is 
adapted to receive at least one kind of check status com 
mand from an external software and to check a status of 
said functional hardware upon receipt of a check status 
command, wherein said check is carried out by compar 
ing prestored initialization values of said functional 
hardware to current register values of said functional 
hardware and which logic is adapted to update a value of 
said at least one status register depending on a result of 
a performed status check wherein said logic is adapted to 
update said value of said at least one status register by 
changing it only in case a checked status of said func 
tional hardware is in good order for enabling said soft 
ware to detect a malfunction in said hardware module by 
detecting a same value in said at least one status register. 

8. The hardware module according to claim 7, wherein said 
functional hardware is adapted to receive a hardware reset 
command from an external software and to perform a hard 
ware reset upon receipt of such a hardware reset command. 

9. The hardware module according to claim 7, wherein said 
check status command is one of a plurality of de?ned check 
status commands, said logic being adapted to check a speci?c 
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kind of status of said functional hardware upon receipt of a 
speci?c one of said check status commands. 

10. The hardWare module according to claim 7, Wherein 
said logic is adapted to perform a status check comprising at 
least one of a check of register values of said functional 
hardware, a check of booster statuses in said functional hard 
Ware and a check of voltage levels in said functional hard 
Ware. 

11. The hardWare module according to claim 7, Wherein 
said at least one status register comprises a plurality of status 
registers, each of said status registers being associated to 
another problem area in said functional hardWare, said logic 
being adapted to update a value of each of said status registers 
depending on the result of a status check for the respectively 
associated problem area. 

12. A device comprising a processing unit running a soft 
Ware and a hardWare module, said hardWare module includ 
ing: 

a functional hardWare adapted to provide a de?ned func 
tion; and 

a diagnosis component including a logic and at least one 
status register, Which status register is readable by said 
softWare, Which logic has access to said functional hard 
Ware, Which logic is adapted to receive at least one kind 
of check status command from said softWare and to 
check a status of said functional hardWare upon receipt 
of a check status command, Wherein said check is car 
ried out by comparing prestored initialiZation values of 
said functional hardWare to current register values of 
said functional hardWare and Which logic is adapted to 
update a value of said at least one status register depend 
ing on a result of a performed status check Wherein said 
logic is adapted to update said value of said at least one 
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status register by changing it only in case a checked 
status of said functional hardWare is in good order for 
enabling said softWare to detect a malfunction in said 
hardWare module by detecting a same value in said at 
least one status register. 

13. The device according to claim 12, Wherein said func 
tional hardWare is adapted to receive a hardWare reset com 
mand from softWare and to perform a hardWare reset upon 
receipt of such a hardWare reset command. 

14. The device according to claim 13, Wherein said soft 
Ware is adapted to send a check status command to said logic, 
to read said at least one status register and to send a hardWare 
reset command to said functional hardWare in case a read 
value of said at least one status register indicates to said 
softWare that a hardWare malfunction is present. 

15. The device according to claim 12, Wherein said check 
status command is one of a plurality of de?ned check status 
commands, said logic being adapted to check a speci?c kind 
of status of said functional hardWare upon receipt of a speci?c 
one of said check status commands. 

16. The device according to claim 12, Wherein said logic is 
adapted to perform a status check comprising at least one of a 
check of register values of said functional hardWare, a check 
of booster statuses in said functional hardWare and a check of 
voltage levels in said functional hardWare. 

17. The device according to claim 12, Wherein said at least 
one status register comprises a plurality of status registers, 
each of said status registers being associated to another prob 
lem area in said functional hardWare, said logic being adapted 
to update a value of each of said status registers depending on 
the result of a status check for the respectively associated 
problem area. 


