
US007516395B2 

(12) Ulllted States Patent (10) Patent N0.: US 7,516,395 B2 
Nurmi et a]. (45) Date of Patent: Apr. 7, 2009 

(54) MEMORY CHECKING APPARATUS AND 6,101,620 A * 8/2000 Ranganathan ............. .. 714/718 
METHOD 6,438,056 B2 * 8/2002 Aue 365/222 

6,838,331 B2 * 1/2005 Klein ....................... .. 438/238 

('75) Inventors: Juha H_P Nurmi, Sale (F1); Kaj 2003/0048665 A1* 3/2003 Thomsen et al. ..... .. 365/185.25 

Saarinen, Turku (FI) 
* cited by examiner 

(73) Ass1gnee: Nokla C0rp0rat10n,Espoo (FI) Primary ExamineriEsaW T Abraham 

( * ) Notice: Subject to any disclaimer, the term ofthis Asslsmm Exammerisam RlZk _ _ 
patent is extended or adjusted under 35 (74) Attorney, Agent, or FzrmiHarrmgton & Sm1th, PC 

U.S.C. 154(b) by 548 days. (57) ABSTRACT 

(21) App1.N0.: 11/249,063 
Image or other data is stored in a memory. A ?rst Validation 

(22) Filed: Oct. 12, 2005 parameter (e.g., a checksum) is determined for the data stored 
in the memory at a ?rst time, and stored. A second Validation 

(65) Prior Publication Data parameter is determined for the data stored in the memory at 
Us 2007/0083790 A1 A r 12 2007 a second time, and also stored. The stored ?rst and second 

p ' ’ Validation parameters are then compared. In this manner, 

(51) Int_ CL corruption of data in the memory may be determined by the 
G06 F 7/02 (200601) comparison. In the case Where the compared ?rst and second 

(52) U 5 Cl 714/819 Validation parameters are not identical (Within a threshold in 
58 F: l.d .... ..... .................. .. 714/12 Certain embodiments), the data Stored in the memory is 

( ) 1e 0 assl ca Ion earc 365/222’ updated. As applied to graphical image data, this is seen as 

See a lication ?le for Com lete Search hist’o advantageous over the prior art approach of periodically 
pp p 1y‘ updating a frame memory even When no neW image data set is 

(56) References Cited present. Apparatus and computer program products are also 
detailed. 

U.S. PATENT DOCUMENTS 

6,091,658 A * 7/2000 McDonald et a1. ........ .. 365/228 19 Claims, 5 Drawing Sheets 

WRITE TO THE FRAME MEMORY IS FINISHHJ VIA INTERFACE 

WRITE ACTION IS THRMINATED WITH ANY COMMAND 

74 

THE BEGIN OF 
THE FIRST IMAGE FRAME 

e.g. VS PULSE 

78 

80 
NEW C‘ 

PIXEL DATA 

ADD TO cs r ________ “7 

80 
NEW 

PIXEL DATA 

THE BEGIN OF 
THE NEXT IMAGE FRAME 

88 

__ csu INFORMATION 

THERE IS END IF THERE-‘ISA WRIIEACIION TO THE CAN BE CHECKED VIA INTERFACE 
FRAME MBIORY VIA INTERFACE BY sw (THE USER) 

REGISTER VALUES (CSM, CS, CCS, PCS) ARE KEPT 
WHEN THERE IS LEFT FROM THIS FLOW CHART 







US. Patent Apr. 7, 2009 Sheet 3 of5 US 7,516,395 B2 

.3 \\ Q_ 15% 

Emma 8+ ) zmmmom \ / |._\_ Emma 1% 3 “Em A r 5% 4A Eu 

WEE “ Emma _ 

r / a r a 

8 F NN M3 E25: 

_ 

mm _ f/oqv 
8... 

/_ < 

Eta £3: 55% 

/ 
2 

505: E55 







US 7,516,395 B2 
1 

MEMORY CHECKING APPARATUS AND 
METHOD 

TECHNICAL FIELD 

The present invention relates to memory, such as for 
example a frame memory for a graphical display interface, 
and particularly relates to memory content checking and 
refreshing the contents of the memory. 

BACKGROUND 

In a portable electronic device such as a mobile station, or 
any computing device that uses a graphical display screen 
such as a personal computer, the data that is displayed is fed 
from What is generally termed a frame memory. The data of 
the frame memory may be corrupted, e. g., by an electrostatic 
discharge (ESD) pulse from a user’s touch. The risk of ESD 
pulse is particularly high When a person handles an expansion 
card or opens a computing device and touches an internal 
component or mounting hardWare. Nevertheless, the prior art 
appears not to distinguish betWeen normal use and these high 
risk situations in addressing the problem of data corruption at 
the frame memory. While and ESD pulse is of primary con 
cern, the problem arises With any noise pulse. The risk of data 
corruption is more prevalent in smaller devices that operate 
on smaller current, as the same ESD pulse corrupts micro 
current data more readily than data moving With a larger 
current. 

To minimiZe the amount of time that corrupted data in the 
frame memory might be displayed at the display screen, the 
contents of the frame memory is updated periodically With 
correct data, such as every feW seconds. The display of any 
corrupted data is therefore short-lived. This is not seen to be 
the most elegant solution. A typical quarter VGA (QVGA) 
display screen of a mobile station has resolution of 
240*320*24 bits, Which occupies 1,843,200 bits or about 
230,400 bytes of frame memory. Compared to 30-50 bytes for 
other registers, updating the frame memory even periodically 
is a poWer and data-intense endeavor. 

The substance of the problem is illustrated in FIGS. 
1A-1B, Which present slightly different schematic block dia 
grams of the same relevant portions of a mobile station. In 
FIGS. 1A-1B, the display screen 20 is updated continuously 
from the frame memory 22, Which resides typically in the 
display driver 24. The display screen 20 and the driver 24 With 
its frame memory 22 are typically manufactured as a single 
sub-component, commonly termed a display unit. To ensure 
that corrupted data is not displayed for a prolonged period of 
time, the controlling softWare, typically located primarily in 
the main memory but With some loWer level functions dis 
posed in the display driver 24, refreshes the contents of the 
frame memory 22 via the interface 26 periodically, com 
monly every feW seconds. The ?ex foil 28 of FIG. 1A illus 
trates uploads to the frame memory to reduce data bottle 
necks, and the interface 26 leads to a main memory via a 
processor (neither shoWn in FIGS. 1A-1B). While the frame 
memory 22 may update the display screen 20 continuously 
(e.g., 60 times per second or 60 HZ), those components are 
matched to one another and share a dedicated link 30, an 
advantage in manufacturing them as a single sub-component. 
Updating the frame memory 22 over the interface 26 involves 
more components Within the overall device (such as the pro 
cessor or main memory Within the overall device), and occu 
pies data transfer busses that are used by other components 
for other processes. 
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2 
What is needed in the art is a more elegant method and 

apparatus to ensure that the display screen presents accurate 
data, or that any corrupted data that it does display is mini 
miZed in time or extent. The solution described herein has 
broad applications for validating data stored in any memory, 
Whether or not related to a display memory. 

SUMMARY 

The foregoing and other problems are overcome, and other 
advantages are realiZed, in accordance With the presently 
described embodiments of these teachings. 

In accordance With one aspect, the present invention is a 
method for validating data, such as for example image data, 
that is stored in a memory such as for example a frame 
memory. According to this method, data is stored in a memory 
and a ?rst validation parameter is determined for the data 
stored in the memory at a ?rst time, and the ?rst validation 
parameter is stored. A second validation parameter is deter 
mined for the data stored in the memory at a second time, and 
that second validation parameter is also stored. The stored 
?rst and second validation parameters are then compared. In 
this manner, corruption of data in the memory may be deter 
mined by the comparison. In the case Where the compared 
?rst and second validation parameters is not equal Within a 
threshold, the image data is updated to the memory. For 
example, an update image data may be refreshed to the frame 
memory if ?rst and second checksum validation parameters 
are Within at least ?ve of one another. This is seen as advan 
tageous over the prior art approach of periodically updating a 
frame memory even When no neW image data set to be dis 
played is present. To enable the simplest comparison in this 
embodiment, the ?rst and second validation parameters (pref 
erably checksums) are identically calculated. 

In accordance With another aspect, the present invention is 
a graphical display unit that includes a graphical display 
screen, a memory, a calculator, ?rst and second registers, and 
a comparator. The memory is for storing image data, and has 
an output coupled to an input of the display screen for refresh 
ing the image data to the display screen. The calculator has an 
input coupled to an output of the memory for determining a 
validation parameter of the image data. Preferably, the same 
output of the memory serves as input to the display screen and 
the calculator. The ?rst register has an input coupled to an 
output of the calculator, and the second register has an input 
coupled to a ?rst output of the ?rst register. The comparator 
has parallel inputs from a second output of he ?rst register and 
an output of the second register. There may be a third register 
having an output coupled to an input of the comparator for 
storing a comparison result. In one embodiment, the graphi 
cal display unit is a component of a mobile station. 

In accordance With another aspect, the present invention is 
an apparatus that includes storage means for storing image 
data, and display means that is coupled to the storage means 
for displaying the image data. This apparatus further has 
timing means for controlling a rate [R HZ] at Which the image 
data is refreshed to the display means, and calculating means 
for determining a validation parameter of the image data at 
different times according to the rate R HZ. This apparatus also 
includes comparing means for comparing the validation 
parameters determined at the different times. In an embodi 
ment, the storage means is a frame memory, the display 
means is a graphical display screen, the timing means is a 
local clock, the calculating means is a calculator for deter 
mining a checksum, and the comparing means includes tWo 
registers for storing the checksums determined at different 
times and a comparator unit for comparing the checksums 
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stored in the registers. In that latter embodiment, all recited 
elements are in a display unit that serves as a component of an 
electronic device such as a mobile station. 

In accordance With another aspect, the present invention is 
a program of machine-readable instructions, tangibly embod 
ied on an information bearing medium and executable by a 
digital data processor, to perform actions directed toWard 
validating a memory. The actions include determining at a 
?rst time a ?rst validation parameter of data stored in a 
memory, and storing that ?rst validation parameter. At a sec 
ond time a second validation parameter of the image data is 
determined, and that second validation parameter is also 
stored. The ?rst and second validation parameters are com 
pared, and the result is stored. Preferably, the ?rst and second 
validation parameters relate to data stored in the same 
memory, Where the ?rst and second times ideally correspond 
to a ?rst (e. g., original) set of data and a refreshed set of data. 
In this manner, the computer program validates the refreshed 
data. 

Further details as to various embodiments and implemen 
tations are detailed beloW. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The foregoing and other aspects of these teachings are 
made more evident in the folloWing Detailed Description, 
When read in conjunction With the attached DraWing Figures, 
Wherein: 

FIGS. 1A-1B are slightly differing schematic block dia 
grams of the same relevant portions of a prior art mobile 
station. 

FIG. 2 is a schematic diagram of a mobile station in Which 
the present invention may be embodied. 

FIGS. 3A-3B are block diagrams of various components of 
the mobile station of FIG. 2 illustrating an embodiment of the 
invention. 

FIGS. 3C-3D are similar to FIG. 3B, shoWing further seg 
ments of the data path over Which display data moves, and 
illustrating different nodes at Which the present invention 
may be employed for different device architectures. 

FIG. 4 is a process How diagram illustrating steps in 
executing an embodiment of the present invention. 

DETAILED DESCRIPTION OF EMBODIMENTS 
OF THE INVENTION 

FIG. 2 illustrates a schematic diagram of a mobile station 
MS 32 in Which the present invention may be embodied. The 
present invention may be disposed in any host computing 
device having a graphical display element, Whether or not the 
device is mobile, Whether or not it is coupled to a cellular of 
other data netWork or even capable of communicating With 
other devices via a netWork. A MS 32 is a handheld portable 
device that is capable of Wirelessly accessing a communica 
tion netWork, such as a mobile telephony netWork of base 
stations that are coupled to a publicly sWitched telephone 
netWork. A cellular telephone, a Blackberry® device, and a 
personal digital assistant (PDA) With intemet or other tWo 
Way communication capability are examples of a MS 32. A 
portable Wireless device includes mobile stations as Well as 
additional handheld devices such as Walkie talkies and 
devices that may access only local netWorks such as a Wire 
less localiZed area netWork (WLAN) or a WIFI netWork. 

The component blocks illustrated in FIG. 2 are functional 
and the functions described beloW may or may not be per 
formed by a single physical entity as described With reference 
to FIG. 2. A display driver 34, such as a circuit board for 
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4 
driving a graphical display screen 20, and an input driver 36, 
such as a circuit board for converting inputs from an array of 
user actuated buttons and/or a joystick to electrical signals, 
are provided With the display screen 20 and button/joystick 
array (not shoWn) for interfacing With a user. The input driver 
36 may also user convert inputs at the display screen 20 When 
such display screen 20 is touch sensitive, as knoWn in the art. 
The MS 32 further includes a poWer source 38 such as a 
self-contained battery that provides electrical poWer to a cen 
tral processor 40 that controls functions Within the MS 32. 
Within the processor 40 are functions such as digital sam 
pling, decimation, interpolation, encoding and decoding, 
modulating and demodulating, encrypting and decrypting, 
spreading and despreading (for a CDMA compatible MS 32), 
and additional signal processing functions knoWn in the art. 

Voice or other aural inputs are received at a microphone 42 
that may be coupled to the processor 40 through a buffer 
memory 44. Computer programs such as algorithms to modu 
late, encode and decode, data arrays such as look-up tables, 
and the like are stored in a main memory storage media 46 
Which may be an electronic, optical, or magnetic memory 
storage media as is knoWn in the art for storing computer 
readable instructions and programs and data. The main 
memory 46 is typically partitioned into volatile and non 
volatile portions, and is commonly dispersed among different 
storage units, some of Which may be removable. The MS 32 
communicates over a netWork link such as a mobile telephony 
link via one or more antennas 48 that may be selectively 
coupled via a T/R sWitch 50, or a diplex ?lter, to a transmitter 
52 and a receiver 54. The MS 32 may additionally have 
secondary transmitters and receivers for communicating over 
additional networks, such as a WLAN, WIFI, Bluetooth®, or 
to receive digital video broadcasts. Known antenna types 
include monopole, di-pole, planar inverted folded antenna 
PIFA, and others. The various antennas may be mounted 
primarily externally (e.g., Whip) or completely internally of 
the MS 32 housing as illustrated. Audible output from the MS 
32 is transduced at a speaker 56. Most of the above-described 
components, and especially the processor 40, are disposed on 
a main Wiring board (not shoWn). Typically, the main Wiring 
board includes a ground plane to Which the antenna(s) 48 are 
electrically coupled. Particular aspects of the invention are 
described beloW With respect to the display driver 34 and the 
display screen 20. The interface 26 represents a data path 
betWeen the display driver 34 and the processor 40, though 
the interface 26 may in some embodiments be to the main 
memory 46, and may only be controlled by the processor 40 
via a sWitch Without the data link actually passing through the 
processor 40 as is typical. Implementations of the present 
invention along different locations of the overall display data 
pathWay are shoWn separately as betWeen FIGS. 3B and 
FIGS. 3C-D. 

In accordance With embodiments of the invention, a vali 
dation parameter of the frame memory 22 is calculated and 
stored. The expanse of the validation parameter can be as little 
as one bit, as Where all of the data bit values (ones and Zeros) 
of the frame memory 22 are combined (such as via sequential 
exclusive OR operations or similar) to arrive at essentially a 
parity bit as the frame memory validation parameter, it may 
be such a bit for each roW and/ or column of the frame memory 
22 as displayed on the display screen 20, or some other 
combination. Preferably, the validation parameter is a check 
sum CS, the addition of all bits of the image data in the frame 
memory 22. While none of the above exemplary possibilities 
Will identify every instance of data corruption (e.g., tWo cor 
rupted data bits in offsetting positions may cancel one another 
and not indicate the presence of corrupted data), the use of a 
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checksum as a validating parameter is seen to be e?icient in 
processing, and Will reasonably identify all data corruption 
over a short period of time even if one or tWo validations 

improperly reveal uncorrupted data. 
In certain embodiments of the invention, the image dis 

played at the display screen 20 is refreshed from the frame 
memory 22 on a continuous basis, for example, 60 Hz. During 
this updating period, a current checksum CCS is calculated. 
This calculation is done periodically, preferably each time 
that the display screen is refreshed from the frame memory 
22, such as 60 times each second for a 60 Hz refresh rate. 
Consider these different time as frames, indexed by the 
parameter n. In a ?rst or nth frame, an nth CS is calculated and 
stored. In a second or nth+l frame, an nth +1 CS is calculated 
and stored. The tWo CS’s are compared, Where the most 
recent nth+l CS is the CCS and the dated nth CS is the previous 
checksum PCS. If they are identical, there is no need to reload 
the frame memory 22 over the interface 26. So long as the nth 
CS and the nth+l CS do not straddle a refresh of the frame 
memory 22 over the interface (e. g., a neW set of data to display 
at the screen), any difference betWeen the CS’s indicates 
corrupted data, and the contents of the frame memory is then 
reloaded via the interface 26. 

In this manner, the data stored in the frame memory is 
validated. First, a set of data for display at the display screen 
20 is loaded into the frame memory 22. A validation param 
eter of that stored data is determined and saved in a ?rst 
register, the validation parameter being preferably a check 
sum of the stored data bits. At a second time, a validation 
parameter of the stored data at the frame memory 22 is again 
determined and saved in a second register. The terms ?rst and 
second register merely indicate different storage cells, as both 
registers may be Within the same physical storage unit, and 
preferably are for fast access and comparison. The difference 
betWeen the ?rst and second times preferably corresponds to 
the refresh rate from the frame memory 22 to the screen 20. 
For example, if the refresh rate is 60 Hz, the difference 
betWeen the ?rst and second times may be 1/60 of a second 
(calculating a validation parameter of the stored memory after 
each refresh), or any integer m/ 60 such as every ?fth refresh, 
every 20th refresh, every tWo seconds (m:l20), etc. The vali 
dation parameters in the ?rst and second registers are then 
compared. In the event that the comparison is not favorable, 
the entire data set stored in the frame memory 22 is updated 
via the interface 26. In certain embodiments, the validation 
parameters of the tWo registers need not be exactly alike in 
order to avoid updating the frame memory contents, and the 
threshold may depend on the type of validation parameter that 
is calculated. For a checksum validation parameter, it is pre 
ferred that the content of the frame memory is updated if there 
is any discrepancy. HoWever, embodiments may elect to 
update the contents of the frame memory 22 only When the 
disparity exceeds a threshold, such as a difference of more 
than ?ve, or more than tWenty cells difference (as With roW 
and column validation parameters stored in each register). 
The speci?c threshold for a non-identical comparison is seen 
as a design choice. 

This represents an advantage over the prior art in that the 
frame memory is reloaded only When neW data is to be dis 
played (as With the prior art) and When there is an indication 
of data corruption of present data being displayed, as opposed 
to every feW seconds to mitigate the time corrupted data is 
presented to the user. 

Additionally, the present invention can be used to test the 
data storage capability of the frame memory. If there is sus 
pected a memory cell or cells in the frame memory 22 that has 
become inoperable, the contents of the frame memory may be 
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loaded With data having a knoWn CCS value, and the calcu 
lated CCS value (the validation parameter) can be read out via 
the interface to compare against the knoWn value. If the vali 
dation parameter of the frame memory is roW and column 
speci?c, the exact malfunctioning cells may even be pin 
pointed in most instances. The readout capability used for 
testing the frame memory 22 as above may be enabled by 
softWare, preferably resident in the driver 24 but alternatively 
Within the main storage 46. 

FIGS. 3A-3B illustrate in block diagram the various com 
ponents used in certain embodiments of the invention. The 
frame memory 22 and display screen 20 are as previously 
described, With the exception that the frame memory 22 in 
embodiments of the invention may store a ?ag or vertical 
synchronization pulse as detailed beloW With respect to FIG. 
4, in addition to the data that is displayed at the screen 20. A 
timing controller TC 60 controls a refresh rate of the frame 
memory 22 to the screen 20. Typically, the timing controller 
60 is local to the display unit and display data transfer over the 
interface 26 is synchronized to the timing controller 60. This 
Would be advantageous for the embodiment of FIG. 3C in that 
the display module 33 is made separately from the rest of the 
system and its clock is not synchronized to the system clock, 
but data transfer over the interface is synchronized. Altema 
tively, the timing controller 60 may be a clock signal directly 
from the master clock of the overall device (e. g., the MS 32), 
such as a pixel clock signal from the CPU 40 of FIG. 3D used 
as a base clock for the display module 33. Image data 58 is 
that data, stored in the frame memory 22, Which is refreshed 
to the screen 20 according to the refresh rate. 

FIG. 3B is described With reference to the timing control 
60, Where a checksum is calculated on each of the 60 Hz clock 
ticks (for example) at Which the image data 58 is refreshed to 
the screen 20.At a ?rst clock tick (the nth tick), a calculator 62 
determines the checksum (or other validation parameter) of 
the image data 58, and stores it in a ?rst register CCS 64. At 
a next clock tick (nth+l tick), the frame memory 22 again 
refreshes the display screen 20 With the image data 58. [It is 
noted that in this example, the image data 58 refreshed at the 
?rst and second clock ticks represent data in the frame 
memory 22 that has NOT been updated via the interface 26; 
that situation is detailed With reference to FIG. 4.] At the nth +1 
clock tick, the validation parameter stored in the ?rst register 
CCS 64 (from the (nth tick) is moved to the second register 
PCS 66. Simultaneously, the calculator 62 determines the 
validation parameter of the image data 58 being refreshed to 
the screen 20 at the nth+l clock tick and stores that validation 
parameter in the ?rst register CCS 64. At a next clock tick 
n+2, a comparator unit 68 compares the tWo validation 
parameters stored in the ?rst 64 and second 66 registers and 
stores the result in a third register (checksum memory) CSM 
70. The comparator unit 68 may further compare the result of 
the direct comparison of the ?rst and second registers to a 
threshold, in embodiments Where the frame memory 22 is 
only updated from the interface 26 When an difference 
exceeds a threshold, as above. At the folloWing n+3 clock tick, 
the result stored in the third register 70 is communicated over 
the interface 26 back toWard the processor 40 as an indicator 
(OK or ERROR) of Whether or not the frame memory 22 has 
corrupted data stored. If the processor 40 reads the signal 
from the third register as indicating that corrupted data is 
present, then the contents of the frame memory 22 is updated 
via the interface on the next nth+4 clock tick. 
As compared to the prior art, it is clear that the present 

invention enables updating of frame memory 22 only Where 
there is an indication of corrupted image data 58, rather than 
periodically on the assumption that there may be corrupted 
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image data 58. This represents a more e?icient management 
of power and processing capacity. Further, the updates to the 
frame memory may occur much more quickly with the 
present method (four clock ticks or 1/15 of a second in the 
above example) as compared to the prior art that periodically 
updates frame memory 22 every few seconds. 

FIGS. 3A and 3B illustrate that the checksums are calcu 
lated at the interface between the frame memory 22 and the 
display screen 20. However, the invention is not limited only 
to that physical location of determining checksums and vali 
dating display data. FIGS. 3C and 3D illustrate exemplary 
other locations along the data path followed by the display 
data at which various elements of the present invention may 
be disposed, either in addition to or instead of the interface 
between the frame memory 22 and the display screen 20. 

FIG. 3C illustrates one device architecture not unlike that 
shown in FIG. 3A, but expanded further into the device to the 
system memory 46, shown as main storage media 46 in FIG. 
2. In this architecture, the display module 33 (which includes 
the display driver 34 and the display screen 20) has a full 
frame memory 22 that stores all data displayed at the screen 
20. The system memory 46 has a system frame buffer 4611 that 
stores the display data as well as other system data not for 
display. The system frame buffer 46a is ported through a 
memory interface 40a of the CPU 40 to a display interface 
40b of that same CPU 40. Anytime display data is changed at 
the system frame buffer 4611, a checksum CS may be calcu 
lated and stored in a register for comparison against another 
checksum at a later time, which may or may not also be taken 
from the system frame buffer 4611. For example, at an nth 
frame, new display data is loaded to the system frame buffer 
46a, a checksum CS is calculated, and stored in a register. At 
a later nth+x frame (suf?ciently delayed to allow the new 
display data from the system memory buffer 46a to route to 
the display screen 20), a checksum is taken at the interface 
between the display frame buffer 22 and the screen 20. The 
CS from the system frame buffer 46a is then compared to the 
CS from the display frame buffer 22. A discrepancy indicates 
that the proper data was never loaded into the display frame 
buffer 22, which may arise when there is data corruption at 
any of the interfaces 40a, 40b. This may be done in addition 
to the embodiments of FIG. 3B, where for example the com 
parison of FIG. 3B is performed at a frequency n/R and the 
comparison of the display data CS from the system frame 
buffer 46a to the CS from the display frame buffer 22 is done 
every 60n/R, where R is the screen 20 refresh rate from the 
display frame buffer 22 and the former comparison replaces 
each 60”’ of the latter comparison so only one additional 
register is required for the system frame memory checksum as 
the same comparator unit 68 may be used. 

The above embodiment may also be done with a checksum 
calculation at either the memory interface 2011 or the display 
interface 20b. As is clear, such checksum calculation may be 
either a separate checksum that is compared in addition to 
those described with reference to FIG. 3B, or in place of 
where the checksums for both compared frames are drawn 
from the same data path location upstream (e.g., nearer the 
system memory 46) of the display frame buffer 22. It is noted 
that implementation at the system frame memory 46a would 
require separating display data from other system data for a 
valid comparison respecting the data to be displayed at the 
screen 20. 

FIG. 3D illustrates an architecture without a full frame 
memory 22, wherein only some of the data displayed at the 
screen 20 is stored at the display frame memory, termed in 
FIG. 3D as a display partial frame buffer 2211. Generally, the 
architecture of FIG. 3D is more robust against errors that may 
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occur between the system frame buffer 46a and the display 
screen 20 because possible random errors (in the forward data 
path 37 and the display interface 40b) are overwritten in each 
refresh period (e. g., each frame). However, the present inven 
tion may still be used as previously described, and may ?nd 
more particular advantage in being used as an analytical tool 
for de-bugging when systemic errors are found in getting the 
proper display data to the screen 20. In the embodiment of 
FIG. 3D, it is less advantageous to tap a checksum from the 
reverse data path 35 from the memory interface 40a of the 
CPU 40 to the system frame buffer 4611, because the display 
partial frame memory 22a is soon to be updated with new 
data. The better option is to tap the forward data path 37 from 
the system frame buffer 46a to the memory interface 40a of 
the CPU 40, and compare to itself at another frame time since 
each instance would represent the full data to be displayed at 
the display screen 20 (notwithstanding errors). Checksums 
may be calculated and compared at the display partial frame 
buffer 2211 also, as described for the full frame buffer 22 with 
respect to FIG. 3B. 

FIG. 4 is a process ?ow diagram showing more detail, 
including how certain embodiments of the present invention 
deal with routine updating of the contents of the frame 
memory 22 that precede the normal changing of data dis 
played at the screen 20 not in response to a corruption signal 
form the third register 70 (e. g., changing a displayed lntemet 
web page, changing from a “connecting to . . . ” message 

displayed at the screen 20 to a “connected” message, etc.). In 
FIG. 4, the terms image and image data 58 refer to data from 
the frame memory 22 that is transferred to the display screen 
20, and the term pixel data refers to reloading the contents of 
the frame memory 22 via the interface 26. 
When the process is initiated at a start block 72, data is 

already in the frame memory 22 via some separate start-up 
sequence (e.g., a display message indicating “powering on”) 
that initiates prior to the process of FIG. 4. The third register 
70 is initialized with a “no error” or OK message and the 
calculator CS 62 is cleared at block 74. According to certain 
embodiments of the invention, each upload of pixel data over 
the interface 26 to the frame memory 22 carries a ?ag or 
vertical synchronization VS pulse, which is not displayed but 
rather is used to discern between normal updates of pixel data 
to the frame memory 22 that purposefully change what is 
displayed on the screen 20. At a ?rst or nth clock tick after 
initialization, image data 58 is ?rst loaded or refreshed to the 
screen 20 at block 76 and the validation parameter of the 
image data is calculated at block 78 by the calculator CS 62. 
If the contents of the frame memory are in the process of 
being updated, e.g., there is not yet a VS pulse because the 
screen refresh rate is faster than the contents of the frame 
memory can be completely replaced as is common, the pro 
cess awaits at blocks 80 and 82 until there is aVS pulse, which 
being at the end of the sequence of uploaded pixels, indicates 
there is no further pixel data to load into the frame memory 
22. To keep the clock ticks clear, assume that there is no 
waiting for additional pixel data at blocks 80-82. The calcu 
lator 62 then determines at block 84 the validation parameter 
of the image data 58 that is refreshed to the screen at the nth 
clock tick. 

Also within block 84 but at an n+1 clock tick, the validation 
parameter is stored at both the ?rst register CCS 64 and the 
second register PCS 66. This differs from the description of 
FIG. 3B in that this particular step represents the ?rst clock 
tick at which new pixel data over the interface 26 has been 
refreshed from the frame memory 22 to the screen 20. The 
validation parameter from the previous clock tick would not 
be viable to compare against this validation parameter 
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because they represent different sets of pixel data. Without 
this initiating step, the process would incur an additional but 
unnecessary refresh of pixel data on the clock tick immedi 
ately following that clock tick where the new pixel data is 
displayed as image data 58. 
At the next n+2 clock tick, the image data 58 is refreshed to 

the screen 20 at block 86 and the image data 58 is read by the 
calculator 62 at block 88. The pixel data loop 80-82 mirrors 
that previously described, and it is assumed that no further 
pixel data interrupts the sequential clock ticks for this descrip 
tion. The presence of the VS pulse indicates that the frame 
memory 22 is fully loaded with pixel data, so the validation 
parameter of the n+1 clock tick is copied from the ?rst register 
CCS 64 to the second register PCS 66 at block 90, and they 
may be momentarily equal to one another. The validation 
parameter from the calculator 62 for the n+2 clock tick is then 
copied to the ?rst register 64 at block 92. 

At the n+3 clock tick, the comparator unit 68 compares the 
validation parameters in the ?rst 64 and second 66 registers at 
block 96. If they are identical (or below the threshold) the 
third register 70 is updated at block 98 with an OK entry, and 
if they are not identical (or exceed the threshold) the third 
register 70 is updated with an ERROR entry. The value in the 
third register is checked by the processor 40 via the interface 
26 on every clock tick (or multiple thereof) to determine 
whether or not to reload the frame memory with new pixel 
data based on the contents of the third register 70. 

It is noted that the art sometimes utiliZes multiple frame 
memories for a single graphical display screen. For example, 
some prior art embodiments may refresh the display screen 
from a ?rst frame memory on the even clock ticks new,” and 
refresh the display screen from a second frame memory on the 
odd clock ticks nodd. The present invention may then be 
embodied with each such frame memory. In other prior art 
embodiments, the display screen displays simultaneously a 
?rst set of pixels from a ?rst frame memory and a second set 
of pixels, mutually exclusive of the ?rst set, from a second 
frame memory. In such an embodiment, the present invention 
may be applied to each frame memory individually, or a 
checksum may be calculated from their combined output of 
?rst and second pixel sets (wherein the ?rst and second frame 
memories are considered together as the memory of the 
present invention). Thus the present invention is applicable to 
a wide variety of frame memory arrangements. 

The embodiments of this invention may be implemented 
by computer software executable by a data processor of the 
mobile station 32 or other host device, such as the processor 
40, or by hardware, or by a combination of software and 
hardware. Further in this regard it should be noted that the 
various blocks of the logic ?ow diagram of FIG. 4 may 
represent program steps, or interconnected logic circuits, 
blocks and functions, or a combination of program steps and 
logic circuits, blocks and functions. 

The memory or memories 22, 46, 4611 may be of any type 
suitable to the local technical environment and may be imple 
mented using any suitable data storage technology, such as 
semiconductor-based memory devices, magnetic memory 
devices and systems, optical memory devices and systems, 
?xed memory and removable memory. The data processor(s) 
40 may be of any type suitable to the local technical environ 
ment, and may include one or more of general purpose com 
puters, special purpose computers, microprocessors, digital 
signal processors (DSPs) and processors based on a multi 
core processor architecture, as non-limiting examples. 

In general, the various embodiments may be implemented 
in hardware or special purpose circuits, software, logic or any 
combination thereof. For example, some aspects may be 
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10 
implemented in hardware, while other aspects may be imple 
mented in ?rmware or software which may be executed by a 
controller, microprocessor or other computing device, 
although the invention is not limited thereto. While various 
aspects of the invention may be illustrated and described as 
block diagrams, ?ow charts, or using some other pictorial 
representation, it is well understood that these blocks, appa 
ratus, systems, techniques or methods described herein may 
be implemented in, as non-limiting examples, hardware, soft 
ware, ?rmware, special purpose circuits or logic, general 
purpose hardware or controller or other computing devices, 
or some combination thereof. 

Embodiments of the inventions may be practiced in various 
components such as integrated circuit modules. The design of 
integrated circuits is by and large a highly automated process. 
Complex and powerful software tools are available for con 
ver‘ting a logic level design into a semiconductor circuit 
design ready to be etched and formed on a semiconductor 
substrate. 

Programs, such as those provided by Synopsys, Inc. of 
Mountain View, Calif. and Cadence Design, of San Jose, 
Calif. automatically route conductors and locate components 
on a semiconductor chip using well established rules of 
design as well as libraries of pre-stored design modules. Once 
the design for a semiconductor circuit has been completed, 
the resultant design, in a standardiZed electronic format (e. g., 
Opus, GDSII, or the like) may be transmitted to a semicon 
ductor fabrication facility or “fab” for fabrication. 

It is noted that the teachings of the present invention may be 
extended to checking any memory beyond only display data, 
whether volatile or non-volatile. It is particularly advanta 
geous for data that is refreshed from a source to a temporary 
memory, as with the displayed image data detailed above, but 
may be used to validate data that is not routinely refreshed. 
For example, mobile stations store digital representations of 
signal constellations, which may be in volatile or non-volatile 
memory storage devices that are subject to corruption over 
time for any number of reasons. Corruption of that particular 
data leads to errors in encoding/decoding signal data, or com 
plete inoperability due to excessive errors when the corrup 
tion of the signal constellation data is acute. The teachings of 
the present invention may be used to check such data at 
system start-up, where the current checksum value is calcu 
lated and compared to the checksum calculated at the previ 
ous system start-up and stored in a register analogous to the 
second register PCS 66. Other data that is expected to change 
over time but less frequently than display data, such as user 
input contact lists, personal ?nancial data, and the like may 
also be validated using the above teachings, at a frequency 
appropriate for that data. When there is an update to user 
entered data, the aged value (appropriate for the unrevised 
data) that was previously stored in the second register PCS 66 
is erased or ignored and replaced with a value appropriate for 
the revised data. For data such as signal constellations, a new 
value appropriate to the revised data may be directly loaded 
into the second register PCS 66 as part of the software/data 
update (rather than calculated from the revised data), as an 
additional check to ensure that the revised data has actually 
loaded as expected. 

For either the display data or other data, the parameter 
stored in the ?rst and second registers 64, 66 need not be a 
checksum but instead may be some other parameter quanti 
fying or qualifying the underlying data. For example, valida 
tion data stored in the ?rst and second registers 64, 66 may be 
speci?c to one or more rows or columns of arrayed data, may 
represent some computational value taken from the underly 
ing data, may be merely a single parity bit relevant to the 
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entire set of underlying data (e.g., XOR, OR or NOR each 
data point value in a particular sequence to yield a single 
parity bit result), or any other data validation parameter 
usable for validating accuracy of the underlying data. 

Although described in the context of particular embodi 
ments, it Will be apparent to those skilled in the art that a 
number of modi?cations and various changes to these teach 
ings may occur. Thus, While the invention has been particu 
larly shoWn and described With respect to one or more 
embodiments thereof, it Will be understood by those skilled in 
the art that certain modi?cations or changes may be made 
therein Without departing from the scope and spirit of the 
invention as set forth above, or from the scope of the ensuing 
claims. 
What is claimed is: 
1. A method comprising: 
storing image data in a memory; 
determining and storing a ?rst validation parameter of the 

image data stored in the memory at a ?rst time; 
determining and storing a second validation parameter of 

the image data stored in the memory at a second time; 
comparing the stored ?rst and second validation param 

eters; and 
updating the image data in the memory When the compared 

?rst and second validation parameters are not equal 
Within a threshold. 

2. The method of claim 1, Wherein the memory comprises 
a frame memory that refreshes image data to a graphical 
display screen at a rate R HZ, and a difference betWeen the 
?rst and second times is n/R, Where n is an integer. 

3. The method of claim 2, Wherein the method operates 
continuously until a neW set of image data is loaded into the 
frame memory. 

4. The method of claim 1 Wherein storing the image data in 
the memory comprises uploading to the memory the image 
data and a ?ag that identi?es the uploaded image data over 
other the image data uploaded previously to the memory. 

5. The method of claim 1, Wherein the ?rst and second 
validation parameters are calculated identically. 

6. The method of claim 1, Wherein the ?rst validation 
parameter is initially stored at a ?rst register, and moved to a 
second register When the second validation parameter is 
stored at the ?rst register. 

7. The method of claim 1, Wherein each of the ?rst and 
second validation parameters comprises a checksum. 

8. The method of claim 1, Wherein the ?rst and second 
validation parameters are determined from different locations 
along a data path along Which image data folloWs toWard a 
display screen. 

9. An apparatus comprising: 
a graphical display screen; 
a memory for storing image data having an output coupled 

to an input of the display screen for refreshing the image 
data to the display screen; 

a calculator having an input coupled to an output of the 
memory and con?gured to determine a validation 
parameter of the image data; 

a ?rst register having an input coupled to an output of the 
calculator; 

a second register having an input coupled to a ?rst output of 
the ?rst register; and 

a comparator having parallel inputs from a second output 
of the ?rst register and an output of the second register; 

Wherein the memory is con?gured to update the stored 
image data When a difference indicated by the compara 
tor exceeds a threshold. 

10. The apparatus of claim 9, Wherein the calculator and the 
display screen are each coupled to the same output of the 
memory. 
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11. The apparatus of claim 9 further comprising a timing 

controller coupled to the memory and con?gured to deter 
mine a rate R HZ at Which the image data is refreshed to the 
display screen, Wherein the calculator is con?gured to deter 
mine a validation parameter every n/ R seconds, Where n is an 
integer. 

12. The apparatus of claim 9 further comprising a third 
register having an output coupled to an input of the compara 
tor and con?gured to store a comparison result, the third 
register having an output coupled to an interface that inputs 
image data to the memory. 

13. The apparatus of claim 9 comprising a component of a 
mobile station. 

14. An apparatus comprising: 
storage means for storing image data; 
display means, coupled to the storage means, for display 

ing the image data; 
timing means for controlling a rate R HZ at Which the image 

data is refreshed to the display means; 
calculating means for determining a validation parameter 

of the image data at different times according to the rate 
R HZ; 

comparing means for comparing the validation parameters 
determined at the different times; and 

updating means for updating the image data in the storage 
means When the compared validation parameters are not 
equal Within a threshold. 

15. The apparatus of claim 14 embodied as a display unit 
Where 

the storage means comprises a frame memory; 
the display means comprises a graphical display screen; 
the timing means comprises a local clock; 
the calculating means comprises a calculator for determin 

ing a checksum; and 
the comparing means comprises tWo registers for storing 

the checksums determined at different times and a com 
parator unit for comparing the checksums stored in the 
registers. 

16. An information bearing medium storing a program of 
machine-readable instructions, executable by a digital data 
processor, to perform actions directed toWard validating data 
stored in a memory, the actions comprising: 

determining at a ?rst time a ?rst validation parameter of 
image data stored in a memory; 

storing the ?rst validation parameter; 
determining at a second time a second validation parameter 

of the image data stored in the memory; 
storing the second validation parameter; 
comparing the ?rst and second validation parameters and 

storing the result; and 
updating the image data in the memory When the compared 

?rst and second validation parameters are not equal 
Within a threshold. 

17. The medium of claim 16, Wherein the ?rst and second 
validation parameters are identically calculated. 

18. The medium of claim 16, Wherein the memory com 
prises a frame memory and the data comprises image data, the 
actions further comprising: 

updating the contents of the frame memory based on the 
result. 

19. The medium of claim 16, the actions further compris 
ing: 

outputting the result outside a device in Which the infor 
mation bearing medium resides When the program is in 
a test mode. 


