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SYSTEM AND METHOD FOR USING 
INFORMATION RELATING TO A DETECTED 
LOSS OF LOCKSTEP FOR DETERMININGA 

RESPONSIVE ACTION 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

The present application is related to the following concur 
rently ?led and commonly assigned US. patent applications: 
Ser. No. 10/973,077 titled “SYSTEM AND METHOD FOR 
ESTABLISHING A SPARE PROCESSOR FOR RECOV 
ERING FROM LOSS OF LOCKSTEP IN A BOOT PRO 
CESSOR”; Ser. No. 10/ 973,004 titled “SYSTEM AND 
METHOD FOR CONFIGURING LOCKSTEP MODE OFA 
PROCESSOR MODULE”; Ser. No. 10/ 973,076 titled “SYS 
TEM AND METHOD FOR PROVIDING FIRMWARE 
RECOVERABLE LOCKSTEP PROTECTION”; Ser. No. 
10/ 972,588 titled “SYSTEM AND METHOD FOR 
SWITCHING THE ROLE OF BOOT PROCESSOR TO A 
SPARE PROCESSOR RESPONSIVE TO DETECTION OF 
LOSS OF LOCKSTEP INA BOOT PROCESSOR”; Ser. No. 
10/973,003 titled “SYSTEM AND METHOD FOR REES 
TABLISHING LOCKSTEP FOR A PROCESSOR MOD 
ULE FOR WHICH LOSS OF LOCKSTEP IS DETECTED”; 
Ser. No. 10/972,888 titled “SYSTEM AND METHOD FOR 
SYSTEM FIRMWARE CAUSING AN OPERATING SYS 
TEM TO IDLE A PROCESSOR”; Ser. No. 10/973,075 titled 
“SYSTEM AND METHOD FOR REINTRODUCING A 
PROCESSOR MODULE TO AN OPERATING SYSTEM 
AFTER LOCKSTEP RECOVERY”; and Ser. No. 10/ 972, 
796 titled “SYSTEM AND METHOD FOR MAINTAINING 
IN A MULTI-PROCESSOR SYSTEM A SPARE PROCES 
SOR THAT IS IN LOCKSTEP FOR USE IN RECOVERING 
FROM LOSS OF LOCKSTEP FOR ANOTHER PROCES 
SOR”, the disclosures of Which are hereby incorporated 
herein by reference. 

DESCRIPTION OF RELATED ART 

Silent Data Corruption (“SDC”) is a di?icult problem in 
the computing industry. In general, SDC refers to data that is 
corrupt, but Which the system does not detect as being cor 
rupt. SDCs primarily occur due to one of tWo factors: a) a 
broken hardWare unit or b) a “cosmic” event that causes 
values to change someWhere in the system. Broken hardWare 
means that a “trusted” piece of hardWare is silently giving 
Wrong ansWers. For example, the arithmetic unit in a proces 
sor is instructed to add 1 +1 and it returns the incorrect ansWer 
3 instead of the correct ansWer 2. An example of a cosmic 
event is When a charged particle (e. g., alpha particle or cosmic 
ray) strikes a region of a computing system and causes some 
bits to change value (e.g., from a 0 to a 1 or from a 1 to a 0). 
Numerous techniques have been developed for detecting 

SDC to prevent the SDC from remaining “silent” or “unde 
tected” Within a system, as Well as preventing such SDC from 
propagating through the system. Examples of these tech 
niques include parity-based mechanisms and error correcting 
codes (ECCS) on buses and memory locations, as Well as 
checksums and/or cyclic redundancy checks (CRC) over 
regions of memory. Parity-based mechanisms are often 
employed in processors, Wherein a parity bit is associated 
With each block of data When it is stored. The parity bit is set 
to one or Zero according to Whether there is an odd or even 

number of ones in the data block. When the data block is read 
out of its storage location, the number of ones in the block is 
compared With the parity bit. A discrepancy betWeen the 
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2 
values indicates that the data block has been corrupted. ECCs 
are parity-based mechanisms that track additional informa 
tion for each data block. The additional information alloWs 
the corrupted bit(s) to be identi?ed and corrected. 

Parity/ECC mechanisms have been employed extensively 
for caches, memories, and similar data storage arrays. In the 
remaining circuitry on a processor, such as data paths, control 
logic, execution logic, and registers (the “execution core”), it 
is more dif?cult to apply parity/ECC mechanisms for SDC 
detection. Thus, there is typically some unprotected area on a 
processor in Which data corruption may occur and the parity/ 
ECC mechanisms do not prevent the corrupted data from 
actually making it out onto the system bus. One approach to 
SDC detection in an execution core (or other unprotected area 
of the processor chip) is to employ “lockstep processing.” 
Generally, in lockstep processing tWo processors are paired 
together, and the tWo processors perform exactly the same 
operations and the results are compared (e.g., With an XOR 
gate). If there is ever a discrepancy betWeen the results of the 
lockstep processors, an error is signaled. The odds of tWo 
processors experiencing the exact same error at the exact 
same moment (e.g., due to a cosmic event occurring in both 
processors at exactly the same time or due to a mechanical 
failure occurring in each processor at exactly the same time) 
is nearly Zero. 
A pair of lockstep processors may, from time to time, lose 

their lockstep. “Loss of lockstep” (or “LOL”) is used broadly 
herein to refer to any error in the pair of lockstep processors. 
One example of LOL is detection of data corruption (e. g., data 
cache error) in one of the processors by a parity-based mecha 
nism and/or ECC mechanism. Another example of LOL is 
detection of the output of the paired processors not matching, 
Which is referred to herein as a “lockstep mismatch.” It should 
be recogniZed that in some cases the data in the cache of a 
processor may become corrupt (e.g., due to a cosmic event), 
Which once detected (e.g., by a parity-based mechanism or 
ECC mechanism of the processor) results in LOL. Of course, 
unless such corrupt data is acted upon by the processor, the 
output of that processor Will not fail to match the output of its 
paired processor and thus a “lockstep mismatch” Will not 
occur. For example, suppose that a value of “1” is stored to 
?rst location of cache in each of a pair of lockstep processors 
and a value of “1” is also stored to a second location of cache 
in each of the pair of lockstep processors. Further suppose 
that a cosmic event occurs for a ?rst one of the processors, 
resulting in the ?rst location of its cache being changed from 
“1” to 37 0”, and thus corrupted. This data corruption in the 
?rst processor is a LOL for the pair. An error detection mecha 
nism of this ?rst processor may detect the data corruption, 
thus detecting the LOL. If the processors are instructed to act 
on the data of their ?rst cache locations, then a lockstep 
mismatch Will occur as the output of each of the processors 
Will not match. For instance, if the processors each add the 
data stored to the ?rst location of their respective cache With 
the data stored to the second location of their respective 
cache, the ?rst processor (having the corrupt data) Will output 
a result of “1” (0+1:1) While the second processor outputs a 
result of “2” (1+1:2), and thus their respective outputs Will 
not match. 
By employing such techniques as parity-based error detec 

tion mechanisms and output comparisons for lockstep paired 
processors, SDC detection can be enhanced such that practi 
cally no SDC occurring in a processor goes undetected (and 
thus such SDC does not remain “silent”) but instead results in 
detection of LOL. HoWever, the issue then becomes hoW best 
for the system to respond to detected LOL. The traditional 
response to detected LOL has been to crash the system to 
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ensure that the detected error is not propagated through the 
system. That is, LOL in one pair of lockstep processors in a 
system halts processing of the system even if other processors 
that have not encountered an error are present in the system. 
However, with the increased desire for many systems to main 
tain high availability, crashing the system each time LOL is 
detected is not an attractive proposition. This is particularly 
unattractive for large systems having many processors 
because cosmic events typically occur more frequently as the 
processor count goes up, which would result in much more 
frequent system crashes in those large systems. High avail 
ability is a major desire for many customers having large, 
multi-processor systems, and thus having their system crash 
every few weeks is not an attractive option. Of course, per 
mitting corrupt data to propagate through the system is also 
not a viable option. 

Prior solutions attempting to resolve at least some detected 
SDCs without requiring the system to be crashed have been 
Operating System (“OS”) centric. That is, in certain solutions 
the OS has been implemented in a manner to recover from a 
detected LOL without necessarily crashing the system. This 
OS-centric type of solution requires a lot of processor and 
platform speci?c knowledge to be embedded in the OS, and 
thus requires that the OS provider maintain the OS up -to-date 
as changes occur in later versions of the processors and plat 
forms in which the OS is to be used. This is such a large 
burden that most commonly used OSs do not support lockstep 
recovery. 

Certain solutions have attempted to recover from a LOL 
without involving the OS in such recovery procedure. For 
instance, in one technique upon LOL being detected, ?rm 
ware is used to save the state of one of the processors in a 
lockstep pair (the processor that is considered “good”) to 
memory, and then both processors of the pair are reset and 
reinitialiZed. Thereafter, the state is copied from the memory 
to each of the processors in the lockstep pair. This technique 
makes the processors unavailable for an amount of time with 
out the OS having any knowledge regarding this unavailabil 
ity, and if the amount of time required for recovery is too long, 
the system may crash. That is, typically, if a processor is 
unresponsive for X amount of time, the OS will assume that 
the processor is hung and will crashdump the system so that 
the problem can be diagnosed. Further, in the event that a 
processor in the pair cannot be reset and reinitialiZed (e. g., the 
processor has a physical problem and fails to pass its self 
test), this technique results in crashing the system. 

BRIEF SUMMARY OF THE INVENTION 

According to one embodiment, a method comprises detect 
ing a loss of lockstep (LOL) for a processor module. The 
method further comprises determining a type of LOL that is 
detected, and, based at least in part on the determined type of 
LOL, determining a responsive action to take for the LOL. 

According to one embodiment, a method comprises detect 
ing a loss of lockstep (LOL) for a processor module. The 
method further comprises using information identifying at 
least one of severity of the detected LOL and source of the 
detected LOL to determine a responsive action to take for the 
LOL. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 shows an exemplary embodiment of a system in 
which information relating to a detected LOL, such as the 
type and/or source of the LOL, is used by the system’s ?rm 
ware for determining its responsive action(s); 
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4 
FIG. 2 shows a block diagram of one embodiment imple 

mented for the IA-64 processor architecture; 
FIG. 3 shows an example of one embodiment in which 

?rmware uses information relating to a detected LOL to 
determine its responsive action(s); 

FIG. 4 shows an exemplary operational ?ow diagram for a 
processor module detecting LOL and processor ?rmware 
determining a type of the LOL according to one embodiment; 
and 

FIG. 5 shows an exemplary operational ?ow diagram of 
system ?rmware in determining a responsive action to a 
detected LOL based at least in part on the determined type of 
LOL according to one embodiment. 

DETAILED DESCRIPTION 

Embodiments are provided herein for using information 
relating to loss of lockstep (LOL) that is detected for a pro 
cessor in a system for determining a response to such LOL. 
For instance, in certain embodiments, an indication of the 
type and/ or source of LOL detected for a processor is received 
by system ?rmware, and the system ?rmware determines a 
responsive action to trigger based on the type/ source of LOL. 
For example, depending on the type and/or source of LOL 
detected, the system ?rmware may take action(s) to recover 
the lockstep for the processor or the system ?rmware may 
crash the system. Thus, the system ?rmware can utiliZe the 
indicated type and/ or source of LOL in determining its course 
of action. 
As mentioned above, in certain embodiments, the informa 

tion relating to a detected LOL includes an indication of the 
“type” of LOL detected. The “type” of the LOL may identify 
the severity of the LOL error, the error state (e.g., lockstep 
mismatch, master error, or slave error), and/or whether the 
speci?c processor of a lockstep pair that is the source of the 
LOL error is known, as examples. In certain instances, the 
type of LOL indicated indicates the source of the LOL. For 
instance, if the type of LOL identi?es the LOL error state as 
either “lockstep mismatch,” “master error,” or “slave error,” 
such information identi?es whether the source of the LOL is 
the master processor of a processor module, the slave proces 
sor of the processor module, or unknown. 

In one embodiment, the indication of the “type” of LOL 
details whether the speci?c processor that is the source of the 
LOL error is known. For instance, an LOL may be detected 
for a lockstep pair of processors. Depending on how the LOL 
is detected (e.g., via parity-based logic or lockstep mismatch 
detection logic), in certain cases it may be determined which 
of the lockstep pair of processors has an error that resulted in 
the LOL. Thus, upon LOL being detected in certain embodi 
ments, the system ?rmware receives information indicating 
the type of LOL, which indicates whether the speci?c pro 
cessor that has the error causing the LOL is known. 

In certain embodiments, the type of the LOL indicates the 
severity of the LOL, such as whether the error that caused the 
LOL has been corrected (e. g., by hardware and/ or ?rmware), 
whether the error is correctable (during system runtimei 
without crashing the OS), or whether the error is fatal such 
that it cannot be corrected without crashing the OS. Based on 
the severity, the system ?rmware can determine an appropri 
ate responsive action. For instance, if the error has been 
corrected, the system ?rmware may proceed with actions for 
recovering lockstep for the processor module without crash 
ing the system. If the error is correctable, the system ?rmware 
may trigger actions for correcting the error (e. g., cause the OS 
to correct the error), and if the error is corrected proceed with 
actions for recovering lockstep for the processor module 
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without crashing the system. If the error is fatal, the system 
?rmware may crash the system. 

In certain embodiments, a pair of lockstep processors 
includes a master processor and a slave processor. Error 
detectionlogic (e.g., parity-basedlogic) is associated with the 
master processor, wherein such error detection logic is oper 
able to detect certain LOL errors arising in the master pro 
cessor. Also, error detection logic (e. g., parity-based logic) is 
associated with the slave processor, wherein such error detec 
tion logic is operable to detect certain LOL errors arising in 
the slave processor. Further, error detection logic for detect 
ing lockstep mismatch between the master and slave proces 
sor outputs is also provided. Thus, if the error detection logic 
associated with the master processor detects an LOL error 
within the master processor, it is known that the LOL error 
arose in the master processor. Likewise, if the error detection 
logic associated with the slave processor detects an LOL error 
within the slave processor, it is known that the LOL error 
arose in the slave processor. However, if the LOL is detected 
by the lockstep mismatch detection logic, then it is known that 
the outputs of the master and slave processors fail to match, 
but it may be unknown which of the master and slave proces 
sors has the incorrect output. Thus, if an LOL is detected by 
the lockstep mismatch detection logic, it may be unknown 
which of the processors in the lockstep processor pair is the 
cause of such LOL. 

Accordingly, in certain embodiments, the information 
relating to the detected LOL speci?es whether the LOL was 
detected by the error detection logic associated with the mas 
ter processor, whether the LOL was detected by the error 
detection logic associated with the slave processor, or 
whether the LOL was detected by the lockstep mismatch 
detection logic. The system ?rmware makes use of this infor 
mation in determining the appropriate action(s) to take 
responsive to the LOL, wherein the determined action(s) may 
differ based on the source of the LOL (e. g., whether the LOL 
was detected by the error detection logic associated with the 
master processor, the error detection logic associated with the 
slave processor, or the lockstep mismatch detection logic). 

Turning to FIG. 1, an example embodiment of a system 10 
is shown in which information relating to a detected LOL, 
such as the type and/or source of the LOL, is used by the 
system’s ?rmware for determining its responsive action(s). 
System 10 includes OS 11, as well as master processor 12A 
and slave processor 12B (collectively referred to as a lockstep 
processor pair 12). In certain implementations the lockstep 
processor pair 12 may be implemented on a single silicon 
chip, which is referred to as a “dual core processor” in which 
master processor 12A is a ?rst core and slave processor 12B 
is a second core. Master processor 12A includes cache 14A, 
and slave processor 12B includes cache 14B. OS 11 and 
lockstep processor pair 12 are communicatively coupled to 
bus 16. Typically, master processor 12A and slave processor 
12B are coupled to bus 16 via an interface that allows each of 
such processors to receive the same instructions to process, 
but such interface only communicates the output of master 
processor 12A back onto bus 16. The output of slave proces 
sor 12B is used solely for checking the output of mater pro 
cessor 12A. While only one lockstep processor pair 12 is 
shown for simplicity in the example of FIG. 1, system 10 may 
include any number of such lockstep processor pairs. As one 
speci?c example, in one implementation system 10 includes 
64 lockstep processor pairs, wherein the master processors of 
the pairs perform parallel processing for the system. 

In the example shown in FIG. 1, master processor 12A 
includes error detect logic 13A, and slave processor 12B 
includes error detect logic 13B. While shown as included in 

20 

25 

30 

35 

40 

45 

50 

55 

60 

65 

6 
each of the processors 12A and 12B in this example, in certain 
embodiments the error detect logic 13A and 13B may be 
implemented external to processors 12A and 12B. Error 
detect logic 13A and 13B include logic for detecting errors, 
such as data cache errors, present in their respective proces 
sors 12A and 12B. Examples of error detect logic 13A and 
13B include known parity-based mechanisms and ECC 
mechanisms. Error detect logic 13C (which may be referred 
to as “lockstep mismatch detection logic”) is also included, 
which may include an XOR (exclusive OR) gate, for detect 
ing a lockstep mismatch between master processor 12A and 
slave processor 12B . As mentioned above, a lockstep mis 
match refers to the output of master processor 12A and slave 
processor 12B failing to match. While shown as external to 
the lockstep processor pair 12 in this example, in certain 
embodiments error detect logic 13C may be implemented on 
a common silicon chip with processors 12A and 12B. 

Lockstep mismatch is one way of detecting a LOL between 
the master processor 12A and slave processor 12B .A detec 
tion of an error by either of error detect logic 13A and 13B 
also provides detection of LOL in the processors 12A and 
12B. Because the detection of LOL by error detect logic 13A 
and 13B may occur before an actual lockstep mismatch 
occurs, the detection of LOL by error detect logic 13A and 
13B may be referred to as a detection of a “precursor to 
lockstep mismatch”. In other words, once an error (e.g., cor 
rupt data) is detected by error detect logic 13A or 13B, such 
error may eventually propagate to a lockstep mismatch error 
that is detectable by error detect logic 13C. 

Firmware 15 is also included in system 10, which in this 
embodiment is invoked upon an error being detected by any 
of the error detect logics 13A, 13B, and 13C. In certain 
embodiments, processors 12A and 12B are processors from 
the Itanium Processor Family (IPF). IPF is a 64-bit processor 
architecture co-developed by Hewlett-Packard Company and 
Intel Corporation, which is based on Explicitly Parallel 
Instruction Computing (EPIC). IPF is a well-known family of 
processors. IPF includes processors such as those having the 
code names of MERCED, MCKINLEY, and MADISON. In 
addition to supporting a 64-bit processor bus and a set of 128 
registers, the 64-bit design of IPF allows access to a very large 
memory (VLM) and exploits features in EPIC. While a spe 
ci?c example implementation of one embodiment is 
described below for the IPF architecture, embodiments of 
?rmware for using information relating to a detected LOL for 
determining its responsive action(s) are not limited in appli 
cation to an IPF architecture, but may be applied as well to 
other architectures (e.g., 32-bit processor architectures, etc.). 

Processor architecture generally comprises corresponding 
supporting ?rmware, such as ?rmware 15 of system 10. For 
example, as described further below in conjunction with the 
speci?c example of FIG. 2, the IPF processor architecture 
comprises such supporting ?rmware as ProcessorAbstraction 
Layer (PAL), System Abstraction Layer (SAL), and 
Extended Firmware Interface (EFI). Such supporting ?rm 
ware may enable, for example, the OS to access a particular 
function implemented for the processor. For instance, the OS 
may query the PAL as to the siZe of the cache implemented for 
the processor, etc. Other well-known functions provided by 
the supporting ?rmware (SAL, EFI) include, for example: (a) 
performing I/O con?guration accesses to discover and pro 
gram the I/ O Hardware (SAL_PCI_CONFIG_READ and 
SAL_PCI_CONFIG_WRITE); (b) retrieving error log data 
from the platform following a Machine Check Abort (MCA) 
event (SAL_GET_STATE_INFO); (c) accessing persistent 
store con?guration data stored in non-volatile memory (EFI 
variable services: GetNextVariableName, GetVariable and 
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SetVariable); and accessing the battery-backed real-time 
clock/calendar (EFI GetTime and SetTime). Accordingly, the 
supporting ?rmware, such as the PAL, is implemented to 
provide an interface to the processor(s) for accessing the 
functionality provided by such processor(s). Each of those 
interfaces provide standard, published procedure calls that 
are supported. While shown as external to the lockstep pro 
cessor pair 12 in this example, in certain embodiments all or 
a portion of ?rmware 15 may be implemented on a common 
silicon chip with processors 12A and 12B. 

In the example embodiment of FIG. 1, upon ?rmware 15 
being invoked responsive to detection of LOL (by any of error 
detect logics 13A, 13B, and 13C), ?rmware 15 determines, in 
operational block 101, information relating to the detected 
LOL, such as the type and/ or source of the LOL. The ?rmware 
may determine the type/source of the LOL based upon 
whether the LOL is detected by the error detect logic 13A 
associated with master processor 12A, whether the LOL is 
detected by the error detect logic 13B associated with slave 
processor 12B , or whether the LOL is detected by the error 
detect logic 13C, for example. In operational block 102, the 
?rmware determines, based at least in part on the information 
(e.g., type/source) determined in block 101, a responsive 
action(s) to take for the detected LOL. As described further 
herein, different responsive actions may be taken based on the 
type and/or source of the LOL detected. As described further 
herein, in certain embodiments implemented for the IPF 
architecture, the PAL ?rmware layer of the IPF architecture is 
implemented to make the determination of block 101 and 
communicate the determined information (e. g., type and/or 
source of the LOL) to the SAL ?rmware layer, and the SAL 
?rmware layer is implemented to use the received informa 
tion to perform block 102. 

Firmware 15 may be employed in a system such as 
described in concurrently ?led and commonly assigned US. 
patent application Ser. No. 10/972,588 titled “SYSTEM 
AND METHOD FOR PROVIDING FIRMWARE RECOV 
ERABLE LOCKSTEP PROTECTION,” the disclosure of 
which is incorporated herein by reference. This referenced 
US. patent application provides techniques that may be uti 
lized by ?rmware 15 for recovering, during system runtime 
(i.e., without crashing the system), from LOL detected for a 
processor. In certain embodiments, the ?rmware 15 may 
selectively determine, based at least in part on the type and/or 
source of the detected LOL, whether to utilize the lockstep 
recovery techniques disclosed in US. patent application Ser. 
No. 10/293,076 titled “SYSTEM AND METHOD FOR 
PROVIDING FIRMWARE RECOVERABLE LOCKSTEP 
PROTECTION”and/or which of the lockstep recovery tech 
niques disclosed therein to utilize. 

FIG. 2 shows a block diagram of one embodiment of the 
above system 10, which is implemented for the IPF processor 
architecture and is labeled as system 10 A. The quintessential 
model of the traditional IPF architecture is given in the Intel 
IA-64 Architecture Software Developer's Manual, V0lume2: 
IA-64 System Architecture, in section 11.1 Firmware Model, 
the disclosure of which is hereby incorporated herein by 
reference. Accordingly, in this example embodiment of sys 
tem 10 A, ?rmware 15, labeled as ?rmware 15 A, includes 
processor abstraction layer (PAL) 201 and platform/system 
abstraction layer (SAL) 202. In general, PAL 201 is ?rmware 
provided by Intel for its processors, and SAL 202 is devel 
oped by an original equipment manufacturer (OEM) for the 
speci?c system/platform in which the processors are to be 
employed. PAL 201, SAL 202, as well as an extended ?rm 
ware interface (EFI) layer (not shown), together provide, 

25 

30 

35 

40 

45 

50 

55 

60 

65 

8 
among other things, the processor and system initialization 
for an OS boot in an IPF system. 

It should be noted that while the above description of PAL 
and SAL is speci?c to the IPF architecture, other architectures 
may include a “PAL” and “SAL” even though such ?rmware 
layers may not be so named or speci?cally identi?ed as sepa 
rate layers. In general, such a PAL layer may be included in a 
given system architecture to provide an interface to the pro 
cessor hardware. The interface provided by the PAL layer is 
generally dictated by the processor manufacturer. Similarly, a 
SAL layer may be included in a given system architecture to 
provide an interface from the operating system to the hard 
ware. That is, the SAL may be a system-speci?c interface for 
enabling the remainder of the system (e.g., OS, etc.) to inter 
act with the non-processor hardware on the system and in 
some cases be an intermediary for the PAL interface. 
The boot-up process of a traditional IPF system, for 

example, proceeds as follows: When the system is ?rst pow 
ered on, there are some sanity checks (e.g., power on self-test) 
that are performed by microprocessors included in the system 
platform, which are not the main system processors that run 
applications. After those checks have passed, power and 
clocks are given to a boot processor (which may, for example, 
be master processor 12A). The boot processor begins execut 
ing code out of the system’s Read-Only Memory (ROM) (not 
speci?cally shown in FIG. 2). The code that executes is the 
PAL 201, which gets control of system 10. PAL 201 executes 
to acquire all of the processors in system 10 A (recall that there 
may be many lockstep processor pairs 12) such that the pro 
cessors begin executing concurrently through the same ?rm 
ware. 

After it has performed its duty of initializing the 
processor(s), PAL 201 passes control of system 10 A to SAL 
202. It is the responsibility of SAL 202 to discover what 
hardware is present on the system platform, and initialize it to 
make it available for the OS 11. When main memory is 
initialized and functional, the ?rmware 15 A is copied into the 
main memory. Then, control is passed to EFI (not shown), 
which is responsible for activating boot devices, which typi 
cally includes the disk. The EFI reads the disk to load a 
program into memory, typically referred to as an operating 
system loader. The EFI loads the OS loader into memory, and 
then passes it control of system 10 A by branching the boot 
processor into the entry point of such OS loader program. 
The OS loader program then uses the standard ?rmware 

interfaces to discover and initialize system 10 A further for 
control. One of the things that the OS loader typically has to 
do in a multi-processor system is to retrieve control of the 
other processors (those processors other than the boot pro 
cessor). For instance, at this point in a multi-processor sys 
tem, the other processors may be executing in do-nothing 
loops. In an ACPI-compatible system, OS 11 makes ACPI 
calls to parse the ACPI tables to discover the other processors 
of a multi-processor system in a manner as is well-known in 
the art. Then OS 11 uses the ?rmware interfaces to cause 
those discovered processors to branch into the operating sys 
tem code. At that point, OS 11 controls all of the processors 
and the ?rmware 15 A is no longer in control of system 10 A. 
As OS 11 is initializing, it has to discover from the ?rm 

ware 15 A what hardware is present at boot time. And in the 
ACPI standards, it also discovers what hardware is present or 
added or removed at run-time. Further, the supporting ?rm 
ware (PAL, SAL, and EFI) are also used during system runt 
ime to support the processor. For example, OS 11 may access 
a particular function of master processor 12A via the support 
ing ?rmware 15 A, such as querying PAL 201 for the number, 
size, etc., of the processor’s cache 14A . Some other well 
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known ?rmware functions that OS 11 may employ during 
runtime include: (a) PAL 201 may be invoked to con?gure or 
change processor features such as disabling transaction queu 

ing (PAL_BUS_SET_FEATURES); (b) PAL 201 may be 
invoked to ?ush processor caches (PAL_CACHE_FLUSH); 
(c) SAL 202 may be invoked to retrieve error logs following 

a system error (SAL_GET_STATE_INFO, SAL_ 
CLEAR_STATE_INFO); (d) SAL 202 may be invoked as 
part of hot-plug sequences in which new I/O cards are 

installed into the hardware (SAL_PCI_CONFIG_READ, 
SAL_PCI_CONFIG_WRIT); (e) EFI may be invoked to 
change the boot device path for the next time the system 
reboots (SetVariable); (f) EFI may be invoked to change the 
clock/calendar hardware settings; and (g) EFI may be invoked 
to shutdown the system (ResetSystem). 

A “device tree” is provided, which is shown as device tree 
203 in this example. Device tree 203 is stored in SRAM 
(Scratch RAM) on the cell, which is RAM that is reinitialiZed. 
Firmware 15A builds the device tree 203 as it discovers what 
hardware is installed in the system. Firmware then converts 
this information to the ACPI tables format and presents it to 
OS 11 so that OS 11 can know what is installed in the system. 
The ACPI device tables (not shown) are only consumed by 
OS 11 at boot time, so they are never updated as things 
change. For OS 11 to ?nd the current status, it calls an ACPI 
“method” to discover the “current status”. The_STA method 
described above is an example of such an ACPI method. 

When_STA is called, the AML can look for properties on the 
device speci?ed in the ?rmware device tree and convert that 
into the Result Code bitmap described above. So, if lockstep 
has been lost on a processor, ?rmware 15A will set the device 
tree property that indicates loss of lockstep, then when OS 11 
calls_STA for that device, the “lockstep lost” property directs 
the AML code to return to “0” in the “functioning properly” 
bit so that OS 11 can know there is a problem with that 

processor. 

According to certain embodiments, the device tree can 
specify whether lockstep mode is enabled for the system’s 
processors. For instance, in certain embodiments, a user (e.g., 
the system administrator can designate) via a user interface 
whether lockstep mode is to be enabled for the system’s 
processors. Accordingly, rather than the processors included 
in a processor module (e.g., processors 12A and 12B of pair 
12) being ?xed as lockstep processors, according to certain 
embodiments if the lockstep mode is not enabled for those 
processors, the processors may each be presented to the OS 
(e.g., during the system boot-up process) as available 
resources, as opposed to the slave processor being used solely 
for redundant processing of instructions received by the mas 
ter processor. 

Further, in certain embodiments, if a lost lockstep is recov 
ered in accordance with a recovery technique, such as the 
techniques described in concurrently ?led and commonly 
assigned US. patent application Ser. No. 10/973,076 titled 
“SYSTEM AND METHOD FOR PROVIDING FIRM 
WARE RECOVERABLE LOCKSTEP PROTECTION, 
”?r'mware 15A can indicate that lockstep has been recovered 
in the device tree 203. Then when_STA is called on that 
device responsive to the OS receiving the “check for device” 
ACPI method, the present, enabled and functioning bits will 
all be set and OS 11 will know the CPU is safe to use. A simple 
example of device tree 203 is shown below in Table l: 

20 

25 

30 

35 

40 

45 

50 

55 

60 

65 

TABLE 1 

Lockstep 
Device Status Enabled 

ProcessorA Present, Enabled, and Functioning Yes 

Turning to FIG. 3, an example of one embodiment in which 
?rmware uses information relating to a detected LOL to 
determine its responsive action(s) is shown. In this example, 
?rmware 15A (of FIG. 2) includes PAL 201. Upon a LOL 
being detected for processor module 12, PAL 201 generates 
an indication 300 of a “type” of the LOL that is detected. 
Indication 300 may be storing bits to an error register that is 
accessible by SAL 202, wherein the stored bits indicate the 
type of the LOL. As described further herein, the “type” of the 
LOL may identify, for example, the severity of the error, the 
error state (e.g., lockstep mismatch, master error, or slave 
error), and/ or whether the speci?c processor of a lockstep pair 
that is the source of the LOL error is known. In some embodi 
ments, rather than or in addition to the type of error being 
indicated by indication 3 00, such indication 3 00 may indicate 
the “source” of the LOL. The source of the LOL may identify, 
for example, the error detect logic that detected the LOL 
and/or the identi?cation of the speci?c processor (e. g., master 
12A or slave 12B) in lockstep pair 12 for which the error was 
detected (or “unknown” if the identi?cation is not known, 
such as in the case of a lockstep mismatch occurring). 

Control is then passed to SAL 202, wherein SAL 202uses 
the indication 300 of the type of LOL to determine its respon 
sive action(s). In this speci?c example, in operational block 
301, SAL 202 uses the indication 300 of the type of LOL to 
determine if lockstep is recoverable for the indicated type of 
LOL. If determined to be recoverable, then in operational 
block 302 SAL 202 determines an appropriate recovery tech 
nique to employ for the indicated LOL type, and uses the 
determined recovery technique to recover lockstep. 

Turning to FIG. 4, operation of the processor hardware and 
PAL ?rmware according to one embodiment is described. 
Speci?cally, FIG. 4 illustrates how a CPU module detects that 
lockstep has been lost and how PAL handles the detected LOL 
according to one embodiment. Operation of this exemplary 
embodiment starts in operational block 401. Normal proces 
sor operation begins with the processor module operating 
with its lockstep mode enabled in operational block 402. 
According to certain embodiments, whether the lockstep 
mode is enabled for the processor module is con?gurable, 
such as disclosed in concurrently ?led and commonly 
assigned US. patent application Ser. No. l0/293,004 titled 
“SYSTEM AND METHOD FOR CONFIGURING LOCK 
STEP MODE OF A PROCESSOR MODULE”, the disclo 
sure of which is hereby incorporated herein by reference. 
Accordingly, the operation of the exemplary ?ow diagram of 
FIG. 4 is performed when lockstep mode is enabled for a 
processor module, and a different operational ?ow may be 
followed in instances in which the processor module’s lock 
step mode is disabled. 

Because lockstep mode is enabled for the processor mod 
ule, the error checking of operational blocks 403, 404, and 
405 are performed to detect any occurrence of LOL between 
the processor pair in the processor module. In operational 
block 403, error detect logic determines if a lockstep mis 
match is detected for the processor module. For instance, 
error detect logic 13C of FIGS. 1-3 determines whether a 
lockstep mismatch has occurred for the processor module 12. 
If a lockstep mismatch is not detected in block 403, operation 



US 7,516,359 B2 
11 

advances to block 404 whereat error detect logic determines 
if an LOL error is detected for the master processor. Thus, for 
instance, error detect logic 13A of FIGS. 1-3 determines 
whether an error is detected for the master processor 12A. If 
an error is not signaled by the error detect logic for the master 
processor, operation advances to block 405 where error detect 
logic determines if an LOL error is detected for the slave 
processor. Thus, for instance, error detect logic 13B of FIGS. 
1-3 determines whether an error is detected for the slave 
processor 12B. If an error is not signaled by the error detect 
logic for the slave processor, operation returns to operational 
block 403 and the processor module continues with its normal 
processing until a LOL is detected by operational block 403, 
404, or 405. 

In certain embodiments, a state machine is implemented 
that speci?es the state of the processor module. The state 
machine may specify, for example, whether the processor 
module is in a “normal” state in which an error is not detected 
in any of blocks 403-405, in a “lockstep mismatch” state in 
which a lockstep mismatch is detected for the processor mod 
ule in block 403, in a “master error” state in which an error is 
detected for the processor module’ s master processor in block 
404, or in a “slave error” state in which an error is detected for 
the processor module’ s slave processor inblock 405. While in 
the “normal” state, the normal operation of the processor 
module continues and the error detect logic continues to loop 
through operational blocks 403-405. Control Status Registers 
(CSRs) may be implemented in the processor module, 
wherein the bits of the CSRs indicate the corresponding state 
of the processor module. The PAL ?rmware examines the 
CSRs and determines the state of the processor module. 

If an error is detected in block 405 for the slave processor 
(e.g., by error detect logic 13B of slave processor 12B in 
FIGS. 1-3), the processor module is in a “slave error” state. In 
this case, a lockstep mismatch has not been detected (in block 
403), nor has an error been detected for the master processor 
(in block 404). Upon detecting this slave error state in block 
405, operation advances to block 406 whereat the lockstep 
checkers for the processor module are disabled. For instance, 
error detect logic 13C in FIGS. 1-3 is disabled in block 406. 
This prevents this error propagating into a lockstep mismatch 
error, which is not desired because in this case the source of 
the error (i.e., the slave processor) is known. In operational 
block 407, a machine check abort (MCA) signal is sent to the 
master processor to notify the master processor that there is a 
problem. Accordingly, the master processor, responsive to 
receiving the MCA signal, can stop processing instructions as 
normal and allow for the detected error to be handled. 

In operational block 408, the PAL ?rmware executes its 
MCA handler and reports that the slave processor of the 
lockstep processor module has detected an error. Thus, the 
PAL ?rmware reports an error type that indicates that the LOL 
error was detected for the slave processor. This error type is 
reported to prede?ned CPU registers. 

After PAL executes and evaluates the error, it ?nds the SAL 
Entry Point (referred to as SAL_A) and branches to that 
location. The error status and information are contained in the 
prede?ned CPU registers that SAL can examine to determine 
what type (e.g., what severity) of error was encountered. 
Thus, in operational block 409, the PAL hands off processing 
of the detected error to the SAL ?rmware (by branching to the 
SAL Entry Point), wherein the SAL uses the reported infor 
mation indicating that the error was detected for the slave 
processor in determining the appropriate action(s) to trigger 
in response to the detected LOL (e.g., in attempt to recover 
lockstep for the processor module). Operation then advances 
via connector B 410 in the ?ow diagram to the SAL in opera 
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12 
tional block 501, and such operation of the SAL ?rmware 
according to this illustrative embodiment is described further 
below in connection with FIG. 5. 

If an error is detected in block 404 for the master processor 
(e.g., by error detect logic 13A of master processor 12A in 
FIGS. 1-3), the processor module is in a “master error” state. 
In this case, a lockstep mismatch has not been detected (in 
block 403). Upon detecting this master error state in block 
404, operation advances to block 411 whereat the lockstep 
checkers for the processor module are disabled. For instance, 
error detect logic 13C in FIGS. 1-3 is disabled in block 411. 
This prevents this error propagating into a lockstep mismatch 
error, which is not desired because in this case the source of 
the error (i.e., the master processor) is known. In operational 
block 412, a determination is made as to whether BINIT was 
signaled by the processor module. As is well known, BINIT 
refers to Bus InitialiZation and is a signal that is asserted 
whenever the CPU suspects that data on the bus cannot be 
trusted. In general, the BINIT signal indicates that the 
detected error is so severe that a shut down of the system is 
needed. Thus, if determined in block 412 that BINIT has been 
signaled, operation advances via connector 413 in the ?ow 
diagram to operational block 416, which is described further 
below. 

If determined in block 412 that BINIT has not been sig 
naled, operation advances to block 414 whereat the PAL 
?rmware executes its MCA handler. In this case, the PAL 
reports that a master processor error was detected, similar to 
the PAL reporting in block 408 that a slave processor error 
was detected. In operational block 415, the PAL hands off 
processing the detected error to the SAL ?rmware, wherein 
the SAL uses the reported information indicating that the 
error was detected for the master processor in determining the 
appropriate action(s) to trigger in response to the detected 
LOL (e.g., in attempt to recover lockstep for the processor 
module). In certain embodiments, such as the illustrated 
embodiment of FIG. 4, the PAL determines in block 415 the 
severity of the detected error. In certain implementations, the 
determined severity of the error is passed to the SAL, wherein 
the SAL may utiliZe this severity in determining the appro 
priate action to take. Accordingly, the severity of the detected 
error is information relating to the detected LOL that may be 
used by the ?rmware (e.g., SAL) in determining the appro 
priate responsive action(s) to take in certain embodiments. In 
one example implementation, if an error is detected for the 
master processor, the PAL determines if the error is “Cor 
rected” (e.g., the error is ?xed in hardware or PAL), “Con 
tinuable/Recoverable” in which the error can be ?xed by SAL 
or the OS), or “Fatal” in which the error cannot be corrected 
without shutting down the system. The PAL may indicate the 
determined severity of the error in “error type registers,” 
which are registers that are used by the PAL for passing 
information relating to a detected LOL to the SAL (i.e., 
registers that are readable by SAL). PAL then passes control 
to SAL. 

Thus, the PAL may determine whether the detected error is 
a correctable error or a fatal error. In the above-described 

slave error state, the determination of the severity of the error 
was not made in this example embodiment. This is because 
the slave processor is not the processor that is placing data on 
the bus. However, if the master error state occurs, then the 
error is evaluated to determine if it is an error from which the 
system’s OS might be able to recover (e.g., by terminating an 
application, etc.) without crashing the system. If, for 
example, the LOL error that was detected for the master 
processor was due to data corruption of kernel data, then the 
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OS can no longer be relied upon and the system would be 
brought down (i.e., this would be determined as a fatal or 
“non-recoverable” error). 
Once PAL hands off control to the SAL in block 415, then 

operation advances via connector B 410 in the ?ow diagram 
to the SAL in operational block 501. The operation of the 
SAL ?rmware according to this illustrative embodiment is 
described further below in connection with FIG. 5. 

In an alternative embodiment a different action than the 

above-described actions of blocks 411-415 is taken respon 
sive to a detected master error state. In this alternative 

embodiment, upon a master error state being detected, the 
processor module switches the role of master processor to the 

slave (which does not have an error). The former master 
processor for which the error was detected is made the slave 

processor. Then, the current slave processor has the error and 
this “slave error” state can be handled in the manner described 

above in operational blocks 406-409. Switching the roles of 
master and slave in the event that an error is detected for the 

master processor in this manner may improve the recover 
ability of lockstep, thus further reducing the situations in 
which the system is to be shut down as a result of the detected 
error. 

If a lockstep mismatch error is detected in block 403 for the 
processor module (e.g., by error detect logic 13C of processor 
module 12 in FIGS. 1-3), the processor module is in a “lock 
step mismatch” state. This lockstep mismatch is an error that 
would have been silent data corruption if lockstep was not 
enabled for the processor module because there is no other 
error signal indicating this error. In the case of a lockstep 
mismatch occurring, it is unknown whether the master pro 
cessor or the slave processor is the source of the error. It is 

unknown which of the processors in the processor module has 
good data and which has corrupt data. In this case, operation 
advances to block 416 where BINIT is signaled, which gen 
erates an MCA on the processor module, and then the pro 
cessor module turns off the lockstep checkers (to prevent a 
continuous loop between generating a lockstep error and 
signaling BINIT). The master processor of the processor 
module executes the BINIT handler in operational block 417 
and then hands off control to SAL. Either the MCA or the 
BINIT handler in PAL sets some bits in the error type register 
that indicates that a lockstep mismatch occurred. That is, the 
error type indicates that lockstep was lost for an unknown 

reason (e.g., the source of the error is unknown). Operation 
advances via connector B 410 in the ?ow diagram to the SAL 
in operational block 501, and, as described further below in 
connection with FIG. 5, the SAL determines based on this 
indicated error type that it cannot recover lockstep for the 
processor module and will thus crash the system. It should be 
noted that in this case silent data corruption has been pre 
vented (as the lockstep mismatch signaled the occurrence of 
the error), but the system cannot keep running because the 
source of the error is unknown. Fortunately, the occurrence of 

a lockstep mismatch error occurring is statistically very rare 
because the amount of logic on the processor module that is 
not protected by parity-based error detect logic is typically 
very small (and thus in most instances the parity-based error 
detect logic will detect the error for its corresponding proces 
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Turning now to FIG. 5, operation of the SAL ?rmware 

responsive to a detected LOL according to one embodiment is 

described. Once SAL_A is entered, it sets up an execution 
environment by allocating needed resources in operational 
block 502. SAL_A is the entry point from PAL to SAL. In this 
embodiment, whenever PAL branches to SAL, it branches to 
SAL_A. SAL_A examines the contents of a CPU register to 
determine why PAL branched to it. The most common rea 

sons are “CPU was reset” or “Error was encountered.” 

SAL_A then branches to either the normal “Reset” SAL code 

or the “Error” SAL code, which are referred to as SAL_B. In 

operational block 502, the SAL_A MCA handler stores the 
state of the known “good” processor of the lockstep pair of 
processors in the processor module, which the SAL may use 
later to recover the lockstep. For instance, if the error that 
caused the LOL was detected for the slave processor, then the 

state of the master processor is stored, and if the error that 

caused the LOL was detected for the master processor, then 

the state of the slave processor is stored. Further, SAL_A sets 
up an MCA register stack engine (RSE) and stack. Setting up 
such a RSE and stack is an implementation-speci?c detail in 

this exemplary embodiment, and is not critical to the practice 
of the novel concepts described herein. In this speci?c 
example, an explicit stack is provided for performing loads 
and stores, and also a hardware implemented register stack is 
provided, wherein the RSE essentially provides main 
memory for storing information if the hardware implemented 
register stack becomes full. 

Operation then advances to the SAL_B MCA handler in 
block 503, which performs the operations 504, etc. described 
hereafter. In operational block 504, the SAL_B MCA handler 
determines if the processor module is running in lockstep 
mode. As described further in concurrently ?led and com 
monly assigned US. patent application Ser. No. 10/973,004 
titled “SYSTEM AND METHOD FOR CONFIGURING 
LOCKSTEP MODE OF A PROCESSOR MODULE,” the 
disclosure of which is hereby incorporated herein by refer 
ence, a device tree may be provided that stores information 
indicating whether lockstep mode is enabled for the processor 
module. If lockstep mode is not enabled for the processor 
module, then the normal error handling is performed in opera 
tional block 505. That is, the ?rmware does not attempt to take 
action to recover lockstep because lockstep mode is not 
enabled. If lockstep mode is enabled, SAL checks the indi 
cated error type in operational block 506 (e.g., checks the 
error type register). In block 507, SAL determines if the error 
type indicates that the error is either corrected (e.g., was 
corrected by the hardware and/or PAL) or signaled by the 
slave processor (i.e., was a slave error state). If the error is not 
corrected or signaled by the slave processor, SAL determines 
in operational block 513 whether the error type indicates that 
the error is recoverable or continuable. In this sense, “recov 

erable” means that the error may be completely recovered 
from with no affect on any applications running on the sys 
tem, where “continuable”means that the system may con 
tinue executing (i.e., does not have to be crashed) but a single 
user application may have to be terminated. If the error type 

indicates that the error is not recoverable/continuable, then 
legacy error handling code is executed in this example in 
block 514. 



US 7,516,359 B2 
15 

If the error is determined in block 513 as recoverable/ 

continuable, SAL calls the OS MCA handler to trigger the OS 
to attempt to correct the problem. In block 516, SAL deter 
mines if the OS was successful in correcting the problem. If 
the problem is corrected, then lockstep needs to be reestab 
lished on the processor module and so a processor recovery 

procedure is performed in block 509. An example of a pro 
cessor recovery procedure that may be performed in certain 
embodiments is described further in concurrently ?led and 
commonly assigned US. patent application Ser. No. 10/ 973, 
076 titled “SYSTEM AND METHOD FOR PROVIDING 
FIRMWARE RECOVERABLE LOCKSTEP PROTEC 

TION,” the disclosure of which is incorporated herein by 
reference. If the error is determined in block 516 as not 

corrected, then operation advances to block 512 whereat 
PAL_MC_RESUME is called and the processor module con 
tinues its execution without lockstep protection. In this case, 
a noti?cation may be generated and output to notify a user 

(e.g., system administrator) that the lockstep protection has 
been lost for the processor module and instructing the user to 
reboot the system as quickly as possible to reestablish lock 
step. This allows the system administrator to perform an 
orderly shut down and restart of the system at a convenient 
time, rather than having the system unexpectedly crash. 

Various determinations may be made by SAL in opera 
tional block 513 to determine whether an error is recoverable/ 
continuable. For instance, if LOL is lost and it is unknown 
whether the error is on the master or the slave processor, SAL 
determines in block 513 that the error is not recoverable/ 
continuable (and thus execution will advance to block 514 
and the system is crashed). If the error is known to be on the 
master processor, part of the evaluation in block 513 is to 
determine if there is a risk of propagating corrupt data 
throughout the system. If there is such a risk, then the “NO” 
path is followed from block 513 to operational block 514 and 
the system is crashed. Thus, operational block 513 guards 
against allowing the processor to continue its operation in 
block 512 without lockstep protection if doing so could risk 
propagating corrupt data throughout the system. 

If the error type is determined in block 507 as either cor 
rected or signaled by the slave, then the SAL determines in 
operational block 508 whether the procedure module for 
which the error is detected is the OS boot processor. Concur 
rently ?led and commonly assigned US. patent application 
Ser. No. 10/973,076 titled “SYSTEM AND METHOD FOR 
PROVIDING FIRMWARE RECOVERABLE LOCKSTEP 
PROTECTION,” discloses a technique in which lockstep can 
be recovered for processors (particularly, non-boot proces 
sors) without requiring use of a spare processor. Rather, upon 
LOL being detected for a lockstep pair of processors, the 
?rmware instructs the OS to idle (or “eject”) the lockstep pair 
of processors for which LOL was detected and then the ?rm 
ware attempts to reestablish lockstep (e.g., by resetting the 
processors). If successful in reestablishing lockstep, the ?rm 
ware triggers the OS to recogniZe the lockstep pair of proces 
sors as again being available for servicing instructions. 

However, as described further in concurrently ?led and 
commonly assigned US. patent application Ser. No. 10/ 293, 
076 titled “SYSTEM AND METHOD FOR PROVIDING 
FIRMWARE RECOVERABLE LOCKSTEP PROTEC 
TION,” for various reasons, in certain system architectures 
problems arise in attempting to idle (or eject) the boot pro 
cessor from the system. Thus, in certain embodiments, a spare 
processor is used for recovering from LOL for the system’s 
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boot processor. Accordingly, in operational block 508 the 
?rmware determines whether the processor module for which 
the LOL was detected is the boot processor, and in this exem 
plary embodiment the ?rmware employs different recovery 
techniques depending on whether the processor module is the 
boot processor. 

If determined in block 508 that the processor module is not 
the boot processor, then in operational block 509 SAL per 
forms the processor recovery technique described further in 
concurrently ?led and commonly assigned US. patent appli 
cation Ser. No. 10/973,076 titled “SYSTEM AND METHOD 
FOR PROVIDING FIRMWARE RECOVERABLE LOCK 
STEP PROTECTION” in which lockstep is recovered for the 
processor module without requiring use of a spare processor. 
If, on the other hand, the processor module is determined in 
block 508 to be the boot processor, SAL checks in block 510 
whether a spare processor has been established. Exemplary 
techniques for establishing a spare processor for use in recov 
ering from LOL detected for a boot processor are described 
further in concurrently ?led and commonly assigned US. 
patent application Ser. No. 10/973,077 titled “SYSTEM 
AND METHOD FOR ESTABLISHING A SPARE PRO 
CESSOR FOR RECOVERING FROM LOSS OF LOCK 
STEP INA BOOT PROCESSOR,” the disclosure of which is 
hereby incorporated herein by reference. 

If determined in block 510 that a spare processor has been 
established, then the role of boot processor is switched to the 
spare in operational block 511. Further, once the role of boot 
processor is switched to the spare, the ?rmware may attempt 
to recover lockstep for the processor module for which the 
LOL was detected, as described further in concurrently ?led 
and commonly assigned US. patent application Ser. No. 
10/ 293,076 titled “SYSTEM AND METHOD FOR PRO 
VIDING FIRMWARE RECOVERABLE LOCKSTEP PRO 
TECTION.” If determined in block 510 that no spare has been 
established PAL_MC_RESUME is called in block 512 and 
normal operation continues without lockstep protection. 
Again, the system administrator can be noti?ed of the loss of 
lockstep for the boot processor and may be instructed that the 
system should be rebooted as soon as possible to reestablish 
lockstep protection. 

While FIGS. 4 and 5 above provide an example of one 
embodiment in which ?rmware utiliZes determined informa 
tion relating to a detected LOL (e. g., information specifying 
a determined type of error), embodiments hereof are not 
intended to be limited to these speci?c operational ?ows. 
Rather, any other operational ?ows in which information 
relating to a detected LOL, such as type of LOL and/or the 
source of the LOL. The “type” of the LOL may identify, for 
example, the severity of the error, the error state (e.g., lock 
step mismatch, master error, or slave error), and/ or whether 
the speci?c processor of a lockstep pair that is the source of 
the LOL error is known. The “source” of the LOL may iden 
tify, for example, the error detect logic that detected the LOL 
and/or the identi?cation of the speci?c processor (e. g., master 
or slave) in a lockstep pair for which the error was detected (or 
“unknown” if the identi?cation is not known, such as in the 
case of a lockstep mismatch occurring). In certain instances, 
the type of LOL indicates the source of the LOL. For instance, 
if the type identi?es the error state as either “lockstep mis 
match,” “master error,” or “slave error,” such information 
identi?es whether the source if the error is master, slave, or 
unknown. 
What is claimed is: 
1. A system comprising: 
a processor module that includes a master processor and a 

slave processor that operate in lockstep; 



US 7,516,359 B2 
17 

error detection logic for detecting loss of lockstep (LOL) 
for the processor module; 

?rmware for determining at least one of type of the 
detected LOL and source of the detected LOL; and 

?rmware for determining, based at least in part on the 
determined at least one of type and source, a responsive 
action to the detected LOL, wherein said ?rmware for 
determining said responsive action comprises ?rmware 
for determining whether to attempt to reestablish lock 
step for the processor module without shutting down an 
operating system of the system, wherein said ?rmware 
for determining said responsive action comprises ?rm 
ware for, if the source of the detected LOL is unknown, 
determining not to attempt to reestablish lockstep for the 
processor module without shutting down an operating 
system of the system. 

2. The system of claim 1 wherein said error detection logic 
includes: 

parity-based error detection logic associated with said 
master processor; 

parity-based error detection logic associated with said 
slave processor; and 

lockstep mismatch detection logic. 
3. The system of claim 2 wherein said source of the 

detected LOL indicates whether the LOL was detected by 
said parity-based error detection logic associated with said 
master processor, said parity-based error detection logic asso 
ciated with said slave processor, or said lockstep mismatch 
detection logic. 
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4. The system of claim 1 wherein said ?rmware determines 

said type of the detected LOL. 
5. The system of claim 1 wherein said type of the detected 

LOL corresponds to severity of an error that caused said LOL. 
6. The system of claim 1 wherein said type of the detected 

LOL corresponds to an error state for said processor module. 

7. The system of claim 6 wherein said error state comprises 
one selected from the group consisting of: 

lockstep mismatch, master error, and slave error. 
8. The system of claim 1 wherein said source of the 

detected LOL indicates whether a source of the LOL is 
known. 

9. The system of claim 1 wherein said source of the 
detected LOL indicates whether a root cause of the LOL is the 
master processor, the slave processor, or unknown. 

10. The system of claim 1 wherein said ?rmware for deter 
mining said responsive action to take for the LOL comprises: 
?rmware for determining a recovery technique to employ 

for reestablishing lockstep based on said determined 
LOL type. 

11. The system of claim 1 wherein said ?rmware for deter 
mining said responsive action comprises: 

if the source of the detected LOL is known, determining to 
attempt to reestablish lockstep for the processor module 
without shutting down an operating system of the sys 
tem. 
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