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SYSTEM AND METHOD FOR IDENTIFYING 
APPLICATIONS TARGETED FOR MEssAGE 
RECEIPT IN DEVICES UTILIZING MEssAGE 

QUEUEs 

FIELD OF THE INVENTION 

This invention relates in general to communications, and 
more particularly to a system and method for maintaining 
associations betWeen applications and transports, to facilitate 
location of a particular application or application instance to 
Which a responsive message is directed. 

BACKGROUND OF THE INVENTION 

While computers are still used for their traditional process 
ing purposes, advances in communication infrastructures and 
protocols have turned standard computing devices into valu 
able communication tools. Computers communicate With 
each other, and With other electronic devices, over netWorks 
ranging from local area netWorks (LANs) to Wide reaching 
global area netWorks (GANs) such as the Internet. Other 
electronic devices have experienced similar transformations, 
such as mobile phones, personal digital assistants (PDAs), 
and the like. Today, these Wireless devices are being used for 
a variety of different types of communication. For example, 
While the analog mobile phone Was traditionally used for 
analog voice communications, the mobile phone of the 
present and future is a poWerful communication tool capable 
of communicating voice, data, images, video, and other mul 
timedia content. PDAs, once the portable calendaring and 
organiZational tool, noW often include netWork communica 
tion capabilities such as e-mail, Internet access, etc. With the 
integration of Wireless and landline netWork infrastructures, 
information of all sorts can be conveniently communicated 
betWeen Wireless and landline terminals. 

In carrying out such communications betWeen devices, the 
programs, applications, application instances, and the like 
(hereinafter “applications”) operable on such devices often 
need to communicate With applications on other devices. For 
example, an application at the application layer may generate 
messages that are communicated to loWer levels of the soft 
Ware architecture including, e.g., the transport layer, netWork 
layer, data link layer, and physical layer, Where the encapsu 
lated messages are transmitted over the netWork to other 
devices. Messages received at the receiving device move up 
the softWare architecture to ultimately provide the original 
message to an application on the receiving device. 

To facilitate the communication of messages, message 
queues may be used. Generally, a message queue relates to the 
functionality that receives messages from an application and 
forWards them to a recipient application. The message queue 
serves as a temporary storage facility for traveling messages. 
Such message queues generally reside in the devices that are 
sending and receiving the messages, and alternatively may 
reside in an intermediary computing system on the netWork 
logically positioned betWeen the sending and receiving 
devices. 

The use of message queues removes many aspects of the 
message communication from the applications themselves. A 
message queue stores messages, such as When there is no 
connectivity betWeen the communicating applications. 
Another bene?t is the reliability, as the use of message queues 
provides safe and orderly delivery of messages. Thus, one 
bene?t of utiliZing message queues is that is obviates the need 
for application developers to develop, or even fully under 
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2 
stand, the underlying functionality for performing these 
orderly transfers of messages to and from their applications. 
When a message queue receives a message from the trans 

port layer, it must knoW to Which application instance the 
message is directed. It is not alWays enough to recogniZe the 
application type since the host may have several instances of 
the application softWare running at the same time. Moreover, 
the situation becomes more complicated Where application 
instances are suspended, or terminated. Thus, the message 
must be passed to the correct application When it is activated 
or reactivated. 

Where message queues are not used, this problem does not 
occur, since the application instance directly activates and 
uses the transport protocol instance. HoWever, When a mes 
sage queue is used, this association is lost. One solution is to 
introduce message queues at both ends so that it is possible to 
use a speci?c (and possibly proprietary) protocol or packet 
header to uniquely identify the communicating applications. 
For example, the sending message queue adds a proprietary 
message queue header that contains a unique identi?er. 

HoWever, this approach limits the use of message queue 
only to those cases When both communication ends support 
the same kind of message queue. This leads to fragmentation, 
and is not desirable from the developer’s point of vieW. In 
such a case, the developer must make different versions of the 
softWare or include support for cases Where there is, and is 
not, a message queue at the other end. 

Accordingly, it Would be desirable to provide a manner in 
Which a message queue may be deployed only at one side of 
the end-to-end communication channel. It Would also be 
desirable to overcome the need to have (possibly proprietary) 
protocol and/or packet headers betWeen the communicating 
ends for uniquely identifying the communicating peers. The 
present invention provides a solution to these and other prob 
lems of the prior art, and provides additional advantages over 
prior art message transactions implementing message 
queues. 

SUMMARY OF THE INVENTION 

To overcome limitations in the prior art described above, 
and to overcome other limitations that Will become apparent 
upon reading and understanding the present speci?cation, the 
present invention discloses a system and method for commu 
nicating messages betWeen applications. 

In accordance With one embodiment of the invention, a 
method is provided for facilitating communication of mes 
sages betWeen applications. The method includes acquiring 
application identi?ers, and acquiring corresponding out 
bound logical connection identi?ers associated With message 
transfers from applications identi?able by their respective 
application identi?ers. Associations betWeen the application 
identi?ers and their corresponding outbound logical connec 
tion identi?ers are established. Responsive inbound messages 
are directed to the applications having application identi?ers 
that are associated With the outbound logical connection iden 
ti?ers that correspond to the inbound logical connection iden 
ti?ers of the responsive inbound messages. 

In a more particular embodiment of such a method, the 
inbound logical connection identi?ers are compared to the 
outbound logical connection identi?ers of the established 
associations, and at least one outbound logical connection 
identi?er that matches the inbound logical connection iden 
ti?er is identi?ed. Using the application identi?er having an 
established association With the matching outbound logical 
connection identi?er, the application to Which the responsive 
inbound message is to be directed can be identi?ed. In accor 
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dance With other particular embodiments, the outbound logi 
cal connection identi?ers may include outbound transport 
identi?ers, outbound socket identi?ers, outbound transport 
process or thread identi?ers associated With a transport pro 
cess or thread respectively, a port identi?er, a session identi 
?er, etc. In accordance With still other particular embodi 
ments of such a method, establishing associations includes 
any of creating a link betWeen each of the application identi 
?ers and its corresponding outbound logical connection iden 
ti?er, correlating the application identi?ers and their corre 
sponding outbound logical connection identi?ers via an entry 
in a table, creating a table of entries Where each of the entries 
includes one of the application identi?ers and its correspond 
ing outbound logical connection identi?er used to transfer a 
particular message, etc. In one particular embodiment, creat 
ing a table of entries includes creating the table of entries 
using a Message Queue (MQ). Such a method may also be 
implemented via softWare instructions stored on a computer 
readable medium. 

In accordance With another embodiment of the invention, a 
method is provided for identifying an application among a 
plurality of applications that is the target of at least one 
responsive message using a Message Queue (MQ). The 
method includes receiving an application identi?er and an 
outbound transport identi?er, Where the outbound transport 
identi?er uniquely identi?es a logical connection for a mes 
sage transfer from the application identi?ed by the applica 
tion identi?er. An association betWeen the application iden 
ti?er and the outbound transport identi?er is created. An 
inbound transport identi?er associated With receipt of a 
responsive message and destined for the application may be 
received. An application may then be identi?ed as the target 
of the responsive message by matching the inbound transport 
identi?er to the outbound transport identi?er. The particular 
application identi?er for the application may be determined 
from the association betWeen the application identi?er and 
the matched outbound transport identi?er. In one particular 
embodiment, such a method is implemented via softWare 
instructions stored on a computer-readable medium. 

In accordance With another embodiment of the invention, a 
source device operable on a netWork and capable of commu 
nicating messages With at least one destination device is 
provided. The source device includes a memory to store af?li 
ations of application identi?ers and corresponding outbound 
logical connection identi?ers for each of one or more out 
bound messages communicated from the source device. A 
Message Queue (MQ) module is con?gured to compare 
inbound logical connection identi?ers of inbound messages 
to the outbound logical connection identi?ers of the stored 
a?iliations. The MQ identi?es the local application having 
the application identi?er af?liated With the outbound logical 
connection identi?er that matches the inbound logical con 
nection identi?er. 

In a more particular embodiment of such a source device, 
the MQ module is implemented in softWare, and the source 
device includes a processor con?gured to execute the MQ 
softWare to establish the a?iliations of application identi?ers 
and corresponding outbound logical connection identi?ers, to 
compare the inbound logical connection identi?ers to the 
outbound logical connection identi?ers of the stored af?lia 
tions, and to identify the local application having the appli 
cation identi?er a?iliated With the outbound logical connec 
tion identi?er that matches the inbound logical connection 
identi?er. In another particular embodiment of such a source 
device, the MQ module is further con?gured to establish the 
af?liation of the application identi?ers and corresponding 
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4 
outbound logical connection identi?ers in the memory for 
each of the outbound messages communicated from the 
source device. 

In accordance With another embodiment of the invention, a 
system is provided for communicating information betWeen 
applications over a netWork. The system includes a source 
device having a number of source applications (Which may 
include applications, application instances, application pro 
cesses/threads, etc.) for transmitting messages over the net 
Work. The system also includes a destination device having at 
least one destination application for receiving messages and 
for providing reply messages in response to the received 
messages. The source device includes a memory to store 
af?liations of application identi?ers and corresponding out 
bound logical connection identi?ers for each of a plurality of 
outbound messages communicated from the source device. 
The source device further includes a source Message Queue 
(MQ) module con?gured to compare inbound logical connec 
tion identi?ers of the reply messages to the outbound logical 
connection identi?ers of the stored a?iliations, and to identify 
the local application having the application identi?er af?li 
ated With the outbound logical connection identi?er that 
matches the inbound logical connection identi?er. 

In more particular embodiments of such a system, the 
destination device is con?gured to directly transmit and 
receive the messages, and does not utiliZe a local MQ. In 
another particular embodiment, the destination device 
includes a destination MQ of a different type than the source 

MQ. 
These and various other advantages and features of novelty 

Which characterize the invention are pointed out With particu 
larity in the claims annexed hereto and form a part hereof. 
HoWever, for a better understanding of the invention, its 
advantages, and the objects obtained by its use, reference 
should be made to the draWings Which form a further part 
hereof, and to accompanying descriptive matter, in Which 
there are illustrated and described representative examples of 
a system and method in accordance With the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The invention is described in connection With the embodi 
ments illustrated in the folloWing diagrams. 

FIG. 1 is a block diagram illustrating an exemplary net 
Working environment in Which the principles of the present 
invention are applicable; 

FIG. 2 is a block diagram illustrating a representative 
example of the architectural placement of the message queue 
in a layered softWare architecture; 

FIG. 3A is a block diagram of an association betWeen 
application and transport instances Where no message queues 
are utiliZed; 

FIG. 3B is a block diagram illustrating the disruption of the 
traditional association betWeen application and transport 
instances Where message queues are utiliZed; 

FIG. 4 is a block diagram illustrating one manner of 
accounting for the disruption described in FIG. 3B, by utiliZ 
ing message queues at both ends of the communication; 

FIG. 5 is a block diagram illustrating one embodiment for 
providing an association betWeen application and transport 
identi?ers in accordance With the present invention; 

FIG. 6 is a diagram illustrating one embodiment in Which 
the association betWeen application and transport identi?ers 
may be maintained in accordance With the present invention; 

FIG. 7 is a block diagram illustrating one embodiment of a 
manner of implementing an ID-table Where only one of the 
communicating parties utiliZes an MQ; 
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FIG. 8 is a message How diagram illustrating one embodi 
ment of a manner in Which messages may be communicated 
in accordance With the present invention; 

FIG. 9 is a message How diagram illustrating a manner in 
Which messages to/ from multiple application instances may 
be communicated in accordance With one embodiment of the 
present invention; 

FIG. 10 is a How diagram of a method for facilitating 
communication of messages betWeen applications in accor 
dance With one embodiment of the present invention; 

FIG. 11 is a How diagram of a method for identifying an 
application among a plurality of applications that is the target 
of a responsive message; and 

FIG. 12 illustrates a representative mobile terminal com 
puting system capable of carrying out operations in accor 
dance With the invention. 

DETAILED DESCRIPTION OF THE INVENTION 

In the folloWing description of the exemplary embodiment, 
reference is made to the accompanying draWings Which form 
a part hereof, and in Which is shoWn by Way of illustration 
representative embodiments in Which the invention may be 
practiced. It is to be understood that other embodiments may 
be utiliZed, as structural and operational changes may be 
made Without departing from the scope of the present inven 
tion. 

Generally, the present invention provides a system and 
method for communicating messages betWeen applications 
Where Message Queues (MQs) are implemented for less than 
all of communicating applications, and/or When MQs asso 
ciated With the communicating devices do not employ like 
protocols and/or packet headers. Associations are created 
betWeen application identi?ers and their corresponding trans 
port identi?ers (or other logical connection identi?ers) that 
are presented upon sending a message from the device. When 
a responsive message is sent to that application, the message 
must be able to locate the application or application instance 
that sent the ?rst message. In accordance With the present 
invention, this is accomplished by referring to the previously 
created associations of application identi?ers and transport 
identi?ers. When the transport identi?er associated With the 
inbound message is compared to the transport identi?ers of 
the created associations, a match to one (or more) of the 
transport identi?ers of the created associations may be 
detected, Which in turn supplies the appropriate application 
identi?er for the targeted application. 

In one embodiment, the present invention involves soft 
Ware architecture in landline and/or mobile communication 
systems that includes functionality relating to the intercom 
munication of applications. As previously described, mes 
sage queuing methodologies are used to facilitate communi 
cation betWeen applications. FIG. 1 is a block diagram 
illustrating an exemplary networking environment 100 in 
Which the principles of the present invention are applicable. 
The networking environment 100 may include, for example, 
one or more Wireless netWorks 102 and/ or landline netWorks 

104. The Wireless netWork(s) 102 may represent any one or 
more knoWn or future Wireless netWorking technologies, such 
as the Global System for Mobile Communications (GSM), 
Universal Mobile Telecommunications System (UMTS), 
Personal Communications Service (PCS), Time Division 
Multiple Access (TDMA), Code Division Multiple Access 
(CDMA), Wideband CDMA (WCDMA), or other mobile 
netWork transmission technology. Other Wireless communi 
cations means may also couple the various terminals, such as 
short-range Wireless technologies (e.g., Bluetooth). Any 
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6 
Wireless device 106 or other communications terminal may 
be coupled to such Wireless netWork(s) 102, such as mobile 
phones 108 and other mobile communicators, laptop or other 
portable computers 110, Personal Digital Assistants (PDA) 
112, or any other similar terminal capable of communicating 
via the Wireless netWork 102, as represented by generic Wire 
less device 114. Any number of Wireless devices may be 
coupled to the Wireless netWork 102, as represented by Wire 
less device-N 116. Other devices or netWork elements 118, 
120 may also be coupled to the Wireless netWork 102. One 
example of such a netWork element is a server 118. 

Landline netWork(s) 104 may include a Global Area Net 
Work (GAN) such as the Internet, one or more Wide Area 
NetWorks (WAN), Local Area NetWorks (LAN), and the like. 
Any computing device or other terminal capable of commu 
nication may be operable via the landline netWork 104, such 
as computers 122, 124 (including desktop, Workstations, lap 
top, conferencing systems, etc.) or any other similar comput 
ing device capable of communicating via the netWork 104. 
Other devices or netWork elements 126, 128 may also be 
coupled to the landline netWork 104. For example, server 126 
may provide content, data, etc. to any one or more other 
computers 122, 124, Wireless devices 106, 116, and/or other 
servers 118 or other netWork elements 120, 128. The present 
invention is applicable With any netWork element having pro 
grams or applications in Which communication is desired 
With other programs/applications. Further, While the present 
invention is particularly bene?cial in netWorking environ 
ments, the present invention is equally applicable to stand 
alone systems Where communications betWeen applications 
or application instances occur. 

In the illustrated embodiment of FIG. 1, each of the illus 
trated netWork elements includes one or more applications 
that may communicate With other applications in other net 
Work elements. For example, the Wireless device includes 
application(s) 130, the servers 118 and 126 include applica 
tion(s) 132 and 134 respectively, and the computing device 
122 includes application(s) 136. SoftWare used to facilitate 
communication betWeen such applications is often referred to 
as application communication “middleWare.” 
The present invention is directed to an aspect of such 

middleWare, namely message queues, Which facilitate com 
munication betWeen such applications 130, 132, 134, 136, 
and/or other applications. Application data traversing a net 
Work is often referred to as messages. Message queues pro 
vide a holding location in the netWork to temporarily store the 
messages during transit. Generally, the message queue (MQ) 
may reside in the computer, server, or other system that is 
sending the messages, and in the system that is receiving the 
messages. For example, any of the netWork elements 106, 
118,122,126 may include a MQ, such as MQs 140,142,144, 
146 respectively. Alternatively, MQs may be logically posi 
tioned betWeen the sending and receiving systems as an inter 
mediary computing system, as represented by the one or more 
MQs 148. As is described in greater detail beloW, the present 
invention alloWs applications to communicate With one 
another using MQs, despite the absence of an MO in one of 
the communicating devices or an incompatibility betWeen 
MQs in the communicating devices. 

Wireless and landline netWork communications are often 
described in terms of a layered softWare architecture, roughly 
based on the Open Systems Interconnection (OSI) reference 
model Which is knoWn in the art. FIG. 2 is a block diagram 
illustrating a representative example of the architectural 
placement of the message queue in such a layered softWare 
architecture. This embodiment assumes Wireless/cellular 
communication betWeen applications of a Wireless terminal 
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200 and another terminal or server (server/terminal 202). The 
terminal 200 includes representative applications including 
application-A 204, application-B 206, through an indetermi 
nate number of applications represented by application-n 
208. Similarly, the server/terminal 202 includes representa 
tive applications including application-X 210 through an 
indeterminate number of applications represented by appli 
cation-m 212 These applications, together With any desired or 
required Application Programming Interfaces (APIs), repre 
sent the application layer of each of the stacks. 
The Transmission Control Protocol (TCP) 214, 216 and 

User Datagram Protocol (UDP) 218, 220 stack services 
depict representative transport-layer protocols. Typically, 
either TCP or UDP protocols are used for Mobile Internet 
devices or landline devices to carry application-related mes 
sages. The Internet Protocol (IP) 222, 224 stack services 
depict a representative netWork-layer protocol, Which has 
been used to carry the data over IP-based netWorks. In the 
illustrated embodiment, various Wireless/cellular protocols 
226, 228 may represent protocols betWeen the data link layers 
and transport layers. Such protocols include, for example, 
Short Messaging Service (SMS), Multimedia Messaging Ser 
vice (MMS), Wireless Application Protocol (WAP), etc. 
Architecturally, MQ 230, 232 is positioned betWeen commu 
nication protocols and applications in the example shoWn in 
FIG. 2. The connection betWeen the terminal 200 and the 
server/terminal 202, as depicted by communication channel 
234, may be an unreliable connection that may only be avail 
able sporadically. The MQ 230, 232 addresses this situation. 
HoWever, as described more fully beloW, not all devices uti 
liZe MQs. Further, even in cases Where each of the commu 
nicating devices utiliZe MQs, the MQs may not be compatible 
in terms of protocols and/or packet headers associated With 
the communicated information. 

When an MQ receives a message from the transport layer 
(e.g., TCP 214/216; UDP 218/220, etc.), it must knoW to 
Which application and/or application instance the message is 
directed. It is not alWays enough to recogniZe the application 
type, since the host (e.g., computer, mobile terminal, etc.) 
may have several instances of the application software run 
ning concurrently. Moreover, the situation becomes more 
complicated due to the fact that application instances may be 
temporarily suspended, or even terminated. Thus, the mes 
sage must be passed to the correct application (including 
discrete application or application process) or application 
instance When that application or application instance is acti 
vated or reactivated. 

When MQs are not used, this problem does not occur. This 
is because the application directly activates and uses the pro 
tocol. FIG. 3A depicts this situation, and illustrates a block 
diagram of a typical case Where no MQs are used. In the 
illustrated example, tWo instances of application-A are active, 
namely application-A instance-1 300 and application-A 
instance-2 302. In this case, each application instance is 
directly associated With a different transport protocol 
instance. For example, invoking application-A instance-1 
300 Will call transport protocol instance-1 304, and invoking 
application-A instance-2 302 Will call transport protocol 
instance-2 306. In a more particular example using TCP at the 
transport layer, assume application-A instance-1 300 and 
instance-2 302 correspond to tWo broWser applications run 
ning concurrently. Without the use of MQ, each Will open its 
oWn TCP socket to send Hypertext Transfer Protocol (HTTP) 
messages. Therefore, there is a one-to-one relationship 
betWeen each of the broWser instances 300, 302 and the TCP 
processes 304, 306 respectively. 
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8 
Utilization of MQs provides a number of bene?ts, and thus 

it is often desirable to utiliZe MQs. HoWever, the use of MQs 
disables the traditional association shoWn in FIG. 3A. This is 
depicted in FIG. 3B, Where an MQ 308 is utiliZed betWeen the 
application instances 300, 302 and the transport instances 
304, 306. As can be seen, the association betWeen the trans 
port and the application instances is disabled. In a more 
particular example, again assume application-A instance-1 
300 and instance-2 302 correspond to tWo broWser applica 
tions running concurrently. Both instances 300, 302 of the 
broWser may send an HTTP request to MQ 308, and then may 
be suspended or terminated. MeanWhile, the MQ 308 sends 
the mes sages forWard to the destination. When the destination 
device (e.g., server) responds, the MQ 308 must knoW to 
Which of the broWser instances 300, 302 the response is 
directed. Unfortunately, it is possible that the transport uses 
the same identi?er, such as a TCP port number, and the 
response cannot be directed to the appropriate application 
instance. 
When MQ is used, it is normally assumed that an MQ is 

used at both ends of the communication, such as at both a 
client/terminal and a server. This is partly due to the fact that 
there is a need to uniquely identify the communicating appli 
cation, including Where the application has several instances 
running and each of the instances can enter a suspended or 
terminated state. As previously described, the MQ must knoW 
to Which application and application instance a message 
received from the transport layer is directed to. It is a straight 
forWard solution to introduce MQ at both ends, and to use a 
particular protocol or packet header to uniquely identify the 
communicating applications at both ends. Such a protocol or 
packet header may need to be proprietary to achieve this goal, 
but in any event both communication ends must support the 
same kind of MQ. For example, the sending MQ may add a 
proprietary MQ header that contains a unique identi?er. This 
is depicted in FIG. 4, Which provides a block diagram illus 
trating a solution using MQ at both ends of the communica 
tion. 

In the example of FIG. 4, three application instances of an 
application are associated With a terminal 400, including 
application-A instance-1 402, application-A instance-2 404, 
and application-A instance-3 406. An MQ 408 is provided at 
the terminal 400, logically betWeen the application instances 
and the transport layer 410. The other end of the communi 
cation in the illustrated example is a server 412 that includes 
a server application 414 and an MQ 416 logically betWeen the 
server application 414 and the transport layer 418. The trans 
port layer 420 may also be present at various netWork ele 
ments 422 along the communication channel . Assume that the 
server application 414 is to send a message to one of the 
application instances 402, 404, 406. A unique identi?er (ID) 
424 is used to uniquely identify the communicating applica 
tions. For example, the sending MQ 416 may add a propri 
etary MQ header to the message 426 that contains the unique 
ID 424 to identify the receiving application instance. Alter 
natively, the sending MQ 416 may use some speci?c and 
possibly proprietary protocol to identify the destination appli 
cation instance 402, 404, 406 for the message. Using this 
unique ID 424 that is communicated With the message 426, 
the appropriate one of the application instances 402, 404, 406 
can be identi?ed. 

HoWever, this approach limits the use of MQ only to cases 
Where both communication ends support the same kind of 
MQ. This naturally leads to fragmentation, and is not desir 
able from an application developer’s point of vieW. For 
example, it is possible that the developer must make different 
versions of the softWare, or include support for cases Where 
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there is, or is not, a MQ at the other end. The present invention 
overcomes this problem, and overcomes the need to have 
possibly proprietary protocol and/ or packet headers used 
betWeen the communicating ends for uniquely identifying the 
communicating peers. The present invention also alloWs for 
MQ use even in the case Where MQ deployment is at only one 
side of the end-to-end communication channel. 
The present invention provides for storing of an association 

of application and transport identi?ers, to facilitate subse 
quent identi?cation of the application and/or application 
instance to Which a message(s) is destined. As stated above, 
this alloWs for MQ use even in the case of MQ deployment at 
only one side of the end-to-end communication channel, and 
eliminates the need for the same kind of MQs at each end of 
the communication channel Where both ends implement 
MQs. In one embodiment of the invention, the stored corre 
lation of application and transport identi?ers is implemented 
by maintaining a table (hereinafter referred to as an “ID 
table”) that identi?es both the application and the transport 
related to a speci?c application. In accordance With the 
present invention, the particular identi?ers used may vary, as 
any available application and transport identi?ers may be 
used as long as the correlation therebetWeen is provided. For 
example, the application/transport association may be pro 
vided by associating an application identi?ed using a unique 
ID provided by the MQ, and a transport identi?ed using the 
identi?cation of the transport protocol instance. Other appli 
cation and transport identi?ers may be used, as described 
more fully beloW. In this manner, When an MQ receives a 
message from the transport layer, it can access the stored 
association of application/transport identi?ers to determine 
Which application/application instance the message is 
directed to. Therefore the present invention eliminates the 
need to have an MQ, or at least the same MQ, at both ends of 
the communication channel. 

FIG. 5 is a block diagram illustrating one embodiment for 
providing an association betWeen application and transport 
identi?ers in accordance With the present invention. In the 
embodiment of FIG. 5, tWo application instances are shoWn, 
including application-A instance-1 500 and application-A 
instance-2 502. TWo transport protocol instances are shoWn, 
including transport protocol instance-1 504 and transport pro 
tocol instance-2 506. An MQ 508 is also utiliZed to facilitate 
the dispatch of messages to receiving applications. HoWever, 
the logical placement of the MQ 508 disrupts any association 
betWeen the application and transport instances. In accor 
dance With the present invention, an association of the appli 
cation and transport identi?ers for each message transfer is 
created, Which can subsequently be used to identify the 
appropriate application or application instance When the tar 
get of the message (e.g., server, another terminal, etc.) 
responds to the application or application instance that origi 
nally sent the message. In the illustrated embodiment of FIG. 
5, the association of the application and transport identi?ers is 
maintained using a local ID-table 510. The ID-table 510 
therefore maintains entries of at least application identi?ers 
and transport identi?ers that are used When messages are sent, 
and maintains an association betWeen corresponding appli 
cation and transport identi?ers used in the message transfer. 

FIG. 6 is a diagram illustrating one embodiment in Which 
the association betWeen application and transport identi?ers 
may be maintained. In the illustrated embodiment, an ID 
table 600 is implemented. ID-table 600 includes one or more 
table entries, depicted as entries 602, 604, 606, 608, through 
an indeterminate number of entries depicted by entry 610. In 
one embodiment of such an ID-table 600, only an association 
betWeen an application ID 612 and a transport ID 614 is 
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10 
maintained. For the application ID 612, the MQ generates a 
unique identi?er for the application or application instance, or 
uses another available identi?er such as the process number 
of the application process if supported by the operating sys 
tem. For the transport ID 614, the MQ uses any available 
transport identi?er, such as the process number of the trans 
port protocol process if supported by the operating system, or 
a socket number if provided by the transport layer, etc. For a 
particular message, an entry is thus created in the ID-table 
600 using the application ID 612 and transport ID 614. For 
example, entry 602 may include an association of an appli 
cation ID 612 depicted as APP-PROCESS# 616 and a trans 
port ID 614 depicted as SOCKET# 618. This association of 
identi?ers 614, 618 is maintained, and used for subsequent 
identi?cation of the appropriate application/application 
instance in Which a responsive message is directed. 
The MQ therefore maintains a table 600 that connects the 

particular application to the particular transport. In one 
embodiment, the table is constructed in such a Way that it is as 
independent of the features of the operating system as pos 
sible. When a message is sent, the MQ provides a unique ID 
612 for the application locally, and this unique ID is stored to 
the table. The unique ID may be generated by the MQ, may be 
a process identi?er if the MQ has one available (e.g., APP 
PROCESS# 616), or may be another unique identi?er of the 
application. The corresponding transport ID 614 is also stored 
to the table 600, and may be obtained using the transport 
speci?c identi?er such as a TCP or UDP socket number, or a 
process or thread, depending on What is supported by the 
environment. 

In one embodiment of the invention, the ID-table 600 (or 
other data structure) also contains information about the 
nature of the identi?ers used. For example, an application ID 
type 620 and/or a transport ID type 622 may be included With 
one, more, or all of the entries of the table 600. For example, 
the application ID type may be a unique ID generated by the 
MQ, a process number, or other similar indicator. Analo 
gously, the transport ID type 622 may be a socket number, 
port number, session identi?er, process number, thread num 
ber, or other similar indicator. As an example, some types of 
operating systems return TCP socket numbers that uniquely 
identify the TCP process. This TCP socket number can be 
used as the transport ID 614, and the transport ID type 622 
may then be a socket number or more speci?cally a TCP 
socket number. Depending on the operating system, it is also 
possible that the MQ may get some other identi?er relating to 
the transport, such as an identi?er of the transport process/ 
thread itself, rather than a socket number. 

Additional and/ or different ?elds other than those depicted 
in FIG. 6 may be associated With the ID-table 600. Further, 
the association of such identi?ers need not be in a “table” per 
se. Rather, any data structure or linking feature capable of 
maintaining such an association betWeen the pertinent iden 
ti?ers may be used in accordance With the present invention. 
For example, links, pointers, linked lists, arrays, and the like 
may be used to establish the required association betWeen the 
application identi?ers and the logical connection identi?ers 
(e.g., transport identi?ers). 

FIG. 7 is a block diagram illustrating one embodiment of a 
manner of implementing an ID-table Where only one of the 
communicating parties utiliZes an MQ. In the example of 
FIG. 7, three application instances of an application are asso 
ciated With a terminal 700, including application-A 
instance-1 702, application-A instance-2 704, and applica 
tion-A instance-3 706. An MQ 708 is provided at the terminal 
700, logically betWeen the application instances and the 
transport layer 710. Associated With the MQ 708 is the ID 
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table 712, Which stores associations of application and trans 
port identi?ers as previously described. The other end of the 
communication in the illustrated example includes another 
communicating device, Which is a server 714 in the present 
example. The server 714 includes a server application 716, 
and optionally includes an MQ 718 logically betWeen the 
server application 716 and the transport layer 720. The trans 
port layer 722 may also be present at various netWork ele 
ments 724 along the communication channel. 

In operation, an application or application instance such as 
application-A instance-1 702 may call for the services of the 
MQ 708. When doing so, the application instance 702 iden 
ti?es the destination. The MQ 708 returns a unique identi?er 
to the application instance 702 that may be used in the future. 
The MQ 708 initialiZes a transport, such as a TCP socket, 
UDP socket, etc. The operating system or the transport 710 
generally returns some type of identi?er related to the trans 
port channel, Whether this be a socket number, process or 
thread identi?er, etc. For example, UNIX-type operating sys 
tems generally return a TCP socket number that uniquely 
identi?es the TCP process. In other embodiments, the iden 
ti?er may be associated With the transport process itself. 

The MQ 708 then Writes both the application number (e. g., 
“ID_application”) and the transport identi?er (e.g., 
“ID_transport”) to the ID-table 712. As previously described, 
it may also be necessary or bene?cial to include information 
pertaining to the nature of the identi?er, such as a transport 
type to indicate Whether the transport is identi?ed using a 
socket number or a process number. The table 712 is main 
tained until the application 702 indicates its ?nal termination, 
or some prede?ned time period has expired Without usage, or 
some other predetermined event occurs. 

When a message 726 arrives from the server application 
716, it may not utiliZe the services of an MQ 718. Altema 
tively, the server 714 may utiliZe the MQ 718, but may not be 
of the same kind as the MQ 708, and any particular protocol 
or packet headers used by MQ 718 may not be of use to the 
MQ 708. In the illustrated example, the message 726 does not 
include any particular or proprietary header to direct the 
message payload 728 (and standard header) to the appropriate 
one of the application instances 702, and thus may not have 
utiliZed the services of an MQ. 718. 

When the message 726 arrives from the other communica 
tion end point (With or Without MQ), the MQ 708 determines 
from Which socket or process the message is received. The 
MQ 708 then consults the ID-table 712, and compares the 
socket in Which the message Was received to the transport 
identi?ers in the ID-table 712. Upon locating a matching 
socket in the ID-table 712, the associated application process/ 
instance can be determined. In the example of FIG. 7, the 
associated application instance Would identify application-A 
instance-1 702. The message is then forWarded to the appro 
priate application instance, or alternatively stored to a queue 
associated With the MQ 708 (e. g., When the application 
instance is suspended). 

FIG. 8 is a message How diagram illustrating one embodi 
ment of a manner in Which messages may be communicated 
in accordance With the present invention. This embodiment 
describes communications from the perspective of a device 
(e.g., mobile terminal for purposes of FIG. 8), that may ini 
tiate communications to another device (e.g., server for pur 
poses of FIG. 8) and receive messages from that server. Thus, 
the modules of the mobile terminal include the application 
process/instance 800, Message Queue (MQ) 802, transport 
protocol process/instance 804, and the data structure 806 used 
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12 
to correlate the application IDs and transport IDs. In the 
illustrated embodiment, the data structure used is an ID-table 
806. 
The message How of FIG. 8 includes the application 800 

making a call 808 for the services of the MQ 802. When 
making this call, the application identi?es the destination of 
the message. More particularly, the application 800 may call 
the MQ through an Application Programming Interface 
(API), and identify the target host, application, and perhaps 
the protocol. It is also possible that the application proposes 
the unique identi?er to be used. The MQ 802 returns 810 a 
unique application ID to the application 800. If the applica 
tion has proposed an ID in the ?rst place, then the MQ can 
check that it is unique before returning it. The MQ 802 also 
initialiZes 812 a transport, Which results in the transport 804 
returning 814 a transport ID. In one embodiment, this 
involves the MQ 802 making a decision regarding the proto 
col, and forking a process. In response, the process number, 
socket number, or the like is returned. The MQ 802, noW 
having both the application ID and the transport ID, Writes 
816 this information to the ID-table 806 or stores the appli 
cation ID/transport ID association in another manner. The 
application 800 sends 818 the message(s) to the MQ 802. The 
MQ 802 may request 820 the transport ID from the ID-table 
806, and the ID-table 806 then returns 822 the transport ID to 
the MQ 802 to facilitate passing 824 the message(s) to the 
transport process. Alternatively, the MQ 802 may already 
have the transport ID from the earlier return 814 of the trans 
port ID, in Which case the additional request 820 and return 
822 is not required. 
The ID-table 806 is noW equipped With the association of 

the application ID and the transport ID of the message(s) sent 
via the application 800. When a response message is received 
826 from the other communication end point, the MQ 802 can 
determine from Which socket/process the message Was 
received. The MQ 802 requests 828 the transport ID from the 
ID-table 806, and the ID-table 806 then returns 830 the trans 
port ID to the MQ 802. Using the discovered socket/process, 
and the returned transport ID (i.e., also a socket, process, 
etc.), the MQ 802 can pass 832 the response message to the 
appropriate application process/instance 800. 

FIG. 9 is a message How diagram illustrating a manner in 
Which messages to/from multiple application instances may 
be communicated in accordance With one embodiment of the 
present invention. For purposes of the description of FIG. 9, 
assume the existence of tWo instances of a terminal applica 
tion, application instance-1 900 and application instance-2 
902, and assume that these application instances use propri 
etary messages betWeen the terminal and the server. The 
application instances can represent multiple instances of any 
type of application, such as bookkeeping softWare. In this 
particular example, the transport protocol 906 may be UDP, 
and the application alWays assumes UDP port number 
“1234.” The terminal user thus has tWo instances of the appli 
cation running concurrently, and MQ 904 is used at the ter 
minal. 

Application instance-1 900 sends 908 a message to MQ 
904 With a function call. An example of such a message call is 
shoWn in Example 1 beloW: 

send_message(udp, 102.233.242.202, 1234, 
message) 

Example 1 

The MQ 904 receives the function call, provides 910 a unique 
ID “1001,” and returns 912 this value to application 
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instance-1 900. Application instance-1 900 then stores 914 
the ID “1001,” such as storing the ID to disk, and goes to a 
suspend state. The MQ 904 calls 916 a UDP socket to IP host 
“102.233.242.202” and to UDP port “1234” and receives 918 
a UDP socket number “111.” The MQ 904 stores 920 a neW 
entry to the ID-table 922. An example of such an entry is 
shoWn in Table 1 beloW: 

TABLE 1 

applicationIDitype applicationID transportIDitype transportID 

OWHiID 1001 socketNuInber 1 1 1 

The MQ 904 sends 924 the message to the UDP socket to be 
communicated to the server 926. 

Similar steps are repeated for the second application 
instance-2 902. More particularly, application instance-2 902 
sends 930 a message to MQ 904 With a function call. An 
example of such a message call is shoWn in Example 2 beloW: 

send_message(udp, 102.233.242.202, 1234, 
message) 

Example 2 

As can be seen, the message call sent by application 
instance-2 902 is the same as the message call sent by appli 
cation instance-1 900. The MQ 904 receives the function call, 
provides 932 a unique ID “1002,” and returns 934 this value 
to application instance-2 902. Application instance-2 902 
then stores 936 the ID “1002,” and goes to a suspend state. 
The MQ 904 calls 938 a UDP socket to IP host 
“102.233.242.202” and to UDP port “1234” and receives 940 
a UDP socket number “112.” The MQ 904 stores 942 a neW 
entry to the ID-table 922. An example of such an entry is 
shoWn in Table 2 beloW: 

TABLE 2 

applicationIDitype applicationID transportIDitype transportID 

OWHiID 1002 socketNuInber 1 12 

The MQ 904 sends 944 the message to the UDP socket to be 
communicated to the server 926. 

The server 926 receives the messages from both applica 
tion instances 900, 902 and processes the responses. The 
server 926 sends the responses back to the terminal, as 
depicted on paths 946, 948. It should be noted that the 
responses may be sent back in any order, and need not be sent 
back in the order in Which they Were received. MQ 904 
receives 950 a message from the UDP socket 111. The ID 
table 922 is consulted as depicted on paths 952, 954, and the 
MQ 904 determines that the message is related to the appli 
cation having unique ID of “1001.” The MQ 904 stores 956 
the message With the application ID number. The user acti 
vates 958 the application instance-1 900. The application 
retrieves 960 the application ID from the disk, and checks 962 
the MQ 904 for possible messages, such as using a “get_mes 
sage(1001)” function call. The MQ 904 receives the request, 
and returns 964 the message. In an analogous fashion, appli 
cation instance-2 902 can retrieve its message from the MQ 
904, using UDP socket 112 and the unique ID of“1002.” 

The present invention is also applicable in connection With 
different protocols and different softWare architecture layers. 
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For example, While transport identi?er has been described 
herein for purposes of facilitating an understanding of the 
invention, the present invention is applicable to other logical 
connection identi?ers, depending on the architectural layer at 
Which the messages are being communicated. The present 
invention is equally applicable to message transfers originat 
ing at another layer, such as the presentation layer, session 
layer, netWork layer, etc. Therefore, the present invention 
provides for the association of process identi?ers and logical 
connection identi?ers to ultimately locate and direct respon 
sive messages back to the process, even Where that process is 
not operating at the application layer, or Where the logical 
connection identi?er is at the transport layer. 

FIG. 10 is a How diagram of a method for facilitating 
communication of messages betWeen applications in accor 
dance With one embodiment of the present invention. Appli 
cation IDs and corresponding outbound logical connection 
IDs, such as transport IDs, are acquired 1000. The outbound 
logical connection ID thus corresponds to the socket, port, 
session, etc. in Which the outbound message Will be sent. The 
logical connection IDs are associated With message transfers 
from applications identi?able by their respective application 
IDs. Associations betWeen the application IDs and their cor 
responding outbound logical connection IDs are then estab 
lished 1002. For example, the association may be established 
by entering the associated application IDs and connection IDs 
in an ID-table. Inbound messages that are responsive to mes 
sages sent by the applications are directed 1004 to the appli 
cation that has an application ID associated With outbound 
logical connection ID that corresponds to the inbound logical 
connection ID. For example, a message received from 
another device (e.g., server) is directed to the application that 
has an application ID linked to the outbound transport ID in 
the ID-table Which matches the inbound transport ID. In 
accordance With one embodiment of the invention, these 
operations are carried out at least in part by the MQ. 

FIG. 11 is a How diagram of a method for identifying an 
application among a plurality of applications that is the target 
of a responsive message. An application identi?er and out 
bound transport ID is received 1100. In this respect, receipt of 
the application ID may involve generation of a unique ID at 
the MQ, or alternatively may involve receiving a unique ID 
available to the MQ, such as a process number. An association 
betWeen the application ID and the outbound transport ID is 
created 1102, in any manner previously described. The 
inbound transport ID associated With an incoming message is 
received 1104. The target application is identi?ed 1106 using 
the previously created association of the application identi?er 
and the outbound transport IDs. For example, the inbound 
transport ID is matched 1108 to an outbound transport ID in 
an ID-table, and from this association, the application ID can 
be determined 1110. 
The present invention may be used to communicate mes 

sages to/from applications in any type of device that can 
communicate With the netWork or other connection. Such 
devices include computing devices such as desktop comput 
ers, Workstations, laptop computers, or any other computing 
system capable of accessing information via a netWork. Such 
computing devices also include netWork servers, such as con 
tent servers, storage servers, Multimedia Messaging Service 
Centers (MMSC) for Multimedia Messaging Service 
(MMS), Short Message Service Centers (SMSC) for Short 
Message Service (SMS), or any other netWork element 
capable of communicating With other systems and devices 
over a netWork, such as the Internet. These devices also 
include mobile devices, Where netWork access is accom 
plished via a Wireless netWork that may or may not ultimately 










