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(57) ABSTRACT 

A communication device (e.g., an vehicle-mounted device) 
comprises a transmitter that transmits a distance-calculation 
signal With Which to calculate a distance to a partner commu 
nication device (e. g., a mobile device), a detector that receives 
the distance-calculation signal returned from the partner 
communication device and detects a phase difference 
between the distance-calculation signal When transmitted and 
the distance-calculation signal When received, and a calcula 
tor that calculates the distance to the partner communication 
device based on the phase difference detected by the detector. 

20 Claims, 12 Drawing Sheets 
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COMMUNICATION DEVICE AND DISTANCE 
CALCULATION SYSTEM 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

The present application claims priority from Japanese 
PatentApplications No. 2004-304756, No. 2004-304757, and 
No. 2004-304758 ?led on Oct. 19, 2004, Which are herein 
incorporated by reference. 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The present invention relates to a communication device 

and a distance calculation system. 
2. Description of the Related Art 
In these years, among communication devices that com 

municate With each other to perform prescribed processing 
are, for example, vehicle-mounted and mobile devices for 
vehicles having a passive keyless entry system mounted 
therein. 

Communications betWeen the vehicle-mounted and 
mobile devices for vehicles having a passive keyless entry 
system mounted therein Will be described beloW in detail. It is 
supposed that the vehicle-mounted device is installed, e. g., in 
the driver side door of a vehicle and that the oWner of the 
vehicle (hereinafter called a Wearer) has the mobile device 
With him. Further, it is supposed that the Wearer has stopped 
the engine of the vehicle, opened the door, and left the vehicle. 

The vehicle-mounted device transmits a signal (hereinafter 
called a signal A) to determine Whether the mobile device is 
Within a range (area) in Which the vehicle-mounted device 
and the mobile device can communicate. When the Wearer is 
Within the communication-feasible range, the mobile device 
receives the signal A from the vehicle-mounted device, and 
transmits a signal B in response to the signalA. When receiv 
ing the signal B from the mobile device, the vehicle-mounted 
device determines that the mobile device is Within the com 
munication-feasible range. The transmission of the signal A 
from the vehicle-mounted device is repeated at predeter 
mined intervals. 

If the Wearer goes outside the communication-feasible 
range, the mobile device cannot receive the signal A from the 
vehicle-mounted device. Hence, the vehicle-mounted device 
gets to not receive the signal B from the mobile device in 
response to the signal A. For example, When not receiving the 
signal B from the mobile device for a predetermined time 
period, the vehicle-mounted device sends an instruction sig 
nal to lock the doors of the vehicle to a controller provided 
separately in the vehicle. The controller locks the doors of the 
vehicle according to the instruction signal. Thus, When the 
Wearer leaves the vehicle and goes outside the communica 
tion-feasible range, the doors of the vehicle are locked. 

Next, When the Wearer, Who Was out of the communication 
feasible range, has got back into the communication-feasible 
range, the mobile device receives the signal A from the 
vehicle-mounted device, and transmits the signal B. When 
receiving the signal B from the mobile device, the vehicle 
mounted device transmits a read signal to read out informa 
tion of the mobile device to determine Whether the mobile 
device is corresponding to the vehicle. If determining that the 
mobile device is corresponding to the vehicle, the vehicle 
mounted device sends an instruction signal to unlock the 
doors of the vehicle to the controller. The controller unlocks 
the doors of the vehicle according to the instruction signal. 
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2 
In this Way, in the vehicle having the passive keyless entry 

system mounted, it is possible that the doors of the vehicle are 
locked and unlocked through communications betWeen the 
vehicle-mounted device and the mobile device Without insert 
ing a vehicle key into the key hole. See for example Japanese 
Patent Application Laid-Open Publication No. 2000- 1 98420. 

HoWever, With vehicles having the passive keyless entry 
system mounted, When a so-called relay attack is made in the 
above-described communications betWeen the vehicle 
mounted device and the mobile device, there is a possibility 
that the vehicle may be stolen. This relay attack refers to a 
kind of theft Wherein in the state Where, the Wearer being out 
of the communication-feasible range, the vehicle-mounted 
device and the mobile device otherWise could not communi 
cate, by using a relay the vehicle-mounted device and the 
mobile device are made to be able to communicate, thereby 
unlocking the doors of the vehicle to alloW the vehicle to be 
stolen. 
The relay attack Will be described beloW in detail using 

FIG. 12. FIG. 12 is a diagram shoWing communications 
betWeen a vehicle-mounted device 101 and a mobile device 
102 via relays A and B. The vehicle-mounted device 101 is 
installed, e.g., in the driver side door and transmits the signal 
A. The vehicle-mounted device 101 can transmit and receive 
signals Within a communication range denoted by a broken 
line C. When receiving the signal A from the vehicle-mounted 
device 101, the mobile device 102 transmits the signal B in 
response to the signal A as described above. Note that the 
mobile device 102 can transmit and receive signals Within a 
communication range denoted by a broken line D. 

If the Wearer goes outside the communication-feasible 
range, the signal B in response to the signal A is not transmit 
ted from the mobile device 1 02 to the vehicle-mounted device 
101 and a controller (not shoWn) locks the doors according to 
an instruction signal from the vehicle-mounted device 101 as 
described above. 

Here, suppose that there are intermediaries X andY intend 
ing to steal the vehicle, the intermediary X carrying the relay 
A enters the communication range C of the vehicle-mounted 
device 101. And the intermediary Y carrying the relay B 
comes close to the Wearer, With having the relay B enter the 
communication range D of the mobile device 102. The relay 
A being carried by the intermediary X receives the signal A 
since being Within the communication range C, and detects 
and ampli?es the signal A, and transmits the ampli?ed signal 
A. Since amplifying the signal A, the relay A can transmit the 
signal A over a broader range than the communication range 
C of the vehicle-mounted device 101. When receiving the 
signal A ampli?ed by the relay A, the relay B being carried by 
the intermediary Y detects the ampli?ed signal A and attenu 
ates the signal A to, e.g., the level before ampli?ed by the 
relay A and transmits the attenuated signal A. Here, since the 
relay B is Within the communication range D of the mobile 
device 102, the mobile device 102 receives the signal A 
attenuated by the relay B. Considering that the signal A from 
the vehicle-mounted device 101 has been received, the 
mobile device 102 transmits the signal B in response to the 
signalA. When receiving the signal B, the relay B detects, and 
ampli?es the signal B and transmits the ampli?ed signal B. 
Since amplifying the signal B, the relay B can transmit the 
signal B over a broader range than the communication range 
D of the mobile device 102. When receiving the signal B 
ampli?ed by the relay B, the relay A detects the ampli?ed 
signal B and attenuates the signal B to, e.g., the level before 
ampli?ed by the relay B and transmits the attenuated signal B. 
Here, since the relay A is Within the communication range C 
of the vehicle-mounted device 101, the vehicle-mounted 



US 7,466,219 B2 
3 

device 101 receives the signal B attenuated by the relay A. 
Since receiving the signal B in response to the signal A, the 
vehicle-mounted device 101 determines that the mobile 
device 102 is Within the communication-feasible range. Then, 
the vehicle-mounted device 101 performs the previously 
described process to unlock the doors of the vehicle. Thus, for 
example, the intermediary X gets in the unlocked vehicle and 
steals the vehicle. 

With communications betWeen the vehicle-mounted 
device 101 and the mobile device 102 via relays A and B, the 
signal B is received via relays A and B and then the vehicle 
mounted device 101 may determine that the mobile device 
102 is Within the communication-feasible range. Thus, the 
vehicle-mounted device 101 may send the instruction signal 
to unlock the doors of the vehicle to the controller, thus 
unlocking the doors by the controller, although the Wearer is 
not Within the communication-feasible range. 

SUMMARY OF THE INVENTION 

Accordingly, an object of the present invention is to pro 
vide a communication device that reliably can calculate the 
distance to a partner communication device (e.g., a mobile 
device) in order to prevent unauthorized communications by 
others than concerned parties in communicating With the 
partner communication device. Moreover, an object of the 
present invention is to provide a communication device that 
reliably can calculate the distance to a partner communication 
device (e.g., an vehicle-mounted device) in order to prevent 
unauthoriZed communications by others than concerned par 
ties in communicating With the partner communication 
device. Furthermore, an object of the present invention is to 
provide a distance calculation system that reliably can calcu 
late the distance betWeen a ?rst communication device (e.g., 
an vehicle-mounted device) and a second communication 
device (eg a mobile device) in order to prevent unauthorized 
communications by others than concerned parties in commu 
nications betWeen the ?rst and second communication 
devices. 

According to the present invention to solve the above and 
other problems, there is provided a communication device 
comprising a transmitter that transmits a distance-calculation 
signal With Which to calculate a distance to a partner commu 
nication device (e. g., a mobile device), a detector that receives 
the distance-calculation signal returned from the partner 
communication device and detects a phase difference 
betWeen the distance-calculation signal When transmitted and 
the distance-calculation signal When received, and a calcula 
tor that calculates the distance to the partner communication 
device based on the phase difference detected by the detector. 

Further, there is provided a communication device capable 
of communicating With a partner communication device (e. g., 
an vehicle-mounted device) Which transmits a distance-cal 
culation signal With Which to calculate a distance to the com 
munication device, receives the distance-calculation signal 
returned, detects a phase difference betWeen the distance 
calculation signal When transmitted and the distance-calcu 
lation signal When received, and calculates the distance to the 
communication device based on the phase difference. The 
communication device comprises a send-back section that 
returns the distance-calculation signal transmitted by the 
partner communication device. 

Yet further, there is provided a distance calculation system 
Which calculates a distance betWeen ?rst and second commu 
nication devices (e.g., an vehicle-mounted device and a 
mobile device), Wherein the ?rst communication device com 
prises a transmitter that transmits a distance-calculation sig 
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4 
nal With Which to calculate a distance to the second commu 
nication device, a detector that receives the distance 
calculation signal returned from the second communication 
device and detects a phase difference betWeen the distance 
calculation signal When transmitted and the distance-calcu 
lation signal When received, and a calculator that calculates 
the distance to the second communication device based on the 
phase difference detected by the detector, and Wherein the 
second communication device comprises a send-back section 
that returns the distance-calculation signal transmitted by the 
?rst communication device. 

Features and objects of the present invention other than the 
above Will become apparent from the description of this 
speci?cation and the accompanying draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

For a more complete understanding of the present inven 
tion and the advantages thereof, reference is noW made to the 
folloWing description taken in conjunction With the accom 
panying draWings Wherein: 

FIG. 1 is a function block diagram shoWing an example of 
the Whole con?guration of a distance calculation system 
according to the present invention; 

FIG. 2 is a How chart shoWing an example of the operation 
of the distance calculation system according to the present 
invention; 

FIG. 3 is a How chart shoWing the example of the operation 
of the distance calculation system according to the present 
invention; 

FIG. 4 is a timing chart shoWing the example of the opera 
tion of the distance calculation system according to the 
present invention; 

FIG. 5 is a diagram shoWing a change of a distance-calcu 
lation signal; 

FIG. 6 is a timing chart shoWing another example of the 
operation of the distance calculation system according to the 
present invention; 

FIG. 7 is a diagram shoWing a change of the distance 
calculation signal; 

FIG. 8 is a block diagram shoWing another example of the 
Whole con?guration of the distance calculation system 
according to the present invention; 

FIG. 9 is a How chart shoWing an example of the operation 
of the distance calculation system according to the present 
invention; 

FIG. 10 shoWs hoW a mobile device 2 is detected With 
vehicle-mounted devices 1A, 1B, 1C, 1D; 

FIG. 11 shoWs an example of a display screen of a monitor 
92; and 

FIG. 12 is a diagram shoWing communications betWeen an 
vehicle-mounted device 101 and a mobile device 102 via 
relays A and B. 

DETAILED DESCRIPTION OF THE INVENTION 

At least the folloWing matters Will be made clear by the 
explanation in the present speci?cation and the description of 
the accompanying draWings. 

<<First Implementation<< 

::Entire Con?guration of Distance Calculation System:: 
A communication device constituting a distance calcula 

tion system of the present invention Will be described With 
reference to FIG. 1. FIG. 1 is a function block diagram shoW 
ing an example of the entire con?guration of the distance 
calculation system according to the present invention. 
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In the present implementation, the case Will be described 
Where the distance calculation system is used in a passive 
keyless entry system, Which can lock and unlock the doors of 
a vehicle Without key operation. The distance calculation 
system comprises a vehicle-mounted device 1 (?rst commu 
nication device/communication device/partner communica 
tion device) and a mobile device 2 (second communication 
device/communication device/partner communication 
device). It is supposed that the vehicle-mounted device 1 is 
installed, for example, in the external door knob of the driver 
side door of a vehicle and the mobile device 2 is installed, for 
example, in a key for the vehicle. 

In the present implementation, a carrier Wave of a loW 
frequency (e.g., 125 kHZ) is used for communication of sig 
nals from the vehicle-mounted device 1 to the mobile device 
2, and a carrier Wave of a high frequency (e.g., 312 MHZ) is 
used for communication of signals from the mobile device 2 
to the vehicle-mounted device 1. That is, in the communica 
tion from the vehicle-mounted device 1 to the mobile device 
2, communication speed is sloW since communicating With 
the carrier Wave of the loW frequency, and meanWhile, in the 
communication from the mobile device 2 to the vehicle 
mounted device 1, communication speed is fast since com 
municating With the carrier Wave of the high frequency. The 
reason Why the loW frequency resulting in sloW communica 
tion speed is used is to intentionally produce a phase differ 
ence (or time difference) betWeen the time When the vehicle 
mounted device 1 transmits a signal and the time When the 
signal is returned thereto by the mobile device 2. For the 
communication from the mobile device 2 to the vehicle 
mounted device 1, the high frequency resulting in fast com 
munication speed is used, and hence a phase difference 
betWeen When transmitted and When received is negligible 
compared With a phase difference that occurs in the commu 
nication from the vehicle-mounted device 1 to the mobile 
device 2. That is, the distance betWeen the vehicle-mounted 
device 1 and the mobile device 2 can be calculated from only 
the phase difference produced in the communication from the 
vehicle-mounted device 1 to the mobile device 2. This is the 
reason Why the loW frequency is used for the communication 
from the vehicle-mounted device 1 to the mobile device 2 and 
the high frequency is used for the communication from the 
mobile device 2 to the vehicle-mounted device 1. 

Furthermore, in the communication from the vehicle 
mounted device 1 to the mobile device 2, ASK (Amplitude 
Shift Keying)-modulated signals are communicated. This is 
because a transmitter (transmitter/modulator) 7 that transmits 
signals from the vehicle-mounted device 1 to the mobile 
device 2 and a demodulator 24 that receives signals from the 
vehicle-mounted device 1 are easy to be con?gured and thus 
the transmission from the vehicle-mounted device 1 to the 
mobile device 2 is possible even if there is cross talk. Mean 
While, in the communication 30 from the mobile device 2 to 
the vehicle-mounted device 1, FSK (Frequency Shift Key 
ing)-modulated signals are communicated. This is because 
the FSK-modulated signals are not easily affected by noise 
and it is possible to reliably send information from the mobile 
device 2 to the vehicle-mounted device 1 Without loss. 

Furthermore, in the communication from the vehicle 
mounted device 1 to the mobile device 2, the carrier Wave of 
the loW frequency is used and hence, the usual communica 
tion distance is about 1 meter because the intensity of the 
magnetic ?eld component of the electromagnetic Wave is 
inversely proportional to the distance cubed. MeanWhile, in 
the communication from the mobile device 2 to the vehicle 
mounted device 1, the carrier Wave of the high frequency is 
used and hence, the usual communication distance is about 5 
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6 
to 20 meters. Hereinafter, the communication-feasible ranges 
of the vehicle-mounted device 1 and the mobile device 2 are 
called areas. 

The vehicle-mounted device 1 comprises a CPU (Central 
Processing Unit; detector/ calculator/ determining section/ 
generator) 3, a counter 4, a timer 5, a Flash memory (storage) 
6, a transmitter 7, a receiver (demodulator) 8, a transmit 
antenna 9, a receive antenna 10, and an OSC (oscillator) 26. 
The transmitter 7 ASK-modulates a signal from the CPU 3 

With the carrier Wave of 125 kHZ in frequency. 
The transmit antenna 9 transmits the ASK-modulated sig 

nal by the transmitter 7. 
The receive antenna 10 receives the FSK-modulated signal 

from the mobile device 2. 
The receiver 8 demodulates the FSK-modulated signal 

from the mobile device 2 received by the receive antenna 10. 
The CPU 3 is provided to control the vehicle-mounted 

device 1 overall. Program code for the CPU 3 performing 
processes described later is stored beforehand in the Flash 
memory 6. Also stored beforehand in the Flash memory 6 are 
a code signal and personal data, Which are to be veri?ed With 
data demodulated by the receiver 8 from the mobile device 2 
When the CPU 3 performs processing to unlock the doors of 
the vehicle. Yet further, stored beforehand in the Flash 
memory 6 is a decryption program for decrypting encrypted 
personal data demodulated by the receiver 8 from the mobile 
device 2 (the encrypted personal data being stored in a Flash 
memory 13 of the mobile device 2 and to be veri?ed by the 
CPU 3 With the personal data in the Flash memory 6). The 
Flash memory 6 is constituted by a non-volatile memory, 
Where data is electrically erasable and can be repeatedly 
Written and read out. 
The timer 5 measures time according to an instruction from 

the CPU 3. 
The OSC 26 sends a clock signal (CLKO) of a predeter 

mined frequency to the CPU 3. 
The counter 4, according to an instruction from the CPU 3, 

counts the rising edges, e.g., of the clocks from the OSC 26, 
starting from the rising edge of a signal for calculating the 
distance from the vehicle-mounted device 1 to the mobile 
device 2 (hereinafter called a distance-calculation signal) that 
is sent from the CPU 3 to the transmitter 7 until the rising edge 
of the distance-calculation signal demodulated in the receiver 
8. The count of the counter 4 is reset according to an instruc 
tion from the CPU 3. 
The CPU 3 sends the distance-calculation signal to the 

transmitter 7 and resets the counter 4 to start counting. Also, 
the CPU 3 resets the timer 5 to start measuring time. When 
receiving the distance-calculation signal demodulated in the 
receiver 8 from the mobile device 2, the CPU 3 reads out the 
count of the counter 4 and calculates the distance from the 
vehicle-mounted device 1 to the mobile device 2 based on the 
count. That is, the count is obtained indicating the phase 
difference betWeen the distance-calculation signal When sent 
to the transmitter 7 and the same When returned from the 
mobile device 2, and the CPU 3 can calculates the distance 
from the vehicle-mounted device 1 to the mobile device 2. For 
example, Where the frequency of the clock from the OSC 26 
is 15 .75 kHZ, if the count of the counter 4 at the time When the 
distance-calculation signal is returned from the mobile device 
2 is at 250, the phase difference is about 15.87 msec. And 
suppose that When the phase difference is about 15.87 msec, 
the distance from the vehicle-mounted device 1 to the mobile 
device 2 has been found to be about 1 meter through experi 
ment, for example. Distance data corresponding to the count 
obtained through experiment is stored beforehand as tabular 
data in the Flash memory 6. The CPU 3 determines Whether 
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the distance calculated is below a predetermined distance 
(e. g., 1 meter). When determining that the distance calculated 
is below the predetermined distance, the CPU 3 sends the 
transmitter 7 a signal (hereinafter called an identifying signal) 
to put an inverter 21 of the mobile device 2 in a non-opera 
tional state. Further, the CPU 3 sends the transmitter 7 a signal 
(hereinafter called a code reading signal) to read out a code 
signal from the mobile device 2, Which is corresponding to the 
code signal stored in the Flash memory 6. The code signal 
from the mobile device 2 demodulated in the receiver 8 is sent 
to the CPU 3. If determining that there is a predetermined 
relationship betWeen the code signal from the mobile device 
2 and the code signal from the Flash memory 6, the CPU 3 
sends the transmitter 7 a signal (hereinafter called an 
encrypted personal data reading signal) to read out the 
encrypted personal data mentioned previously. The encrypted 
personal data from the mobile device 2 demodulated in the 
receiver 8 is sent to the CPU 3, Which decrypts the encrypted 
personal data using the decryption program stored in the 
Flash memory 6. If determining that the decrypted personal 
data matches the personal data from the Flash memory 6, the 
CPU 3 sends the transmitter 7 a signal (hereinafter called an 
input con?rmation signal) to con?rm Which door(s) of the 
vehicle is to be unlocked (e.g., all doors or the driver side 
door). An input signal corresponding to the input con?rma 
tion signal from the mobile device 2 demodulated in the 
receiver 8 is sent to the CPU 3. The CPU 3 sends a controller 
(not shoWn) separately provided in the vehicle an instruction 
signal to unlock the door(s) of the vehicle on the basis of the 
input signal from the mobile device 2 demodulated in the 
receiver 8. Also, The CPU 3 sends the transmitter 7 a signal 
(hereinafter called an intra-area con?rmation signal A) to 
determine Whether the mobile device 2 is Within the commu 
nication-feasible range. At this time, the CPU 3 resets the 
timer 5 to start measuring time. The CPU 3 checks Whether a 
signal (hereinafter called an intra-area con?rmation signal B) 
corresponding to the intra-area con?rmation signal A is trans 
mitted from the mobile device 2 thereto Within a predeter 
mined time period (t1 in FIG. 4). If determining that the 
intra-area con?rmation signal B has not been transmitted 
from the mobile device 2 Within the predetermined time 
period, the CPU 3 sends an instruction signal to lock the 
door(s) of the vehicle to the controller. Note that these func 
tions of the CPU 3 are realiZed by the CPU 3 executing the 
program that is the result of decoding the program code read 
out from the Flash memory 6. The CPU 3 has an address 
counter (not shoWn) designating an address in the Flash 
memory 6, a program logic array (not shoWn) decoding pro 
gram code read out from the Flash memory 6, an operation 
logic unit (not shoWn) performing logic operations, registers 
(not shoWn) temporarily storing operation data and the like. 
The mobile device 2 comprises a CPU 11, an input unit 12, 

a Flash memory 13, a demodulator 24, a modulator 25, a 
receive antenna 18, a transmit antenna 19, inverters 20, 21, 22, 
a ?ag 23, and a timer 27. 

The receive antenna 18 receives ASK-modulated signals 
from the vehicle-mounted device 1. 

The demodulator 24 comprises, for example, an RF (Radio 
Frequency) 16 and a DET (detector) 14, and demodulates the 
ASK-modulated signals from the receive antenna 18. 

The modulator 25 comprises, for example, an RF 17 and a 
modulating unit 15. The modulator 25 FSK-modulates sig 
nals from the CPU 11 With a carrier Wave of 312 MHZ in 
frequency. Also, if the inverter 201 is in an operational state 
according to an instruction from the CPU 11, the modulator 
25 FSK-modulates signals from the demodulator 24 With the 
carrier Wave of 312 MHZ in frequency. 
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8 
The transmit antenna 19 transmits the FSK-modulated sig 

nals by the modulator 25. 
The CPU 11 is provided to control the mobile device 2 

overall. Program code for the CPU 11 performing processes 
described later is stored beforehand in the Flash memory 13. 
Also stored in the Flash memory 13 is a code signal, Which is 
to be sent to the vehicle-mounted device 1 according to the 
code reading signal from the vehicle-mounted device 1. Yet 
further, stored beforehand in the Flash memory 13 is 
encrypted personal data, Which is to be sent to the vehicle 
mounted device 1 according to the encrypted personal data 
reading signal from the vehicle-mounted device 1. The Flash 
memory 13 is constituted by a non-volatile memory, Where 
data is electrically erasable and can be repeatedly Written and 
read out. 

The timer 27 measures time according to an instruction 
from the CPU 11. 
An instruction signal on the basis of an instruction input 

from the person Who carries the mobile device 2 (hereinafter 
called a Wearer) is input to the input unit 12. If the Wearer 
Wants to unlock the driver side door, the Wearer inputs an 
instruction to unlock the driver side door, and an instruction 
signal on the basis of the instruction input is input to the input 
unit 12. When the instruction signal to unlock the driver side 
door is input thereto, the input unit 12 stores one logic value 
of, e.g., “1” in the ?ag 23. In contrast, if the Wearer Wants to 
unlock all doors of the vehicle, the Wearer inputs an instruc 
tion to unlock all doors of the vehicle, and an instruction 
signal on the basis of the instruction input is input to the input 
unit 12. When the instruction signal to unlock all the doors is 
input thereto, the input unit 12 stores the other logic value of, 
e.g., “0” in the flag 23. In the present implementation, for 
example, a sWitch (not shoWn) being provided in the key, if 
the Wearer Wants to unlock the driver side door, the sWitch is 
sWitched to one side, and if Wanting to unlock all doors of the 
vehicle, the sWitch is sWitched to the other side. In the 
description beloW, it is supposed that by sWitching the sWitch 
to the one side, the instruction signal to unlock only the driver 
side door is input to the input unit 12, Which then stores “1” in 
the ?ag 23 and by sWitching the sWitch to the other side, the 
instruction signal to unlock all the doors is input to the input 
unit 12, Which then stores “0” in the ?ag 23. 
The intra-area con?rmation signal A from the vehicle 

mounted device 1 demodulated by the demodulator 24 is sent 
to the CPU 11, Which then sends the intra-area con?rmation 
signal B to the modulator 25. At this time, the CPU 11 resets 
the timer 27 to start measuring time. The CPU 11 checks 
Whether the intra-area con?rmation signal A is transmitted 
again from the vehicle-mounted device 1 Within a predeter 
mined time period (t2 in FIG. 4). If determining that the 
intra-area con?rmation signal A has not been transmitted 
Within the predetermined time, the CPU 11 puts the inverter 
21 in an operational state. Thus, signals from the vehicle 
mounted device 1 demodulated by the demodulator 24 are 
FSK-modulated by the modulator 25 Without being otherWise 
processed and are transmitted via the transmit antenna 19. 
The identifying signal from the vehicle-mounted device 1 
demodulated by the demodulator 24 is sent to the CPU 11. 
When determining that the identifying signal has been 
received, the CPU 11 puts the inverter 21 in the non-opera 
tional state. The code reading signal from the vehicle 
mounted device 1 demodulated by the demodulator 24 is sent 
to the CPU 11, and When determining that the code reading 
signal has been received, the CPU 11 reads out the code signal 
from the Flash memory 13 and sends to the modulator 25. The 
encrypted personal data reading signal from the vehicle 
mounted device 1 demodulated by the demodulator 24 is sent 



US 7,466,219 B2 

to the CPU 11, and When determining that the personal data 
reading signal has been received, the CPU 11 reads out the 
encrypted personal data from the Flash memory 13 and sends 
to the modulator 25. The input con?rmation signal from the 
vehicle-mounted device 1 demodulated by the demodulator 
24 is sent to the CPU 11, and according to the input con?r 
mation signal, the CPU 11 sends information of “1” or “0” 
stored in the ?ag 23 to the modulator 25. Note that these 
functions of the CPU 11 are realiZed by the CPU 11 executing 
the program that is the result of decoding the program code 
read out from the Flash memory 13. The CPU 11 has an 
address counter (not shoWn) designating an address in the 
Flash memory 13, a program logic array (not shoWn) decod 
ing program code read out from the Flash memory 13, an 
operation logic unit (not shoWn) performing logic operations, 
registers (not shoWn) temporarily storing operation data and 
the like. 

:Operation of Distance Calculation System (With no Relay 
Attack): 

The operation of the distance calculation system of the 
invention Will be described With reference to FIGS. 1 to 5. 
FIGS. 2 and 3 are a How chart shoWing an example of the 
operation of the distance calculation system of the invention. 
FIG. 4 is a timing chart shoWing an example of the operation 
of the distance calculation system of the invention. FIG. 5 is 
a diagram shoWing a change of the distance-calculation sig 
nal. Note that in FIG. 4, signals labeled on the left being at a 
high level means that the signal is transmitted. In practice, 
signals transmitted from the vehicle-mounted device 1 to the 
mobile device 2 are signals ASK-modulated by the transmit 
ter 7, and signals transmitted from the mobile device 2 to the 
vehicle-mounted device 1 are signals FSK-modulated by the 
modulator 25. One high level pulse of the vehicle-mounted 
device 1 distance-calculation signal in FIG. 4 represents the 
Waveform of the distance-calculation signal (transmitted) in 
FIG. 5 for convenience of draWing. Moreover, in FIG. 4, all 
signals (e.g., a mobile device 2 code signal) are represented 
by rectangular Waves for convenience of draWing, but not 
being limited to this, for example, the mobile device 2 code 
signal may be a code signal having code information Whose 
length corresponds to the high level period. By this means, 
code information can be transmitted more effectively. 

In this implementation, description starts from the scene 
Where the Wearer has stopped the vehicle engine and gone 
outside the vehicle carrying the mobile device 2 and shut the 
door. It is supposed that the inverter 21 of the mobile device 2 
is in the non-operational state. 

The controller (not shoWn) separately provided in the 
vehicle receives a signal indicating that the doors of the 
vehicle have been shut, and on the basis of this signal, sends 
a signal to start the passive keyless entry system to the CPU 3. 
Having received the signal to start the passive keyless entry 
system, the CPU 3 sends the intra-area con?rmation signal A 
to the transmitter 7 (S101). At this time, the CPU 3 resets the 
timer 5 to start measuring time. Then, the CPU 3 checks 
Whether the intra-area con?rmation signal B from the mobile 
device 2 demodulated by the receiver 8 is received Within the 
predetermined time period (t1) (S102). The transmitter 7 
ASK-modulates the intra-area con?rmation signal A With the 
carrier Wave of 125 kHZ in frequency. Then, the ASK-modu 
lated intra-area con?rmation signalA from the transmitter 7 is 
transmitted via the transmit antenna 9 (vehicle-mounted 
device 1 intra-area con?rmation signal A in FIG. 4). 
When the receive antenna 18 of the mobile device 2 

receives the ASK-modulated intra-area con?rmation signal 
A, the demodulator 24 demodulates the ASK-modulated 
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10 
intra-area con?rmation signal A. Then, When determining 
that the intra-area con?rmation signal A demodulated by the 
demodulator 24 has been received (YES in S201), the CPU 11 
sends the intra-area con?rmation signal B to the modulator 25 
(S202). At this time, the CPU 11 resets the timer 27 to start 
measuring time. The CPU 11 checks Whether the intra-area 
con?rmation signal A is transmitted again from the vehicle 
mounted device 1 Within the predetermined time period (t2) 
(S201). The modulator 25 FSK-modulates the intra-area con 
?rmation signal B With the carrier Wave of 312 MHZ in 
frequency. The intra-area con?rmation signal B FSK-modu 
lated in the modulator 25 is transmitted via the transmit 
antenna 19 (mobile device 2 intra-area con?rmation signal B 
in FIG. 4). 
The receive antenna 10 of the vehicle-mounted device 1 

receives the FSK-modulated intra-area con?rmation signal B, 
and the receiver 8 demodulates the FSK-modulated intra-area 
con?rmation signal B. When determining that the intra-area 
con?rmation signal B from the mobile device 2 demodulated 
by the receiver 8 has been received (YES in S102), the CPU 
3 sends the intra-area con?rmation signal A to the transmitter 
7 again (S101). 
As described above, if the Wearer is Within the range in 

Which the mobile device 2 can receive the intra-area con?r 
mation signal A from the vehicle-mounted device 1, the 
vehicle-mounted device 1 can receive the intra-area con?r 
mation signal B from the mobile device 2 (intra-area in FIG. 
4). Hence, the vehicle-mounted device 1 can determine 
Whether the Wearer is in its proximity (i.e., the communica 
tion-feasible range). 

Next, the case Where the Wearer has gone outside the com 
munication-feasible range (outside-area in FIG. 4) Will be 
described. 

If the Wearer has gone outside the communication-feasible 
range, the mobile device 2 cannot receive the intra-area con 
?rmation signal A from the vehicle-mounted device 1, thus 
not transmitting the intra-area con?rmation signal B to the 
vehicle-mounted device 1. If determining that the intra-area 
con?rmation signal B has not been sent from the mobile 
device 2 Within the predetermined time period (t1) of trans 
mitting the intra-area con?rmation signalA (N O in S102), the 
CPU 3 sends an instruction signal to lock all doors of the 
vehicle to the controller (S103; doors being closed in FIG. 4). 
Here, the CPU 3 may be set to send the intra-area con?rma 
tion signal A to the transmitter 7 several times (e.g., tWice) 
(see FIG. 4), and send an instruction signal to lock all doors of 
the vehicle to the controller When, for all of the several times 
of the transmission of the intra-area con?rmation signal A, the 
CPU 3 determines that the mobile device 2 has not transmit 
ted the intra-area con?rmation signal B. By this means, the 
CPU 3 can determine more reliably that the Wearer is not 
Within the communication-feasible range. Also, Where, soon 
after having gone outside the communication-feasible range, 
the Wearer has returned into the communication-feasible 
range, it can be avoided to execute the process of locking the 
doors. Thus, the time required for the process of unlocking the 
doors is not needed, and a delay of the time required for the 
process until the doors are unlocked can be avoided. Then, if 
determining that the intra-area con?rmation signal B has not 
been transmitted from the mobile device 2 Within the prede 
termined time period of transmitting the intra-area con?rma 
tion signal A (NO in S102), the CPU 3 sends the distance 
calculation signal (distance-calculation signal (transmitted) 
in FIG. 5) to the transmitter 7 (S104). At this time, the CPU 3 
resets the counter 4 to start counting from the rising edge of 
the distance-calculation signal. Also, the CPU 3 resets the 
timer 5 to start measuring time. Then, the CPU 3 checks 
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Whether the distance-calculation signal is returned from the 
mobile device 2 Within a predetermined time period (t3) 
(S105). The transmitter 7 ASK-modulates the distance-cal 
culation signal With the carrier Wave of 125 kHZ in frequency 
(ASK in FIG. 5). Then, the ASK-modulated distance-calcu 
lation signal from the transmitter 7 is transmitted via the 
transmit antenna 9 (vehicle-mounted device 1 distance-cal 
culation signal in FIG. 4). Here, if determining that the dis 
tance-calculation signal demodulated by the receiver 8 has 
not been received Within the predetermined time period (t3) 
of transmitting the distance-calculation signal, the CPU 3 
transmits the distance-calculation signal again, and resets the 
timer 5 to start measuring time and resets the counter 4 to start 
counting. Note that the distance-calculation signal is not lim 
ited in Waveform to that of FIG. 5, but that, for higher security, 
the distance-calculation signal may have a different content 
or Waveform each time it is sent from the CPU 3 or in each 
predetermined time period. 
As described above, if the Wearer has gone outside the 

range in Which the intra-area con?rmation signal A from the 
vehicle-mounted device 1 can be received, all doors of the 
vehicle are locked. 
When determining that the intra-area con?rmation signal A 

is not received Within the predetermined time period (t2), the 
CPU 11 puts the inverter 21 in the operational state (S203; 
inverter 21 in FIG. 4). 

Next, the case Where the Wearer has returned into the com 
munication-feasible range (intra-area on the right side of FIG. 
4) Will be described. 
When the Wearer has returned into the communication 

feasible range, the receive antenna 18 of the mobile device 2 
receives the ASK-modulated distance-calculation signal 
from the vehicle-mounted device 1. The demodulator 24 
demodulates the ASK-modulated distance-calculation sig 
nal. Here, the distance-calculation signal from the vehicle 
mounted device 1 demodulated by the demodulator 24 is sent 
as it is to the modulator 25 because the inverter 21 is in the 
operational state (S205). The modulator 25 FSK-modulates 
the distance-calculation signal With the carrier Wave of 312 
MHZ in frequency (FSK in FIG. 5). The distance-calculation 
signal FSK-modulated in the modulator 25 is transmitted via 
the transmit antenna 19 (mobile device 2 distance-calculation 
signal in FIG. 4). 
The receive antenna 10 of the vehicle-mounted device 1 

receives the FSK-modulated distance-calculation signal, and 
the receiver 8 demodulates the FSK-modulated distance-cal 
culation signal (distance-calculation signal (received) in FIG. 
5). When determining that the distance-calculation signal 
from the mobile device 2 demodulated by the receiver 8 has 
been received (YES in S105), the CPU 3 reads out the count 
of the counter 4, and based on the count, calculates the dis 
tance from the vehicle-mounted device 1 to the mobile device 
2 (S106). As described previously, for the communication 
from the vehicle-mounted device 1 to the mobile device 2, the 
loW frequency carrier Wave of 125 kHZ is used, and for the 
communication from the mobile device 2 to the vehicle 
mounted device 1, the high frequency carrier Wave of 312 
MHZ is used, and hence, the phase difference in the commu 
nication from the mobile device 2 to the vehicle-mounted 
device 1 is negligible compared With the phase difference 
produced in the communication from the vehicle-mounted 
device 1 to the mobile device 2. There occurs a phase differ 
ence T1 (FIG. 5) betWeen the distance-calculation signal sent 
from the CPU 3 to the transmitter 7 and the distance-calcu 
lation signal demodulated by the receiver 8 since using the 
loW frequency of 125 kHZ. Hence, the count read out by the 
CPU 3 indicates the phase difference T1. Then, the CPU 3 

20 

25 

30 

35 

40 

45 

50 

55 

60 

65 

12 
reads out the distance corresponding to the count obtained 
through experiment and stored as tabular data in the Flash 
memory 6. Hence, the distance from the vehicle-mounted 
device 1 to the mobile device 2 can be calculated using the 
count indicating the phase difference T1. The CPU 3 deter 
mines Whether the mobile device 2 is Within a predetermined 
distance (e. g., 1 meter) of the vehicle-mounted device 1 
(S108). In the implementation, it is checked Whether the 
distance from the vehicle-mounted device 1 to the mobile 
device 2 obtained from the count of the counter 4 is beloW the 
predetermined distance, but the invention is not limited to 
this. For example, the CPU 3 may start the timer 5 measuring 
When sending the distance-calculation signal to the transmit 
ter 7 and read out the time measured by the timer 5 When the 
distance-calculation signal from the mobile device 2 
demodulated in the receiver 8 is received, and check Whether 
the distance from the vehicle-mounted device 1 to the mobile 
device 2 is beloW the predetermined distance, by using the 
time measured by the timer 5. Furthermore, the number of 
times When the CPU 3 determines the distance from the 
vehicle-mounted device 1 to the mobile device 2 is not limited 
to one, but a number of times (three times in FIG. 4), the CPU 
3 may determine the distance from the vehicle-mounted 
device 1 to the mobile device 2 and if all of the times it is 
determined that the distance is beloW the predetermined dis 
tance, proceed to the next process. By this means, the distance 
from the vehicle-mounted device 1 to the mobile device 2 can 
be determined more reliably. If determining that the distance 
from the vehicle-mounted device 1 to the mobile device 2 is 
beloW the predetermined distance (YES in S108), the CPU 3 
sends the identifying signal to the transmitter 7 (S109). The 
transmitter 7 ASK-modulates the identifying signal With the 
carrier Wave of 125 kHZ in frequency. Then, the ASK-modu 
lated identifying signal from the transmitter 7 is transmitted 
via the transmit antenna 9 (vehicle-mounted device 1 identi 
fying signal in FIG. 4). 
The receive antenna 18 of the mobile device 2 receives the 

ASK-modulated identifying signal and the demodulator 24 
demodulates the ASK-modulated identifying signal. When 
determining that the identifying signal demodulated by the 
demodulator 24 has been received (YES in S206), the CPU 11 
puts the inverter 21 in the non-operational state (S207; 
inverter 21 in FIG. 4). Next, the CPU 3 of the vehicle 
mounted device 1 sends the code reading signal to the trans 
mitter 7 (S110). Then, the CPU 3 checks Whether the code 
signal from the mobile device 2 demodulated by the receiver 
8 is received (S111). The transmitter 7 ASK-modulates the 
code reading signal With the carrier Wave of 125 kHZ in 
frequency. Then, the ASK-modulated code reading signal 
from the transmitter 7 is transmitted via the transmit antenna 
9 (vehicle-mounted device 1 code reading signal in FIG. 4). 
The receive antenna 18 of the mobile device 2 receives the 

ASK-modulated code reading signal and the demodulator 24 
demodulates the ASK-modulated code reading signal. When 
determining that the code reading signal demodulated by the 
demodulator 24 has been received (YES in S208), the CPU 11 
reads out the code signal from the Flash memory 13 and sends 
to the modulator 25 (S209). The modulator 25 FSK-modu 
lates the code signal With the carrier Wave of 312 MHZ in 
frequency. The code signal FSK-modulated in the modulator 
25 is transmitted via the transmit antenna 19 (mobile device 2 
code signal in FIG. 4). 
The receive antenna 10 of the vehicle-mounted device 1 

receives the FSK-modulated code signal, and the receiver 8 
demodulates the FSK-modulated code signal. When deter 
mining that the code signal from the mobile device 2 demodu 
lated by the receiver 8 has been received (YES in S111), the 
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CPU 3 reads out the code signal from the Flash memory 6 to 
verify With the code signal from the mobile device 2. Then, 
the CPU 3 checks Whether there is a predetermined relation 
ship betWeen the code signal from the mobile device 2 and the 
code signal from the Flash memory 6 (S112). If determining 
that there is the predetermined relationship betWeen the code 
signal from the mobile device 2 and the code signal from the 
Flash memory 6 (YES in S112), the CPU 3 sends the 
encrypted personal data reading signal to the transmitter 7 
(S113). Then, the CPU 3 checks Whether the encrypted per 
sonal data from the mobile device 2 demodulated by the 
receiver 8 is received (S114). The transmitter 7 ASK-modu 
lates the encrypted personal data reading signal With the 
carrier Wave of 125 kHZ in frequency. Then, the ASK-modu 
lated encrypted personal data reading signal from the trans 
mitter 7 is transmitted via the transmit antenna 9 (vehicle 
mounted device 1 encrypted personal data reading signal in 
FIG. 4). 

The receive antenna 18 of the mobile device 2 receives the 
ASK-modulated encrypted personal data reading signal and 
the demodulator 24 demodulates the ASK-modulated 
encrypted personal data reading signal. When determining 
that the encrypted personal data reading signal demodulated 
by the demodulator 24 has been received (YES in S210), the 
CPU 11 reads out the encrypted personal data from the Flash 
memory 13 and sends to the modulator 25 (S211). The modu 
lator 25 FSK-modulates the encrypted personal data With the 
carrier Wave of 312 MHZ in frequency. The encrypted per 
sonal data FSK-modulated in the modulator 25 is transmitted 
via the transmit antenna 19 (mobile device 2 encrypted per 
sonal data in FIG. 4). 
The receive antenna 10 of the vehicle-mounted device 1 

receives the FSK-modulated encrypted personal data, and the 
receiver 8 demodulates the FSK-modulated encrypted per 
sonal data. When determining that the encrypted personal 
data from the mobile device 2 demodulated by the receiver 8 
has been received (YES in S114), the CPU 3 decrypts the 
encrypted personal data according to the decryption program 
stored in the Flash memory 6 (S115). After decrypting the 
encrypted personal data from the mobile device 2 (hereinafter 
the decrypted encrypted personal data being called decrypted 
personal data), the CPU 3 reads out the personal data stored in 
the Flash memory 6, and checks Whether the decrypted per 
sonal data and the personal data from the Flash memory 6 
match (S116). If determining that the decrypted personal data 
and the personal data from the Flash memory 6 match (YES 
in S116), the CPU 3 sends the input con?rmation signal to the 
transmitter 7 (S117). Then, the CPU 3 checks Whether the 
input signal from the mobile device 2 demodulated by the 
receiver 8 is received (S118). The transmitter 7 ASK-modu 
lates the input con?rmation signal With the carrier Wave of 
125 kHZ in frequency. Then, the ASK-modulated input con 
?rmation signal from the transmitter 7 is transmitted via the 
transmit antenna 9 (vehicle-mounted device 1 input con?r 
mation signal in FIG. 4). 

The receive antenna 18 of the mobile device 2 receives the 
ASK-modulated input con?rmation signal and the demodu 
lator 24 demodulates the ASK-modulated input con?rmation 
signal. When determining that the input con?rmation signal 
demodulated by the demodulator 24 has been received (YES 
in S212), the CPU 11 reads out information stored in the ?ag 
23. The information stored in the ?ag 23, as described above, 
is “1” in the case Where the Wearer Wants to unlock the driver 
side door and inputs an instruction to that effect to the input 
unit 12, by sWitching the sWitch to the one side, Which stores 
“1” in the ?ag 23 on the basis of the instruction, and “0” in the 
case Where the Wearer Wants to unlock all doors of the vehicle 
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and inputs an instruction to that effect to the input unit 12, by 
sWitching the sWitch to the other side, Which stores “0” in the 
?ag 23 on the basis of the instruction. In the implementation, 
description Will be made beloW supposing that “1” is stored in 
the ?ag 23. The CPU 11 sends an input signal corresponding 
to the “1” stored in the ?ag 23 to the modulator 25 (S213). The 
modulator 25 FSK-modulates the input signal from the CPU 
11 With the carrier Wave of 312 MHZ in frequency. The input 
signal FSK-modulated in the modulator 25 is transmitted via 
the transmit antenna 19 (mobile device 2 input signal in FIG. 
4). 
The receive antenna 10 of the vehicle-mounted device 1 

receives the FSK-modulated input signal, and the receiver 8 
demodulates the FSK-modulated input signal. When deter 
mining that the input signal from the mobile device 2 
demodulated by the receiver 8 has been received (YES in 
S118), the CPU 3 checks Whether the input signal is corre 
sponding to “1” (S119). If determining that the input signal is 
corresponding to “1” (YES in S119), the CPU 3 sends an 
instruction signal to unlock only the driver side door to the 
controller (not shoWn) (S120). If determining that the input 
signal is not corresponding to “1” (NO in S119), the CPU 3 
sends an instruction signal to unlock all doors of the vehicle to 
the controller (S121). 
As described above, if the mobile device 2 is Within the 

communication-feasible range, and the distance from the 
vehicle-mounted device 1 to the mobile device 2, Which is 
calculated from the distance-calculation signal sent by the 
CPU 3 to the transmitter 7 and the distance-calculation signal 
from the mobile device 2 demodulated by the receiver 8, is 
determined to be beloW the predetermined distance, the con 
troller unlocks all doors or the driver side door of the vehicle. 

:Operation of Distance Calculation System (With a Relay 
Attack): 

The operation of the distance calculation system having a 
relay attack made thereon of the invention Will be described 
With reference to FIGS. 1 to 3, 6 and 7. FIG. 6 is atiming chart 
shoWing another example of the operation of the distance 
calculation system of the invention. FIG. 7 is a diagram shoW 
ing a change of the distance-calculation signal. Note that in 
FIG. 6, signals labeled on the left being at a high level means 
that the signal is transmitted like in FIG. 4. In practice, signals 
transmitted from the vehicle-mounted device 1 to the mobile 
device 2 are signals ASK-modulated by the transmitter 7, and 
signals transmitted from the mobile device 2 to the vehicle 
mounted device 1 are signals FSK-modulated by the modu 
lator 25. One high level pulse of the vehicle-mounted device 
1 distance-calculation signal in FIG. 6 represents the Wave 
form of the distance-calculation signal (transmitted) in FIG. 7 
for convenience of draWing. 

Also in this implementation, description starts from the 
scene Where the Wearer has stopped the vehicle engine and 
gone outside the vehicle carrying the mobile device 2 and shut 
the door. It is supposed that the inverter 21 of the mobile 
device 2 is in the non-operational state. 

Furthermore, in the description beloW of this implementa 
tion, a relay attack is made by the person (hereinafter called an 
intermediary X) Who carries a relay A (not shoWn) Within the 
communication area of the vehicle-mounted device 1 and the 
person (hereinafter called an intermediary Y) Who carries a 
relay B (not shoWn) able to communicate With the relay A 
Within the communication area of the mobile device 2. 

When the Wearer is Within the communication-feasible 
range, the operation is the same as in the above case of having 
no relay attack. 




















