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REAL TIME CONTROL PROTOCOL SESSION 
MATCHING 

FIELD OF THE INVENTION 

The present invention relates generally to network media 
streams and particularly to monitoring netWork media 
streams. 

BACKGROUND OF THE INVENTION 

Real Time Transfer Protocol (“RTP”) is the standard pro 
tocol de?ning the real-time transmission of media streams 
(e. g., voice) over data networks, such as in Voice Over IP. A 
companion protocol to RTP is the Real Time Control Protocol 
or RTCP. Referring to FIG. 1, media packets transmitted 
betWeenA 100 and B 104 and vice versa during a session are 
formatted and transmitted (continuously) over netWork 108 
according to RTP While additional performance information 
governing the communication link (e.g., key statistics about 
the media packets being sent and received by each endpoint 
(A or B) such as jitter, packet loss, round-trip time, etc.) are 
transmitted (discontinuously) over the netWork 108 accord 
ing to RTCP. Endpoints A and B are typically computational 
components but can be or include any other form of audio or 
video communications interface. RTCP performance infor 
mation is useful not only for the session participants, A and B, 
but also for a netWork monitor 112. NetWork administrators 
can use such information not only for netWork administration 
but also for netWork troubleshooting and management. 
RTCP is speci?cally designed to provide such information 

to the netWork monitor 1 12 via an IP multicast architecture. In 
IP multicast, a single packet is transmitted to a group of 
recipients by ?rst being sent to a multicast address and then 
being distributed by the netWork to multiple addresses asso 
ciated With the multicast address. The group of recipients 
includes not only the other (receiving) party in the session, 
namely A or B as appropriate, but also the monitor. When IP 
multicast is used for RTCP information, it also should be used 
for RTP information. Timing calculations for RTP packets are 
made based on the behavior of RTCP packets, and such tim 
ing calculations are only an accurate predictor of RTP packet 
transmission characteristics if both RTP and RTCP packets 
are transmitted by IP multicast techniques. IP multicast is 
generally disfavored because multicast is complicated Which 
causes administration complications and dif?culties. 

A common architecture for transmitting media streams 
betWeen tWo session participants is knoWn as unicast. In 
unicast, the packets are transmitted to only one and not mul 
tiple destinations. It is more dif?cult for the monitor to collect 
and analyZe RTCP packets as the packets are transmitted only 
to the other session participant and not to the monitor. 

To enable the monitor to obtain RTCP packets, a dual 
unicast architecture has been developed. In dual unicast, one 
session participant (A) transmits both RTP and RTCP packets 
to the other session participant (B) and RTCP packets to the 
monitor. Dual unicast, hoWever, exposes design limitations in 
the RTCP protocol itself. Although endpoint session ids are 
unique to a particular (?rst) session (such as betWeenA and 
B), an endpoint in a concurrent (second) session (such as 
betWeen C and D) can have the same session id or synchro 
niZation source id (“SSRC”) as an endpoint (A or B) in the 
other (?rst) session. When duplicate endpoint session ids are 
concurrently in use, the monitor can have substantial di?i 
culty determining Which RTCP packets correspond to Which 
session, potentially causing inaccurate performance analysis. 
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2 
By Way of illustration, in the example above assume thatA 

sends an RTCP packet addressed to B and an RTCP packet 
addressed to the monitor. The RTCP packet addressed to the 
monitor includes A’s transport address, A’s SSRC, and B’s 
SSRC but does not include the transport address of B. Like 
Wise, C sends an RTCP packet addressed to D and an RTCP 
packet addressed to the monitor. The RTCP packet addressed 
to the monitor includes C’s transport address, C’ s SSRC, and 
D’s SSRC but does not include the transport address of D. If 
B and D have the same SSRC, the monitor is unable to 
de?nitively determine that a selected RTCP packet sent to 
either B or D corresponds to the A-B session or the C-D 
session. 

SUMMARY OF THE INVENTION 

These and other needs are addressed by the various 
embodiments and con?gurations of the present invention. 
The present invention generally matches or associates session 
packets communicated in a session betWeen tWo or more 
endpoints or participants With the identities of the partici 
pants, e.g., session ids (e.g., SSRC) and/or netWork addresses 
(e.g., transport addresses), creating neW sessions if appropri 
ate. Each session participant is typically identi?ed by netWork 
address (e. g., UDP port and Internet Protocol address) and/or 
session (e.g., SSRC). 

In one embodiment, a method for identifying a correspond 
ing session for a packet is provided that includes the steps of: 

(a) receiving at least a ?rst packet communicated betWeen 
?rst and second endpoints (or participants) to a ?rst session, 
the ?rst packet comprising at least one of a netWork address of 
the ?rst endpoint (e.g., port or UDP), a session id of the ?rst 
endpoint (e.g. SSRC), and a session id of the second endpoint; 

(b) comparing the at least one of a netWork address of the 
?rst endpoint, a session id of the ?rst endpoint, and a session 
id of the second endpoint in the packet With a listing of at least 
one of netWork addresses and session ids contained in previ 
ously received packets; and 

(c) When the at least one of a netWork address of the ?rst 
endpoint, a session id of the ?rst endpoint, and a session id of 
the second endpoint in the packet matches an entry in the 
listing, determining a netWork address of the second endpoint 
in the ?rst session (Which is typically unknoWn). 
The listing can be a single table or a plurality of tables. In 

one con?guration, the listing is in the form of or includes an 
active session table, Which includes the netWork addresses of 
all of the participants of a selected session and optionally the 
session ids of all of the selected session participants. In one 
con?guration, the listing is in the form of or includes an 
orphan session table, Which includes, in each entry, the net 
Work address of one (but not the other) session participant and 
optionally the session ids of one or both participants. The 
active and orphan session tables are typically disjoint. 

In another embodiment, a method for monitoring a multi 
party session is provided that includes the steps of: 

(a) receiving, at a ?rst endpoint, at least a ?rst packet 
communicated betWeen the ?rst endpoint and a second end 
point to a ?rst session, the ?rst packet comprising a netWork 
address of the ?rst endpoint and a netWork address of the 
second endpoint; and 

(b) transmitting at least a second packet to a session moni 
tor, the second packet including the respective ?rst and sec 
ond netWork addresses of the ?rst and second endpoints. In 
one con?guration, the ?rst packet is effectively retransmitted 
or re?ected by the receiving ?rst endpoint to the session 
monitor. This is particularly useful to third-party endpoints 
that do not implement dual-unicast. 
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In yet another embodiment, a session (e.g., RTP or RTCP) 
packet for transmission on a network, comprises: 

a source network address of a ?rst participant to a session; 
a destination network address associated with a session 

monitor; 
a network address of a second participant to the session; 

and 
session information associated with the session. 

In RTCP applications, the session packet can further include 
a ?rst session id associated with the ?rst participant and a 
second session id associated with the second participant. The 
network address of the second participant is typically located 
in the application or APP ?eld of the RTCP packet. 

In other embodiments, the systems and hardware are pro 
vided to implement the above embodiments. 

The various embodiments of the present invention can have 
numerous advantages. For example, the window of opportu 
nity for confusing concurrent sessions and attributing data in 
RTCP packets to the wrong session can be much smaller than 
with current architectures. The window of opportunity for 
possible confusion using the above algorithm(s) exists only 
when two different endpoints join different sessions at the 
same time and with the same SSRCs. This window of oppor 
tunity or startup interval closes once either of the endpoints 
(or their peers) has sent an RTCP packet with a reception 
block corresponding to either endpoint. Once the reception 
block is exchanged, the SSRCs of both parties to the session 
are known to the monitor. Before such an exchange, the 
monitor typically has only the SSRC and network address of 
one party to the session. The SSRC and network address of 
the other party is unknown. The startup interval is typically 
fairly short, e.g., typically on the order of 5 seconds or less. 
Even this potential period of confusion can be eliminated by 
choosing an SSRC for each endpoint that is globally unique. 
The use of the active session table and network address to 
de?ne the session (rather than only pairings of SSRCs) can, 
after the startup interval, at least substantially eliminate mis 
interpretation of RTCP packets and incorrect analysis of per 
formance data. The accuracy of the algorithm(s) in matching 
RTCP packets with the corresponding session results in more 
accurate statistical analysis of the communication link in the 
network. 

The above-described embodiments and con?gurations are 
neither complete nor exhaustive. As will be appreciated, other 
embodiments of the invention are possible utiliZing, alone or 
in combination, one or more of the features set forth above or 
described in detail below. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram ofa session; 
FIG. 2 is a ?owchart depicting an algorithm according to an 

embodiment of the present invention; 
FIG. 3 is a block diagram of a monitor according to an 

embodiment of the present invention; and 
FIG. 4 is a ?owchart depicting an algorithm according to an 

embodiment of the present invention. 

DETAILED DESCRIPTION 

The Monitor 

The monitor of the present invention, in one embodiment, 
includes data structures and applications to track multiple 
concurrent sessions. Referring to FIG. 3, the monitor 300 
includes in memory 302 an orphan table 304 containing, inter 
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4 
alia, a listing of unmatched session endpoints or orphans, an 
active session table 308 containing, inter alia, a listing of 
matched session endpoints, a parser 304 to parse RTCP pack 
ets and locate selected ?elds, and a matcher 308 to compare 
selected ?elds in the packet with selected ?elds in the orphan 
and active session tables 304, 308. 
The orphan table 304 typically includes, for each known 

endpoint, transport address of a ?rst endpoint in a selected 
session, SSRC of the ?rst endpoint, optionally SSRC of a 
second endpoint in the selected session, and associated data 
structures in the RTCP packet, such as jitter, packet loss, and 
round-trip time, related to the selected session. The network 
address of the second endpoint is unknown. The SSRC of the 
second (unknown) endpoint is typically contained in a recep 
tion report of the RTCP packet. The SSRC of the second 
endpoint is generally unavailable in the ?rst RTCP packet 
received by the monitor from an endpoint in a session. The 
SSRC of the second endpoint is commonly generated only 
after one session participant receives an initial packet from 
the other session packet (or after packets have been 
exchanged by the session participants). 
The active session table 308 typically includes, for each 

known or matched session, transport address of a ?rst end 
point in a selected session, optionally SSRC of the ?rst end 
point, network address of a second endpoint in the selected 
session, optionally SSRC of the second endpoint, and asso 
ciated data structures in the RTCP packet, such as jitter, 
packet loss, and round-trip time, associated with the selected 
session. As will be appreciated, the entry in the orphan table 
in which the network address of the ?rst endpoint is known is 
moved to the active session table when the monitor is able to 
identify the network address of the second (unknown) end 
point. As discussed below, this is typically determined by 
matching information in a newly received RTCP packet with 
one or more entries in the orphan table. 

Operations of the Matching Algorithms 

The operations of the matching algorithm(s) in the monitor 
300 will now be discussed with reference to FIG. 2. Referring 
to FIG. 2, a packet is received by the monitor in step 200. 
Parser 312 parses the packet to locate selected ?elds, which 
typically are the source transport address, source SSRC (“the 
endpoint SSRC”), if present the destination transport address 
of the other session participant (which is possibly in the 
application APP ?eld), and, if present, the destination SSRC 
of the other session participant in the receiver report blocks 
(the SSRC’s in the receiver report blocks are hereinafter 
referred to as the “reception report SSRC ”). As will be 
appreciated, the reception report is typically a report regard 
ing the characteristics of the communication link, such as the 
condition of the voice stream experienced since the last recep 
tion report. 

In step 204, the matcher 316 ?rst determines whether the 
APP ?eld includes the destination transport address. If the 
APP ?eld contains the destination transport address, the 
matcher 316 in step 208 updates the orphan and active tables. 
The orphan table can contain an entry corresponding to a ?rst 
session participant where the ?rst participant is not con?g 
ured to place the transport address of the other (second) party 
in the APP ?eld. In other con?gurations, however, the ?rst 
packet received is from a party that is con?gured to include 
the destination transport address of the other session partici 
pant in the APP ?eld and no entry will be made in the orphan 
table as the packet itself contains the transport addresses of 
both session participants. In any event, the matcher 316 
removes the entry, if any, from the orphan table and, if nec 
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essary, creates a new entry in the active session table for the 
session. If an entry is already in the active session table, the 
entry is updated in step 208 by updating the associated data 
?elds With the performance information included in the 
packet. The monitor 300 then returns to step 300 to aWait the 
next RTCP packet. 

If the APP ?eld does not include a transport address, the 
monitor 300 next proceeds to step 212 Where the matcher 316 
determines Whether the source identi?ed in the packet corre 
sponds to an endpoint in the active session table. Matcher 316 
makes this determination by matching on transport address or 
UDP and endpoint SSRC pair. 

If the matcher 316 receives a hit (or match), the matcher 
316, in step 216, updates the ?elds in the active session table 
and returns to step 200. As noted, each entry in the active 
session table includes at least endpoint pairs (identi?ed by 
transport address, UDP and/or endpoint SSRC’s). 

If the matcher 316 receives a no hit (or no match), the 
matcher 316, in step 220, determines if the source or endpoint 
in the packet has a matching entry in the orphan table. This is 
typically determined by matching on transport address or 
UDP and endpoint SSRC pair. 

If the matcher 316 receives a hit, the monitor in step 224 
updates the entry for the orphan session. This is typically done 
by updating the other party’s SSRC (if available) and updat 
ing the associated data in the packet. As noted, each entry in 
the orphan session table includes at least UDP or transport 
address of an endpoint, an endpoint SSRC, and optionally 
reception report SSRC. 

If the matcher 316 receives a no hit, the matcher 316 in step 
228 creates an entry (if necessary) in the orphan session table 
304. 

After both steps 224 and 228, the monitor 300 next deter 
mines in step 232 Whether a pair of entries corresponding to a 
pair of orphans have matching endpoint SSRC and reception 
report SSRC’s. If no match is found, the monitor proceeds to 
step 200 to aWait the next packet. If a match is found, the 
monitor in step removes the matched end-point entries from 
the orphan table and creates one entry in the active session 
table With the data in the tWo entries in corresponding ?elds. 
The monitor then returns to step 200 to aWait the next packet. 

FIG. 4 depicts the algorithm for a computational compo 
nent in the ?rst endpoint that is con?gured to input another 
(second) endpoint’s SSRC into the APP ?eld. In step 400, the 
?rst endpoint receives an RTCP packet from the second end 
point participating in a session With the ?rst endpoint. In step 
404, the ?rst endpoint parses the RTCP packet and determines 
Whether a ?ag has been set (i.e., determines the ?ag’s value). 
The ?ag identi?es Whether or not the second endpoint is 
con?gured to transmit a duplicate packet to the session moni 
tor. If the ?ag is set (meaning that the second endpoint is 
con?gured to transmit a duplicate packet to the session moni 
tor), the ?rst endpoint in step 408 does not forWard a modi?ed 
version of the RTCP packet to the monitor. The ?rst endpoint 
returns to step 400 to aWait the next RTCP packet. If the ?ag 
is not set (meaning that the second endpoint is not con?gured 
to send a duplicate RTCP packet to the monitor), the ?rst 
endpoint in step 412 modi?es the RTCP packet by replacing 
the destination address With that of the monitor and inputs 
into the APP ?eld the second endpoint’ s netWork address and 
forWards the modi?ed packed to the monitor 300. The for 
Warding can be done by any suitable technique such as port 
forWarding. 
A number of variations and modi?cations of the invention 

can be used. It Would be possible to provide for some features 
of the invention Without providing others. For example in one 
alternative embodiment, the algorithm is used for protocols 

20 

25 

30 

35 

40 

45 

50 

55 

60 

65 

6 
besides RTP and/or RTCP. In another alternative embodi 
ment, steps 200, 204, and 208 are used alone to match session 
endpoints With RTCP packets. This embodiment is useful 
Where both endpoints to a session input into the APP ?eld the 
transport address of the other party to the session. In another 
embodiment, steps 212, 216, 220, 224, 228, 232, and 236 are 
used independently to match session endpoints With RTCP 
packets. This embodiment is useful Where neither endpoint to 
a session inputs into the APP ?eld the transport address of the 
other party. In yet another embodiment, the algorithm(s) is 
useful for other netWork topologies. For example, the algo 
rithm(s) can be used With a unicast architecture Where a 
packet redirector or copier such as a sniffer, probe, or router is 
positioned betWeen the tWo parties to the session to intercept 
RTCP packets and either send a copy of the packet or the 
packet itself to the monitor. In yet another embodiment, the 
orphan and active session tables can be combined into one 
table, With a ?ag or other indicator being used to indicate 
When an entry has been completed (i.e., both endpoints to the 
session have been identi?ed by transport address). 
The present invention, in various embodiments, includes 

components, methods, processes, systems and/or apparatus 
substantially as depicted and described herein, including vari 
ous embodiments, subcombinations, and subsets thereof. 
Those of skill in the art Will understand hoW to make and use 
the present invention after understanding the present disclo 
sure. The present invention, in various embodiments, 
includes providing devices and processes in the absence of 
items not depicted and/ or described herein or in various 
embodiments hereof, including in the absence of such items 
as may have been used in previous devices or processes, eg 
for improving performance, achieving ease and\or reducing 
cost of implementation. 
The foregoing discussion of the invention has been pre 

sented for purposes of illustration and description. The fore 
going is not intended to limit the invention to the form or 
forms disclosed herein. Although the description of the inven 
tion has included description of one or more embodiments 
and certain variations and modi?cations, other variations and 
modi?cations are Within the scope of the invention, eg as 
may be Within the skill and knoWledge of those in the art, after 
understanding the present disclosure. It is intended to obtain 
rights Which include alternative embodiments to the extent 
permitted, including alternate, interchangeable and/or 
equivalent structures, functions, ranges or steps to those 
claimed, Whether or not such alternate, interchangeable and/ 
or equivalent structures, functions, ranges or steps are dis 
closed herein, and Without intending to publicly dedicate any 
patentable subject matter. 
What is claimed is: 
1. A method for identifying a corresponding session for a 

packet, comprising: 
(a) in a ?rst session, a ?rst endpoint transmitting ?rst and 

second sets of packets, respectively, to a session monitor 
and a second endpoint, Wherein the ?rst and second sets 
of packets have differing information, Wherein each 
packet in the ?rst set of packets is used for determining 
netWork performance information, and Wherein each of 
the ?rst and second endpoints has an associated elec 
tronic address on a netWork and a session identi?er; 
(b) the session monitor receiving at least a ?rst packet in 

the ?rst packet set, the ?rst packet comprising at least 
the netWork address and session identi?er associated 
With the ?rst endpoint; 

(c) determining Whether at least one of the ?rst endpoint’s 
netWork address and session identi?er correspond to an 
active session entry recorded in a ?rst set of data struc 
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tures, the ?rst set of data structures comprising active 
session entries, each entry in the ?rst set of data struc 
tures having at least network addresses for each of the 
endpoints to the corresponding session; 

(d) When at least one of the ?rst endpoint’ s netWork address 
and session identi?er correspond to an active session 
entry in the ?rst set of data structures, updating the 
corresponding entry to include the netWork performance 
information associated With the at least a ?rst packet; 

(e) determining Whether at least one of the ?rst endpoint’s 
netWork address and session identi?er correspond to an 
active session entry recorded in a second set of data 
structures, the second set of data structures having active 
session entries, each of the entries in the second set of 
data structures failing to comprise netWork addresses for 
each of the endpoints to the corresponding session; and 

(f) When at least one of the ?rst endpoint’s netWork address 
and session identi?er correspond to an active session 
entry in the second set of data structures, updating the 
entry to include the performance information associated 
With the at least a ?rst packet. 

2. The method of claim 1, Wherein at least some of the 
packets in the second set of packets comprise media informa 
tion associated With the ?rst session, and Wherein, in steps (c) 
and (e), a corresponding entry is identi?ed using the netWork 
address and session identi?er of the ?rst endpoint. 

3. The method of claim 1, Wherein step (e) is performed 
When the at least one of the ?rst endpoint’s netWork address 
and session identi?er fail to correspond to an entry in the ?rst 
set of data structures, Wherein the electronic netWork address 
is at least one of a port and transport address, and further 
comprising before the determining step (c): 

(bl) parsing the at least a ?rst packet for at least one 
selected ?eld; and 

(b2) determining Whether the netWork address of the sec 
ond endpoint is in the selected ?eld, Wherein, When the 
netWork address of the second endpoint is in the selected 
?eld, steps (e)-(f) are not performed and, When the net 
Work address of the second endpoint is not in the 
selected ?eld, steps (e)-(f) are performed. 

4. The method of claim 1, Wherein the netWork perfor 
mance information comprises statistics about the media pack 
ets in the second set of packets and further comprising: 

(g) determining Whether a pair of session entries in the 
second set of data structures pertain to a common ses 

sion; and 
(h) When the second set of data structures includes a pair of 

session entries pertaining to a common session, remov 
ing the pair of entries from the second set of data struc 
tures and adding the pair of session entries to a common 
session entry in the ?rst set of data structures. 

5. The method of claim 1, Wherein, When the at least one of 
the ?rst endpoint’s netWork address and session identi?er are 
not in the ?rst and second sets of data structures, the at least 
one of the ?rst endpoint’s netWork address and session iden 
ti?er is added to the second set of data structures. 

6. The method of claim 1, Wherein the packets in the ?rst set 
of packets are de?ned by the Real Time Transfer Control 
Protocol, Wherein the packets in the second set of packets are 
de?ned by one of the Real Time Transfer Control Protocol 
and the Real Time Protocol, Wherein the performance infor 
mation comprise statistics respecting at least one of jitter, 
packet loss, and round-trip time, Wherein step (b) comprises 
the substeps: 

(bl) parsing the at least a ?rst packet to locate selected 
?elds comprising the transport address of the sending 
endpoint, the session identi?er of the sending endpoint, 
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8 
the transport address of the destination endpoint, and the 
session identi?er of the destination endpoint, Wherein 
the ?rst endpoint is the source endpoint and the second 
endpoint is the destination; 

(b2) When the at least a ?rst packet comprises the netWork 
address of the second endpoint, updating a set of data 
structures to include the second endpoint’s netWork 
address; and 

(b3) When the at least a ?rst packet does not comprise the 
netWork address of the second endpoint, updating a cor 
responding entry in one of the ?rst and second sets of 
data structures. 

7. The method of claim 1, Wherein steps (d) and (e) are not 
performed When the at least a ?rst packet includes the net 
Work address of the second endpoint and Wherein the session 
monitor performs steps (c) and (e). 

8. A computer readable medium comprising processor 
executable instructions to perform the steps of claim 1. 

9. The method of claim 2, Wherein the ?rst set of data 
structures comprises, for each active session, a transport 
address of each of the endpoints participating in the session, 
the session identi?ers for each of the endpoints participating 
in the session, and performance information corresponding to 
packets exchanged in the session, Wherein the second set of 
data structures comprises, for each active session, a transport 
address of at least one of the endpoints participating in the 
session, a session identi?er for at least one but less than all of 
the endpoints participating in the session, and performance 
information corresponding to packets exchanged in the ses 
sion, and Wherein the performance information comprises at 
least one of jitter, packet loss, and packet round-trip time, 
Wherein the media information comprises voice data, and 
Wherein the packets in the ?rst set of packets do not contain 
media information. 

10. In a netWork, the netWork comprising: 
(i) a session monitor operable to track netWork perfor 
mance for a plurality of sessions; and 

(ii) ?rst endpoint and second endpoints, the ?rst endpoint 
being operable to transmit ?rst and second sets of pack 
ets, respectively, to the session monitor and the second 
endpoint, Wherein the ?rst and second sets of packets 
have differing information, Wherein each packet in the 
?rst set of packets is used by the session monitor to 
determine netWork performance information, and 
Wherein each of the ?rst and second endpoints has an 
associated electronic address on a netWork and a session 
identi?er, the session monitor comprising: 

(a) an input operable to receive at least a ?rst packet in the 
?rst packet set, the ?rst packet comprising at least the 
netWork address and session identi?er associated With 
the ?rst endpoint; and 

(b) a matcher operable to: 
(bl) determine Whether at least one of the ?rst end 

point’s netWork address and session identi?er corre 
spond to an active session entry recorded in a ?rst set 
of data structures, the ?rst set of data structures com 
prising active session entries, each entry in the ?rst set 
of data structures having at least netWork addresses 
for each of the endpoints to the corresponding ses 
sion; 

(b2) When at least one of the ?rst endpoint’s netWork 
address and session identi?er correspond to an active 
session entry in the ?rst set of data structures, update 
the corresponding entry to include the performance 
information associated With the at least a ?rst packet; 

(b3) determine Whether at least one of the ?rst end 
point’s netWork address and session identi?er corre 
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spond to an active session entry recorded in a second 
set of data structures, the second set of data structures 
having active session entries, each of the entries in the 
second set of data structures failing to comprise net 
Work addresses for each of the endpoints to the cor 
responding session; and 

(b4) When at least one of the ?rst endpoint’s netWork 
address and session identi?er correspond to an active 
session entry in the second set of data structures, 
update the entry to include the performance informa 
tion associated With the at least a ?rst packet. 

11. The session monitor of claim 10, Wherein at least some 
of the packets in the second set of packets comprise media 
information associated With the ?rst session, and Wherein, in 
operations (bl) and (b3), a corresponding entry is identi?ed 
using the netWork address and session identi?er of the ?rst 
endpoint. 

12. The session monitor of claim 10, Wherein operation 
(b3) is performed When the at least one of the ?rst endpoint’ s 
netWork address and session identi?er fail to correspond to an 
entry in the ?rst set of data structures, Wherein the electronic 
netWork address is at least one of a port and transport address, 
and further comprising: 

(c) a parser operable to parse the at least a ?rst packet for at 
least one selected ?eld and determine Whether the net 
Work address of the second endpoint is in the selected 
?eld, Wherein, When the netWork address of the second 
endpoint is in the selected ?eld, operations (bl)-(b4) are 
not performed and, When the netWork address of the 
second endpoint is not in the selected ?eld, operations 
(b 1 )-(b4) are performed. 

13. The session monitor of claim 10, Wherein the netWork 
performance information comprises statistics about the 
media packets in the second set of packets and Wherein the 
session monitor is further operable to: 

(b5) determine Whether a pair of session entries in the 
second set of data structures pertain to a common ses 

sion; and 
(b6) When the second set of data structures includes a pair 

of session entries pertaining to a common session, 
remove the pair of entries from the second set of data 
structures and adding the pair of session entries to a 
common session entry in the ?rst set of data structures. 

14. The session monitor of claim 10, Wherein, When the at 
least one of the ?rst endpoint’s netWork address and session 
identi?er are not in the ?rst and second sets of data structures, 
the at least one of the ?rst endpoint’s netWork address and 
session identi?er is added to the second set of data structures. 

15. The session monitor of claim 10, Wherein the packets in 
the ?rst set of packets are de?ned by the Real Time Transfer 
Control Protocol, Wherein the packets in the second set of 
packets are de?ned by one of the Real Time Transfer Control 
Protocol and the Real Time Protocol, Wherein the perfor 
mance information comprise statistics respecting at least one 
of jitter, packet loss, and round-trip time, and further com 
prising: 

(c) a parser operable to parse the at least a ?rst packet to 
locate selected ?elds comprising the transport address of 
the sending endpoint, the session identi?er of the send 
ing endpoint, the transport address of the destination 
endpoint, and the session identi?er of the destination 
endpoint, Wherein the ?rst endpoint is the source end 
point and the second endpoint is the destination and 
Wherein the session monitor is further operable to: 

m 

20 

25 

30 

35 

40 

45 

50 

55 

60 

65 

10 
(b5) When the at least a ?rst packet comprises the netWork 

address of the second endpoint, update a set of data 
structures to include the second endpoint’s netWork 
address; and 

(b6) When the at least a ?rst packet does not comprise the 
netWork address of the second endpoint, update a corre 
sponding entry in one of the ?rst and second sets of data 
structures. 

16. The session monitor of claim 10, Wherein operations 
(b3) and (b4) are not performed When the at least a ?rst packet 
includes the netWork address of the second endpoint. 

17. The session monitor of claim 11, Wherein the ?rst set of 
data structures comprises, for each active session, a transport 
address of each of the endpoints participating in the session, 
the session identi?ers for each of the endpoints participating 
in the session, and performance information corresponding to 
packets exchanged in the session, Wherein the second set of 
data structures comprises, for each active session, a transport 
address of at least one of the endpoints participating in the 
session, a session identi?er for at least one but less than all of 
the endpoints participating in the session, and performance 
information corresponding to packets exchanged in the ses 
sion, and Wherein the performance information comprises at 
least one of jitter, packet loss, and packet round-trip time, 
Wherein the media information comprises voice data, and 
Wherein the packets in the ?rst set of packets do not contain 
media information. 

18. In a netWork, the netWork comprising: 
(i) a session monitor operable to track netWork perfor 
mance for a plurality of sessions and maintain ?rst and 
second sets of data structures having active Voice over 
lntemet Protocol (VolP) session entries, the ?rst set of 
data structures comprising, for each active session entry 
in the ?rst set of data structures, electronic addresses for 
each of the endpoints involved in the VoIP session iden 
ti?ed in the respective session entry, and the second set 
of data structures comprising, for each active VolP ses 
sion entry in the second set of data structures, each of the 
entries in the second set of data structures failing to 
comprise addresses for each of the endpoints to the 
corresponding session; 

(ii) ?rst endpoint and second endpoints, the ?rst endpoint 
being operable to transmit ?rst and second sets of pack 
ets, respectively, to the session monitor and the second 
endpoint, Wherein the ?rst and second sets of packets 
have differing information, Wherein each packet in the 
?rst set of packets is used by the session monitor to 
determine netWork performance information, and 
Wherein each of the ?rst and second endpoints has an 
associated electronic address on a netWork and a session 

identi?er, a method comprising: 
(a) the ?rst endpoint receiving at least a ?rst packet com 

municated betWeen the ?rst and second endpoints to the 
?rst session, the ?rst packet comprising the electronic 
address of the ?rst endpoint on the netWork, the elec 
tronic address of the second endpoint on the netWork, 
and voice information, and being associated With the 
second packet set; 

(b) the ?rst endpoint transmitting at least a second packet to 
the session monitor, the at least a second packet includ 
ing the respective ?rst and second addresses of the ?rst 
and second endpoints and being associated With the ?rst 
packet set, Wherein the ?rst session has an entry in the 
second set of data structures and Wherein, based on the at 
least a secondpacket, the session monitor determines the 
electronic addresses for both the ?rst and second end 
points, updates the corresponding entry in the second set 
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of data structures, and moves the entry from the second 
to the ?rst set of data structures; 

(c) the session monitor receiving at least a second packet, 
the second packet comprising a session identi?er asso 
ciated with the ?rst endpoint; 

(d) determining whether at least one of the ?rst endpoint’ s 
network address and session identi?er corresponds to an 
active session entry recorded in the ?rst set of data struc 
tures; 

(e) when at least one of the ?rst endpoint’s address and 
session identi?er correspond to an active session entry in 
the ?rst set of data structures, updating the correspond 
ing entry to include the network performance informa 
tion associated with the at least a second packet; 

(f) determining whether at least one of the ?rst endpoint’s 
address and session identi?er correspond to an active 
session entry recorded in the second set of data struc 
tures; and 

(g) when at least one of the ?rst endpoint’s address and 
session identi?er correspond to an active session entry in 
the second set of data structures, updating the entry to 
include the performance information associated with the 
at least a second packet. 

19. The method of claim 18, wherein step (a) comprises the 
substep: 

(al) determining a value of a ?ag in the at least a ?rst 
packet; 

and wherein, when the ?ag has a ?rst predetermined value, 
performing step (b) and, when the ?ag has a second 
predetermined value, not performing step (b). 

20. In a network, the network comprising: 
(i) a session monitor operable to track network perfor 
mance for a plurality of sessions; and 

(ii) ?rst endpoint and second endpoints, the ?rst endpoint 
being operable to transmit ?rst and second sets of pack 
ets, respectively, to the session monitor and the second 
endpoint, wherein the ?rst and second sets of packets 
have differing information, wherein each packet in the 
?rst set of packets is used by the session monitor to 
determine network performance information, and 
wherein each of the ?rst and second endpoints has an 
associated electronic address on a network and a session 

identi?er, the ?rst endpoint comprising: 
(ia) an input operable to receive at least a ?rst packet 
communicatedbetween the ?rst and second endpoints to 
a ?rst session, the ?rst packet comprising an address of 
the ?rst endpoint, an address of the second endpoint, and 
voice information, and being associated with the second 
packet set; and 

(ib) a transmitter operable to transmit at least a second 
packet to a session monitor, the at least a second packet 
including the respective ?rst and second addresses of the 
?rst and second endpoints and being associated with the 
?rst packet set and the session monitor comprising: 

(iia) an input operable to receive at least a second packet in 
the ?rst packet set, the second packet comprising at least 
the network address and session identi?er associated 
with the ?rst endpoint; and 

(iib) a matcher operable to: 
(bl) determine whether at least one of the ?rst end 

point’ s address and session identi?er correspond to an 
active session entry recorded in a ?rst set of data 
structures, the ?rst set of data structures comprising 
active session entries, each entry in the ?rst set of data 
structures having at least addresses for each of the 
endpoints to the corresponding session; 
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(b2) when at least one of the ?rst endpoint’s address and 

session identi?er correspond to an active session 
entry in the ?rst set of data structures, update the 
corresponding entry to include the performance infor 
mation associated with the at least a second packet; 

(b3) determine whether at least one of the ?rst end 
point’ s address and session identi?er correspond to an 
active session entry recorded in a second set of data 
structures, the second set of data structures having 
active session entries, each of the entries in the second 
set of data structures failing to comprise addresses for 
each of the endpoints to the corresponding session; 
and 

(b4) when at least one of the ?rst endpoint’s network 
address and session identi?er correspond to an active 
session entry in the second set of data structures, 
update the entry to include the performance informa 
tion associated with the at least a second packet. 

21. The network of claim 20, wherein the ?rst packet 
includes a ?ag and wherein, when the ?ag has a ?rst prede 
termined value, the transmitter transmits the at least a second 
packet and, when the ?ag has a second predetermined value, 
the transmitter does not transmit the at least a second packet. 

22. In a network, the network comprising: 
(i) a session monitor operable to track network perfor 
mance for a plurality of Voice over lntemet Protocol 

(VolP) sessions; and 
(ii) ?rst endpoint and second endpoints, the ?rst endpoint 

being operable to transmit ?rst and second sets of pack 
ets, respectively, to the session monitor and the second 
endpoint, wherein the ?rst and second sets of packets 
have differing information, wherein each packet in the 
?rst set of packets is used by the session monitor to 
determine network performance information, and 
wherein each of the ?rst and second endpoints has an 
associated electronic address on a network and a session 
identi?er, the session monitor comprising: 

(a) an input operable to receive at least a ?rst packet in the 
?rst packet set, the ?rst packet comprising at least the 
electronic address and session identi?er associated with 
the ?rst endpoint; and 

(b) a matcher operable to: 
(bl) determine whether at least one of the ?rst end 

point’s electronic address and session identi?er cor 
respond to an active session entry recorded in a ?rst 
set of data structures, the ?rst set of data structures 
comprising active session entries, each entry in the 
?rst set of data structures having at least electronic 
addresses for each of the endpoints to the correspond 
ing session; 

(b2) when at least one of the ?rst endpoint’s electronic 
address and session identi?er correspond to an active 
session entry in the ?rst set of data structures, update 
the corresponding entry to include the performance 
information associated with the at least a ?rst packet; 

(b3) determine whether at least one of the ?rst end 
point’s electronic address and session identi?er cor 
respond to an active session entry recorded in a sec 
ond set of data structures, the second set of data 
structures having active session entries, each of the 
entries in the second set of data structures failing to 
comprise electronic addresses for each of the end 
points to the corresponding session; and 

(b4) when at least one of the ?rst endpoint’s electronic 
address and session identi?er correspond to an active 
session entry in the second set of data structures, 
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update the entry to include the performance informa 
tion associated With the at least a ?rst packet. 

23. The session monitor of claim 22,Wherein at least some 
of the packets in the second set of packets comprise media 
information associated With the ?rst session, and Wherein, in 
operations (bl) and (b3), a corresponding entry is identi?ed 
using the electronic address and session identi?er of the ?rst 
endpoint, Wherein operation (b3) is performed When the at 
least one of the ?rst endpoint’s electronic address and session 
identi?er fail to correspond to an entry in the ?rst set of data 
structures, Wherein the electronic address is at least one of a 
port and transport address, and further comprising: 

(c) a parser operable to parse the at least a ?rst packet for at 
least one selected ?eld and determine Whether the elec 
tronic address of the second endpoint is in the selected 
?eld, Wherein, When the electronic address of the second 
endpoint is in the selected ?eld, operations (bl)-(b4) are 
not performed and, When the electronic address of the 
second endpoint is not in the selected ?eld, operations 
(b 1 )-(b4) are performed. 

24. The session monitor of claim 22, Wherein the network 
performance information comprises statistics about the 
media packets in the second set of packets and Wherein the 
session monitor is further operable to: 

(b5) determine Whether a pair of session entries in the 
second set of data structures pertain to a common ses 

sion; and 
(b6) When the second set of data structures includes a pair 

of session entries pertaining to a common session, 
remove the pair of entries from the second set of data 
structures and adding the pair of session entries to a 
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common session entry in the ?rst set of data structures, 
Wherein, When the at least one of the ?rst endpoint’s 
electronic address and session identi?er are not in the 
?rst and second sets of data structures, the at least one of 
the ?rst endpoint’s electronic address and session iden 
ti?er is added to the second set of data structures, 
Wherein the packets in the ?rst set of packets are de?ned 
by the Real Time Transfer Control Protocol, Wherein the 
packets in the second set of packets are de?ned by one of 
the Real Time Transfer Control Protocol and the Real 
Time Protocol, Wherein the performance information 
comprise statistics respecting at least one of jitter, packet 
loss, and round-trip time, Wherein the ?rst set of data 
structures comprises, for each active session, a transport 
address of each of the endpoints participating in the 
session, the session identi?ers for each of the endpoints 
participating in the session, and performance informa 
tion corresponding to packets exchanged in the session, 
Wherein the second set of data structures comprises, for 
each active session, a transport address of at least one of 
the endpoints participating in the session, a session iden 
ti?er for at least one but less than all of the endpoints 
participating in the session, and performance informa 
tion corresponding to packets exchanged in the session, 
and Wherein the performance information comprises at 
least one of jitter, packet loss, and packet round-trip 
time, Wherein the media information comprises voice 
data, and Wherein the packets in the ?rst set of packets do 
not contain media information. 


