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SECURING PAYMENT DATA 

BACKGROUND OF THE INVENTION 

With the Widespread growth of non-cash transactions in 
recent times, consumers are increasingly relying upon vari 
ous non-cash payment instruments such as credit cards, debit 
cards, contactless cards or another type of payment/transac 
tion card, as Well as traditional checks or other negotiable 
instruments in order to complete transactions at point-of-sale 
(POS) locations. As the use of these payment instruments 
have increased, associated adverse behavior such as fraud and 
so called “identity theft” has increased even more dramati 
cally. Recently, it has been estimated that identity theft is the 
fastest groWing crime in many countries WorldWide. 
One of the primary gateWays for identity theft or other 

fraudulent behavior occurs With respect to POS applications 
because these applications are often responsible for initiating 
a transaction request to a back-end payment processor. Thus, 
the POS applications generally have access to personal and/or 
other sensitive information such as credit/debit card numbers 
or the like. Accordingly, one of the biggest issues in, e.g., the 
retail industry today is the fact that POS applications have 
access to payment instrument data Without much in the Way of 
security and are thus one of the major sources from Which 
such data is illegally obtained, either by hackers or employees 
of the POS location. 

A typical POS application reads data from payment card’ s 
magnetic tracks by means of a Magnetic Stripe Reader device 
(MSR). This data often includes much sensitive information 
such as the card number, expiration date, cardholder’s name, 
etc. The application sends the data to the payment service 
provider to charge or authorize a payment. Typically, the 
application has full control over the data: it can store it in 
database or handle it in any other Way. Consequently, many 
credit card netWorks such as Visa and MasterCard prohibit 
storing of card information; hoWever, there is conventionally 
no Way to enforce this policy. Today, most of the leaks of 
sensitive data happen not from POS applications intention 
ally revealing the data but from those applications simply 
mishandling the data and unintentionally exposing it to hack 
ers or the like, generally due to a lack of secure programming 
expertise on the part of the application developers. Handling 
sensitive data in the secure manner is often a challenge even 
for programmers trained in the ?eld. 

SUMMARY OF THE INVENTION 

The folloWing presents a simpli?ed summary of the 
claimed subject matter in order to provide a basic understand 
ing of some aspects of the claimed subject matter. This sum 
mary is not an extensive overvieW of the claimed subject 
matter. It is intended to neither identify key or critical ele 
ments of the claimed subject matter nor delineate the scope of 
the claimed subject matter. Its sole purpose is to present some 
concepts of the claimed subject matter in a simpli?ed form as 
a prelude to the more detailed description that is presented 
later. 

The subject matter disclosed and claimed herein, in one 
aspect thereof, comprises an architecture that can facilitate 
isolating data obtained from a payment instrument from a 
Point-Of-Sale (POS) application as Well as other applications 
of a POS front-end. In accordance thereWith, the architecture 
can include a front-end interface con?gured to attach to or 
embed Within one or more POS components such as a POS 

input device, a POS service object, POS middleWare, or the 
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2 
like. The front-end interface can capture data obtained from a 
payment instrument and forWard the data to a security com 
ponent that encrypts the data. 

In accordance With one aspect of the claimed subject mat 
ter, the security component can encrypt the data in accordance 
With a Public Key Infrastructure (PKI) arrangement. For 
example, the data can be encrypted by Way of a public key 
associated With a payment processor (or another ?nancial 
institution, association, or agency), or by some other means. 
Based upon the foregoing, the sensitive data obtained from a 
payment instrument can be securely encrypted as soon as is 
feasible from the beginning of a transaction, and remain 
secured until the data reaches a payment back-end. 

In accordance With one aspect, the payment back-end can 
include a back-end interface con?gured to attach to or embed 
Within a payment component, such as payment middleWare, a 
payment processor, the payment processor, or the like. The 
back-end interface can also be operatively coupled to a 
decryption component that decrypts the data intercepted by 
the back-end interface. The decryption component can, e. g., 
house the public key as Well as facilitate the transmission of 
the public key to the front-end. The decryption component 
can also store a private key associated With the public key in 
order to decrypt the data. Accordingly, regulation of the keys 
and other aspects of the PKI can be managed by more trusted 
(and more secure) parties of a given transaction. 
The folloWing description and the annexed draWings set 

forth in detail certain illustrative aspects of the claimed sub 
ject matter. These aspects are indicative, hoWever, of but a feW 
of the various Ways in Which the principles of the claimed 
subject matter may be employed and the claimed subject 
matter is intended to include all such aspects and their equiva 
lents. Other advantages and novel features of the claimed 
subject matter Will become apparent from the folloWing 
detailed description of the claimed subject matter When con 
sidered in conjunction With the draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram of a front-end system that can 
facilitate a more secure Point-Of-Sale (POS) transaction 
environment. 

FIG. 2 is an exemplary system comprising a front-end that 
includes example POS components that can facilitate a more 
secure POS transaction environment. 

FIG. 3 is a block diagram of example POS input devices at 
a POS front-end. 

FIG. 4 depicts a block diagram of example payment instru 
ments commonly employed at a POS front-end. 

FIG. 5 depicts a block diagram of a back-end system that 
can facilitate a more secure transaction processing environ 
ment. 

FIG. 6 illustrates a block diagram of a system With a back 
end that includes example payment components that can 
facilitate a more secure transaction processing environment. 

FIG. 7 illustrates a block diagram of a system 700 that can 
facilitate end-to-end encryption of POS transaction informa 
tion. 

FIG. 8 is an exemplary ?oW chart of procedures de?ning a 
method for con?guring interfaces. 

FIG. 9 depicts an exemplary ?oW chart of procedures 
de?ning a method for intercepting and encrypting informa 
tion associated With a payment instrument before it is trans 
mitted to a POS application. 
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FIG. 10 illustrates an exemplary ?oW chart of procedures 
de?ning a method for intercepting and decrypting transaction 
data after the transaction data has traversed a POS applica 
tion. 

FIGS. 11A-11E illustrate various arrangements for end-to 
end processing of POS transaction. 

FIG. 12 illustrates a block diagram of a computer operable 
to execute the disclosed architecture. 

FIG. 13 illustrates a schematic block diagram of an exem 
plary computing environment. 

DESCRIPTION OF THE INVENTION 

The claimed subject matter is noW described With reference 
to the draWings, Wherein like reference numerals are used to 
refer to like elements throughout. In the folloWing descrip 
tion, for purposes of explanation, numerous speci?c details 
are set forth in order to provide a thorough understanding of 
the claimed subject matter. It may be evident, hoWever, that 
the claimed subject matter may be practiced Without these 
speci?c details. In other instances, Well-knoWn structures and 
devices are shoWn in block diagram form in order to facilitate 
describing the claimed subject matter. 
As used in this application, the terms “component, mod 

ule,” “system”, “interface”, or the like are generally intended 
to refer to a computer-related entity, either hardWare, a com 
bination of hardWare and softWare, softWare, or softWare in 
execution. For example, a component may be, but is not 
limited to being, a process running on a processor, a proces 
sor, an object, an executable, a thread of execution, a program, 
and/ or a computer. By Way of illustration, both an application 
running on a controller and the controller can be a component. 
One or more components may reside Within a process and/or 
thread of execution and a component may be localiZed on one 
computer and/ or distributed betWeen tWo or more computers. 

Furthermore, the claimed subject matter may be imple 
mented as a method, apparatus, or article of manufacture 
using standard programming and/or engineering techniques 
to produce softWare, ?rmWare, hardWare, or any combination 
thereof to control a computer to implement the disclosed 
subject matter. The term “article of manufacture” as used 
herein is intended to encompass a computer program acces 
sible from any computer-readable device, carrier, or media. 
For example, computer readable media can include but are 
not limited to magnetic storage devices (e. g., hard disk, 
?oppy disk, magnetic strips . . .), optical disks (e.g., compact 
disk (CD), digital versatile disk (DVD) . . . ), smart cards, and 
?ash memory devices (e.g., card, stick, key drive . . . ). 
Additionally it should be appreciated that a carrier Wave can 
be employed to carry computer-readable electronic data such 
as those used in transmitting and receiving electronic mail or 
in accessing a netWork such as the Internet or a local area 

netWork (LAN). Of course, those skilled in the art Will rec 
ogniZe many modi?cations may be made to this con?guration 
Without departing from the scope or spirit of the claimed 
subject matter. 

Moreover, the Word “exemplary” is used herein to mean 
serving as an example, instance, or illustration. Any aspect or 
design described herein as “exemplary” is not necessarily to 
be construed as preferred or advantageous over other aspects 
or designs. Rather, use of the Word exemplary is intended to 
present concepts in a concrete fashion. As used in this appli 
cation, the term “or” is intended to mean an inclusive “or” 
rather than an exclusive “or”. That is, unless speci?ed other 
Wise, or clear from context, “X employs A or B” is intended to 
mean any of the natural inclusive permutations. That is if, X 
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4 
employsA; X employs B; orX employs bothA and B, then “X 
employs A or B” is satis?ed under any of the foregoing 
instances. 

With reference noW to the draWings, referring initially to 
FIG. 1, a front-end system 100 that can facilitate a more 
secure Point-Of-Sale (POS) transaction environment is 
depicted. Generally, the system 100 can include a front-end 
interface 102 that can be con?gured to attach to (and/or be 
embedded in) a POS component 104. The front-end interface 
102 can intercept data 106 obtained from a payment instru 
ment (not shoWn) as it is received at the POS component 104. 
For example, the data 1 06, Which might otherWise traverse the 
POS component 104 as indicated by the broken lines at ref 
erence numeral 108, can instead be intercepted by the front 
end interface 102. The data 106 can then be delivered to a 
security component 110, Which can encrypt the data 106 to 
generate encrypted data 112. The encrypted data 112 can then 
be output to other POS components (not shoWn) in a POS 
front-end 114 and/ or be output to a POS application (not 

shoWn). 
As illustrated, the POS front-end 114 can include the POS 

component 104; hoWever, it is to be understood that the POS 
front-end 114 can include many POS components 104, each 
With distinguishing characteristics. Example POS compo 
nents 104 Will be discussed in greater detail infra With refer 
ence to FIGS. 2 and 3, but it should be appreciated that the 
POS component(s) 104 can be either hardWare, softWare, or a 
combination thereof implemented to obtain and/or process 
data 1 06, e. g., at a point-of-sale location. Accordingly, by Way 
of explanation and not limitation, the POS front-end 114 
and/or some or all of the POS components 104 can reside at a 
check-out register of a retail establishment or a computer or 
server for the retail establishment. Additionally or altema 
tively, the POS component(s) 104 can reside in a vending 
machine, a payphone, a transit system station such as a tum 
stile, kiosk, toll both, etc., or substantially any device in Which 
data 106 from a payment instrument can be received. 

According to an aspect, one feature of the claimed subject 
matter is, in essence, to mitigate unsecured exposure of the 
data 106 to the POS application and/ or other potentially 
unsafe applications or components. In particular, these appli 
cations generally represent a primary source for mishandling 
of sensitive data and/or are a primary target for hackers and 
malicious code directed toWard fraud, identity theft, or the 
like. Hence, the front-end interface 102 can intercept the data 
106 before the data 106 can be passed to the POS application. 
The security component 110 can then encrypt the data 106 
such that the POS application (or other applications) need not 
ever be in receipt of the data 106, but rather be in receipt of the 
encrypted data 112 instead. The encrypted data 112 can then 
be decrypted after leaving the control of the POS application, 
typically at a payment back-end (not shoWn), Which is 
detailed more thoroughly With reference to FIGS. 5 and 6. In 
accordance thereWith, the likelihood that the POS (or 
another) application Will mishandle sensitive data (e.g., data 
106) can be substantially reduced. 

Since the POS application is generally closely associated 
With the POS front-end 114 and/or the POS component(s) 
104, it is often not advisable for the security component 110 
to encrypt the data 106 according to a passWord/code/key or 
encryption scheme knoWn, stored, and/ or devised at the POS 
front-end 114. OtherWise, the encrypted data 112 handled by 
the POS application can potentially be decrypted if the pass 
Word or other means should be compromised, thereby under 
mining some of the effectiveness of a more secure POS trans 
action environment. Moreover, the encrypted data 112 must 
ultimately be decrypted at some point after traversing the 
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POS application (again, typically at a payment back-end). 
Hence, the ability to decrypt the encrypted data 112 should be 
available to the payment back-end but should not be available 
to (or accessible by) other unintended applications or com 
ponents. 

Therefore, in accordance With one aspect of the claimed 
subject matter, a Public Key Infrastructure (PKI) can be 
employed to mitigate the aforementioned issues. In general, a 
PKI is a Well-knoWn arrangement that can alloW a party to 
inspect and authenticate user identities. PKI can also alloW 
for binding of public keys to particular users, usually carried 
out by softWare at a central location together With other coor 
dinated software at distributed locations. The public keys are 
typically included in certi?cates. PKI arrangements can, for 
example, enable users to be authenticated to one another. In 
addition, the information included in an identity certi?cate 
(e. g., one of the public keys) can be employed to encrypt and 
authenticate messages transmitted betWeen users. 

In general, a PKI can consist of client softWare, server 
softWare such as a certi?cate authority, hardWare (e. g., smart 
cards), and operational procedures. A ?rst user may digitally 
sign messages using a private key, and a second user can 
check that signature (e. g., by using the public key contained in 
the ?rst user’s certi?cate issued by a certi?cate authority 
Within the PKI). This can enable tWo (or more) communicat 
ing parties to establish con?dentiality, message integrity and 
user authentication Without having to exchange any secret 
information in advance. 

In accordance thereWith, the POS component 104 can 
receive a public key associated With, e. g., a payment back-end 
component With the PKI de?ned by a ?nancial institution, a 
?nancial association, a payment processor, or the like. The 
public key can be provided to the security component 110 and 
employed to create the encrypted data 112 such that only the 
trusted back-end component can decrypt the encrypted data 
112 (e. g., With a private key). Therefore, neither sensitive data 
106 associated With a payment instrument nor the tools to 
decode this information need be accessible by the POS appli 
cation or other unsafe components or third parties. Moreover, 
many relevant features of the encryption scheme can be 
de?ned by the most trusted participants involved (e.g., the 
?nancial institutions, associations, etc.). 

With reference noW to FIG. 2, system 200 With a front-end 
that includes example POS components that can facilitate a 
more secure POS transaction environment is illustrated. As 
detailed previously, the front-end 114 can be, e. g., a point-of 
sale counter at a retail establishment (or another con?gura 
tion) and can include a Wide variety of POS components 104 
that can be referred to herein either individually or collec 
tively as POS components 104, or speci?cally referenced and 
called out according to particular characteristic as in POS 
input device 1041, POS service object 1042, POS middleWare 
104N, etc. It is to be appreciated that not all the example POS 
components 104 need exist and that other POS components 
104 can be present in addition to or alternatively to those 
depicted in FIG. 2, and the POS components 104 can exist in 
different con?gurations that What is shoWn. 
By Way of illustration and not limitation, conventional 

point-of-sale front-ends (e.g., retail checkout counter/kiosk) 
include a POS input device 104 1 that, e.g., physically reads or 
otherWise obtains the data 106 from the payment instrument 
202. In accordance With one aspect, the payment instrument 
202 can be a credit card and the POS input device 1041 can be 
a Magnetic Stripe Reader (MSR) device, hoWever, other 
aspects can exist, many of Which are presented infra With 
reference to FIGS. 3 and 4. Returning to the conventional 
point-of-sale front end to better provide context for the 
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6 
claimed subject matter, the MSR device (e.g., POS input 
device 1041) can then pass the magnetic track data (e.g., data 
106) to an associated MSR service object (e.g., POS service 
object 1042) that can decode and/or format the raW magnetic 
track data and transmit the decoded data to the POS applica 
tion 204. Typically, the POS application 204 can then send a 
payment request along With the credit card information to a 
payment back-end. 

HoWever, since one object of the claimed subject matter 
can be to limit the POS application 204 from attaining access 
to the data 106, the system 200 can include the front-end 
interface 102 that can be embedded in or attached to one or 

more of the POS components 104. In accordance thereWith, 
the front-end interface 102 can intercept data 106 obtained 
from the payment instrument 202; and the security compo 
nent 110 can encrypt the data 106 to generate encrypted data 
112. Ideally, the font-end interface 102 can be operatively 
attached to the POS input device 1041 (e.g., the MSR device) 
as this device is typically the ?rst POS component 104 to gain 
access to data 106 obtained from the payment instrument 202. 
In that case, the data 106 can be encrypted (to create 
encrypted data 112) virtually as soon as it is received from the 
payment instrument 202. 

Yet it should be appreciated that another object of the 
claimed subject matter can be to provide many of the features 
described herein With respect to existing hardWare such that 
implementation of, e.g., encryption of data 106 can be 
achieved With substantially minimal modi?cation to the hard 
Ware or softWare of existing point-of-sale front-ends. Accord 
ingly, in some cases, existing POS input devices 1041 may not 
be capable of supporting the front-end interface 102 and/or 
the security component 110. In such cases, the front-end 
interface 102 can be introduced into one of the other POS 
components 104, such as the POS service object 1042. 

Since the POS service object 1042 is typically comprised of 
softWare code executed on a processor or controller, imple 
menting the front-end interface 102 in the POS service object 
1042 can be a more cost effective solution to help ensure that 
the POS application 204 is privy to encrypted data 112 rather 
than the data 106. HoWever, in the case Where it is not possible 
or infeasible to implement the front-end interface 102 (and/or 
the associated security component 110) on either one of the 
POS input device 1041 or the POS service object 1042, then 
POS middleWare 104N can be employed. That is, the front 
end interface 102 can be employed With the POS middleWare 
104 N in order to encrypt data 106 before it can reach the POS 
application 204. 

MiddleWare is Well-knoWn in the computing ?eld and can 
be described as a communications layer that alloWs applica 
tions and/ or components to interact across disparate hardWare 
and netWork environments. Accordingly, the POS middle 
Ware 104Ncan be a generic middleWare component as Well as 
middleWare especially designed for or directed toWard POS 
devices, components, and/or transactions. 

FIGS. 3 and 4 relate to example POS input devices, and 
example payment instruments, respectively. For example, 
FIG. 3 illustrates a block diagram of example POS input 
devices 1041, While FIG. 4 depicts a block diagram of 
example payment instruments 202. It is to be appreciated that 
FIGS. 2 and 3 are intended to aid in understanding, but not 
intended to be limiting. Other POS input devices 1041 and/or 
payment instruments 202 other than those speci?cally called 
out herein can exist and be included Within the scope and 
spirit of this description and the claims appended hereto. As 
detailed supra, for instance in connection With FIG. 2, the 
POS input device 1041 can be a MSR device 302. A MSR 
device 302 can be a device that reads account information, 
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etc. from the magnetic stripe of, e.g., a credit card 402, a debit 
card, charge card (or another payment instrument 202) in 
order to process a transaction. MSR device 302 can be either 
integrated into or attached onto a POS register (not shoWn) as 
a separate component; or implemented as part of a stand 
alone terminal dedicated to the function of processing credit 
cards 402, or another payment instrument 202 that includes a 
magnetic stripe such as a gift certi?cate card or the like. 

In addition, the POS input devices 1041 can be a Magnetic 
Ink Character Recognition (MICR) device 304 or another 
type of optical device 306. Optical devices (e.g., 304, 306) 
can be employed in connection With character recognition 
applications in order to determine particular information such 
as account number, routing number, or other information 
associated With a payment instrument 202 such as a check 404 
or other negotiable instrument 406. In the case of a MICR 
device (e. g., MICR device 304), the device can be con?gured 
to read special characters often printed With special ink in 
accordance With standards adopted by banking industries. 
These special characters typically reside at the bottom of a 
check 404 or other negotiable instrument 406 printed in a 
particular font (e.g., E-13B, CMC-7, or the like). In accor 
dance thereWith, the MICR device 304 can process checks 
404 more e?iciently and With feWer errors than more general 
optical devices 306. 

Another example of the POS input devices 1041 is a Light 
Emitting Diode (LED) device 308 such as a barcode or simi 
lar type light-based reader such as a laser scanner. LED device 
308 can be employed to read reWards coupons 408 or the like, 
such as electronic offers presented to (and printed by) account 
holders. Moreover, the POS input devices 1041 can be a 
Personal Identi?cation Number (PIN) pad 310 employed to 
verify additional identi?cation information such as an 
account holder’s PIN. PIN pad 310 can be employed, e.g., in 
connection With credit/charge debit cards 402 or a similar 
payment instrument 202. 

The POS input devices 1041 can also be a Radio Frequency 
Identi?cation (RFID) transceiver 312. RFID transceiver 312 
can be employed in connection With a “contactless” card or 
device 410 or another type of device With an RFID “tag” or 
transponder 412. RFID transceiver 312 can receive data (e. g., 
account information, etc.) from smart cards and are especially 
prevalent in mass transit systems in order to facilitate more 
rapid transactions. 

Turning brie?y to FIG. 5, a back-end system 500 that can 
facilitate a more secure transaction processing environment is 
displayed. Generally, the system 500 can include a back-end 
interface 502 that can be con?gured to attach (or embed 
Within) a payment component 504 that, e.g., resides in a 
payment back-end 506. The payment back-end 506 can 
include a computer or server corresponding to, e.g., a credit 
card issuer, a bank or the like, or another ?nancial institution 
associated With a payment instrument. For the sake of illus 
tration only, a conventional payment back-end system is con 
?gured to receive data from a POS application (e. g., as 
detailed in connection With the POS application 204 With 
reference to FIG. 2). Thus, the data (Which conventionally is 
not encrypted) Would enter the payment back-end 506 and be 
processed by the one or more payment components 504, as 
depicted by the broken lines at reference numeral 508. HoW 
ever, if the payment back-end 506 is a recipient of encrypted 
data 112, such as an output from the POS front-end 114 of 
FIGS. 1 and 2, then the payment back-end 506 should be 
endoWed With the ability to process and/ or decrypt the 
encrypted data 112. 

In accordance thereWith, the back-end interface 502 can 
intercept the encrypted data 112 and a decryption component 
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8 
510 can decrypt the encrypted data 112, thereby alloWing 
unencrypted data 106 to be delivered to the payment compo 
nent 504 or another payment component (not shoWn) Within 
the payment back-end 506. As such, the encryption scheme 
employed (e.g., at the POS front-end 114 ofFIGS. 1, 2) can be 
de?ned at the payment back-end 506 and/or by the system 
500. Thus, cryptographic information 512 can be supplied to 
the POS front-end in advance, or upon a request from the POS 
front-end such as just prior to or during a transaction at a POS. 

With reference noW to FIG. 6, system 600 With a back-end 
that includes example payment components that can facilitate 
a more secure transaction processing environment is illus 
trated. In general, the payment back-end 506 can transmit 
cryptographic information 512 by Way of a Wide Area Net 
Work (WAN) such as the Internet or the like to a remote third 
party. The cryptographic information 512 can be securely 
stored in the decryption component 510 (and/or in one or 
more payment components 5041-504M), and can be associ 
ated With the PKI described supra With reference to FIG. 1. 
For example, the cryptographic information 512 can include, 
e.g., a public key 5121 as Well as a cryptographic algorithm 
5122. 
The cryptographic information 512 can be de?ned by the 

payment back-end 504 (or component thereof) or another 
?nancial institution and/or by a regulatory committee or stan 
dards board or another ?nancial association. As such, the PKI 
(and the cryptographic information 512) can be established 
by more trusted or reliable parties than a POS vendor or other 
party Where a transaction is likely to occur. Moreover, the 
equipment used either at a front-end or a back-end can be 
certi?ed and/ or approved by the aforementioned ?nancial 
associations or institutions potentially leading to a higher 
level of payment data security and trust for payment proces 
sors, issuing and acquiring banks and card association, and 
can simplify data security compliance certi?cation of POS 
applications and solutions as one aspect of those applications 
and solutions can be guaranteed by a platform. 

In accordance With the foregoing, the payment back-end 
506 can receive encrypted data 112 from the POS application 
204. Typically, the encrypted data 112 can be salient and/or 
sensitive data obtained from a payment instrument as sub 
stantially described above and encrypted by utiliZing the 
cryptographic information 512. The encrypted data 112 can 
be passed to one of the example payment components 5041 
504M, some or all of Which can be present in the payment 
back-end 506. The back-end interface 502 can be operatively 
attached or embedded Within one or more of the payment 

components 5041-504M, and can intercept encrypted data 
112. 

For example, the back-end interface 502 (as Well as the 
decryption component 510) can be coupled to the payment 
processor 5041. In that case, the decryption component 510 
can decrypt the encrypted data 112, e.g., by utiliZing a private 
key 602 associated With the public key 512 l as the underlying 
transaction is processed by the principal ?nancial institution 
associated With a payment instrument. In the case Where the 
payment processor 5041 is incapable of supporting the 
decryption of encrypted data 112 and/or such Would require 
too much modi?cation to a back-end system, then the decryp 
tion can be performed at the payment object 5042. In addition, 
as With the case of POS middleWare 104 N detailed in connec 
tion With FIG. 2, the payment back-end 506 can also employ 
middleWare, such as payment middleWare 504M, in order to, 
e.g., decrypt encrypted data 112. 

FIG. 7 illustrates a block diagram of a system 700 that can 
facilitate end-to-end encryption of POS transaction informa 
tion. System 700 is provided in order to illustrate an example 












