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METHOD AND SYSTEM FOR EXECUTING A 
SOFTWARE APPLICATION IN A VIRTUAL 

ENVIRONMENT 

RELATED APPLICATION 

The present application claims priority under 35 USC § 1 19 
to provisional application No. 60/256,082 entitled “Method 
and System for Executing a Software Application in a Virtual 
Environment” With named inventors Jeffrey de Vries and 
Gregory Zavertnik, ?led on Dec. 15, 2000, the disclosure of 
Which is incorporated by reference in its entirety for all pur 
poses. 

FIELD OF THE INVENTION 

The present invention relates to a method and system for 
executing softWare applications. More particularly, the 
present invention relates to a method and system for execut 
ing softWare applications that operate in a virtual environ 
ment generated using, for example, ?le system and registry 
hooks and overlays. 

BACKGROUND OF THE INVENTION 

With the popularity and Wide access of broadband net 
Works, softWare publishers have made applications available 
for use on central servers. Indeed, a commercial market seg 
ment knoWn as Application Service Providers (ASPs) has 
recently emerged. Broadband netWork access facilitates the 
use (including doWnloading and execution) of such server 
based softWare applications by providing high speed data 
connections for distribution of softWare applications from a 
server terminal (or from a remote location) to a local client 
terminal (for example, a personal computer terminal). HoW 
ever, many users consider it troublesome and time consuming 
to install applications distributed in this manner onto their 
client terminals because it typically requires accessing the 
server terminal via the data connection, doWnloading the 
desired application, and thereafter installing the doWnloaded 
application onto the client terminal for execution. 

In vieW of the foregoing, it is desirable to have a system and 
method that provides unobtrusive execution of externally 
delivered applications, Without the traditional installation 
procedure of the application before execution. It is further 
desired to have secure access to the applications to prevent 
unauthoriZed users from executing them. 

SUMMARY OF THE INVENTION 

In vieW of the foregoing, in one aspect of the present 
invention, a system for providing a ?le system overlay on a 
local computer includes a ?le system hook operatively inter 
posed betWeen a ?le system manager and a ?le system driver 
of the local computer, the ?le system hook con?gured to 
detect a ?le system call corresponding to a target program and 
to perform one or more procedures, and an agent procedure 
executing on the local computer to con?gure the ?le system 
hook for executing the target program. The one or more 
procedures may include accessing data at a server terminal 
operatively coupled to the local computer via a data netWork, 
or at a locally connected CD-ROM drive. 

The system further includes a token ?le corresponding to 
the target program, the token ?le including ?le system overlay 
information for the target program, Where the token ?le may 
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2 
also include information corresponding to one or more reg 
istry overlays, and environment variable changes. The token 
?le may also have a unique ?le extension for use by the local 
computer operating system. 

In one aspect, the target program may be associated With a 
unique process identi?er, Where process identi?er is gener 
ated by the operating system of the local computer. 
A method of providing a ?le system overlay on a local 

computer in accordance With another embodiment of the 
present invention includes the steps of con?guring a ?le sys 
tem hook operatively interposed betWeen a ?le system man 
ager and a ?le system driver of the local computer, to detect a 
?le system call corresponding to a target program, and to 
perform one or more procedures, and executing an agent 
procedure on the local computer for con?guring the ?le sys 
tem hook to execute the target program. 

The method in yet another aspect may further include a 
token ?le corresponding to the target program, the token ?le 
including ?le system overlay information for the target pro 
gram. 
A computer program product of still another embodiment 

includes a medium readable by a computer, the computer 
readable medium having computer program code adapted to 
con?gure a ?le system hook operatively interposed betWeen a 
?le system manager and a ?le system driver of the local 
computer, to detect a ?le system call corresponding to a target 
program, and to perform one or more procedures, and execute 
an agent procedure on the local computer for con?guring the 
?le system hook to execute the target program. Further, the 
computer program product may include a token ?le corre 
sponding to the target program, the token ?le including ?le 
system overlay information for the target program. 

In the manner described above, in accordance With the 
various embodiments of the present invention, there is pro 
vided a system and method that provides unobtrusive execu 
tion of externally delivered applications, Without the tradi 
tional installation procedure of the application before 
execution by employing ?le system and registry overlays that 
generate the appearance of having installed the application 
Without actually modifying the underlying ?le system or reg 
istry. 
Numerous other aspects are provided, as are methods and 

computer program products. Each inventive computer pro 
gram product may be carried by a medium readable by a 
computer (e.g., a carrier Wave signal, a ?oppy disk, a hard 
drive, a random access memory, etc.). A computer readable 
storage medium encompasses physical mediums (?oppy 
disk, a hard drive, a random access memory, etc.) but does not 
include non-physical media (i.e. carrier Wave signal). 

These and other features and advantages of the present 
invention Will be understood upon consideration of the fol 
loWing detailed description of the invention and the accom 
panying draWings. 

BRIEF DESCRIPTION OF THE DRAWING 

FIG. 1 illustrates a softWare application execution environ 
ment at a client terminal; 

FIG. 2 illustrates a softWare application execution environ 
ment at a client terminal in accordance With one embodiment 

of the present invention; 
FIG. 3 illustrates the process for generating a token ?le; 

and 

FIG. 4 is a ?owchart illustrating a process for setting up a 
client terminal for using token ?les. 
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DETAILED DESCRIPTION OF THE INVENTION 

In accordance With the present invention, a virtual environ 
ment is created on a client terminal such that application 
programs (typically delivered via a broadband computer net 
Work, or a local CD-ROM drive) may be ef?ciently and 
properly executed Without being installed on the client termi 
nal. The environment in Which the application executes is not 
entirely virtual, hoWever, and may be considered an overlay 
of a virtual environment over an existing “actual” environ 
ment. Indeed, in accordance With the present invention, ?le 
system and registry hooks are con?gured to provide a virtual 
environment that simulates a client terminal’s operating envi 
ronment, but With the addition of ?le system and registry 
overlays Which provide the appearance of the target program 
being installed. The ?le system and registry hooks are also 
con?gured to permit access to the computer’s virtual operat 
ing environment only by designated computer processes. 
Other programs only see the real environment, not the virtual 
environment. 

FIG. 1 illustrates a software application execution environ 
ment at a client terminal. Referring to the Figure, the softWare 
application execution environment includes a client terminal 
102 for installing therein application programs such as 
Microsoft WindoWs Explorer 104a and a target application 
program 1041). In one con?guration, the application programs 
104a, 1041) interact With a “raW” ?le system 114 (for 
example, stored in a hard drive of the client terminal) via an 
operating system 105 such as the various generations of Win 
doWs operating system commercially available from 
Microsoft Corporation. In turn, the operating system 105 is 
con?gured to interact With the ?le system 1 14 via a ?le system 
manager 108 and ?le system driver 111. 

For example, the operating system 105 may be con?gured 
to translate ?le system access requests from an application 
program such as the WindoWs Explorer 104a into a ?le sys 
tem call. The ?le system call is directed by the ?le system 
manager 108 to the appropriate ?le system driver 111, and, 
thus, eventually to the appropriate ?le system 114. Further, a 
registry manager 109 is con?gured to handle calls to a registry 
115 (such as the WindoWs registry in the case of the WindoWs 
operating system) from the application programs 104a, 1041). 

The softWare application execution environment of FIG. 1 
further includes a virtual ?le system driver 110 Which creates 
a virtual drive 113 using a token ?le 107 that contains a 
description of the contents of the virtual drive 113. In one 
aspect, the virtual ?le system driver 110 uses a process data 
base 106 (maintained by an agent procedure/routine such as a 
client agent sWplayer 103) to gate access to the virtual drive 
113 based on predetermined criteria of the requesting pro 
cess. The client agent sWplayer 103 also uses the contents of 
the token ?le 107 to modify the registry 115. The virtual ?le 
system driver 110 retrieves the actual contents of the ?les 
from either a remotely located server terminal 112 or local 
CD-ROM drive, etc. Moreover, the virtual ?le system driver 
110 also maintains a local cache (not shoWn). In this manner, 
a target application program Which is not installed on a client 
terminal 102 may be run via a virtual drive letter (for example, 
drive “V”) and registry modi?cation. Additional detailed 
description related to execution of a target application pro 
gram on a client terminal via a virtual driver letter and registry 
modi?cation may be found in pending application Ser. No. 
09/098,075 ?led on Jun. 16, 1998 entitled “Method andAppa 
ratus to AlloW Remotely Located Computer Programs and/or 
data to be Accessed on a Local Computer in a Secure, Time 
Limited Manner, With Persistent Caching”, the disclosure of 
Which is incorporated in its entirety by reference. 
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4 
FIG. 2 illustrates a softWare application execution environ 

ment at a client terminal in accordance With one embodiment 
of the present invention. Where a component of FIG. 2 cor 
responds to a component in FIG. 1, the corresponding refer 
ence numeral from FIG. 1 is employed. Referring to FIG. 2, 
the client agent sWplayer 103 is employed to modify the client 
terminal 102 environment for executing a target program 
1041) Without installing it. In particular, the client agent 
sWplayer 103 con?gures a ?le system hook 202 to intercept 
?le system calls from the ?le system manager 108. In this 
Way, by presenting a vieW of the existing ?le system 114 
augmented With a ?le system overlay generated from data in 
the token ?le 107, the target program (as determined by the 
process database 106) can be executed correctly. 
More speci?cally, a chain of ?le system hooks is interposed 

betWeen the ?le system manager 108 and the ?le system 
driver 111. The ?le system hooks take control of the ?le 
system calls before a ?le system driver 111 is called to per 
form the function corresponding to the ?le system call. The 
?le system hooks receive the same information as the ?le 
system driver 111. When called, the ?le system hooks can 
perform one of four operations. First, the ?le system hook 
may ignore the call and chain onto the next ?le system hook 
in the hook chain. Second, the ?le system hook may process 
the call and return directly to the ?le system manager 108. 
Third, the ?le system hook may change the call or make 
multiple calls to the ?le system driver 111 directly, and then 
return to the ?le system manager 108. Lastly, the ?le system 
hook may call doWn the hook chain and perform additional 
processing on the Way back. 

Referring back to FIG. 2, the client agent sWplayer 103 
informs the ?le system hook 202 via the process database 106 
about the executing target program 1041) using the process 
identi?cation assigned by the operating system 105. The cli 
ent agent sWplayer 103 also informs the ?le system hook 202 
about the token ?le 107 Which contains the ?le system paths 
and ?les (i.e. the overlay, Which is essentially a private ?le 
system, since the ?le system hook 202 Will only alloW the 
target program 1041) to see them) through Which ?les/chunks 
of the target program can be retrieved 112. In one embodi 
ment, this con?guration of the ?le system hook 202 is imple 
mented by the client agent sWplayer 103 modifying the pro 
cess database 106 to Which both the client agent sWplayer 103 
and the ?le system hook 202 have access, and based on the 
content of Which the ?le system hook 202 executes. 
By Way of illustration, the process database 106 shoWn in 

FIG. 2 may be modi?ed such that the ?le system hook 202 
recogniZes ?le system access requests from the executing 
target program 1041) to access information and ?le and direc 
tory structure in the overlay, and data indirectly from the 
server terminal 112. For example, the ?le system hook 202 
may be con?gured to access the server terminal 112 (Which 
holds ?les or portions of ?les containing data and program 
instructions, including the target program 1041) itself) on 
behalf of the target program 1041) by a netWork ?le system 
driver via a broadband netWork (not shoWn). As another 
example (not illustrated), the netWork ?le system driver may 
instead be a CD-ROM ?le system driver that accesses ?les or 
portions of ?les from a CD-ROM drive that is connected 
locally to the client terminal, Where the ?le system hook 202 
is con?gured to retrieve data on behalf of the target program 
1041) from the CD-ROM ?le system driver. 

Taking the speci?c example illustrated in FIG. 2, because 
the ?le system hook 202 is con?gured to grant visibility of the 
overlay (as contained in the token ?le 107) only to the target 
program 1041) (more speci?cally, only to a process having the 
process ID of the target program 1041)), any other program 
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attempting to see information in the overlay Will not be able to 
do so via the ?le system hook 202. For example, if a user 
attempts to use the installed application program, such as the 
Windows Explorer 10411, to vieW the directory structure of the 
local computer, a ?le system call corresponding to the request 
Will be generated by the operating system 105. HoWever, 
because the ?le system hook 202 is not con?gured to grant 
visibility of the overlay other than to the target program 1 04b, 
the ?le system call Will be passed by the ?le system hook 202 
onto the ?le system driver 111, Which Will return the vieW of 
the local computer directory Without the overlay information. 

It is recogniZed that the target program 1041) may itself 
spaWn other processes (i.e., the operating system 105 may 
spaWn other processes based on the execution of the target 
program 1041)) for Which it Will be necessary to alloW access 
to the ?le system overlay and private ?le storage. In one 
embodiment, the client agent sWplayer 103 is con?gured to 
monitor any spaWning processes and to modify the process 
database 106 to recogniZe the spaWned processes. Altema 
tively, When the ?le system hook 202 is con?gured to recog 
niZe a particular process ID for Which a ?le system access 
request has been made, the ?le system hook 202 “Walks” the 
process activation/hierarchy tree for the processes for Which 
it has been con?gured. If the non-recogniZed process is 
found, then the ?le system hook 202 handles the ?le system 
access request and may modify its con?guration (e.g., by 
modifying the process database 106) to recogniZe the previ 
ously non-recogniZed process. 

In accordance With one embodiment, the ?le system hook 
202 maintains a negative table of processes IDs that it is 
con?gured not to handle. To determine if a process is one for 
Which the ?le system hook 202 is con?gured to handle, the 
?le system hook 202 ?rst checks against the negative table. If 
the process ID appears in the negative table, there is no need 
to then “Walk” the process activation/hierarchy tree of the 
process for Which the ?le system hook 202 is con?gured to 
handle to determine Whether the requesting process is a 
spaWned process Which the ?le system hook 202 should prop 
erly handle. 

FIG. 3 illustrates the process for generating a token ?le. 
Referring to the Figure, during a preprocessing phase, the 
state of a “clean” computer terminal 302 is recorded. Then, 
the target program is installed onto the clean computer termi 
nal 302, resulting in the computer terminal 304. The state of 
the computer 304 is compared to the state of the computer 
terminal 302, and the difference is recorded as the token ?le 
306. For example, in the context of a WindoWs operating 
system environment, the token ?le 306 may indicate the dif 
ferences in registry settings, in environment variables, in ?le 
properties (?le siZe, last modi?cation time, etc.) and in the 
overall directory structure. The differences in ?le system and 
registry are recorded as overlays Within the token ?le 306. In 
one embodiment, the token ?le 306 may also include infor 
mation related to registry overlays, and environment variable 
changes created by an actual installation of the target pro 
gram. 

It should be noted that the target program 1041) may be 
considered a manifestation of executing instructions pointed 
to by the token ?le 306 in an environment represented by the 
token ?le 3 06. To this end, the environment represented by the 
token ?le 306 is encoded as overlays for the ?le system and 
registry, With other important data such as environment vari 
ables, Working directory, command line, and so on, as dis 
cussed in further detail beloW. In this manner, a target pro 
gram not installed on a client terminal may be executed via 
?le system and registry hooks With superimposed overlays. 
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6 
Furthermore, in another embodiment, in addition to install 

ing the target program 1041) on computer terminal 304, the 
target program 1041) may be executed on the computer termi 
nal 304 before deriving the token ?le 306 so that any ?nal 
installation steps performed the target program 1041) the ?rst 
time it is run may be captured. 

FIG. 4 is a ?owchart illustrating the process for setting up 
a client terminal for using token ?les. Referring to FIGS. 2 
and 4, at step 402 a “generic” client agent program (e.g., 
“sWplayer”) is installed on the client terminal 102. In this 
context, a “generic” client agent program indicates that the 
agent program is suitable for executing any target application 
program so long as the appropriate associated token ?le is 
provided. Thereafter at step 404, a neW ?le type is registered 
With the WindoWs Explorer application 10411 for token ?les, 
for example, in the WindoWs operating system environment. 
The token ?les thus have a unique ?le extension used exclu 
sively by client agent sWplayer 103. By modifying the Win 
doWs registry settings to associate this unique ?le extension 
With client agent sWplayer 103, Whenever a token ?le (With 
the given extension) is opened, client agent sWplayer 103 is 
started and the token ?le is supplied as a command line 
argument to client agent sWplayer 103. 

Referring back to FIG. 4, at step 406, a neW MIME (Mul 
tipurpose Internet Mail Extensions) type is associated With 
the extension of the token ?le such that When an intemet 
broWser (such as the Internet Explorer application) is used to 
link to a token ?le referenced in a Web page, the Web broWser 
causes the token ?le to doWnload to the client terminal, causes 
the client agent sWplayer 103 to be started, and passes the 
token ?le location to the client agent sWplayer 103. 
A user may use the Web broWser to navigate to a Web site, 

and click on a link indicating a target program listed on a Web 
page. The link points to the token ?le for that target program. 
The Web broWser initiates retrieval of the token ?le, and, 
based on the MIME type for the token ?le, recogniZes that the 
token ?le should be doWnloaded to the client terminal, and the 
client agent sWplayer 103 is started With the location of the 
token ?le given as an argument to the client agent sWplayer 
103. The Web broWser doWnloads the token ?le, and starts the 
client agent sWplayer 103. The location of the token ?le that 
Was doWnloaded is provided to the client agent sWplayer 103 
When the client agent sWplayer 103 is started. 

Optionally, once a token ?le has been doWnloaded to the 
client terminal, the user may bypass accessing the Web site 
and selecting the link for the target program, and rather, 
directly open the token ?le already present on the client 
terminal. Since the token ?le’s ?le extension Was registered 
With the operating system (for e.g., using WindoWs Explorer 
104a), opening the token ?le Will cause client agent sWplayer 
103 to be started With the location of the token ?le given as an 
argument to client agent sWplayer 103. Alternatively, the 
token ?le (and the target program component ?les) may 
already be local to the client terminal 102, for example, on the 
hard drive or on the CD-ROM drive. 
Once the client agent sWplayer 103 is started, it reads 

parameters from the token ?le 107 to modify the process 
database 106 as appropriate, including causing the operating 
system 105 to create a process ID (PID) under Which the 
target program 1041) operates and based on Which the ?le 
system hook 202 monitors and controls interaction With ?les 
necessary to run the target program 1041). That is, the ?le 
system hook 202 monitors ?le system calls as discussed 
above, i.e., gating access to the private ?le system overlay 
only to programs alloWed by the process database 106. 
As for registry calls by the executing target program 104b, 

the client agent sWplayer 103 uses the registry overlay infor 
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mation in the token ?le 107 to con?gure the registry hook 203 
that sees all registry calls before the native registry manager 
109. Depending on the registry overlay information in the 
token ?le 107, the registry hook 203 may handle a particular 
registry call itself, modify the registry call and pass it along to 
the native registry manager 109, orpass the registry call along 
to the native registry manager 109 unmodi?ed. In this Way, 
the registry 115 is handled in a manner analogous to the ?le 
system With gated access based on the process database 106 
and registry overlay information contained in the token ?le 
107. 

One major advantage of using the registry hook 203, as 
opposed to modifying the registry itself (and then modifying 
the registry back) is that if an error is returned during the 
execution of the target program 1041) and, for example, the 
client terminal 102 crashes, then the registry 115 has not been 
irreparably corrupted. 
As discussed in detail above, the present invention pro 

vides a system by Which a client terminal may robustly and 
reliably execute programs Without installing them through 
the use of ?le system hooks and overlays. Moreover, While the 
detailed description set forth above is directed to a client 
terminal running in an operating system such as a WindoWs 
2000 operating system or its predecessor versions, the various 
embodiments of the present invention may be applied to other 
operating systems and computer netWorks as Well as data 
systems. 
The various processes described above including the pro 

cesses operating in the softWare application execution envi 
ronment at a client terminal, generating a token ?le, and the 
process for setting up a client terminal for processing token 
?les, respectively described in conjunction With FIGS. 2-4, 
may be embodied as computer programs developed using an 
object oriented language that alloWs the modeling of complex 
systems With modular objects to create abstractions that are 
representative of real World, physical objects and their inter 
relationships. The softWare required to carry out the inventive 
process, Which may be stored in the client terminal, may be 
developed by a person of ordinary skill in the art and may 
include one or more computer program products. 

Indeed, the various embodiments of the present invention 
provide a method and apparatus for alloWing a computer 
program (potentially remotely-located) to be accessed and 
executed by a local computer terminal Without that program 
having to ?rst be installed. In addition, the program is 
executed in such a Way as to limit the possibility of the 
program or data being indiscriminately copied and propa 
gated, plus providing time limits on the access to the program 
or data. Moreover, copies of modi?ed ?les (or portions 
thereof) or registry entries in the overlay are maintained in a 
local cache (e.g., using a persistent Writeback caching 
scheme) located on, for example, in a hard drive (or any other 
storage device) of the local computer to improve performance 
of subsequent accesses, as Well as storing recently used 
remote data, and retaining ?le, directory and registry content 
for subsequent executions of the target program. 

Various other modi?cations and alterations in the structure 
and method of operation of this invention Will be apparent to 
those skilled in the art Without departing from the scope and 
spirit of the invention. Although the invention has been 
described in connection With speci?c preferred embodi 
ments, it should be understood that the invention as claimed 
should not be unduly limited to such speci?c embodiments. It 
is intended that the folloWing claims de?ne the scope of the 
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8 
present invention and that structures and methods Within the 
scope of these claims and their equivalents be covered 
thereby. 
What is claimed is: 
1. A method comprising the steps of: 
providing a token ?le corresponding to a target program, 

said token ?le including ?le system overlay information 
for a target program; 

using a ?le system hook operatively interposed betWeen a 
?le system and an operating system of a computer; 

intercepting, using the system overlay information, local 
and remote ?le system calls associated With the target 
Program; 

executing an agent procedure on the computer for con?g 
uring said ?le system hook to locally execute the target 
program Without the target program having been locally 
installed. 

2. A system comprising: 
a ?le system embodied in a computer-readable storage 
medium; 

a ?le system overlay embodied in a computer-readable 
storage medium, Wherein the ?le system overlay is asso 
ciated With the ?le system and, in operation, a locally 
executing target program; 

a ?le system manager embodied in a computer-readable 
storage medium, Wherein the ?le system manager is 
associated With the ?le system; 

a ?le system hook module embodied in a computer-read 
able storage medium, Wherein, in operation, the ?le 
system hook module utiliZes a hook to intercept from the 
?le system manager ?le system calls associated With the 
target program, and accesses ?le and directory structure 
in the ?le system overlay associated With the locally 
executing target program, Wherein a ?rst subset of ?le 
data identi?ed in the ?le and directory structure are 
locally available; 

a remote server terminal con?gured to provide data to the 
?le system hook module, Wherein, in operation, the ?le 
system hook module receives a portion of a second sub 
set of ?le data identi?ed in the directory structure from 
the remote server terminal. 

3. A system as in claim 2 further including a virtual ?le 
system driver associated With a virtual drive, Wherein the 
target program executes via the virtual drive. 

4. A system as in claim 2 further including a registry 
manager associated With a registry, Wherein the target pro 
gram is associated With the registry manager. 

5. A system as in claim 4 further including a registry hook 
module, Wherein the registry hook module is con?gured to 
intercept a registry call from the registry manager to the 
registry. 

6. A system as in claim 2 Wherein the ?le system hook 
module is con?gured to ignore the ?le system call and chain 
to a second ?le system hook. 

7. A system as in claim 2 Wherein the ?le system hook 
module is con?gured to process the ?le system call and return 
to the ?le system manager. 

8. A system as in claim 2 Wherein the ?le system hook 
module is con?gured to call doWn a hook chain. 

9. A system as in claim 2, further comprising a ?le system 
driver module embodied in a computer-readable storage 
medium, Wherein, in operation, the ?le system driver module 
executes ?le system calls received from the ?le system man 
ager. 


